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Executive Summary

BACKGROUND

The Transfer Payment Management System
(TPMS) was developed and implemented in
1990 as a user friendly, menu driven, computer
database system. It was designed to assist the
Department of Indian Affairs and Northern
Development (DIAND) in managing funding
agreement information and to apply cash
management requirements for the Indian and
Inuit Affairs Program. The funding agreements
include grants, contributions and other transfer
payments to First Nation bands, tribal council
and other recipients. It provides to recipients
auditors timely and accurate year-end
confirmations of the amounts funded by
DIAND.

In 1992-1993, a monitoring and control module
called TPM S Manager was added to TPMS. It
is an online system which establishes a pending
filefor, and lists, al reporting requirements and
their timeframes. TPMS Manager deals with
DIAND's accountability for the funds
authorized for release through TPMS. TPMS
Manager aso tracks the terms and conditions of
funding agreements.

OBJECTIVES AND SCOPE

The objectives of this audit wereto :

+  assessthe adequacy of application controls
to ensure the integrity of data and system
information; including al manual, clerica
and supervisory controls over the data
before input into the computerized system,
and all computerized basic controls;

« evauate the system's performance, in terms
of efficiency, productivity, usefulness and
impact on operations, including taking into
consideration the results of the Managing
Funding Arrangements Workshop - Joint
Application Development (JAD) process,

« identify any opportunities for improvement
of system performance; and,

«  assess compliance with the central agency
and departmental cash management
policies and directives.
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The scope of the audit included the review of
both manual and computerized procedures at
headquarters and in the Quebec, Saskatchewan
and Alberta Regions. This report coversthe
results of the review conducted at these
locations only.

In October 1995, the Departmental Resource
Management Systems (DRMYS) Directorate had
organized a TPM S users Joint Application
Development (JAD) Workshop. Inthis
workshop, alist of a number of system
modification issues was established (See
Appendix A). These issues were excluded from
our review to avoid any duplication.

GENERAL ASSESSMENT

+  Subject to our findings under data integrity
section, the integrity controlsin the TPMS
and TPMS Manager are adequate and are
being complied with;

« The TPMS has automated cheque

requisitioning and major business functions.

It has enhanced efficiency and productivity
of the operation, thereby reducing the cost
and helping improve services and controls;

«  Thereis adequate compliance with the
central agency and departmental cash
management policies and directives,

«  Over the severad months, users satisfaction
with the TPM S has increased;

«  TheJAD process is a best management
practice. It ensured users involvement in
further development of the system and in
identification of users information needs,
and

«  There are opportunities for improvement in
the system. These are described in the
following key findings and
recommendations sections of the report.

OTHER RELATED MATTER

During the course of the audit, some
"management framework" related issues were
noticed by the audit team and were a so brought
to our attention by the users. Since, the
management framework was outside the scope
of this audit, no observations or
recommendations have been made on these
issues. However, these issues were discussed
with the management of the Finance Branch.

KEY FINDINGS

Compliance

« TPMSand TPMS Manager enable the
regions to comply with the Treasury Board
and departmental policies and directives,
including the cash management policy.
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Data Integrity

The Operating System Utilities within the
TPMS allow changes to the payment
transaction files without providing any
audit trail. Also, functionsinthe TPMS
Manager alow for accidental deletion of
data. These uncontrolled changes create
risks of errorsin processing of payments to
recipients and diminish integrity of data.

Processing

The TPMSisflexible enough to
accommodate processing of provincial
government's funding arrangements with
First Nations. For example, the Alberta
Region utilizes the external payment
function of the TPM S to transfer funds,
deposited in advance with the federal
government by the Province of Alberta, to
First Nations.

The control over the various versions of
the TPM S is adequate. The regions visited
were using appropriate version of the
system.

TPMS requires a cumbersome process i.e.,
journal voucher (JV) entries, to rectify
financia coding errors.

Segregation of Duties

There are segregation of duties within the
TPMS related functions at the visited
regions, however, they need to be
strengthened.

KEY RECOMMENDATIONS

1.

The Director, DRMS, Finance Branch,
ensure that :

« dl functions within the TPMS and
TPMS Manager that can accidentally
erase data be suspended or controls be
implemented to reduce the risk of
accidental data erasure;

« controls over access to Hewlett
Packard Operating System utilities are
introduced to provide audit trail for any
changes made to the payment
transaction files; and

« dl high priority projects, especialy
those involving data integrity errorsin
the TPMS and TPM S Manager, be
monitored to ensure completion within
areasonable time and afully costed
business plan involving these projectsis
established.

The Director, DRMS, Finance Branch,
jointly with the Director, Information
Systems, simplify the TPMS processes for
rectification of financial coding errors.
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Detailed Report

BACKGROUND

The Department of Indian Affairs and Northern
Development (DIAND) fulfils the lawful
obligations of the federal government to
Aboriginal peoples arising from tredties, the
Indian Act and other legidation. DIAND
provides funding to First Nations for the
delivery of basic services (such as education,
social assistance, housing and community
infrastructure) to status Indian and Inuit
communities. The funding is provided by means
of funding agreements with First Nations, such
as the Comprehensive Funding Agreement
(CFA), the Alternative Funding Agreement
(AFA), and grants and contributions.

The department, however, remains accountable
to Parliament for proper delivery of services and
for ensuring that the funds provided are used
for the purposes intended. Asan aid for
discharging this accountability, DIAND
developed an automated Transfer Payment
Management System (TPMYS).

The TPM S was devel oped and implemented in
1990 as a user friendly, menu driven, computer
database system.

It consists of four modules (agreement

database, cash management, cheque release, and

reporting).

The system is used in the Indian and Inuit
Affairs Program. It assists the department in
managing funding agreement information and
applying prudent cash management practicesin
accordance with the Treasury Board's
requirements.

TPMS has automated cheque requisitioning and
major business functionsin DIAND to reduce
cost, improve service and enhance controls.

The system establishes a database for al
departmental funding arrangements. It
automatically calculates cash flowsin
accordance with the federal cash management
policy. The TPMS generates monthly payments
to recipients based upon a single annua cheque
requisition. It also provides year-end
confirmations of amounts funded by DIAND.

Since 1990, a number of enhancements have
been made to the system. In 1992-1993, a
monitoring and control module called TPMS
Manager was added to TPMS.

It is an online system which establishes a
pending file for, and lists, al reporting
requirements and their timeframes. TPMS
Manager deals with DIAND's accountability for
the funds authorized for release through TPMS
and tracks the terms and conditions of the
funding agreements.
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As per 1995-1996 Departmental Audit and
Evaluation Branch (DAEB) Plan, approved by
the Departmental Audit and Evaluation
Committee (DAEC), DAEB carried out an
audit of the TPM S during November and
December 1995.

AUDIT OBJECTIVES

The objectives of the audit were to:

assess the adequacy of application controls
to ensure the integrity of data and system
information; including al manual, clerica
and supervisory controls over the data
before input into the computerized system,
and all computerized basic controls;

evaluate the system's performance, in terms
of efficiency, productivity, usefulness and
impact on operations, including taking into
consideration the results of the Managing
Funding Arrangements Workshop - Joint
Application Development (JAD) process,

identify any opportunities for improvement
of system performance; and

assess compliance with the central agency
and departmental cash management
policies and directives.
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AUDIT SCOPE

The scope of the audit included the review of
both manual and computerized procedures at
headquarters and in the Quebec, Saskatchewan
and Alberta Regions. Thisreport coversthe
results of the review conducted at these
locations only.

In October 1995, the Departmental Resource
Management Systems (DRMYS) Directorate had
organized a TPM S users Joint Application
Development (JAD) Workshop. Inthis
workshop, alist of a number of system
modification issues was established (see
Appendix A). These issues were excluded from
our review to avoid any duplication.

AUDIT APPROACH

The audit of the Transfer Payment Management
System was conducted in the following three
phases:

«  Preiminary Survey - this phase covered
audit planning and reviewing of the
preliminary information.

* Fedwork and Anaysis - this phase
covered the review of documentation,
processes and data integrity and other
objectives of the audit. During this phase,
we also visited the regions of Alberta,
Saskatchewan and Quebec.

*  Reporting - this phase covered the writing
of the audit report.
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Observations and Recommendations

DATA INTEGRITY

SYSTEM VALIDATION EDITS

To determine the accuracy of the system
validation edit checks and its effect on the
data integrity, we reviewed the TPM S
Report (Quiz Audit Report) of August 22,
1995. The purpose of thisreport isto
provide accurate information on the status of
the recipients annual audit reports to the
management. However, our review has
shown that in some casesillogica conditions
exist in the system validation edict checks.
As aresult, the following inaccurate
information was reported:

« inaregion, 98 audit reports were to be
received from the recipients;

« 85 audit reports were shown as received
from the recipients,

« 18 audit reports were shown as
reviewed by the region;

« 87 recipients were identified as being
over the insolvency threshold limit,
whereas, only 85 were received and 18
out of them were reviewed;

« anaudit report was shown as received
on July 6, 1995, and was shown as
reviewed by the region on August 12,
1994; and

- another audit report was shown as
received on July 18, 1995, and was shown
as reviewed by the region on
May 18, 1995.

Our review has shown that the system
validation editsi.e. checks, arein place to
ensure accuracy of data within the system.
However, in the above particular situation, it
was found that the edit checks wereillogical,
which affected the data integrity, accuracy
and reliability of decison making
management information.

RECOMMENDATION

1. The Director, DRMS, Finance
Branch, in consultation with the
Director, Information Systems,
Information Management Branch
ensure that, where required, the
logical design and the edit checks for
the TPMS reports are reviewed and
enhanced.

MANAGEMENT RESPONSE

DRM S Director ate

Since January 1996, al the system changes
(including reports) are subject to amore
stringent user acceptance testing process.
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Information Systems Director ate
We will provide assistanceto DRMS
Directorate to implement this

recommendation.

DATA MODIFICATION

Our review of the payment data files has
shown that the TPM S data can be modified
or changed, without leaving an audit trail.
This has a significant impact on the data
integrity and may result in erroneous
processing of payments to recipients.

The payment datafile, atext file created by
TPMS 710 Release Payment for DRMS, is
not secured. Thisfile can be modified by
using a utility within the Multiprogramming
Executive Il (MPE I11) Operating System.
In one case this utility was used and a
manual batch number was accidentally
assigned twice in the same fiscal period.

To recreate the TPM S payment transaction
using a different batch number takes too
long. Therefore, direct manipulation of the
batch number on thefileis performed. This
change to the payment datafile allows the
file to be successfully used to process the
payments for the fiscal period, but without
leaving any audit trail.

However, a batch number in the TPMS
"420" report will differ from the
Departmental Accounting System (DAYS)
batch number, therefore, the TPM S "420"

report is rerun using the "fixed" payment file.

Although, this change utility was used to
change the batch number only, it can also be
easily used to change other payment
information. Hence, the department runs the
risks of unauthorized changes and lack of
data integrity.

We recognize that ultimately, any changes
made by using this utility are bound to be
detected when balancing between TPMS and
DAS takes place. But thiswill be "after the
event".

RECOMMENDATION

2. The Director, DRMS, Finance
Branch, ensure that access to the
change utility used in
Multiprogramming Executive (MPE)
[l isdiscontinued. This should be
implemented only after controls have
been added to ensure that a batch
number cannot be assigned more
than once. Until that time, use of the
MPE 11 utility must be strictly
controlled and documented.

MANAGEMENT RESPONSE

DRM S Director ate

We understand the risks that are taken by
allowing the use of the MPE |11 utility.
However, it isimportant to note that this
utility is used when a database has been
corrupted e.g., by processing.
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Alberta Region

This should only be discontinued when
increased controls have been added to ensure
that the same batch number cannot be
accidentally assigned again.

TPMSMANAGEMENT REPORTS

The TPMS provides options to users to
select and retrieve a number of different
types of reports by recipient, by district or by
region.

The regional Funding Service Officer (FSO)
manages a number of transfer payment
agreements. To better manage the portfolio
of anumber of agreements assigned to each
FSO, reports by FSO are needed. However,
the system does not accommodate this
information need.

For example, a FSO may want areport
showing all recipients with any outstanding
reporting requirements for his or her
portfolio of agreements. To get areport by
FSO, one has to request a number of reports,
every report covering each of the recipient
serviced by the FSO.

RECOMMENDATION

3. TheDirector, DRMS, Finance Branch,
ensure that the TPM S provides an
option to obtain reports by Funding
Service Officer (FSO), for al the
agreements managed by a FSO.

MANAGEMENT RESPONSE

DRM S Director ate

A field was established in January 1996,
where the FSO name can be inserted thus
associating the arrangements with the FSO.

A new report or changes required to one or
more existing reports should go through the
requesting for change procedure, in order for
the maintenance team to obtain proper
specifications of the requirements.

TPM S PROCESSING

CHANGES IN CODING

There are currently the following basic types
of funding arrangements in use throughout
the department:

« Comprehensive Funding Agreement (CFA)
is the basic funding mechanism; and

« Alternative Funding Agreement (AFA) is
an optional funding mechanism.

All of these funding agreements have a
specific list of services and respective
financial codings that are valid for the type of
agreement only.
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A new Flexible Transfer Agreement (FTA) is
being introduced to replace the CFA. FTA
will require changing of al financial codings,
asit has adifferent set of financial coding
requirements.

But, these coding changes cannot be made
through an automated interaction within the
TPMS. Asaresault, dl the original financial
codings have to be reversed; and new
financia codings have to be entered.

Thisreversal and re-entry can only be done
by ajournal voucher, whichisavery time
consuming process. Each journal voucher
entry requires the use of four separate input
screens. Two screens are needed to reverse
the origina financia codings. Another two
screens are required to input the new
financid codings. Thisinvolves many
processes.

Also, the TPMS does not edit to verify
whether the service codesinput are valid for
the type of funding arrangement. This may
result in alocation of funds to incorrect
Services.

RECOMMENDATION

4. The Director, DRMS, Finance Branch,
ensure that the TPM S provides an
automated interaction to enable users to
make changes in the service codes,
when needed.

MANAGEMENT RESPONSE

DRM S Director ate

Thisissue was raised in the October 1995
workshop. Alternativesto achieve this
function will be examined shortly in order to
evaluate the relative costs and benefits.

Information Systems Director ate

With respect to this recommendation, we
will work with DRMS Directorate to
develop aless cumbersome process to rectify
financial coding errorsin TPMS. Currently,
release is planned for June 1996, followed by
another release in December 1996. The
potential exists to have this improvement
included as part of one these releases,
however, DRMS Directorate will have to
take the lead in the functional specification
and establishment of the relative priority of
this over other requests.
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TPMSTRANSLATION

The french trandation of the TPM S and the
TPMS Manager screens needs to be
improved. The TPMS english terminology is
not adequately trandated in french on the
french screens. Asaresult, the french users
are not at ease in using the TPM S data entry
and inquiry screens.

Documentation of TPMS and TPM S
Manager aso needs improved trandation in
french. Technical terms are found to be
confusing to the users.

When inadequate or incorrect translation
exists, employees do not fully understand the
system processes. This adversdly affects the
efficiency of the management of the funding
arrangements.

RECOMMENDATION

5. TheDirector, DRMS, Finance Branch,
ensure that adequate trandation is
provided for the TPMS and TPMS
Manager screens and documentation to
meet the users needs.

MANAGEMENT RESPONSE

DRM S Director ate

All the screens have been trandated by
official trandators, they have been reviewed
by the users, and have been forwarded to
IMB for implementation with release 3.2 of
the system in June 1996.
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Alberta Region - Detailed Findings

TPMSMANAGEMENT REPORTS

SERVICE CODE

There are 17 reports listed on the TPM S report
menu, but many of the reports are not being
used in the Alberta Region.

The region requires management reports
showing funded amounts by service code as
well as by recipient. The region uses its funding
formula based upon historical trends of funding
for the different services. Hence, information
concerning funded amounts by service code is
required.

This option is currently not available in the
TPMS. Theregion hasto manually create its
own reportsin order to obtain management
information on funding by service code.

AGREEMENT CHANGES

All transactions, including amendments made to
funding agreements, entered into the TPMS are
available for areview by inquiring. Changesin
funding may result due to some of the
amendments made to arecipient's funding
agreement.

The region needs reports on total changes made
to each recipient's funding agreement.

However, the TPM S does not provide any
report showing the total amount of changes to
an agreement. The region manually tracks
individua and cumulative total changes by
amendments and by notice of budget
adjustments to agreements.

Thisinformation is used to show the impact of
changes on agreements. In addition, it is used
as amanagement trail for documenting all
changes to agreements.

REPORTS BY FIELD SERVICE AREA

The Alberta Region manages transfer payment
agreements based upon three field service aress.
The service areas are northern Alberta, central
Alberta and southern Alberta.

Thereis one Field Service Manager for each
service area. The TPMS does not provide
reports by the field service area. The region has
to maintain manual records and reports of
TPMS data by each field service area.

Some of these reports include lists of brought
forward (BF) items due in each field service
area, or financia records by each field service
area.
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RECOMMENDATION

6. The Director, DRMS, Finance Branch,
ensure that the TPMS provides:

. reports by service;

. areport/inquiry showing each change
and the cumulative dollar amount of
each change; and

. reports by field service aress.

MANAGEMENT RESPONSE

DRM S Director ate

«  The TPMS does currently provide reports
by service code.

«  Thisisanew requirement, that will be
examined in the norma maintenance
process, and given a priority based on the
uSers community consensus.

Transfer Payments Directorate

Asfor the reports by service codes, TPMS has
numerous reports, what it does not have isthe
ability to look at e.g., al the commitments for
day care service in the region and report on this
as aprogram report. TPMS has service codes
detailed by recipient but not by service. It was
understood that we are no longer in the business
of managing services.

While, we question the need for this specific
report, we support the need for more and better

reporting.

TPMS SUPPORT

SYSTEM CHANGE REQUESTS

The Alberta Region has requested many
changes to be made to the TPMS. However,
the region does not know why the requested
changes have not been acknowledged and
implemented.

This creates a user perception that issues
important to them are not being resolved in a

timely manner.

RECOMMENDATION

7. The Director, DRMS, Finance Branch,
ensure that all change requests submitted
by the region are acknowledged, acted
upon and the status of the change requests
be notified to the region.

MANAGEMENT RESPONSE

DRMS Directorate

The changesto TPM S were identified by all
regions, including Alberta Region, and listed in
priority by those regions (refer to Appendix A).

Information Systems Director ate

It isimportant that proposed changesto TPMS
be examined and approved by regions.
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We support the establishment of aformal
process to deal with requests, confirming their
receipts, assessing their impacts and establishing
priority for their implementation. Also, the
regions should be advised of the plan and status
of al requests.

COMPLIANCE WITH POLICIES

Financia Policy and Procedures Manual Part 5 -
Transfer Payments, Chapter 5.6 - Funding
Arrangements. Monitoring of Compliance
indicates that "a portion of funds, payableto a
recipient under a funding arrangement, will be
retained by the department to permit
withholding of funds during the year, in the
event of performance problems’.

Our review of the selected funding
arrangements has shown that the cash flows are
initially created without using the TPMS. Al
comprehensive funding arrangements in the
region provide a cash flow that allows for four
months release of funds (while awaiting the
June 30 submission of the annual audited
statement for the previous year). The balance
of the fundsis placed in the "pool” as referred
toin TPMS.

Funds are released from the "pool" and thus
issued to the recipients only when specifically
authorized.

For example, funds are released upon receipt of
the audited financial statement from the
recipient. In addition, fundsto recipients are
issued on amonthly basis. Therefore, if terms
and conditions are not met, the region can
"withhold" remaining funds to a recipient.

RECOMMENDATION

None.

SEGREGATION OF RESPONSIBILITIES

PAYEE CODES - CHANGES

When recipients want to change payee names
on the cheques issued by DIAND, they send an
authorization letter to the Funding Services
Officer.

TPMS has security controlsto prevent
unauthorized access to certain functions like
changing payee codes. Only specific individuals
should be alowed to change payee codes.
Alberta Region has adequate internal controls
and segregation of duties. The region has
delegated authorities to change payee codes to
two separate regional functions. Oneisa
Finance Officer in the Corporate Services
Directorate. The other is a Resource Officer in
the Funding Services Directorate.

The Finance Officer can only add or change
payee codes and information in the TPMS
payee table. The Finance Officer does not
modify payee codes of a specific funding
agreement.
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The Resource Officer can only change the payee
code on the service detail screen of an
agreement. The payee code can only be
changed from one code already on the payee
code table to another payee code on the payee
code table. The Resource Officer does not
access the payee table, and is restricted to
change payee to only those payees on the payee
table.

When the Resource Officer changes the payee
code, the arrangement must go through a pre-
audit in Corporate Services where the change is
approved.

Changes to payees are made only upon
authorization from the recipient. If the new
payeeis not in the TPMS, then the request is
given to Finance to add the payee to the TPMS
table.

RECOMMENDATION

None.

ACCESSTO REGION DATABASE

The VESOFT Security 3000 report identifies
headquarters staff with authorized access to the
Alberta Region TPMS database. The Alberta
Region has indicated that they have not given
the authorization for headquarters staff to
access their database.

The Alberta Region doesn't know what other
access authorization these headquarters
individuals may have.

RECOMMENDATION

8. The Director, Funding Services, Alberta
Region, jointly with the Director, DRMS,
Finance Branch should identify and
authorize the headquarters individual s that
need access to the Alberta Region's
database.

MANAGEMENT RESPONSE

DRM S Director ate

Agreed. Currently the Regiona Directors have
full control over the access to their database. A
review of the list of the individuals from
headquarters that have access to these database
will be carried out every six month as
recommended.

Transfer Payments Directorate

While we do not have a problem with
controlling access to the regional database, it
must be remembered that headquarters has a
legitimate right to be able to read the data.

95/01 - AUDIT OF TRANSFER PAYMENT MANAGEMENT SYSTEM

Page 12



Saskatchewan Region - Detailed Findings

INTEGRITY CONTROLS

DATA DELETION

The Saskatchewan Region informed the
DRMS Directorate that the use of the TPMS
Manager <GENR> function twice by
accident, can delete al recipient audit data
previoudly input. This requiresthe region to
reinput the deleted data. The Saskatchewan
Region suggested that a warning message be
displayed when executing this function.

Until, the possibility of accidental deletion of
datais removed, the risk of unauthorized
data deletion continues.

RECOMMENDATION

9. The Director, DRMS, Finance Branch,
ensure that al functions within TPMS
and TPM S Manager which can
accidentally erase data be either
suspended or adequate controls be
implemented to reduce the risk of
accidental data erasure.

MANAGEMENT RESPONSE

DRMS Directorate

Thisis an ongoing process which will
continue over time. The case stated in the
report was fixed in January 1996.

TPMSMANAGEMENT REPORTS

TPMS/DRMS RECONCILIATION REPORT

TPMS has a management report (#17 on the
management report menu) that prints the
TPMS cheque amount, DRMS cheque
amount and any variances between the two
for every recipient. The region was unaware
of the availability of this report and,
therefore, was not using it. The region
verifies on amonthly basis, the total batch
amount printed on the TPMS-DRMS
transaction report (TPZ0710) to the total
batch amount printed on the DRMS
summary of batch requisitions report (R406).

However, this procedure will not detect and
provide information on offsetting differences
in cheque amounts. Hence, thereisarisk of
having a payment batch in balance but with
offsetting incorrect cheque amounts.
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RECOMMENDATION

10. The Director, Corporate Services,
Saskatchewan Region, ensure that the
TPMS/DRMS reconciliation report be
printed by every cheque run and that
variances, if any, are addressed.

MANAGEMENT RESPONSE

Saskatchewan Region

Asindicated in the report, this report is not
used by the region, a detailed review is done
when commitments are established and aso
when the monthly edit run is reviewed when
the cheques are produced. The review of the
edit report is required to ensure there are no
errors present which would prevent the
cheque from being produced and so the
vendor check is conducted at the same time.
The identified report is a detailed report;
however, if the report was designed to
produce an exception listing it would be a
much more useful report.

SEGREGATION OF RESPONSIBILITIES

INPUT AND MODIFICATION

The TPMS is designed to have input
function and changes of agreements function
as two separate functions. These functions
require program approval aswell as financial
approval, which is an important internal
control. This approval process aims at
achieving segregation of responsibilities for
both the functions stated above.

However, within the program approval
function, the region has authorized two
employees to do the input, to modify
agreements and perform program approval.

We recognize that no payments can be made
until financial approva is obtained.
However, the region still has two employees,
within the program approval function, each
being able to perform both the input and the
program approval authorization.

As aresult, one person can input, make
changes and provide a program approval to
an agreement. This compromises proper
segregation of duties and minimizes the
adequacy of internal controls.

PROGRAM AND FINANCIAL APPROVAL BY
REGION

The TPM S processes an agreement for
payment, only after separate program
approva and financia approva have been
obtained.

Three regiona employees from the program
functions have the authority to perform
program approval of agreements. They do
not have the authorization to perform
financial approval.

One of these employeesisresponsible for
analyzing the annual audit reports received
from the recipients, as well as exercising
program approval authority.

95/01 - AUDIT OF TRANSFER PAYMENT MANAGEMENT SYSTEM

Page 14



Three other employees in Corporate Services
have the authority to perform financial
approval of agreements. These three
individuals also have the authorization to
create the payment transaction file and to
release the payments to DRMS.

The Regional Informatics Manager has the
authority to create a payment transaction file
and to release it to DRM S but does not have
the authority to approve any agreements.

APPROVAL AND MODIFICATIONS BY
HEADQUARTERS STAFF

To provide support to the region, three
headquarters employees have been given the
authorization to access the Saskatchewan
Region TPM S database.

One employee from the DRMS Directorate
has the authorization to modify the region's
payee codes. One employee from the TPMS
Directorate has the authority to modify
brought forward items. This employeeis
also responsible for analyzing the recipient's
performance. The third employee from the
Information Systems Directorate, a
programmer, is responsible for the TPMS
and has the authority to perform a program
approval and to modify payee tables.

These authorizations together create
inadequate segregation of duties.
Consequently, with too many people having
access to regiona information, thereisarisk
of unauthorized changes.

RECOMMENDATION

11. The Regional Director, Corporate
Services, Saskatchewan Region, in
conjunction with headquarters
directorates should ensure that the
functions performed by employees at
the region and headquarters are
compatible to proper segregation of
duties and internal controls.

MANAGEMENT RESPONSE

DRM S Director ate

Agreed. This should be done in conjunction
with the above recommendation 8.

Saskatchewan Region

The region was aware that headquarters
authorization was given to provide the
required system support, however, these
authorizations have been modified to ensure
compl ete segregation of duties.
Authorization is given to headquarters
personnel to provide system support when
required and does not permit access to the
system without the region having knowledge
of the access. System authorizations are
reviewed regularly to ensure segregation of
duties and that their effective and efficient
operations of TPMS.
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Quebec Region - Detailed Findings

COMPLIANCE WITH POLICIES

The Quebec Region complies with Financial
Policies and Procedures Manual Part 5 -
Transfer Payments, Chapter 5.11 - Funding
Arrangements, Remedial Action and with the
Treasury Board policy on cash management and
departmental directives.

RECOMMENDATION

None.

TPMSMANAGER

The TPM S Manager, an online monitoring and
control module was added to the TPM S in
1992-1993. It deals with the department's
accountability for the funds authorized for
release by the TPM S and tracks compliance
with the agreement's terms and conditions.

However, the Quebec Region has not yet fully
implemented the use of the TPMS Manager in
their funding agreements management function.

Reports required by the transfer payment
arrangements are received from the recipients at
the regional central registry office. These
reports are not routed to the Funding Service
Officers (FS0). The reports are also not entered
in the system using the TPMS Manager. Asa
result, the FSO may not be fully aware of the
recipients compliance with the reporting
requirements of the transfer payments
arrangements.

The region is, however, manually tracking and
monitoring compliance with the transfer
payments arrangements.

The region has recognized that their planned
implementation of the TPMS Manager will be
of benefit. The region has recently added the
TPMS Manager to the TPMS and has
commenced to use it.

RECOMMENDATION

12. The Director, Funding Services, Quebec
Region, ensure full implementation of the
TPMS Manager and routing of all reports,
required under the terms and conditions of
the transfer payments arrangements, for
inclusion in the TPMS Manager.
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MANAGEMENT RESPONSE

Quebec Region

The implementation of the TPMS Manager was
delayed due to, among other things, trandation
deficiencies and mistakes as mentioned on page
6 of this report.
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Appendix A

TPMSTPMS Manager Software Change Log Report (by Priority). Thislist was developed at the
October 1995 Joint Application Development Workshop. It consists of users requested enhancements
to both the TPMS and TPM S Manager systems.
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STATUS REPORT ON THE CRITI CAL | TEMS TO BE FOLLOAED UP BY DRMS

TPMS/TPMSMGR SOFTWARE CHANGE LOG REPORT (By Priority)

Critical |ssues
Ref Cat | Description Of Software Change Request | Sarf Addtl. Info Unable | Not a | Being
No. sent No Requestd todo Prob. | analy-
to 1SD from Regions zed
PPO7 | C Include all recipient classes receiving Vote 15 fundsin TPMS
PP21 | C A process for multi-year arrangements management is required
R23 C A report to compare amounts of budgets between TPMS and DAS at the planning variable
level isrequired
R25 C Multi-year information by Activity
R32 C View arrangements spanning 2 fiscal years on screens as well as reporting Nov.02 5034/5
T37 C Increase size of field “from where” in screen TPK0823M Oct.30 5024
T69 C Commitment load is needed at the service level
T70 C Establish a procedure for multi-year commitments
T71 C Commitment load should include recipients name
T76 C Need a BF item generation for varying fiscal year agreements Nov.02 5033
T77 C Create an Arrangement summary screen
T78 C Develop TPMS capabilities to accommodate JV's, issuing cheques and budget commitments
T82 C Develop screens for entering data for arrangements spanning two fiscal years
T87 C Implement Program 3 into TPMS Dec.94 4015
T88 C Create a special community profile screen for N.W.T.
G01 C Multi-year capabilities for commitments, coding structures, reporting and compliance review
/tracking
G05 C Spreadsheet capabilities for budgeting and cash flow management
G06 C TPMS/DAS interface that eliminates the need for double entry of data and transactions
G07 C Budget derivation audit trail
T94 C Allow view of all arrangements within aregion’s RCMs (New)
R35 C Include horizontal total on Report TPZ5141, and allow selection of specific recipients (New) Jan 96 5038
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STATUS REPORT ON THE CRITI CAL | TEMS TO BE FOLLOAED UP BY DRMS

Thefollowing were previoudy sent to IMB:

Ref No. | Cat Description Of Software Change Request | Sarf Addtl. Info Unable | Not a
to1SD No Requestd todo Prob
from Regions
Recompile french screens with officially approved trandations Jul. 95 5036
Snap program problem bring regional datato HQ Oct. 95 | 5037
Printing reports over the local networks to dave printer is difficult Sep. 94 | 4005
Reports to be displayed on the screens & printed to files Sep. 95 | 5019
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STATUS REPORT ON THE CRITI CAL | TEMS TO BE FOLLOAED UP BY DRMS

TPMS/TPMSMGR SOFTWARE CHANGE LOG SHEET

Very Important | ssues

Ref No. | Cat. Description Of Software Change
R14 V Include Service Code deta