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Chapter

Integrated Risk Management



All of the audit work in this chapter was conducted in accordance with the standards for assurance engagements set by the
Canadian Institute of Chartered Accountants. While the Office adopts these standards as the minimum requirement for our audits,
we also draw upon the standards and practices of other disciplines.



Table of Contents

Main Points

Introduction

Risk management is a key component of modern comptrollership
Integrated risk management is essential to an effective public service
The Integrated Risk Management Framework

Focus of the audit

Observations and Recommendations
Common factors in successful integrated risk management

Departmental efforts to develop capabilities

More visible commitment and leadership needed from senior management

Departments need well-developed action plans for integrating risk management into their operations
Departments have made progress in developing departmental risk profiles

Building capacity in departments

Monitoring and evaluation

The role of internal audit

Internal audit must safeguard its independence and objectivity

The internal audit role varied considerably in the departments we audited

The Treasury Board Secretariat’s role

Supporting departmental efforts
Providing a centre of expertise and monitoring progress

Conclusion

About the Audit

10
12
14
16
18
19
19
20
20

21
22

23

24

Report of the Auditor General of Canada—~April 2003 Chapter 1






Integrated Risk Management

Main Points

11 In the six departments that we audited, senior executives have taken
some of the early steps that demonstrate their commitment to integrated risk
management. Their sustained and visible support over time will be needed to
obtain the support of managers and staff that is crucial to the initiative’s
success.

12 Any initiative such as integrated risk management that calls for
significant change requires a well-developed action plan to guide its progress.
Despite their importance, action plans in all six of the departments we
examined were missing important elements needed to implement integrated
risk management department-wide. Where sound action plans are lacking, we
are concerned that the integrated risk management initiative could drift—
despite the high priority placed on implementing the Integrated Risk
Management Framework as a key element of both modern comptrollership
and improved reporting to Parliament.

13 Risk profiling, another essential element of integrated risk
management, includes the critical step of defining an organization’s tolerance
for risk. No department that we audited had a fully developed profile clearly
indicating the level of risk that senior management was prepared to tolerate
throughout the department. The development of risk tolerances assists
departments in integrating risk management into their operations. Without
clearly established risk tolerances, some managers may choose to avoid risk
entirely, preferring the status quo; others may take greater risks than senior
management is willing to accept.

14 In two of the departments we audited, internal audit has been made
responsible and accountable for implementing significant components of the
integrated risk management initiative on behalf of senior management. In our
view, the close involvement of internal audit in implementing the initiative
may compromise its ability in the future to provide objective, independent
advice and assurance on the effectiveness of integrated risk management in
the department.

15  The Treasury Board Secretariat has produced initial material to help
departments start implementing the initiative. However, departments will
need more practical guidance on how to carry out specific key steps toward
integrating risk management into their management culture.

Report of the Auditor General of Canada—April 2003
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Background and other observations

16 Integrated risk management means incorporating risk information into
the strategic direction-setting of the organization and making decisions that
consider the department’s established risk tolerance limits. Stronger risk
management practices across the federal government are essential to
managing resources more effectively, making better decisions, and ultimately
improving the effectiveness of the public service.

17 The Treasury Board Secretariat published the Integrated Risk
Management Framework in April 2001 as part of modern comptrollership, an
initiative designed to strengthen management capabilities in departments and
agencies.

18  This Framework describes risk management as the practices and
procedures that an organization uses to manage the risks it faces; risk is
defined as the uncertainty that surrounds future events and outcomes. Risk is
the expression of the likelihood and impact of a future event with the
potential to influence the achievement of the organization’s objectives.

19  Departments, like many organizations, are at the initial stages of
developing their integrated risk management practices. While departments
have taken some positive first steps toward integrated risk management,
much remains to be done.

110 Integrated risk management has a role to play in making the public
service more effective. It contributes to better program management and
delivery and better value for money. In addition, it helps departments make
more informed decisions in managing the environmental, strategic,
operational, political and financial risks that are under their control, and it
should position them better to respond to those risks that are beyond their
control.

111 Generally, we noted a lack of concerted effort across departments to
co-ordinate and communicate key information on the initiative. We also
found little evidence that departments had made much progress in assessing
their capacity for integrated risk management.

112 We noted that departments had done little or nothing to lay the
foundation for monitoring and evaluating activities under the initiative.

The Treasury Board Secretariat has responded. The Secretariat has
indicated the actions it has planned or has under way to address the
recommendations. Its detailed response follows each recommendation
throughout the chapter.

2 Chapter 1
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Introduction

113 Risk management refers to the practices and procedures that an
organization uses to manage the risks it faces. Risk refers to the uncertainty
that surrounds future events and outcomes. It is the expression of the
likelihood and impact of a future event with the potential to influence the
achievement of the organization’s objectives.

114  Risk management capabilities vary greatly. At one end of the spectrum
organizations rely on crisis management to address the risks that they face.
They react to events after they have occurred. At the other end of the
spectrum, organizations have strong management practices that allow them
to incorporate integrated risk management in both their day-to-day
management activities and their setting of strategic direction. This
continuum of risk management is depicted in Exhibit 1.1.

Exhibit 1.1 Continuum of risk management

Integrated risk management—Incorporates risk
management into strategic direction-setting by
the organization

Management of specific business risks on an
individual basis

Crisis management—OQOrganizations responding
to events that have occurred

115  For example, how a department responded to the Year 2000 computer
issue can illustrate the various risk management responses depicted in
Exhibit 1.1. A department that had waited to see if a system would crash in
the new millennium would have exhibited crisis management—by responding
to an event after it occurred. A department managing specific business risks
would have assessed each system and made the necessary changes.

A department using integrated risk management would not only have made
the changes necessary to respond to the Year 2000 issue but would also have
taken the opportunity to re-engineer its business processes and strengthen
the capacity of the department to meet its strategic objectives in the new
millennium.

116  Integrated risk management extends risk management practices
throughout the organization’s structures, processes, and culture. It

Report of the Auditor General of Canada—~April 2003
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incorporates and aligns risk management with business planning, the setting
of objectives, decision making, and other management activities of the
organization. It considers environmental, strategic, operational, and financial
risks across the organization and management’s assessment of the effects of
associated hazards and uncertainties on the objectives of key stakeholders.

117 In the Canadian system of government, ministers are responsible for
what is done in and by their departments. Thus, decision-making in
departments and the various agencies over which ministers have authority, on
almost every matter of consequence, involves ministers directly or indirectly.
This is the larger democratic context within which public service managers
make decisions, manage programs, and identify and manage the risks that
affect the achievement of the department’s strategic objectives.

Risk management is a key component of modern comptrollership

118  The federal government’s modern comptrollership initiative began in
1997 with the creation of an independent review panel to examine
comptrollership in the central agencies of the government and in its
operating departments.

119 In 1997, the panel issued its Report on the Modernization of
Comptrollership in the Government of Canada. The report noted that modern
comptrollership is a management reform focussed on the sound management
of resources and effective decision making. Modern comptrollership requires
managers and financial specialists to co-ordinate the work of prioritizing,
planning, and meeting operational goals and achieving desired results. It
brings information from many sources into a meaningful whole and
communicates that information to those who need it. Modern
comptrollership involves not only financial officers in departments but all
managers, and it goes beyond financial accountability.

120 The Report set out four key elements of modern comptrollership:

« integrated performance information (financial and non-financial,
historical, and prospective);

+ asound approach to risk management;
« appropriate control systems; and

« ashared set of ethical practices and organizational values, beyond legal
compliance.

121 Exhibit 1.2 sets out some of the key events in the federal government’s
development and implementation of integrated risk management.

Integrated risk management is essential to an effective public service

122 The broad objective of modern comptrollership is to enable
departments and agencies to manage more effectively, with risk management
as one of four key elements. Integrated risk management represents an
approach that contributes significantly to better management in the public
service by dealing with risk systematically.

4 Chapter 1
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Exhibit 1.2 Key events toward integrated risk management

April 1994

Risk Management Policy revised

October 1997

Report on the Modernization of Comptrollership published

April 1999 Treasury Board Secretariat’s Best Practices in Risk
Management: Private and Public Sectors

March 2000 Results for Canadians report published

March 2000 Privy Council Office’s Risk Management for Canada and
Canadians—Report of the ADM Working Group on Risk
Management

April 2001 Integrated Risk Management Framework published

April 2001 A Foundation for Developing Risk Management Learning

Strategies in the Public Service published by the Canadian
Centre for Management Development Round Table on Risk
Management

September 2001

Implementation Council for the Integrated Risk Management
Framework established

December 2001

Inventory of federal risk management tools and departmental
training

July 2002

Treasury Board Secretariat’s risk management Web site
established

August 2002

Modern comptrollership, which includes risk management,
identified as a corporate priority by the Clerk of the Privy
Council

123 The ability to manage risk is one attribute of an effective public service.
By managing risk, a department can increase the certainty that its programs
and activities will meet their objectives. To the extent that integrated risk

management contributes to better management and delivery of programs and
better value for money, it clearly has a role in making the public service more

effective.

124 Integrated or enterprise risk management will help departments make
more informed decisions in managing the environmental, strategic,
operational, political, and financial risks that are within their control and will
position them to better respond to risks that are beyond their control.
Integrated risk management will also give departments a framework within
which they can set out in their reports on plans and priorities the key risks
they face in delivering programs to Canadians; and in their departmental

performance reports they can account for how they have managed those risks.

125 Integrated risk management entails managing risk and control
activities across an organization; the two are inextricably linked. Control
includes management actions to manage and/or mitigate risk to an acceptable
level while supporting the organization’s objectives.
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The Integrated Risk Management Framework

126 The Integrated Risk Management Framework published by the
Treasury Board Secretariat in April 2001 provides departments with guidance
on implementing a department-wide, and ultimately government-wide,
systematic approach to risk management. The Framework comprises

four interrelated elements: developing a corporate risk profile; establishing an
integrated risk management function; practising integrated risk management;
and ensuring continuous risk management.

121  The implementation of the Framework’s principles promotes the
building of a “risk-smart” workforce and the creation of an environment that
allows for innovation and responsible risk-taking. The same principles are
designed to ensure that departments will take precautions to protect the
public interest, maintain public trust, and exercise due diligence. The
Framework proposes a set of risk management practices that departments can
adopt or adapt to their specific circumstances and mandates.

128 Exhibit 1.3 summarizes the roles and responsibilities for integrated risk
management under the Framework.

Focus of the audit

129  This audit continued our examination of the government’s progress
toward modern comptrollership. Our October 2000 Report, Chapter 13,
assessed the financial management capabilities of five departments. Our
April 2002 Report, Chapter 7, discussed the adequacy of the strategies and
plans that seven departments had developed to achieve the objectives of the
government’s modern comptrollership initiative. In 1999 and 2001 we
reported on the implementation of the government’s financial information
strategy.

130 Our objective in the current audit was to assess the adequacy of
departmental efforts to implement the Integrated Risk Management
Framework developed by the Treasury Board Secretariat. We also considered
what improvements departments needed to make in their strategies to
increase the likelihood of successfully initiating integrated risk management.

131 We considered the roles that internal audit and the Treasury Board
Secretariat play in promoting sound practices of integrated risk management
in departments.

132 We included six departments in the audit:
« Canadian Heritage
+ Human Resources Development Canada
+ Indian and Northern Affairs Canada
 Treasury Board Secretariat
« Transport Canada

* Veterans Affairs Canada

6 Chapter 1
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Exhibit 1.3 Responsibilities for integrated risk management

Treasury Board Secretariat
e Communicate and explain integrated risk management

* Provide guidance, training, and a centre of expertise to support integrated risk
management and reporting on best practices

* Provide the Treasury Board, other central agencies, and Parliament with risk
management information and advice appropriate to their responsibilities

* Examine and evaluate periodically the effectiveness of integrated risk management
government-wide

* Monitor and report progress
Departments

* Implement integrated risk management
Deputy heads

* Set the tone from the top that systematic and integrated risk management is
valuable for understanding uncertainty in decision-making and for demonstrating
accountability to stakeholders

¢ Determine the best way to implement integrated risk management in their
organizations

* Ensure from a corporate perspective that risks are prioritized and appropriate risk
management strategies are in place to manage the identified risks

* Ensure that the capacity to report on the performance of the risk management
function is developed and working effectively

Senior management

* Integrate risk management into overall departmental strategy and management
frameworks

* Provide managers and employees with training and learning opportunities to build
the required competencies

* Allocate resources for investment in more systematic risk management
Middle management and specialists
* Integrate risk management into their decision making

* Ensure ongoing operational and corporate action, planning, training, control,
monitoring, and documentation of risk management

* Ensure that policy and related advice, guidance, and assistance are in line with
central agency and departmental policies on risk management and with senior
management'’s objectives

* |dentify and assess risk and the effectiveness, efficiency, and economy of existing
measures to manage risk

* Design and implement tools for more effective risk management
Internal audit

* Provide assurance to deputy heads on the adequacy of their departments’
assessment and management of risks

Source: Treasury Board Secretariat’s Integrated Risk Management Framework, April 2001
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133 We assessed the Treasury Board Secretariat’s role in providing overall
strategic direction on implementing the Integrated Risk Management
Framework, and we examined the nature and extent of guidance and advice
it has provided to departments. Finally, we assessed how the Secretariat
monitors departments’ progress in adopting and adapting the Integrated Risk
Management Framework. Further details are provided at the end of the
chapter, in About the Audit.

134 Our work to support this chapter included identifying best practices in
the federal government, in public sector organizations of other jurisdictions,
and in private sector organizations. A synthesis of the best practices we noted
is set out in exhibits throughout the chapter.

Observations and Recommendations

Common factors in successful integrated risk management

135 In our reviews of good practices and lessons learned by organizations
outside the federal government, we identified a number of factors that
contribute to the successful implementation of integrated risk management:

+ Senior management support. Senior management must lend its full
support to developing and implementing an integrated risk management
framework. Senior managers need to agree on the risk management
framework, the value of risk management, and their respective roles.
They have to demonstrate their support by committing appropriate
resources and sending appropriate messages throughout the organization.

+ A common strategy and framework. Organizations must develop an
integrated risk management strategy and framework across their
business units and processes as a basis for developing a common
language on risk and making consistent decisions in managing and
taking risks. Organizations that do not spend enough effort on
developing a framework are likely to end up with a fragmented approach
to risk management: each business unit will likely develop its own
approach to both implementing a risk management framework and
responding to risks.

+ Clearly assigned responsibility for implementing integrated risk
management. Organizations that do not assign responsibility for
integrated risk management clearly to individuals realize little benefit
from this valuable tool and make little progress in implementing it.
Though an organization can invest significant effort in developing an
integrated risk management framework, if it does not assign
responsibility clearly it will make neither the plans nor the changes
needed to support the initiative. Management needs to identify a
champion who is responsible for driving the changes needed to
implement the framework. The champion needs the authority to make
the changes and establish mechanisms (such as a steering committee
and reporting processes) to implement integrated risk management
across the organization.

8 Chapter 1
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+ Taking a continuous approach. Integrated risk management is not a
one-time activity. It entails establishing a framework and a process to
identify and manage risks on an ongoing basis. Accordingly, a process for
regularly updating risk assessments and the strategies for mitigating risks
is critical.

These factors were considered as we assessed departmental efforts to develop
integrated risk management capabilities. We have incorporated more detailed
examples of these better practices into exhibits included in this chapter.

136  Departments, like many organizations, are at the initial stages of
developing capabilities for integrated risk management. Exhibit 1.4 outlines
how respondents in a recent survey by the Institute of Internal Auditors
Research Foundation characterized the status of the enterprise risk
management initiatives in their organizations. The survey indicated that only
11 percent of organizations reported having a full enterprise (or integrated)
risk management system in place, while the majority of organizations are at
different stages of implementing such a framework. Departmental progress in
implementing integrated risk management that we noted in our audit is
similar to results reported in this survey.

Exhibit 1.4 Survey by Institute of Internal Auditors Research Foundation: How respondents
characterized the status of their organizations’ frameworks for enterprise risk management

Complete framework

38 ———————— Partial framework

Planning to implement framework

Investigating concept

No framework and no plans

] ] ] ]
0 20 40 60 80 100
% of respondents

Source: Enterprise Risk Management: Trends and Emerging Practices, The Institute of Internal Auditors Research Foundation, 2001

131 We assessed the following dimensions of departmental efforts to
implement the Treasury Board Secretariat’s Integrated Risk Management
Framework:

+ the commitment and leadership of senior management;

« action plans for implementing integrated risk management;

+ departmental risk profiling;

« efforts to build a capacity for integrated risk management; and

» monitoring and evaluation mechanisms.

Report of the Auditor General of Canada—~April 2003
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More visible commitment and leadership needed from senior management

138  The clear, visible, and active commitment and leadership of senior
management are critical to establishing integrated risk management
throughout a department. As a prerequisite for success, senior management
must take on the agenda for integrated risk management as its own and make
it a strategic priority of the department. Because risk is usually not confined
to one or a few departmental activities or programs, the strategic,
department-wide perspective of senior management is indispensable. The
departmental executive who “champions” integrated risk management needs
to understand the department’s culture and its strategic direction.
Involvement of individual business units and processes across the department
is also critical to developing a common language and an integrated approach
to risk management.

139  Moreover, only a senior official has the authority to offer managers and
employees incentives for accepting and applying the principles of integrated
risk management day to day and developing a “risk-smart” philosophy.

140 We expected at this early stage of the initiative that senior
management in departments would have begun to communicate the broad
principles of integrated risk management to managers and employees and
describe its potential for improving the management of the department.

141 Five of the six departments we audited have made an assistant deputy
minister (ADM) responsible for overseeing the implementation of integrated
risk management. In the sixth department, the associate deputy minister was
made responsible for overseeing the initiative.

142 In one department, Human Resources Development Canada (HRDC),
senior management has begun to raise employees’ awareness of the initiative
throughout the organization. As an early step, HRDC has asked all ADMs to
identify and discuss the operational risks in their areas of responsibility. It has
also given all ADMs the responsibility and authority to embed the integrated
risk management initiative in their respective programs and activities.

143 Veterans Affairs Canada has also made good initial progress. For
example, it has an approved Integrated Management of Risk Framework and
has taken a number of steps to move integrated risk management to the
operational level.

144 We also found that ADMs in three departments have not
demonstrated a strong, overt position as the champions of integrated risk
management; they have played only a limited role in furthering the initiative.
For example, in Transport Canada, there has been little follow-up work on
integrated risk management, in part because of competing priorities in the
Department.

145  Widespread support and acceptance are critical to successfully
introducing initiatives such as integrated risk management that call for
change. Best practices and experience with integrated risk management in
both the public and the private sectors show that unless senior management

10 Chapter 1 Report of the Auditor General of Canada—~April 2003
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cultivates that support and acceptance throughout the organization, there is
a risk that it will not take root but instead remain largely a paper exercise.

146 Exhibit 1.5 lists some of the best practices in integrated risk
management that show commitment and leadership from senior
management.

Exhibit 1.5 Tone from the top

Best practices we identified include the following:

* A clear commitment to the development and use of integrated risk management at
the departmental level

* Appointment of an integrated risk management champion from the executive levels
of management who has responsibility for establishing integrated risk management
throughout the department

Assignment of the necessary resources

Monitoring progress in implementing the integrated risk management initiative
* Senior management membership on the department’s risk management committee

* Senior management’s visible and direct involvement in and commitment to the
development and maintenance of a departmental risk profile

* A clear message from senior management about the importance of identifying and
managing those risks that impact on the achievement of the department’s strategic
objectives

141 If senior management fails to foster the development of integrated risk
management, it will sacrifice the initiative’s potential to contribute to more
effective management practices.

148 Recommendation. Senior management in each department and
agency of the government should visibly and actively demonstrate clear,
sustained commitment and leadership to ensure the successful
implementation of integrated risk management. This should include such
things as assigning adequate resources, monitoring the progress of
implementation against an approved plan, and demanding risk-based
information to support strategic decision making.

Treasury Board Secretariat’s response. The government’s Integrated Risk
Management Framework recognizes that clear and visible senior management
commitment and leadership are essential in building a foundation for
successful implementation of integrated risk management. The Secretariat
will continue to encourage departments and agencies to identify a risk
champion at the senior management level who is strategically placed to lead
implementation of an integrated approach to risk management in the
organization.

Report of the Auditor General of Canada—~April 2003
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Departments need well-developed action plans for integrating risk management into
their operations

149  Risk management has been identified as a fundamental element of
modern comptrollership. An important step to achieving modern
comptrollership includes converting the requirements of the Integrated Risk
Management Framework into an action plan that articulates the end goals
and the measures that will be used to demonstrate their achievement.

150 A department needs to have an action plan for implementing
integrated risk management that indicates to senior management how the
department will proceed—who is responsible for doing what, the sequence
and timing of key activities, the nature and extent of the resources required,
and how these activities relate to management’s other initiatives and
priorities. The action plan should also describe the intended results and
outcomes of the integrated risk management initiative, the type of people
needed to achieve them, and the costs. Such a plan would provide a basis for
monitoring progress and making any changes needed to mitigate problems or
risks as they emerge.

151 A sound, carefully prepared action plan is a prerequisite to managing
any significant initiative and reducing the associated risk. An action plan
increases the likelihood that the initiative will succeed and at a reasonable
cost. An action plan establishes clear responsibility for the initiative, provides
a basis for assessing whether adequate resources have been assigned to the
task, and establishes a basis against which departments can monitor and
report on progress.

152 To complement their work on modern comptrollership, the Treasury
Board Secretariat has provided departments with draft guidance on
developing their action plans for integrated risk management. This guidance
requires departments to include in their action plans such things as desired
outcomes, concrete activities for delivering the desired outcomes, distinct
responsibilities, clear timelines, and reporting on the progress to date of
actions realized against desired outcomes.

153 None of the six departments we audited had an action plan that met all
the criteria set out in the Secretariat’s guidelines. Only two of the six
(Treasury Board Secretariat and Veterans Affairs Canada) had any action
plan, but those lacked key information such as who was responsible for
carrying out specific tasks and what the schedule was for completing them. Of
note is that these two plans did not specify in any detail the resources (people
and money) that would be needed to implement integrated risk management.
Of the six departments we audited, Veterans Affairs Canada had the most
complete action plan: one that contained some 30 projects with specified
delivery dates. The plan also included planned outcomes and performance
indicators for the initiative.

154  Exhibit 1.6 illustrates some of the best practices we noted in the
development of action plans for integrated risk management.
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Exhibit 1.6 Action plans—Best practices

Establish a strategic integrated risk management process that integrates the department’s mission,
strategic objectives, operating unit plans, and day-to-day activities.

Identify and assess risks associated with the department’s activities.

* Do an environmental scan to identify key internal and external risks associated with
the department’s activities.

* Use workshops with senior management to identify corporate risks.
Select integrated risk management strategies.

* Align the initiative with other management initiatives and priorities.

* Establish intended results and outcomes of the initiative.

* Develop a database that includes identified risks, risk mitigation plans, and
departmental risk profiles.

Implement an integrated risk management action plan.

* Appoint and train co-ordinators to oversee implementation.

* |dentify individuals who are responsible for elements of the work plan.

* Determine the nature and extent of resources required.
Report on integated risk management and controls.

* Report progress on implementing the initiative and explain any variances.
Monitor integrated risk management performance.

* Monitor progress and make any changes needed to mitigate problems or risks as
they emerge.

* Revise and update strategy as needed.

155 Because an action plan is a critical early step in making integrated risk
management a reality, we are concerned that the departments in our audit
had no such plans or had incomplete plans, restricted to particular
departmental activities.

156 Recommendation. The associate or assistant deputy minister
responsible for implementing integrated risk management in each department
should ensure that an action plan is developed that sets out for senior
management how the department plans to implement the initiative. The plan
should, as stipulated in the Treasury Board Secretariat’s guidance, prioritize
activities, assign responsibility and authority, identify levels and kinds of
resources needed, set out timelines to implement integrated risk management
department-wide, and identify how it integrates with other departmental
improvement initiatives.

Treasury Board Secretariat’s response. The Secretariat agrees that the
development of action plans, which elaborate the department’s strategy and
work plans, is an important step in successfully implementing integrated risk
management. The Secretariat has released guidance for elaborating the
integrated risk management component of modern comptrollership action
plans; this guidance complements existing direction to departments in

Report of the Auditor General of Canada—~April 2003
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developing modern comptrollership action plans. The Secretariat is
encouraging departments and agencies to make their modern comptrollership
action plan an integral part of their management improvement agenda.

Departments have made progress in developing departmental risk profiles

1571  Departmental risk profiling, a critical ongoing part of managing risk in
any department, involves

« formally and explicitly identifying the risks associated with achieving
objectives at all levels and in all operations of a department;

« assessing the potential outcomes for the department should a particular
event or situation not occur as planned,;

+ determining how the department will respond to identified risks—
accept, manage, or ignore the risk;

+ defining how much risk the department will accept—risk tolerance—
given what it is trying to achieve; and

« ensuring that all managers and staff in the department understand the
department’s risk tolerance so they can act accordingly.

158  Taken together, these elements of departmental risk profiling are the
core and foundation of integrated risk management. They represent the
systematic steps toward risk-smart managing.

159  The benefits of establishing risk tolerances include the following:

+ Consistency throughout the department. If a department does not
formally establish limits for risk tolerance, people will develop them
informally and they will seldom be consistent. Informal development of
risk tolerance can encourage people to set or define their own
acceptable limits, and resources will be allocated differently by each
person.

+ Consistent management response. Establishing a common
understanding of risk tolerance provides a stronger basis for
departmental managers to choose an appropriate response to risk. They
can select responses that achieve the desired results using the least
resources.

+ Resource allocation guided by risk tolerance. In responding to areas
where the potential consequences of risks exceed the department’s limits
of risk tolerance, resources may be reallocated to areas where further
management action is needed to reduce potential consequences to
within the department’s established tolerance limits.

160  The six departments in our audit differed in their approaches to
departmental risk profiling. All six told us they had been taking account of
risk informally, case by case, long before the Secretariat published its
Integrated Risk Management Framework. We noted at the time of our audit
that none had a fully developed departmental risk profile.

161  Nevertheless, some departments have made a start at risk profiling.
Except for not explicitly stating its risk tolerance levels, HRDC has dealt with

14
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most of the elements of risk profiling. Veterans Affairs Canada has included
risk profiling in its management-of-risk framework and has a draft document
covering risk tolerance. Three other departments are either developing or
drafting risk profile documents. One department, Transport Canada, has no
formal risk profile. However, it does manage risk in various operational areas,
and profiling is implicit in that activity.

162 Exhibit 1.7 describes some of the best practices we noted in risk
profiling.

Exhibit 1.7 Risk profiling

Best practices we identified include the development and maintenance, with direct
senior management involvement, of the departmental risk profile as one of the key
strategic risk documents.

The departmental risk profile
* identifies the risks most likely to affect the department’s achievement of objectives,

* prioritizes risks so management’s attention focusses on the most significant areas,
and

» considers the adequacy of management controls surrounding the identified risks.

163  Program managers who lack a clear understanding of the acceptable
boundaries of risk in their department may avoid taking any risks at all. A
preference for avoiding risk can stifle innovation and creativity; the status
quo will continue. Other managers in the same department may have a larger
appetite for risk and could engage in various risky behaviours. Taking too
many risks can lead to public embarrassment, financial loss, or exposure to
liability.

164  Good integrated risk management means making decisions on risk that
fall within the department’s prescribed “risk appetite” or risk tolerance limits.
In our view, completing their departmental risk profiles and identifying
acceptable levels of risk must be a priority for departments. Completing
departmental risk profiles without delay and continually reviewing them to
ensure that they remain relevant to the department’s objectives will help
departments make better progress toward integrated risk management.

165 Recommendation. Senior management in departments and agencies
should ensure that a departmental risk profile is developed that identifies and
assesses the key risks and challenges of the department and the level of risk it
is willing to accept. The departmental risk profile should communicate the
risks and the tolerance levels to managers and staff so they understand the
boundaries or limits within which they are expected to manage risk.

Treasury Board Secretariat’s response. A corporate risk profile is one of the
four related elements of the government’s Integrated Risk Management
Framework and is fundamental to establishing an organization-wide approach
to managing risk. The corporate risk profile is expected to provide
departments and agencies with a clear understanding of their operating
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environment, including the communication of key risks facing the
organization and an appreciation of the risk tolerances of key stakeholders.
The Secretariat encourages departments and agencies to focus on the
development of a corporate risk profile as one of the initial steps in
implementing integrated risk management.

Building capacity in departments

166  Capacity building refers to developing the people, skills, tools, and
processes needed to help departments continually improve the way they
operate. In any department, the foundation for building the capacity to
improve and innovate includes three key steps:

+ developing a communications strategy to ensure that people are aware
of a change and know why management is introducing it;

« taking stock of the current capacity—people, skills, and knowledge—to
manage the change; and

+ building or acquiring the competencies, systems, and processes that the
department will need to make the change work.

167 Communications strategy. To succeed with any initiative such as
integrated risk management that calls for change, senior management must
develop an appropriate, properly targeted communications strategy. Well-
designed communications will be key to generating awareness, understanding,
and acceptance of the integrated risk management initiative across the
department. The communications strategy must demonstrate to managers
and staff how integrated risk management can benefit them in their day-to-
day work. The right strategy can also explain their role in implementing
integrated risk management and the linkage of integrated risk management to
other initiatives such as modern comptrollership. The communication
strategy has to signal management’s resolve and commitment to see this
initiative succeed.

168  Four of the six departments in our audit have developed awareness
sessions primarily for all managers. Another provided an awareness program
for senior management. The sixth department has no program at all for
explaining integrated risk management to staff and encouraging them to
accept it as a positive initiative.

169  Generally, we noted a lack of concerted effort to co-ordinate and
communicate key information across departments on integrated risk
management. Indian and Northern Affairs Canada has a draft
communications plan for the initiative but has not yet budgeted for
implementing the plan.

170 We noted that the Treasury Board Secretariat has provided training
and awareness sessions to staff. It has developed other communication
training tools such as a draft managers’ handbook and a toolkit to
complement the Integrated Risk Management Framework. Veterans Affairs
Canada has held sessions for most managers on integrated risk management.
That department has made integrated risk management a priority since
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undergoing the Modern Comptrollership Capacity Check in September 2000.
Indian and Northern Affairs Canada developed a risk management workshop
in spring 2002 for trainers who would provide training in risk management
throughout the Department.

1711 Taking stock of current capacity. The second step in building capacity
is a self-assessment exercise. The self-assessment enables senior management
to identify gaps in skills and knowledge that the department will have to fill in
order to implement integrated risk management. It entails examining the
department’s systems and practices critically to determine where changes will
have to be made.

1712 Once the department understands the gap it must fill to achieve the
appropriate capability, it can turn to the third step—building or acquiring the
skills and knowledge it lacks so it can make the necessary changes in its
systems and processes. This may include providing formal or on-the-job
training, recruiting new people, creating opportunities to learn about and
share best practices, and developing centres of expertise.

1713 In five of the six departments we looked at, we found little or no
evidence of progress in assessing their capacity to implement integrated risk
management. We acknowledge that it may be too early for some departments
to have made that assessment. However, HRDC was developing a self-
diagnostic tool to help managers assess their current capacity for risk
management. This tool represents a useful beginning,

174  Building or acquiring the needed competencies. At this stage of the
initiative most departments have not yet worked through the earlier step of
assessing the people, training, systems, and processes they will need.

175  Exhibit 1.8 describes some of the best practices we noted in capacity
building.

176  Recommendation. Senior management in departments and agencies
should ensure that they assess their current capacity to implement and
maintain integrated risk management practices and should develop the
learning plans and strategies needed to improve and maintain the necessary
competencies.

Treasury Board Secretariat’s response. The government’s Integrated Risk
Management Framework highlights the building and sustaining of
organizational capacity as a factor in successful implementation. The
Secretariat identifies capacity building as an initial area of focus for departments
and agencies that are beginning the implementation of an integrated approach
to managing risk. While integrated risk management is a new approach to
managing corporate risks in the federal public service, existing departmental
risk management practices can be used as a starting point to build integrated
risk management capacity. At the time of this audit, more than 50 departments
and agencies have already used the modern comptrollership capacity
assessment tool to provide a high-level assessment of existing capacity for
implementing integrated risk management. The cumulative results of these
capacity assessments also provide the Secretariat with valuable information to
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develop tools and guidance to address the gaps in the system and build and
improve the necessary competencies.

Exhibit 1.8 Capacity building

Best practices include the following:

Training and development programs as an integral part of developing a “risk-smart”
culture. Training and development programs in integrated risk management should

* be an ongoing part of the corporate training program,

* include the identification and development of the competencies that are expected of
employees and that will be needed to adequately identify and manage risks, and

¢ include such topics as the department’s culture, risk assessment framework and
processes, legislative requirements, departmental strategic objectives, lessons
learned, and the department’s practices for managing risk.

Formal processes for sharing lessons learned within the department as a mechanism
for integrating a common language around issues of integrated risk management and
consistent approaches to identifying and measuring the likely impact of risks.

The use of the Intranet to communicate key integrated risk management information
such as the integrated risk management policy and framework and the corporate risk
profile.

Risk management incorporated into departmental planning and reporting practices.
This not only improves departmental planning but also conveys the ongoing
importance of integrated risk management information to senior management.

Monitoring and evaluation

171 Though departments are in the early stages of the integrated risk
management initiative, we expected that they would be providing senior
management and the Treasury Board Secretariat with up-to-date information
on their progress. Such information would alert senior management to
emerging problems and enable it to make timely corrections.

178 In the absence of action plans that would provide a basis for reporting
on progress, reporting is largely informal. At the time of our audit, it consisted
mainly of discussions, meetings, and presentations that focussed on particular
activities related to integrated risk management. Departments were unable to
show their progress in integrating and embedding risk management into their
strategic and day-to-day activities. Neither the Treasury Board Secretariat
nor departmental senior management were receiving the information needed
to gauge the progress of integrated risk management or to manage any
emerging risks associated with this initiative, despite the priority that the
Treasury Board and the Clerk of the Privy Council have given the initiative.
We noted that departmental performance reports did not include, as part of
reporting on the modern comptrollership initiative, significant information on
the department’s progress in implementing integrated risk management.

119 Only two departments in our audit—HRDC and Veterans Affairs
Canada—have clearly identifiable monitoring and evaluation activities.
HRDC’s are largely informal, such as debriefings at committee meetings.
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Veterans Affairs has embedded monitoring and evaluation in its plan for
implementing integrated risk management. We found that the Department
has done some useful preliminary work, such as specifying outcomes and
performance indicators that could be used in future audits and evaluations.
The remaining four departments have not taken the necessary steps to lay the
foundation for monitoring and evaluating integrated risk management
activities.

180  Exhibit 1.9 describes some of the best practices we noted for
monitoring and evaluating the integrated risk management system.

Exhibit 1.9 Monitoring and evaluation

Examples of best practices:

¢ Internal audits include assessments of the adequacy of monitoring and reporting on
the use of integrated risk management.

* All levels of management monitor continuously, through both formal and informal
mechanisms, the effectiveness of the integrated risk management initiative and the
use of risk information.

* The department monitors progress in implementing the integrated risk management
initiative against an established work plan and obtains explanations for any
departures from agreed-upon timelines and resource requirements.

181 Recommendation. Once action plans are developed, senior
management in departments and agencies should ensure that they monitor
progress against them and take corrective action as needed. Departments
should report their progress in their departmental performance reports.

Treasury Board Secretariat’s response. The Secretariat agrees with the
importance of monitoring against action plans and reporting on progress. The
principal instrument for reporting to Parliament is the departmental
performance report; current guidelines ask departments to report on modern
comptrollership in departmental performance reports.

Internal audit must safeguard its independence and objectivity

182 The primary role of internal audit is to examine an organization’s
systems and processes and provide senior management with objective,
independent assurance on how well they are working. In risk management,
the primary role of a department’s internal audit function is to provide senior
management with assurance that the department has identified its key risks.
Internal audit also provides an opinion on whether the department has
appropriate controls, practices, and procedures both to minimize the risk that
an adverse event will occur and to reduce the potential consequences if it
does.

183 Internal audit may also play a consultative role—for example, advising
on the design of a department’s control framework or the completeness and
adequacy of risk assessments by management. In doing so, however, internal
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auditors must exercise considerable care to ensure that they do not
compromise their independence and objectivity.

184  We recognize that internal audit, through its consulting services, can
make an important contribution to achieving a department’s risk
management objectives. However, where internal audit is taking a lead role in
implementing integrated risk management, we would expect to see a clear
strategy showing how and when the department intends to shift responsibility
for the integrated risk management initiative from internal audit to
departmental management. Ultimately, it is management’s responsibility to
ensure that risks are identified and managed within the risk tolerance limits
established by the department.

The internal audit role varied considerably in the departments we audited

185 In three of the six departments we audited (Human Resources
Development Canada, Indian and Northern Affairs Canada, and Canadian
Heritage), internal audit was leading or sharing the lead responsibility for the
implementation of integrated risk management. In our view, such a role for
internal audit in the implementation process may compromise its future
ability to provide objective, independent advice and assurance on the
effectiveness of the department’s risk management practices.

186  In departments where internal audit has taken a lead role in the
integrated risk management initiative, we did not find that departmental
plans established a clear strategy or time frame for shifting the lead for this
activity from internal audit to management.

187 Recommendation. In providing consultative services, internal
auditors in departments should ensure that they do not compromise their
future independence and objectivity, which are critical to providing assurance
to senior management. In the departments where internal audit is leading the
integrated risk management initiative, departmental plans should contain a
clear strategy with specific time frames for shifting the lead role for integrated
risk management to departmental management.

Treasury Board Secretariat’s response. The Secretariat recognizes the need
for departmental internal auditors to maintain objectivity and provide
independent advice and assurance on the effectiveness of integrated risk
management within their organization. While a number of departments are
being supported by their internal audit unit in the implementation of
integrated risk management, the Secretariat believes that the responsibility
and accountability for implementation nonetheless remains with
management.

The Treasury Board Secretariat’srole 1.88  The Treasury Board Secretariat has begun an organized effort to add
integrated risk management to the tools for managing more effectively across
government. It is clearly responsible for helping departments incorporate
integrated risk management into their day-to-day management practices by

« supporting efforts to implement integrated risk management in
departments,
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+ providing departments with a centre of expertise (the Risk Management
Directorate) as a resource for integrated risk management, and

+ monitoring and reporting on the progress and results of efforts to
implement its Integrated Risk Management Framework.

189  The Secretariat also has a responsibility to ensure that risks have been
considered and prioritized from a government-wide perspective in order to
provide Treasury Board ministers, other central agencies, and Parliament with
information and advice on risk management.

Supporting departmental efforts

190 The Secretariat has produced useful initial material to guide
departments in introducing integrated risk management. However, they will
need more guidance to embed the concept into their management practices.

191  In 2001 the Secretariat published a framework as a blueprint for
implementing integrated risk management throughout the government. This
framework provided a foundation for advancing risk management from an
intuitive approach to a more rigorous exercise that adopts a departmental
perspective about the risks associated with managing programs and activities
in departments.

192 The Integrated Risk Management Framework explains what integrated
risk management is. It provides an impetus for more work by departments.
However, departments generally need more guidance on how to carry out
specific steps that are central to integrated risk management—for example,
two departments in our sample mentioned the need for practical guidance
and support.

193  Recommendation. The Treasury Board Secretariat should provide
departments and agencies with comprehensive guidance and specific tools to
assist them in developing the key capabilities needed to integrate risk
management successfully.

Treasury Board Secretariat’s response. Recognizing that integrated risk
management is a new approach to managing corporate risks, the Secretariat
has and will continue to provide departments and agencies with ongoing
support, guidance, and tools to raise awareness, build understanding, and
support implementation of integrated risk management. The Secretariat is
currently developing practical guidance to departments in implementing the
concepts outlined in the Integrated Risk Management Framework. In
addition, mechanisms are already in place, such as a risk management Web
site and an Implementation Council, to promote sharing of experience and
lessons learned. As departments have a vital role to play in taking ownership
and responsibility for integrated risk management, the Secretariat
acknowledges the leadership demonstrated by a number of departments and
agencies in developing and sharing tools and guidance to build an integrated
approach to risk management.
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Providing a centre of expertise and monitoring progress

194 The Secretariat has established the Risk Management Directorate as a
focal point for sharing information and best practices. The Directorate has
participated in the development of introductory courses on the basic concepts
of integrated risk management, offered by the Canadian Centre for
Management Development and by Training and Development Canada.

195  Asnoted, another of the Directorate’s responsibilities is to monitor and
report to Treasury Board ministers on departments’ progress in implementing
integrated risk management. At the time of our audit, the Directorate was
preparing its first progress report; annual progress reports are planned as part
of the government’s work on the modernization of comptrollership. In our
April 2002 Report, Chapter 7, Strategies to Implement Modern
Comptrollership, we recommended that the Treasury Board Secretariat
provide Parliament with government-wide information on progress toward
achieving modern comptrollership. We expect that this would include
information on the implementation of the integrated risk management
initiative.

196  As departments advance the integrated risk management initiative,
the Directorate will need to broaden the scope of its monitoring to ensure
that efforts remain on track and to obtain adequate information to support
reporting to Parliament on government-wide progress. Integrated risk
management is a necessary part of modern comptrollership and needs to
advance along the same schedule.

197  Central agencies and Parliament need a broad perspective on the risks
that affect government. Such information is necessary for making informed
decisions, allocating resources among competing objectives of government,
and managing risks from the perspective of the government as a whole. As set
out in the Integrated Risk Management Framework, the Treasury Board
Secretariat has a responsibility to provide central agencies with information
about risk that meets their needs. At the time of our audit, the Secretariat
had no plans to conduct a risk assessment and develop a corporate risk profile
government-wide, nor had it identified key stakeholders across the
government.

198 Recommendation. The Treasury Board Secretariat should ensure that
information on key government-wide risks is provided to Treasury Board
ministers, other central agencies, departments, and Parliament.

Treasury Board Secretariat’s response. The Secretariat agrees with the
importance of keeping Treasury Board ministers, central agencies,
departments, and Parliament informed of key risks. Mechanisms exist to keep
these parties, as well as the public, apprised of key risks and the Secretariat
will continue to seek opportunities to further enhance the use of these
mechanisms.
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Conclusion

199  The integrated risk management initiative was begun to promote a
risk-smart workforce—to create an environment that allows for innovation
and responsible risk-taking while ensuring that departments take precautions
to protect the public interest, maintain public trust, and ensure due diligence.

1100 Federal government departments, like many organizations, are in the
early stages of implementing integrated risk management. We found that
while departments and the Treasury Board Secretariat have taken some good
initial steps, they still have much to do. Strong leadership and sustained
commitment from senior executives will be essential. Each department will
need a well-developed action plan to guide its implementation of integrated
risk management and provide a basis for measuring and reporting progress
and holding people accountable for implementing integrated risk
management. Action plans need to include departmental strategies for
developing the necessary competencies in integrated risk management.

1101 While departments have taken a number of steps to develop their
departmental risk profiles, they need to define their levels of risk tolerance as
part of this process. In the absence of clearly understood risk tolerance levels
or boundaries of acceptable risk, it will be difficult to truly integrate risk
management into daily operations. Some managers may choose to avoid risk
entirely, preferring the status quo; others may take greater risks than senior
management is willing to accept.

1102 In supporting departmental efforts to implement integrated risk
management, internal audit groups need to carefully balance their provision
of consulting advice with the requirement to maintain their independence
and objectivity. Independence and objectivity are essential to being able to
provide senior management with the assurance that their departments’
integrated risk management initiatives are adequate and complete. Where
internal audit has taken a lead role in getting the integrated risk management
initiative started, departmental strategies need to include a clear strategy for
shifting responsibility to departmental management.

1103 The Treasury Board Secretariat has produced initial material to help
departments start implementing the initiative. However, departments require
more practical guidance on how to carry out specific key steps toward
integrating risk management into their management culture. The Treasury
Board Secretariat also needs to ensure that risk information is consolidated
government-wide and is available to Treasury Board ministers, other central
agencies, departments, and Parliament.
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About the Audit

Objectives

One objective of the audit was to assess the adequacy of steps that departments are taking to implement the Treasury
Board Secretariat’s Integrated Risk Management Framework. We also wanted to identify any need for improvement
in departmental strategies to increase the likelihood that integrated risk management would be implemented
successfully.

Our audit considered the role of internal audit in helping departments to implement integrated risk management.

The audit also assessed the Treasury Board Secretariat’s role of providing overall strategic direction for implementing
the Integrated Risk Management Framework. We assessed the nature and extent of the guidance and advice the
Secretariat provides to departments and how it monitors their progress in adopting and adapting the Framework to
meet their particular needs.

The departments included in the audit were
« Canadian Heritage
+ Human Resources Development Canada
+ Indian and Northern Affairs Canada
« Transport Canada
 Treasury Board Secretariat
+ Veterans Affairs Canada

An important part of the work to support this chapter was identifying the better practices used in the federal
government, public sector organizations in other jurisdictions, and private sector organizations.

Scope and approach
The summary-level criteria developed for the audit were the following:

Treasury Board Secretariat

 Progress in departments and agencies should be monitored on a government-wide basis. Strategic intervention
should be exercised as appropriate to support the implementation of integrated risk management by
departments.

+ To maximize cost effectiveness and expedite progress, the Treasury Board Secretariat should co-ordinate and
facilitate departmental efforts on common issues (for example, governance issues, communications strategies,
human resources matters such as training). Guidance should be provided to departments and agencies to assist
them in establishing integrated risk management.

+ The Treasury Board Secretariat should keep Parliament informed about matters of significance and the progress
made in building a risk-smart workforce and environment in the public service.

Departments

+ Departments should have a commitment and culture or climate in place that supports the achievement of the
departments’ goals and objectives for integrated risk management and fosters the integration of risk
management into the departments’ governance structure. Senior management should monitor progress on an
ongoing basis to support corrective action that departmental strategies may need.

+ Each department should have a clear vision and objectives and an organized plan to identify, assess, and
manage risks across the department that is consistent with its business objectives. The plan should be
communicated to all levels in the department to facilitate the effective management of risks department-wide.
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+ Risks that may prevent the successful implementation of integrated risk management should be identified,
assessed, and managed. Good practices and lessons learned should be shared within the organization to provide
the necessary learning and training opportunities for building and strengthening risk management capabilities.

+ Plans for integrating risk management across the department should demonstrate due regard to economy and
efficiency.

+ Clear, accurate, comprehensive, and timely progress information should be provided to senior management and
the Treasury Board Secretariat so they can use it in decision making, initiate corrective action where warranted,
and report on progress achieved.

Audit team

Assistant Auditor General: Douglas Timmins
Principal: Bruce C. Sloan
Directors: Frank Cotroneo, Jean Landry, Gaétan Poitras and Maria Wisniowski

Manon Arsenault
Brian Brisson

Jeff Christie
Patrick Morton

For information, please contact Communications at (613) 995-3708 or 1-888-761-5953 (toll-free).
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