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Thank you for your invitation to the Government of British Columbia to make 
submissions regarding possible implications of the Uniting and Strengthening America by 
Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001, 
Pub.L.No. 107-56, 115 Stat. 272, (the “Patriot Act”) for the personal information of 
British Columbians as a result of the outsourcing of government services to U.S. linked 
service providers. Government welcomes the opportunity to participate in this review. 
 
Our submission focuses on the following issues you have identified for comment: 
 

• Does the Patriot Act permit US authorities to access personal information of 
British Columbians that is, through the outsourcing of public services, in the 
custody or under the control of US linked private sector service providers? If it 
does, under what conditions can this occur? 

 
• If it does, what are the implications for public body compliance with the personal 

privacy protections in the Freedom of Information and Protection of Privacy Act 
(the “FOIPP Act”)? What measures can be suggested to eliminate or appropriately 
mitigate privacy risks affecting compliance with the FOIPP Act? 

 
The Province has conducted a comprehensive assessment of this matter and looks 
forward to your report. We are committed to ensuring the necessary steps are taken to 
continue to ensure the protection of British Columbian’s personal information. 
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1. SUMMARY OF GOVERNMENT’S POSITION  
 

The Patriot Act poses only a small incremental risk.  However, British 
Columbia is a leader in privacy protection in Canada and will take effective 
measures to reduce that minimal risk. 

 

• The risk that personal information held in BC could, or would, be obtained 
by US authorities under the Patriot Act as a result of government 
outsourcing initiatives is small. 

• To the extent that the Patriot Act presents only a small incremental risk to 
privacy, government is prepared to address that small risk by ensuring that 
a U.S. affiliate does not have access to, or control of, sensitive personal 
information provided by government to a Canadian or B.C. service 
provider.  In addition, government will not send sensitive personal 
information to the US either on a temporary or permanent basis. 

 
• Government will consult with stakeholders, including your office, and 

develop legislative amendments to build on what is already the strongest 
privacy legislation in Canada. The proposed amendments will expressly 
prohibit service providers from disclosing personal information that has 
been provided to them by public bodies unless permitted by the FOIPP 
Act, and require that such service providers notify government in the event 
their foreign affiliate requests that they disclose such information.  

 

Government recognizes and takes seriously its obligation and commitment to 
protect the personal information of British Columbians. 
 

 

• British Columbia has strong privacy legislation.  We are regarded as 
national leaders in privacy protection.  We take that leadership role, and 
our obligation to protect privacy, seriously. 

• The Province sought and obtained U.S. advice to deal with concerns about 
the Patriot Act. The Province has carefully considered those concerns.   

 
The privacy issues raised by the Patriot Act are only a small part of the constant 
concern that governments and private bodies and individuals will always have 
about balancing the need for security and law enforcement in an 
interconnected global economy with respect for privacy.  
 

• The issues raised by the Patriot Act are not unique to government or to 
Alternative Service Delivery (ASD) initiatives.  They apply to personal 



information held by the private sector, not just to personal information 
held by public bodies.  As such, the present issues under review are not 
just issues for government.  They are also issues for the private sector. 

 

The benefits of Government’s innovative approach to service delivery, including 
improved service to British Columbians, must not be lost in a climate of 
unfounded fear about loss of privacy under the Patriot Act.  
 

• As you have recently recognized in dealing with issues relating to security, 
we must deal with real risk, and not pander to fear.   When one considers 
the real risk of access under the Patriot Act dispassionately, one 
recognizes that that it is only a small incremental risk.  This is fully 
explained below. 

• ASD initiatives will result in more effective programs and better service 
delivery to the public. The Province will continue with these initiatives to 
ensure that the public receives these benefits. Although there is only a 
small incremental risk associated with the Patriot Act and ASD initiatives, 
government will continue to develop public policy that benefits British 
Columbians and will take appropriate steps to mitigate that risk. 

 

The FOIPP Act authorizes government to use contractors to provide services 
involving even sensitive personal information as long as reasonable security 
arrangements are in place to protect that information. 

 

• The FOIPP Act authorizes a public body to disclose any personal 
information to a contractor that is necessary for the contractor to perform 
the contracted services.  At the same time, the Act requires public bodies 
to implement appropriate physical and procedural security measures with 
respect to personal information in its custody or control. 

• It would not be appropriate therefore to conclude that the enactment of the 
Patriot Act renders B.C. public bodies unable, by virtue of their FOIPP 
Act obligations, to disclose personal information to service providers with 
U.S. connections.  As always, the obligations under the FOIPP Act must 
be addressed on a case by case basis. 

• As you and former Commissioner David Flaherty have both recognized, 
there is no such thing as absolute security.  What the FOIPP Act requires 
is that there be security arrangements that a fair and rational person would 
consider to be proportionate to the sensitivity of the personal information. 

• Given the small incremental risk of disclosure of Canadian information 
under the Patriot Act, the Province believes that disclosing sensitive 
personal information to a B.C. or Canadian company with U.S. 



connections in the course of public body outsourcing would not 
contravene the security requirements of the FOIPP Act provided that a 
public body: 

o Employs mitigation strategies to ensure that the B.C. or Canadian 
company’s U.S. affiliate does not have access to, or control of, 
public body-supplied personal information that is held in Canada 
or B.C.  These should prevent a U.S. company from being able to 
collect personal information held by its Canadian affiliate under 
the Patriot Act.  Such mitigation strategies must be commensurate 
with the sensitivity of the personal information in question;  

o Ensures that there are contractual provisions in place dealing with 
both privacy and security issues and that such provisions are 
commensurate with the sensitivity of the personal information in 
question; and  

o Takes steps to minimize the extent to which any sensitive personal 
information is sent to the U.S. on a temporary or permanent basis.   
Government will not send sensitive personal information to the US 
either on a temporary or permanent basis. 

 

The Province believes that there should be a national discussion about privacy. 
 

• The Province will continue to work with the federal government to 
encourage Canada to affirm the international obligations of the United 
States with respect to information sharing, and receives appropriate 
assurances that existing established mechanisms will be used when 
Canadian information is required for security or law enforcement 
purposes. 

• In this submission the Province will address existing U.S./Canada 
information sharing mechanisms; U.S. and British Columbia legal 
frameworks; the risk of access to Canadian information under the Patriot 
Act; international trade commitments; and proposed privacy protection 
measures to minimize the small incremental risk posed by the Patriot Act. 

 



2. Existing Information Sharing and Access Mechanisms 
 

It is simply wrong to contend that personal information held in Canada was not 
susceptible to access by U.S. law enforcement officials prior to the enactment of 
the Patriot Act. 

 

2.01 Existing mechanisms for information sharing between Canadian and U.S. law 
enforcement agencies to deal with global threats to security and law enforcement 
predate the Patriot Act and are well established.  Whether there is any added 
incremental risk posed by the Patriot Act requires consideration of such 
mechanisms as the Mutual Legal Assistance Treaty, grand jury subpoenas and 
less formal legally sanctioned information sharing processes.  

 
2.02 The Province assessed several factors, including the existence of existing 

established mechanisms for information sharing, foreign governments’ objections 
to U.S. attempts to extend the application or the effect of its laws extraterritorially 
and the cautious approach that the U.S. has exercised in response to those 
objections, as well as the domestic controversy that the Patriot Act has generated.  
The Province concludes that the risk that the U.S. will attempt to demand 
production of information held in Canada pursuant to the Patriot Act is small.  
The established processes for access to information held in Canada are described 
immediately below, followed by a discussion of the legal framework in section 3 
and risk assessment in section 4.  

 

The Mutual Legal Assistance Treaty 
 

Under the Canada-U.S. Mutual Legal Assistance Treaty, U.S. authorities must 
first try to obtain records relating to a criminal investigation that are located in 
Canada through the assistance of Canadian authorities.  The Mutual Legal 
Assistance Treaty contemplates the approval of the Canadian federal 
government and a Canadian court before production is ordered.   

 

2.03 Partly because of concerns by other countries that the U.S. government not iassert 
its jurisdiction to compel the production of records held abroad, there now exist 
many Multilateral Legal Assistance Treaties involving the U.S. and other 
countries. 

 
2.04 The U.S. and Canada signed a Mutual Legal Assistance Treaty on March 18, 

1985, entered into force in Canada on January 24, 1990, to facilitate the cross-
border production of documents more than a decade before the Patriot Act was 



passed (the “MLAT”).1  That treaty is the primary method used by the U.S. 
government to obtain evidence located in Canada — whether held by a Canadian 
company, a Canadian individual, or Canadian governmental authorities. 

 
2.05 The MLAT requires the parties to produce government-held documents “to the 

same extent and under the same conditions as would be available to [their] own 
law enforcement and judicial authorities”.2  This applies to “all levels of 
government, including federal, state, provincial, territorial, and municipal.”3   
Thus, under the MLAT, U.S. law enforcement authorities can potentially access 
personal information held by the Province or other Canadian governments to the 
same extent that Canadian law enforcement and judicial authorities potentially 
have access to such information. 

 
2.06 The Province notes that the FOIPP Act acknowledges that a public body can 

disclose personal information where authorized in accordance with a treaty made 
under an enactment of Canada or British Columbia (section 33(d.1)).  As such, 
any disclosure of B.C. Government information required under the MLAT would 
be authorized by the FOIPP Act (with the “enactment” for the purposes of the 
FOIPPA being the federal Mutual Legal Assistance in Criminal Matters Act 
(“MLACMA”)). 

 
2.07 Under the MLAT, U.S. authorities must first try to obtain records located in 

Canada through the assistance of Canadian authorities.  Specifically, Article IV 
states that “[a] [p]arty seeking to obtain documents, records or other articles 
known to be located in the territory of the other [p]arty shall request assistance 
pursuant to the provisions of this Treaty,” except when the parties otherwise 
agree.4  According to the official U.S. government Technical Analysis that 
accompanied the submission of the Treaty to the U.S. Senate, “[t]he United States 
agreed to this ‘first resort’ provision because the scope of the Treaty is broad 
enough to cover the vast majority of situations requiring the production of 
documents and records located in Canada and because the United States is 
convinced that the Treaty mechanism will provide the evidence in a timely 
manner.”5  The Canadian delegation, in turn, “considered this a matter of great 

                                                 
1  The MLAT was self-executing in the United States, utilizing existing statutory authority to become 

law.  See Letter of Transmittal from Pres. Reagan (“Letter of Transmittal”), reprinted in S. Treaty Doc. 
100-14, 100th Cong., 2d Sess. at iii (Feb. 22, 1988). 

2  MLAT, art. XIII. 
3  Technical Analysis, at 21. 
4  MLAT, art. IV, § 1 (emphasis added). 
5  Technical Analysis, Mutual Legal Assistance Treaty Between United States and Canada (“Technical 

Analysis”), reprinted in S. Treaty Doc. 100-14, 100th Cong., 2d Sess. at 13 (1988) (emphasis added).  
The Technical Analysis, which was prepared by the U.S. negotiating team for the Treaty, “constitutes 
the formal executive branch representation as to the meaning of [the] treaty and the obligations to be 
assumed by the United States under it[.]”  See Senate Report, Treaty with Canada on Mutual Legal 
Assistance in Criminal Matters (“Senate Report”), reprinted in S. Treaty Doc. 100-14, 100th Cong., 2d 
Sess. at 5 (Sept. 30, 1988).  As such, it serves as the principal U.S. guide to interpreting the Treaty.  
See In re Commissioner’s Subpoenas, 325 F.3d 1287, 1298 (11th Cir. 2003) (citing El Al Airlines, Ltd. 



importance ... in order to regularize trans-border evidence gathering activities and 
to reduce the United States’ enforcement of subpoenas [to obtain foreign-held 
evidence].”6  The Province will refer extensively to the U.S. Technical Analysis 
in these submissions, because in dealing with the risk of the potential issuance of 
an order under the Patriot Act in relation to Canadian information, we need to 
understand U.S. law, including U.S. law concerning the MLAT. 

 
2.08 Equally important as its “first resort” requirement, the MLAT provides for a 

broad range of cooperation on matters “relating to the investigation, prosecution 
and suppression of offences” in the requesting state, which, for the U.S., includes 
any “offence for which the statutory penalty is a term of imprisonment of one year 
or more . . . .”7  This includes investigative assistance in obtaining documents, 
records and evidence, regardless of whether the “offence” being investigated 
would also be an offence in Canada.8   

 
2.09 The MLAT has long effectively enabled prosecutors in the U.S. to seek a wide 

range of law enforcement assistance from Canadian authorities, including 
assistance in obtaining information during the investigative stage of a matter that 
might broadly be related to an “offense” in the U.S.  The MLAT stipulates that it 
is to serve as the avenue of first resort for any attempt to obtain documents, 
records or other evidence held in the territory of the other country, sanctioning 
other methods only to the extent that MLAT proves unavailing.  As such, the 
Province believes that, in most cases, the U.S. government would seek to obtain 
records held in Canada through the MLAT before resorting to seeking a Patriot 
Act order. 

 
2.10 The MLAT offers certain procedural advantages over other law enforcement 

tools.  Responsibility for making and executing requests under the Treaty is 
vested in the executive authorities of each country, namely the Canadian Minister 
of Justice and the U.S. Attorney General, or their designees.9  Discretion to grant 
or deny assistance likewise is afforded to the executive, rather than the judicial, 
authorities of each country, but it may only be exercised on two grounds: (1) if the 

                                                                                                                                                 
v. Tsui Yuan Tseng, 525 U.S. 155, 168 (1999)) (“This official interpretation by the executive branch is 
entitled to great deference by [a] [c]ourt.”). 

6  Technical Analysis, at 13. 
7  MLAT, art. I, art. II, § 1.  In drafting the Treaty, the U.S. determined that this definition was “broad 

enough to cover all serious federal and state offenses.”  See Technical Analysis, at 11. 
8  MLAT, art. II, §§ 2-3; Senate Report, at 3 (noting assistance under the MLAT “is available without 

regard to ‘dual criminality’”). 
 For U.S. authorities, this level of assistance is an important improvement over the pre-MLAT regime.  

Prior to the MLAT, a Canadian court reportedly “had authority to order production of documents . . . 
for a foreign country only if the court were satisfied that the evidence produced would be used at trial 
[i.e., the request was post-indictment] and that it was not sought solely for the purpose of furthering 
this investigation.”  Senate report, at 2-3.  These qualifications to Canadian assistance led directly to 
the United States’ reliance on the infamous “Bank of Nova Scotia subpoenas.”  See id. at 3 and 
discussion infra pp. 16-18. 

9  See MLAT, art. I, art. VI, § 1. 



request is not made in conformance with the Treaty; or (2) if execution of the 
request is contrary to the public interest of the state receiving the request.10  

 
2.11 According to the U.S. Government’s Technical Analysis, “a request should not be 

refused for inconsequential reasons”.  Examples of the kinds of cases the 
negotiators had in mind that would permit refusal of assistance include requests 
requiring disclosure of important military secrets or requests for assistance in a 
prosecution offensive to basic principles of society.”11  The court charged with 
enforcing the request in the state receiving the request “has inherent authority to 
satisfy itself that the Central Authority made its decision after fully considering all 
relevant issues,” but it may not “substitute its discretion for that of the Central 
Authority.”12 

 
2.12 If a state wishes to exercise its discretion to deny a request for assistance under 

the MLAT, it must first consult with the requesting state to see if a satisfactory 
arrangement can be devised to permit assistance on other terms. If no arrangement 
can be reached after 30 days, the consultations will be considered terminated, and 
the parties’ obligations under the Treaty will be deemed to have been fulfilled.  

 
2.13 In negotiating the MLAT, both parties agreed that, once this consultative process 

had taken place without avail, it would not be considered a violation of the Treaty 
for the U.S. or Canada to resort to other means of compelling disclosure, 
including the issuance of subpoenas.   

 
2.14 It is worth noting that the use of grand jury subpoenas by the U.S. to obtain 

foreign evidence (more detail on that issue to follow) has diminished in recent 
years and that the U.S. and Canada have increasingly relied on the MLAT13.   
This suggests that the U.S. and Canada have generally reached a mutually 
satisfactory arrangement under the MLAT. 

 
2.15 The MLAT process includes provisions for notice and judicial oversight 

concerning the release of information. 
 
2.16 The requirement to use MLAT covers the types of information contemplated by 

MLAT.  The MLAT is a mechanism for exchanging information concerning 
criminal investigations.  The Patriot Act contemplates obtaining information in 
connection with investigations of terrorism or clandestine intelligence activities.  
If, and to the extent that, these purposes are not co-extensive, the Patriot Act 
potentially allows U.S. authorities to obtain access to information in 

                                                 
10  Id., art. V, § 1.  “‘Public interest’ means any substantial interest related to national security or other 

essential public policy.”  Id., art. I. 
11  Technical Analysis, at 15. 
12  Id. 
13  See Thomas G. Snow, The Investigation and Prosecution of White Collar Crime: International 

Challenges and the Legal Tools Available to Address Them, 11 WM. & MARY BILL RTS. J. 209, 233 
(2002). 



circumstances under which they would not have had that access previously under 
the MLAT.  However, the Province believes that that added risk is nominal on the 
basis of (1) the existence of other avenues for the lawful exchange of personal 
information between Canadian and U.S. law enforcement agencies (i.e., under the 
FOIPP Act and the federal Privacy Act), (2) the U.S. Government’s reluctance in 
recent years to extend its powers extra-territorially to order the production of 
documents found within the borders of an ally, and (3) our belief that 
investigations under the Patriot Act will generally be of a criminal nature.  

 

Canadian Implementation of MLAT  
 
2.17 While in the US the MLAT is self-executing, in Canada the MLAT was 

implemented by statute.  The MLACMA14 is the federal statute that provides for 
the manner in which requests for legal assistance by the US (or other states that 
are party to an agreement with Canada) are to be addressed.  Under that Act, a 
request is received for assistance to the Minister of Justice who is responsible for 
implementing and administering this Act and the relevant treaties (s. 7).  Upon 
receipt of a request, the Minister of Justice must review the request to ensure that 
it complies with the relevant treaty (s. 8). The Act provides for ex parte 
applications for search warrants (ss. 10-14) and evidence gathering orders (ss. 17-
19).  The applications are to be made to a judge in the province or territory in 
which Canada believes part or all of the evidence may be found. The judge who 
hears the application may issue the warrant or order if the requirements of the Act 
are met (ss. 12 and 18). 

 
2.18 Before evidence seized or produced is sent to the requesting state, the MLACMA 

requires a further court hearing to consider the execution of the warrant, at which 
a person claiming interest in the evidence may make representations.  The court 
may impose conditions with respect to the sending abroad order and the Minister 
must be satisfied that the requesting state has agreed to comply with such 
conditions (ss. 12-16).   With respect to evidence gathering orders, the MLACMA 
provides for a specified basis for refusals to comply with orders (s. 18(7)). 

 

Summary 

 
2.19 In sum, the MLAT provides a streamlined default process for authorities in the 

U.S. to obtain information held in Canada, and vice versa.  The MLAT must be 
utilized by the requesting state in the first instance, and must be honoured by the 
state receiving the request except in limited circumstances.  Even in the event a 
request is denied, the parties are required first to explore alternative means of 
cooperative assistance before resorting to unilateral measures such as subpoena 
powers and, presumably, orders under the Patriot Act. 

 



Grand Jury Subpoenas 
 

The option of seeking a grand jury subpoena for access to records held abroad 
existed prior to the passage of the Patriot Act and prior to the signing of the 
MLAT and remains available to U.S. law enforcement agencies in the event the 
parties are unable to reach an agreement under the MLAT.   

 

2.20 Obtaining business records is a long-standing law enforcement tactic in the U.S..  
Ordinary grand juries for years have issued subpoenas to all manner of 
businesses, including libraries and bookstores, for records relevant to criminal 
inquiries.  
 

2.21 The option of seeking a grand jury subpoena existed prior to the passage of the 
Patriot Act and prior to the signing of the MLAT and remains available to U.S. 
law enforcement agencies in the event the parties are unable to reach an 
agreement under the MLAT.   
 

2.22 In the United States, grand juries serve a vital function for law enforcement 
authorities in investigating possible criminal conduct by providing prosecutors 
with the public’s imprimatur on gathered evidence.15  Through the issuance of 
subpoenas, grand juries have the power to require the production of evidence, 
books, papers, documents, data, or other objects related to a criminal 
investigation.16  This power existed prior to the passage of the Patriot Act. 
 

2.23 Notwithstanding the power of grand juries to issue subpoenas, U.S. law 
enforcement authorities are generally cautious about any extraterritorial extension 
of U.S. jurisdiction when they know that it will be objectionable to a close ally.   
Such attempts in the past have proven controversial, particularly where it related 
to sensitive documents protected by law from disclosure.  As a result, the U.S. 
Department of Justice now requires its prosecutors to receive the approval of its 
Office of International Affairs (“OIA”) before seeking what are colloquially 
termed “Bank of Nova Scotia subpoenas”.  

 
2.24 The test for production in the event one is served with a grand jury subpoena is 

one of control, not location.”17  Though we do not know for certain, by reason of 
the lack of available case law, the Province believes it is reasonable to presume 
that the same criteria will be applied in the case of applications under the Patriot 
Act.  The term “control” includes not only physical possession and the “legal right 

                                                                                                                                                 
14  See supra, note 2. 
15  See Branzburg v. Hayes, 408 U.S. 665, 688 (1972) (noting that basis for grand jury’s subpoena power 

is “longstanding principle that the public . . . has a right to every man’s evidence.”)  (citations and 
internal quotation marks omitted). 

16  See FED. R. CRIM. P. 17(c)(1); see also United States v. Mandujano, 425 U.S. 564, 571 (1976). 
17  In re Marc Rich & Co., A.G., 707 F.2d 663, 667 (2d Cir. 1983). 



to obtain the documents requested upon demand,”18 but also “access to [the] 
documents and the ability to obtain them for [a company’s] usual business.”19   

 
2.25 Grand jury subpoenas are not unlimited, and the subpoena “will be disallowed if it 

is far too sweeping in its terms to be regarded as reasonable under the Fourth 
Amendment.”20  Although there is no per se definition of “reasonableness,” U.S. 
courts have acknowledged that “three interrelated requirements appear critical: (1) 
that the subpoena command only the production of materials relevant to the 
investigation; (2) that the subpoena specify the materials to be produced with 
reasonable particularity; and (3) that the subpoena command production of 
materials covering only a reasonable period of time.”21 

 
2.26 Assuming that a subpoena satisfies the foregoing requirements, the next question 

is whether the U.S. court would have the requisite constitutional jurisdiction to 
issue a subpoena.  The jurisdictional reach of a subpoena extends as far as the 
jurisdiction of the court in which the grand jury sits.  Foreign entities are thus 
subject to a grand jury subpoena only to the extent that they would otherwise be 
subject to the jurisdiction of the court.22   

 
2.27 In the United States, constitutional due process requires that, in order for the court 

to have personal jurisdiction over a nonresident person or company, that person or 
company must have certain minimum contacts with the jurisdiction of the court in 
the United States.  This is so that the exercise of jurisdiction does not “offend 
traditional notions of fair play and substantial justice.23   

                                                 
18  Searock v. Stripling, 736 F.2d 650, 653 (11th Cir. 1984). 
19  Cooper Indus., Inc. v. British Aerospace, Inc., 102 F.R.D. 918, 919-20 (S.D.N.Y. 1984); see also 

United States v. IBM Corp., 71 F.R.D. 88, 91 (S.D.N.Y. 1976) (finding that board resolution 
threatening to discharge president if he complied with subpoena did not “deprive him of access and 
control” of documents, holding that such control is sufficient to require compliance with subpoena). 

20  United States v. Calandra, 414 U.S. 338, 346 (1974) (citation and internal quotation marks omitted).  
The Fourth Amendment to the U.S. Constitution protects against unreasonable searches and seizures. 

21  In re Corrado Bros., Inc., 367 F. Supp. 1126, 1129 (D. Del. 1973) (citing United States v. Gurule, 437 
F.2d 239, 241 (10th Cir. 1970)). 

22  In re Arawak Trust Co. (Cayman) Ltd., 489 F. Supp. 162, 165 (E.D.N.Y. 1980); see also In re Marc 
Rich & Co., A.G., 707 F.2d 663, 669 (2d Cir. 1983), cert. denied, 463 U.S. 1215 (1983) (“A federal 
court’s jurisdiction is not determined by its power to issue a subpoena; its power to issue a subpoena is 
determined by its jurisdiction.”); Fed. Trade Comm’n v. Compagnie de Saint-Gobain-Pont-A-
Mousson, 636 F.2d 1300, 1318 (D.C. Cir. 1980) (“When an American court orders enforcement of a 
subpoena requiring the production of documents and threatens penalties for noncompliance with that 
subpoena, it invokes the enforcement jurisdiction, rather than the prescriptive jurisdiction, of the 
United States.  The two types of jurisdiction are not geographically coextensive[].  [A] state having 
jurisdiction to prescribe a rule of law does not necessarily have jurisdiction to enforce it in all cases, 
for unlike a state’s prescriptive jurisdiction, which is not strictly limited by territorial boundaries, 
enforcement jurisdiction by and large continues to be strictly territorial.”). 

23  See In re Arawak Trust Co. (Cayman) Ltd., 489 F. Supp. at 165 (“The court imputes to Congress a 
purpose to limit the court’s personal jurisdiction to subpoena a foreign corporation to the kind of 
circumstances discussed in International Shoe Company v. Washington, 326 U.S. 310 (1945).”).  See 
also, for example, In re Sealed Case, 266 U.S. App. D.C. 30; 832 F.2d 1268. 



 
2.28 In the case of Canadian companies that do not regularly do business in the U.S., 

jurisdiction may be founded on conduct abroad that causes injury within the 
United States.  In general terms, a Canadian company might also be subject to the 
general jurisdiction of a U.S. court when it possesses “continuous and systematic” 
contacts with the U.S..  If neither of these scenarios apply, generally the United 
States court will not have personal jurisdiction over a Canadian company.24 

 
2.29 Generally, a Canadian foreign company is not subject to the jurisdiction of the 

U.S. court simply because its corporate affiliate is doing business there.25 
 
2.30 Notwithstanding the power of grand juries to issue subpoenas, U.S. law 

enforcement authorities are generally cautious about any extraterritorial extension 
of U.S. jurisdiction when they know that it will be objectionable to a close ally.  
On this point, the Bank of Nova Scotia line of cases from the 1980s, and the U.S. 
Department of Justice guidelines that ensued, are illustrative.   
 

2.31 In re. Grand Jury Proceedings (Bank of Nova Scotia) involved the U.S. 
government’s use of grand jury subpoenas to compel a U.S.-branch of the Bank of 
Nova Scotia to produce documents held by branches in the Bahamas and the 
Cayman Islands, even though production of the records violated the secrecy laws 
of those countries.26  This extraterritorial assertion of U.S. jurisdiction proved 
controversial, particularly because it related to sensitive documents that 
commonly are protected under bank secrecy laws.  As a result, the U.S. 
Department of Justice now requires its prosecutors to receive the approval of the 
OIA before seeking what are colloquially termed “Bank of Nova Scotia 
subpoenas”.  The U.S. Department of Justice guidance on this issue states: 

 
                                                                                                                                                 
  “Under modern doctrine, due process is not satisfied unless the [individual or entity] has sufficient 

‘minimum contacts’ with the forum” such that the exercise of jurisdiction “does not offend ‘traditional 
notions of fair play and substantial justice.’”  Compagnie de Saint-Gobain-Pont-A-Mousson, 636 F.2d 
at 1319 (citing Shaffer v. Heitner, 433 U.S. 186 (1977) and Int’l Shoe v. Washington, 326 U.S. 310 
(1945)). 

24  See Exter Shipping, Ltd. v. Kilakos, 310 F. Supp. 2d 1301 (2004) for a recent summary of the law 
pertaining to personal jurisdiction. 

25  Exter Shipping, Ltd. v. Kilakos, supra (“..It is well established… that when a parent and a subsidiary 
are separate and distinct corporate entities, the presence of one in a forum state may not necessarily be 
attributed to the other….Generally, a foreign parent corporation is not subject to the jurisdiction of a 
forum state simply because its subsidiary is doing business there….Rather, where the subsidiary’s 
presence in the state is primarily for the purpose of carrying on its business and the subsidiary has 
preserved some semblance of independence from the parent, jurisdiction over the parent may not be 
acquired on the basis of the local activities of the subsidiary.”) 

26  In re Grand Jury Proceedings (Bank of Nova Scotia), 740 F.2d 817, 827-29 (11th Cir. 1984) (noting 
that the law of secrecy in the Cayman Islands “does not operate as a blanket guarantee of privacy and 
has many exceptions” and finding enforcement of the subpoena to be “consistent with the grand jury’s 
goals of investigating criminal matters”); In re Grand Jury Proceedings (Bank of Nova Scotia), 691 
F.2d 1384, 1391 (11th Cir. 1982) (ordering enforcement of subpoena, finding that “a grand jury’s 
investigative function” outweighs “the Bahamas’ interest in the right of privacy,” and noting that “[a] 
Bahamian court would be able to order production of these documents”). 



[F]oreign governments strongly object to such subpoenas, contending 
that they constitute an improper exercise of United States jurisdiction.  
Though the issue has arisen in connection with corporate entities, these 
concerns are equally applicable to a subpoena directed at an individual 
where the demanded production of evidence located in the territory of 
another country would violate that country’s laws.  
 
Since the use of unilateral compulsory measures can adversely affect 
the law enforcement relationship with the foreign country, all federal 
prosecutors must obtain written approval through OIA before issuing any 
subpoenas to persons or entities in the United States for records located 
abroad.  

... 

OIA must also be consulted prior to initiating enforcement proceedings 
relating to such subpoenas.27

 

With the increasing number of orders under the MLAT that provide a less 
coercive and less controversial means to obtain foreign records, the need for the 
U.S. to resort to “Bank of Nova Scotia subpoenas” has diminished. 

 

2.32 “Bank of Nova Scotia subpoenas” are generally viewed by foreign governments 
as an improper assertion of extraterritorial power by the United States which 
infringes upon state sovereignty.  The use of those subpoenas has sometimes led 
to diplomatic criticism and complaints.  That is why U.S. federal prosecutors must 
obtain approval from the OIA prior to issuing or enforcing such subpoenas.  With 
the increasing number of orders under the MLAT that provide a less coercive and 
less controversial means to obtain foreign records, the need for the U.S. to resort 
to “Bank of Nova Scotia subpoenas” has diminished.28 

 
2.33 A further factor that will be considered by the OIA is whether the need to protect 

against the destruction of records justifies issuing a subpoena.29  It is hard to 
imagine how this consideration would apply with respect to information held by 
Canadian or British Columbia service providers. 
 

2.34 While the MLAT now provides the primary means of obtaining records located in 
Canada, the United States still maintains the right to utilize grand jury subpoenas 
in the event the Treaty process breaks down,30 as long as the records fall within 
the control of a U.S. parent or affiliate, or the Canadian entity holding the records 
is subject to jurisdiction and service of process by the U.S. court, although it 

                                                 
27  United States Department of Justice Criminal Resources Manual, Title 9, § 279 (Oct. 1997), available 

at http://www.usdoj.gov/usao/eousa/foia_reading_room/usam/title9/crm00279.htm. 
28  Ibid, page 233. 
29  Ibid 
30  See Technical Analysis, at 13 (discussing Article IV or the Treaty, and noting that enforcement of such 

a subpoena is permitted after the consultative process required by the Treaty has taken place). 



would apply OIA policy, in making such a determination.  Presumably, the same 
considerations would apply with respect to an order under the Patriot Act. 

 

Other U.S. and Canada Law Enforcement Information Sharing Mechanisms 

 
There exist many lawful information sharing mechanisms that allow Canadian 
law enforcement agencies to exchange information with law enforcement 
agencies in other countries.  They recognize that crime - and terrorism - crosses 
borders routinely. 

 

Such established processes to acquire personal information held abroad are 
much more likely to be used by U.S. law enforcement agencies than an 
application under the Patriot Act, given the reluctance of the U.S. to 
extraterritorially extend its jurisdiction to records found in the territory of a 
close ally, of which Canada is one. 

 

2.35 There exist many information sharing processes outside of the Patriot Act that 
allow law enforcement agencies in different countries to lawfully exchange 
personal information required to investigate criminal and terrorist activities.   

 
2.36 If law enforcement is to be effective, law enforcement officials need processes 

and mechanisms within which information legitimately necessary for 
investigation and enforcement can be exchanged.    Because the sharing of 
personal information under existing legally sanctioned processes does not require 
obtaining a court order, whereas access under the Patriot Act does, the Province 
believes that such established processes to acquire personal information held 
abroad are much more likely to be used by U.S. law enforcement agencies than an 
application under the Patriot Act, given the reluctance of the U.S. to 
extraterritorially extend its jurisdiction to records found in the territory of a close 
ally, of which Canada is one. 

 
2.37 The Province believes that the existence of such existing, legally sanctioned, 

information sharing processes is another factor weighing in favour of a finding 
that the incremental risk of access to Canadian personal information posed by the 
Patriot Act is minimal. 

 
2.38 The Province notes that the FOIPP Act itself contemplates that personal 

information can be shared with law enforcement agencies of a foreign country in 
certain circumstances.  Section 33(o) of the FOIPP Act provides that a public 
body that is a law enforcement agency may disclose to a law enforcement agency 
in a foreign country under an arrangement, written agreement, treaty or legislative 
authority.   

 



2.39 Similarly, s. 8(2)(f) of the federal Privacy Act, R.S. 1985, c. P-21, provides that, 
subject to any other Act of Parliament, personal information under the control of a 
government institution may be disclosed 

 
(f) under an agreement or arrangement between the Government of Canada or an 
institution thereof and the government of a province, the government of a foreign state, 
an international organization of states or an international organization established by the 
governments of states, or any institution of any such government or organization, for the 
purpose of administering or enforcing any law or carrying out a lawful investigation. 

 
2.40 The Province believes that existing U.S.-Canada personal information sharing 

mechanisms between U.S. and Canadian law enforcement agencies are relevant to 
a determination as to what incremental privacy risk is posed to Canadian 
information by the U.S.A. Patriot Act.   The following Canadian and B.C. statutes 
authorize such mechanisms; 

  
• Information sharing agreements between Canadian and foreign law 

enforcement agencies, as authorized by section 33 (o) of the FOIPP Act and 
section 8(2)(f) of the federal Privacy Act.  For instance, the Province 
understands that the RCMP has entered into information sharing agreements 
with law enforcement agencies outside of Canada, including the FBI. In 
addition, Interpol, of which Canada is a part, is an organization that facilitates 
information sharing amongst law enforcement agencies in different countries. 

• Sections 33(c) of the FOIPP Act and 8(2)(a) of the federal Privacy Act 
authorize federal and provincial domestic law enforcement agencies to 
disclose personal information to U.S. law enforcement agencies, including the 
FBI, where the “consistent use” test is met.  Such disclosures can be made 
outside of the MLAT process without applying for an order under the Patriot 
Act.  If a U.S. law enforcement agency requests personal information from a 
Canadian law enforcement agency and the latter believes that there is a 
legitimate Canadian investigative interest involved, but there is no existing 
information sharing agreement in place, and they have access to the requested 
information, the B.C. or Canadian agency has the authority to disclose such 
information under sections 33(c) of the FOIPP Act or 8(2)(a) of the federal 
Privacy Act, whichever is applicable.   The Province refers the Commissioner 
to Appendix “A” which lists the personal information banks of the RCMP.  
That list refers to information in some banks that is shared with foreign law 
enforcement agencies.31  In addition, “Integrated National Security 
Enforcement Teams” (INSET’s), made up of federal, provincial and 
municipal law enforcement agencies, have been formed to combat national 
security threats.  Those INSET’s permit the RCMP to work with international 
partners to share intelligence information.32 

                                                 
31  That document was found at the following website; www.infosource.gc.ca. 
32  INSET’s are described in a webpage found in the Province’s list of authorities, which was found on the 

RCMP website, www.rcmp-grc.gc.ca. 



• Section 17(1)(b) of the Canadian Security Intelligence Service Act (the “CSIS 
Act”) authorizes the Canadian Security Intelligence Service (CSIS) to enter 
into information sharing contracts.   That subsection reads: 

17. (1) For the purpose of performing its duties and functions under this Act, the Service 
may 

… 
(b) with the approval of the Minister after consultation by the Minister with the 
Minister of Foreign Affairs, enter into an arrangement or otherwise cooperate 
with the government of a foreign state or an institution thereof or an 
international organization of states or an institution thereof. 

The Province refers the Commissioner to Appendix “B” of these submissions 
which lists the personal information banks of CSIS, which references personal 
information being shared with foreign agencies under section 17 of the CSIS 
Act. 



3. Legal Framework 

 

The British Columbia Freedom of Information and Protection of Privacy Act 
(“the FOIPP Act”), 

 

Under the FOIPP Act, public bodies must make sensible, proportional and 
reasoned arrangements to ensure the safety of personal information within 
their custody or control. 

 

3.01 Section 30 of the FOIPP Act provides that the head of a public body must protect 
personal information in the custody or under the control of the public body by 
making reasonable security arrangements against such risks as unauthorized 
access, collection, use disclosure or disposal. 

 
3.02 The FOIPP Act applies to records in the custody or under the control of a public 

body.  Provincial ministries are included with the FOIPP Act’s definition of 
“public body”.  As such, when a ministry outsources data management functions 
to a third party, section 30 of the FOIPP Act requires that it make “reasonable 
security arrangements against such risks as unauthorized access, collection, use, 
disclosure or disposal” of any personal information it provides to the contractor.   

 
3.03 The Oxford New English Dictionary provides the following definition of 

“reasonable”, in part: 
 

“…1. Endowed with the faculty of reason, rational…2. In accordance with reason; 
not irrational or absurd…3. Proportionate… 4. Having sound judgement; ready to 
listen to reason, sensible.  Also, not asking for too much..5. Within the limits of 
reason; not greatly less or more than might be thought likely or appropriate; 
moderate….” 

 
 That definition supports a finding that the “reasonable” standard in section 30 is 

not one that requires perfection.  Rather, the obligation to make “reasonable” 
security arrangements requires that sensible and proportionate arrangements be 
made against such risks as unauthorized access, collection, use, disclosure or 
disposal. 

 
3.04 Black’s Law Dictionary defines “reasonable” as follows: 
 

“ Fair, proper, just, moderate, suitable under the circumstances.  Fit and 
appropriate to the end in view...Not immoderate or excessive, being synonymous 
with rational, honest, equitable, fair, suitable, moderate, tolerable.” 

 
3.05 The Alberta Information and Privacy Commissioner accepted the above definition 

in Order No. 98-002, with particular emphasis on “fair” and “suitable under the 
circumstances”. 

 



3.06 The Oxford New English Dictionary provides the following definition of 
“security”, in part: 

 
“… 1. The condition of being protected from or not exposed to danger; safety; spec. 
the condition of being protected from espionage, attack, or theft.  Also, the 
condition of being kept in safe custody … the provision or exercise of measures to 
ensure such safety”. 

 

Reasonable security arrangements do not require absolute or perfect security.  
They are what a fair and rational person would consider appropriate, having 
regard to the sensitivity of the information. 

 

3.07 In interpreting the “reasonable” security arrangements requirement in section 30, 
it is helpful to consider previous decisions of the Commissioner that deal with 
another section of the FOIPP Act that imposes a “reasonable” standard.  Section 6 
of the FOIPP Act provides that the head of a public body must make every 
reasonable effort to assist applicants and to respond without delay to each 
applicant openly, accurately and completely.  Consistent with the above definition 
of “reasonable”, the Commissioner has held that the “reasonable” requirement in 
section 6 does not require perfection.  In paragraph 14 of Order No. 02-03 the 
Commissioner stated as follows; 

 
“…Although the Act does not impose a standard of perfection, it is well 
established that, in searching for records, a public body must do that which a fair 
and rational person would expect to be done or consider acceptable…” 

 
3.08 Similarly, the Province submits that the reference to “reasonable” in section 30 

means that that section also does not impose a standard of perfection.   As such, 
section 30 does not require public bodies to demonstrate that security lapses in 
relation to personal information in its control will never, under any circumstances, 
occur.  Rather, a public body is required to make “reasonable” security 
arrangements against such risks.      

 
3.09 Commissioner Flaherty has noted that there is no such thing as “absolute 

security”.33  You have similarly stated that “risk can never be eliminated”.34  One 
can never be sure that security breaches will never happen in the future.  

 
3.10 The Province submits that a public body is not obligated to undertake extreme 

measures to eliminate every negligible or remote security risk, but rather to 
implement security arrangements that a fair and reasonable person would consider 
appropriate, in the circumstances, to try to prevent unauthorized access. 

 

                                                 
33  "The British Columbia Cancer Agency:  The Results of a Privacy Check-Up" 
34  “Identity, Privacy & Security––Can Technology Really Reconcile Them?”



3.11 The Government’s Freedom of Information and Protection of Privacy Act Policy 
and Procedures Manual currently provides the following guidance with respect to 
the “reasonable security arrangements” requirement under section 30; 

 
For public bodies not covered by CORE, "reasonable security arrangements" are 
those which a fair, rational person would think were appropriate to the sensitivity 
of the information and to the medium in which it is stored, transmitted, handled, or 
transferred. A sliding scale of security arrangements is appropriate, depending on 
the sensitivity of the personal information that a public body handles. 

 
3.12 The Commissioner’s office has cited the reference in the Freedom of Information 

and Protection of Privacy Act Policy and Procedures Manual to the “fair and 
rational person test” in the 1996 document entitled “Guidelines for the Secure 
Transmission of Personal information by Fax”, 

 
“The Freedom of Information and Protection of Privacy THE FOIPP ACT Policy 
and Procedures Manual defines reasonable security arrangements for personal 
information in the custody or under the control of public bodies. They are 
arrangements which fair and rational people would think are appropriate to the 
sensitivity of the information and to the medium in which it is stored, transmitted, 
or handled.”   

 
3.13 As mentioned, the definition of “reasonable” includes within it the notion of 

“proportionate”.  As such, the Province submits that any security arrangements 
made by a public body should be proportionate to the level of risks involved and 
the sensitivity of the personal information in question (i.e. health information will 
require stronger security safeguards than many other types of personal 
information).  As we have stated elsewhere, the Province is prepared to 
implement any reasonable security arrangements to protect government 
information. 

 
Procedural and Physical Security Measures 
 

Public Bodies must protect personal information by using physical and 
procedural security measures that are appropriate to the sensitivity of the  
personal information. 

 

3.14 The Commissioner has dealt with the issue of security in the context of ensuring 
the physical and procedural security of personal information, including ensuring 
that employees are appropriately educated about confidentiality issues.  For 
instance, the Commissioner stated as follows in Investigation Report P98-012: 
 

“Public bodies must protect personal information by using security safeguards 
appropriate to the sensitivity of the information.  Section 30 requires the head of a 
public body to provide appropriate physical and procedural security measures to 
protect personal information in the custody or under the control of the public 
body.”  (emphasis added) 

 



3.15 In "The British Columbia Cancer Agency:  The Results of a Privacy Check-Up", 
the Commissioner reviewed the security practices of the British Columbia Cancer 
Agency.  In that report, Commissioner Flaherty recognized that a public body is 
entitled to some leeway in developing processes and practices to ensure the 
security of its information, keeping in mind the needs of the public body and its 
clientele to deliver services effectively.  The Commissioner stated as follows: 

 
“While my "recommendations" in this essay are just that, I have the authority to 
order appropriate changes if my recommendations are not followed, absent 
persuasive arguments to the contrary. Although my general practice is to defer 
to the judgment of professionals and specialists as to what is necessary and 
practical in terms of current practices, a number of my observations at the 
Vancouver Centre Hospital require specific changes to current practices.  But I 
also accept that fair information practices need to be consciously fashioned, by 
written policies, to the needs of public bodies and their clientele to deliver 
services effectively. Privacy protection is about balancing competing interests.”   
(Emphasis added) 

 
3.16 That acknowledgement by Commissioner Flaherty that privacy protection entails 

some balancing with other interests is a recognition that other social and public 
interests may legitimately be considered in any determination as to what 
constitutes “reasonable” security arrangements. 

 
3.17 The word “reasonable” was presumably included in section 30 for a reason, 

namely, so as not to be interpreted as imposing obligations on a public body to 
make every possible security arrangement to prevent unauthorized access, 
collection, use, disclosure or disposal, regardless of the level of risk and 
regardless of the costs of implementing such arrangements.  Firstly, it may not be 
“reasonable” in a given situation to devote additional resources to mitigate a risk 
that is already negligible.  As such, the Province submits that a relevant factor in 
any section 30 analysis is the magnitude of the risk.  Secondly, from a financial 
point of view, public bodies must operate within a fixed budget.  For that reason, 
public bodies simply will not have sufficient financial and/or human resources to 
acquire and implement each and every available security asset and process, 
regardless of cost.  As such, the Province submits that another relevant factor in 
any section 30 analysis is the financial and human resources available to a public 
body to implement security arrangements. 

 
3.18 In addition, the Province submits that another relevant consideration in 

determining which procedural and physical measures should be implemented in a 
given situation is the operational requirements of a public body (i.e. providing 
effective client services, delivering programs and/or fulfilling its statutory 
mandate).  For instance, incurring such costs may have potential adverse impacts 
on the public body’s ability to deliver services or perform its functions. 

 
3.19 As such, the Province submits that any finding that a public body has not met the 

requirements of section 30 will not warrant an order that the public body can no 
longer disclose personal information to a contractor (provided it has the authority 



under section 33 to disclose the personal information in the first place).  Rather, 
the Province respectfully submits that any such finding will only warrant an order 
requiring a public body to implement such additional physical and procedural 
security measures as are appropriate in the circumstances. 

 

The Disclosure of Personal Information to Contractors  
 

Public Bodies are permitted to share personal information for the purpose of 
outsourcing its functions or activities. 

 

3.20 By virtue of the combined operation of sections 30 and 33, it is clear that a public 
body has the right to disclose personal information to a contractor when a public 
body outsources its functions to a third party.  It must impose reasonable 
obligations in the contract concerning the physical and procedural security of 
personal information in its control, in order to ensure that any personal 
information supplied to the contractor and within the public body’s control is not 
used, disclosed or disposed by the contractor contrary to sections 26 to 36 of the 
FOIPP Act.  As such, the issue for the Commissioner to determine in a particular 
case, in the context of the Patriot Act issue, is what physical and procedural 
security arrangements must be imposed on a contractor with U.S. connections in 
order to ensure “reasonable security”. 

 
3.21 Section 30 of the Act requires public bodies to make reasonable security 

arrangements against the “unauthorized” disclosure of personal information.  An 
“unauthorized disclosure” is a disclosure that is not authorized by the FOIPP Act.  
As such, in interpreting the duty under section 30, we need to consider section 33 
of the FOIPP ACT, the section that cites the situations where a public body can 
lawfully disclose personal information in its custody or control.    

 
3.22 Section 33 of the FOIPP Act provides that a public body may disclose personal 

information in its custody or control in the situations enumerated.  That section 
reads as follow, in part (the full text of that section is found in Appendix “C”). 

... 

(f) to an officer or employee of the public body or to a minister, if the 
information is necessary for the performance of the duties of, or for the 
protection of the health or safety of, the officer, employee or minister, 

… 
 
3.23 Section 33(f) of the FOIPP Act allows a public body to disclose personal 

information to an “employee” where the information is necessary for the 
performance of the duties of that employee.   

 
3.24 The FOIPP Act defines an “employee” in relation to a public body as including “a 

person retained under a contract to perform services for the public body”.   



 
3.25 “Person” is not defined under the FOIPP Act.  However, it is defined under the 

British Columbia Interpretation Act as including “a corporation, partnership or 
party, and the personal or other legal representatives of a person to whom the 
context can apply according to law”.   

 
3.26 As such, where a public body enters into an agreement with an individual or a 

corporation for the provision of services, section 33(f) of the FOIPP Act 
authorizes a public body to disclose any personal information to the contractor 
that is necessary for the contractor to perform the contracted services.  As such, 
section 33(f) of the FOIPP Act permits public bodies to share personal 
information for the purpose of outsourcing their functions or activities. 

 
3.27 Accordingly, the Office of the Information and Privacy Commissioner’s 

“Investigation into BC Nurses’ Union Complaint about Telus-VGH LastWord 
Contract” states as follows: 

 
[76] Disclosure of personal information to contractors, subcontractors and their 
respective employees is permitted where the disclosed information is necessary 
for the performance of the duties of the employee (s. 33(f)). Schedule 1 to the 
Act defines “employee” as including a person retained under a contract to 
perform services for the public body. The Act, therefore, contemplates 
disclosure to contractors of personal information on a need-to-know basis in 
relation to performance of their services for a public body. A public body such 
as Vancouver Hospital should, however, expressly limit such disclosures, which 
has been done in s. 6.1 of the Contract. 

 
3.28 The Legislature, by virtue of passing section 33(f) of the FOIPP Act, clearly 

intended that public bodies should be able to share personal information for the 
purpose of outsourcing its functions or activities.   

 
Common sense dictates that a public body can never be completely certain at 
the time it enters into the contract that the terms of the contract (including 
terms pertaining to privacy and security) will never, under any 
circumstances, be breached, just as a public body can never be sure, despite 
its own privacy policies and procedures, that all of its employees will follow 
such procedures at all times.  Again, there is no such thing as perfect 
security, regardless of whether we are dealing with information in the hands 
of a public body or of a contractor. 

 

3.29 The Province submits that it is reasonable to conclude that it was not the intent of 
the Legislature that a public body could only share personal information with a 
contractor (per section 33(f)) where it was absolutely certain that the contractor 
would never, under any circumstances, disclose personal information in 
contravention of the FOIPP Act.   If that were the case, a public body would never 
be able to share personal information to a contractor given that there can never be 
perfect security.  As such, the Province submits that interpreting section 33(f) in 



such a manner would be contrary to the clear intent of section 33(f) and the 
definition of “employee”.  Moreover, a modern rule of statutory interpretation is 
that it is presumed that legislation is not intended to produce absurd 
consequences.  Further, absurdity is not limited to logical contradictions; it 
includes violations of reasonableness and common sense.35  The Province submits 
that it would be both unreasonable and absurd to interpret section 33(f) as 
imposing a requirement that disclosure to a contractor can only occur where 
absolute security can be assured or the basis that such a standard could never be 
reached. 

 
3.30 Section 33 of the FOIPP Act imposes obligations on a public body with respect to 

personal information that it controls but does not have custody of (i.e. where a 
third party obtains possession of the personal information on behalf of the public 
body and/or retains the right to access such information at any time).  As such, the 
FOIPP Act contemplates that where a public body has properly disclosed personal 
information to a third party, but still exercises control over that information, the 
public body has a duty under section 33 to take reasonable efforts to ensure that 
such information is only disclosed in compliance with that section.  In the past, 
the Commissioner has stated that the principal way to achieve that goal is to 
incorporate appropriate security and privacy language in the contract.  A public 
body can do its best to ensure that the contract has appropriate terms dealing with 
privacy and security and can, through administering the contract, do its best is 
ensure that the contractor abides by the terms of the contract.   

 
Disclosure of Personal information to Comply with a Subpoena, Warrant or Order 
 

When a public body contracts with a company with U.S. connections, it must 
make reasonable security arrangements to ensure that any personal 
information disclosed to the company does not get disclosed for the purposes of 
the Patriot Act. 

 

3.31 Section 30 imposes an obligation on a public body, where it contracts with a 
company with U.S. connections, to make reasonable security arrangements to 
ensure that any personal information disclosed to the company does not get 
disclosed for the purposes of the Patriot Act. 

 
3.32 A public body may disclose personal information under section 33(e) of the 

FOIPP Act for the purpose of complying with a subpoena, warrant or order issued 
or made by a court, person or body with jurisdiction to compel the production of 
information.  

 

                                                 
35  “Driedger on the Construction of Statutes”, Third Edition by Ruth Sullivan (1994: Butterworth’s) , 
page 85. 



3.33 Does section 33(e) of the FOIPP ACT permit disclosure for the purpose of 
complying with a subpoena, warrant or order issued or made by a court, person or 
body outside of Canada?  The Province submits that it does not.  Of significance 
is that where the FOIPP Act refers elsewhere to disclosures being authorized by 
an enactment, it refers only to enactments of British Columbia or Canada.  There 
is no reference in the FOIPP Act to a public body being able to disclose personal 
information where a foreign enactment authorizes such a disclosure. 

 

Sensitivity of the Personal Information 
 

There is no “one size fits all” solution in ensuring the reasonable security of 
personal information.  The issue in a particular case is what steps should 
reasonably be taken to ensure the security of personal information in the 
circumstances.  Each case must be determined according to its particular 
facts, including the sensitivity of the data and the nature of the service-
delivery relationship.   

 

3.34 In R. v. Mills (1999), the Supreme Court of Canada observed that the 
interest in being left alone by the state includes the ability to control the 
dissemination of confidential information. The court in Mills also referred to 
the sensitivity of information as being relevant to the issue of the 
expectation of privacy and said: 

 
“... privacy concerns are at their strongest where aspects of one's individual 
identity are at stake, such as in the context of information 'about one's lifestyle, 
intimate relations or political or religious opinions.” 

 
3.35 The Commissioner has recognized that, in dealing with privacy issues 

under Part 3 of the FOIPP ACT, one must consider the facts of each case.  
For instance, in OIPC Guideline 01-01, the Commissioner said: 

“Each case differs, of course. A variety of circumstances – including the 
nature of the personal information involved and the uses for that 
information – will determine which measures are necessary in each case 
to protect personal privacy and ensure the security of personal 
information. For example, a self-governing body need not, in creating 
and using a list of members’ names and addresses, take the same 
measures for the privacy and security of that limited personal 
information, as a hospital would have to take respecting patients’ 
personal medical information. These guidelines are, therefore, to be 
used as a common sense guide in light of the circumstances of each 
case.” 

 
3.36 In deciding what privacy protection measures should be taken by a public 

body to reduce the risk of unauthorized disclosure by its service provider, 
including under the USA Patriot Act, one must consider the sensitivity of 
the personal information in question. 



 
3.37 The Commissioner has stated as follows in Investigation Report P98-012: 

 
“Public bodies must protect personal information by using security safeguards 
appropriate to the sensitivity of the information.” 

 
3.38 In addition, the Commissioner’s office has issued “Guidelines For the 

Secure Transmission of Personal information by Fax”, wherein the 
following statement is found; 

“Not all information held by public bodies requires the same degree of 
security when communicated from one source to another.  Therefore, the 
first step for public bodies is to categorize the various types of 
information they hold.  The appropriate degree of security will depend on 
the sensitivity and volume of personal information that a public body 
handles. Public bodies should conduct risk analysis on the types of 
information transmitted or received by fax.  A particular branch, or entire 
public body, that faxes sensitive or confidential personal information may 
become classified as "high risk."  Such high risk entities should be 
provided with extra secure fax capabilities.” 

 
3.39 In addressing the “reasonable security” issue, it is also relevant to 

consider whether the personal information in question is already publicly 
accessible.  For instance, if we dealing with personal information that is 
already available through public registries and/or publicly available 
documents, lesser security measures will be required. 

 

Other Relevant Factors in Addressing the “Reasonable Security” Issue 
 

In determining what constitutes reasonable security arrangements, one must 
consider the tangible benefits of outsourcing public body functions, including 
reducing costs for government and improving the quality of services to the 
public. 

 

It is reasonable for public bodies to expect that Canadian entities will obey their 
Canadian legal obligations. 

 

3.40 As mentioned, the previous Commissioner, David Flaherty, stated that 
“privacy protection is about balancing competing interests.”   Accordingly, 
the Province submits that it is relevant to consider the tangible benefits of 
contracting out to a U.S. related company in a particular situation (i.e. 
financial benefits and/or operational or client service benefits).  
Alternatively, it will be relevant to consider any tangible disadvantages in a 
public body confining oneself to companies with no U.S. connections. 

 



3.41 As such, the Province submits that any determination as to whether 
outsourcing initiatives complies with section 30 of the FOIPP Act must 
consider the benefits of such initiatives including; 

• Increasing operational flexibility; For instance, a private company may be 
able to provide better operational flexibility through access to a wider 
range of skills and experience than public bodies have, or can afford, and 
an increased ability to respond to operational demands; 

• The benefit of transferring risks to the private sector, such as system 
development risks and the costs of overruns, and service level risks; 

• Making the best use of the limited resources available to a public body; 

• Improving client service; 

• Reducing operating costs; 

• Transferring the costs of asset acquisition; 

• The ability to focus on the core business of the public body; 

• Cost certainty; 

• Potential improvements in management reporting; the private sector can 
potentially provide improvements in the quantity, quality and timeliness of 
management reporting available for operational decision making; and 

• Avoidance of significant future capital costs. 

 
3.42 Often, private sector organizations have extensive security expertise in managing 

personal information.  In addition, if a third party already has superior security 
processes or technology in place because it provides such services for other 
customers, it may be easier and less expensive for them to provide such services 
for a public body than it would be for a public body to go to the expense of 
investing in and incorporating such practices. 

 
3.43 If public bodies were required to restrict outsourcing to companies with no U.S. 

connections, that could potentially hinder efforts to make reasonable security 
arrangements.  By doing so, one would be excluding companies that offer 
significant expertise and experience in relation to managing large databases and 
ensuring the security of such systems.  As such, there may be cases where 
contracting with a U.S. related company provides the best security of government 
data, despite the minimal risk of access to information under the Patriot Act. 

 
3.44 An underlying premise of some opponents to government outsourcing is that 

government information will be safer with government employees than with a 
private company.  However, a well-managed private sector firm with equivalent 
or superior security and confidentiality processes can potentially provide equal or 
better security.  A private sector partner will be motivated to do a good job of 
ensuring the security of its information.  Private sector entities have to compete in 



the market place.  When companies deal with personal information there is 
considerable incentive to make information secure.  To do otherwise would create 
increased potential for privacy breaches, with the risk that customer confidence 
may be affected, a competitive advantage being lost or business may be lost.   

 
3.45 The Province further submits that it is also reasonable for public bodies to 

presume that companies in British Columbia will abide by their legal 
obligations.36  A requirement of any outsourcing contract will be that the 
service provider cannot disclose personal information in contravention of 
the FOIPP Act.  While a public body can never be completely confident 
that a service provider will always abide by the terms of its contract, the 
Province submits that it would be unreasonable for a public body to initially 
presume that a Canadian service provider will fail to comply with its 
Canadian legal obligations. 

 

The Patriot Act 
 
The Patriot Act is a U.S. response to concerns about international crime and 
terrorism, heightened as a result of the events of September 2001.   

 

3.46 US. President George W. Bush signed the Patriot Act into law on October 26, 
2001.  That Act was a swift legislative response to the month-earlier terrorist 
attacks, and expanded and established a variety of authorities related to U.S. 
homeland security.  That Act made a number of amendments to the Foreign 
Intelligence Surveillance Act (“FISA”).    

 
3.47 FISA was originally enacted in 1978 to enable US intelligence and law 

enforcement agencies to conduct electronic surveillance of foreign powers in the 
US while complying with the constitutional provisions that regulate domestic law 
enforcement surveillance under the US federal wiretap statute.  FISA was 
amended in 1994 to include covert physical entries, and in 1998, to provide the 
original authorization for access to certain business records.  Three years 
thereafter, s. 215 of the Patriot Act in turn broadened the scope of records, entities 
and circumstances potentially subject to a FISA order.   

 
3.48 Among the Patriot Act’s provisions, several sections enhanced foreign 

intelligence and law enforcement surveillance and investigative authorities.   
                                                 
36 The Supreme Court of Canada in Application under s. 83.28 of the Criminal Code (Re), [2004] S.C.J. 

No. 40, reads as follows at para. 5: 
“The challenge for democracies in the battle against terrorism is not whether to respond, but rather 
how to do so.  This is because Canadians value the importance of human life and liberty, and the 
protection of society through respect for the rule of law.  Indeed, a democracy cannot exist without 
the rule of law.  So, while Cicero long ago wrote ‘inter arma silent leges’ (the laws are silent in 
battle): Cicero, Pro Milone 14, we, like others, must strongly disagree: see, A. Barak, ‘Foreward: a 
Judge on Judging: The Role of a Supreme Court in a Democracy’ (2002), 116 Harv. L. Rev. 16, at 
p. 150-51.” 



 
3.49 Of particular relevance, section 215 expanded the authority of the U.S. 

government to obtain business records in connection with investigations of 
terrorism or clandestine intelligence activities, as well as for the purpose of 
obtaining foreign intelligence information.37   Powers are provided to the Federal 
Bureau of Investigation under the FISA.   Section 215 is subject to a sunset clause 
of December 31, 2005. 

 
3.50 Under s. 215 of the Patriot Act: 
 

• the FBI may require the production of “tangible things” pertaining to 
anyone, provided that the information sought is related to an investigation 
to obtain foreign intelligence information or to protect against 
international terrorism or clandestine intelligence activities.    

• The FBI may only do so where it first receives an order from a special 
court, the Foreign Intelligence Surveillance Court.  Any such order 
granted by that court does not specify its purpose.  Nor is a person served 
with a section 215 order allowed to disclose the fact that they have 
received the order, other than as necessary to produce the items sought.38  
The Patriot Act does not provide for an express penalty for non-
compliance with an order issued under s. 215.  However, it is presumed 
that if someone served with such an order does not comply, they could 
face contempt of court sanctions. 39 

                                                 
37  See 50 U.S.C. § 1861. 
38   See 50 U.S.C. § 1861(c)(1)-(2).  Few sources address how the FISA process actually works in practice, 

largely because the FISA court issues a written opinion only when it denies an application.  See 50 
U.S.C. § 1803(a).  Indeed, in its quarter-century of existence, the court has only denied one FISA 
application and consequently has issued just one opinion.  See Edward Lee, The Public’s Domain: The 
Evolution of Legal Restraints on the Government’s Power to Control Public Access Through Secrecy 
or Intellectual Property, 55 Hastings L.J. 91, 94 (2003) (citing In re All Matters Submitted to the 
Foreign Intelligence Surveillance Court, 218 F. Supp. 2d 611 (Foreign Int. Surv. Ct. 2002)).  This 
opinion was made public three months after it was issued.  See id.  Notably, the case involved an 
application for electronic surveillance, not a production order, and the court’s denial was reversed by 
the Court of Review, which also published its first opinion in its first ever ruling.  See id. at 95 (citing 
In re Sealed Case, 310 F.3d 717 (Foreign Int. Surv. Ct. Rev. 2002)). 

39  See 18 U.S.C. § 401(3) (“A court of the United States shall have power to punish by fine or 
imprisonment, or both . . . such contempt of its authority [as] . . . [d]isobedience or resistance to its 
lawful writ, process, order, rule, decree, or command.”). 

  The Bush Administration attempted to make explicit this sanction in draft legislation captioned as 
the “Domestic Security Enhancement Act of 2003,” which was disclosed to the public last year and 
eventually dubbed “Patriot II.”  A draft of the section-by-section analysis of “Patriot II” stated that: 

[I]f a person refuses to comply with . . . an order to produce records under 50 U.S.C. 
§ 1861, existing law provides no clearly defined recourse to secure compliance with the 
court’s order.  This section remedies this omission by providing that the Foreign 
Intelligence Surveillance Court has the same authority as a United States district court to 
enforce its orders, including the authority to impose contempt sanctions in case of 
disobedience. 

 Analysis of Domestic Security Enhancement Act of 2003, p. 3 (Jan. 9, 2003 draft).  The legislation was 
never introduced in Congress and has not been enacted into law. 



 
3.51 Section 215 expanded the U.S. government’s ability to collect records held in the 

private sector in different ways.   
 
3.52 First, section 215 expanded the scope of records subject to production under a 

FISA order.  The previous version of FISA applied only to “records in [the] 
possession” of an entity served with a FISA order.40  However, under section 215, 
the scope of production now encompasses “any tangible things (including books, 
records, papers, documents, and other items),”41 and there no longer is a statutory 
requirement that such items be in the “possession of” the served entity. 

 
3.53 Second, section 215 expanded the range of entities upon whom a FISA production 

order can be made.  Previously, a FISA production order could be served only 
upon “a common carrier, public accommodation facility, physical storage facility, 
or vehicle rental facility.”42  By contrast, section 215 contains no limiting 
language regarding who can be served with an order to produce “any tangible 
things.”  Thus, a FISA production order potentially could be served upon any 
entity with access to the information sought by the government.  Such 
mechanisms are, however, subject to the relevant jurisdictions of the relevant 
courts. 

 
3.54 Third, section 215 modified the relevance standard for an order related to the 

production of records (or, now, “any tangible items”) and expanded the 
circumstances justifying such an order.  Previously, the U.S. government was 
required to specify that there were “specific and articulable facts giving reason to 
believe that the person to whom the records pertain is a foreign power or an agent 
of a foreign power.”43  Now, under section 215, the government need only specify 
“that the records concerned are sought for an authorized investigation ... to obtain 
foreign intelligence information not concerning a United States person or to 
protect against international terrorism or clandestine intelligence activities.”44  

                                                 
40  See Pub. L. No. 105-272, tit. VI, § 602, 112 Stat. 2411 (1998) (formerly codified at 50 U.S.C. § 

1862(a) (2000)) (emphasis added). 
41  50 U.S.C. § 1861(a)(1) (emphasis added). 
42  Pub. L. No. 105-272, tit. VI, § 602, 112 Stat. 2411 (1998) (formerly codified at 50 U.S.C. § 1862(a) 

(2000)). 
43  Id. (formerly codified at 50 U.S.C. § 1862(b)(2)(B)).  A “foreign power” includes: a foreign 

government; an entity controlled by a foreign government; a group engaged in international terrorism; 
or a foreign-based political organization.  See 50 U.S.C. § 1801(a).  An “agent of a foreign power” 
includes: a non-U.S. person who acts as an officer or employee of a foreign power; a non-U.S. person 
who acts on behalf of a foreign power which engages in clandestine intelligence activities against the 
interests of the U.S.; any person who knowingly engages in clandestine intelligence gathering activities 
against the interests of the U.S. for or on behalf of a foreign power, which may involve a violation of 
federal criminal law; any person who knowingly engages in sabotage or international terrorism for or 
on behalf of a foreign power; or any person who knowingly assumes a false identity in the United 
States for or on behalf of a foreign power.  50 U.S.C. § 1801(b). 

44  50 U.S.C. § 1861(b)(2).  “Foreign intelligence information” includes information relating to, and if 
concerning a U.S. person necessary to, the country’s ability to protect against: attack or hostile acts of 
a foreign power; sabotage or international terrorism by a foreign power or its agent; or clandestine 



The government no longer must make any attestation about “the person to whom 
the records pertain.”  Accordingly, under section 215, a FISA order may require 
the production of “tangible things” pertaining to anyone, provided that the 
information sought is related to an investigation to obtain foreign intelligence 
information not concerning a United States person, or to protect against 
international terrorism or clandestine intelligence activities.45   

 
3.55 Section 215 has created considerable controversy in the U.S.  For instance, we 

understand that over 300 U.S. municipalities and 4 states have criticized that 
section. 

 
3.56 Unlike grand jury subpoenas, section 215 applies beyond criminal investigations 

to include investigations “to obtain foreign intelligence information ... or to 
protect against international terrorism or clandestine intelligence activities.”46   

 
3.57 Section 215 also provides greater discretion to law enforcement than a grand jury 

subpoena: whereas a grand jury subpoena is subject to judicial review of its scope 
and reasonableness, the court’s review of a Section 215 application is limited to 
ensuring the records sought are related to an authorized investigation. 

 
3.58 A person served with a Patriot Act order is not permitted to disclose the fact of 

the order to anyone other than those persons necessary to produce the items 
sought. 

 
3.59 The U.S. Justice Department has publicly taken the position that section 215 

allows order recipients to move to quash; Muslim Community Association v. 
Ashcroft, No. 2:03-cv-72913-DPH (E.D. Mich.).  Here is an excerpt from its 
submissions;  "And nothing in Section 215 purports to block plaintiffs from 
raising -- prior to making production -- any constitutional or other objections to 
the FIS Court's order, and nothing relieves the FIS Court of its responsibility to 
resolve those objections."  (Page 1) "Plaintiffs thus can face no threat of sanctions 

                                                                                                                                                 
intelligence activities by a foreign power or its agent.  It also includes information relating to, and if 
concerning a U.S. person necessary to, the national security of the U.S. or the conduct of the foreign 
affairs of the U.S.  50 U.S.C. § 1801(e). 
 “International terrorism” includes activities that: (a) involve violent acts or acts dangerous to 
human life that are a violation of state or federal law; (b) appear intended to coerce a population, 
influence the policy of the government by intimidation or coercion, or involve assassination or 
kidnapping; and (c) occur outside the U.S. or transcend national boundaries.  50 U.S.C. § 1801(c). 

  “Clandestine intelligence activities” is not a defined term under the statute. 
45  The FISA court’s review of a Section 215 application is limited to the nature of the investigation, 

rather than the subject of the records.  Specifically, under the terms of the statute, a judge is to review 
the Section 215 application to ensure: (a) that the records are sought for an authorized investigation to 
obtain foreign intelligence information not concerning a U.S. person, or to protect against international 
terrorism or clandestine intelligence activities; (b) that the investigation is conducted under guidelines 
approved by the Attorney General under Executive Order 12333 or a successor order; and (c) that the 
investigation is not being conducted of a U.S. person solely upon the basis of protected First 
Amendment activities.  See 50 U.S.C. § 1861(b)(2). 

46  50 U.S.C. § 1861(a)(1) (emphasis added). 



under Section 215 without, first, being served with a Section 215 order and given 
an opportunity to move the FIS Court to quash the order."  (Page 4) "Nothing in 
Section 215 authorizes the FIS Court to close the courthouse door to appropriate 
pre-production motions (e.g., a motion to quash) . . . ."  (Page 13) "However, 
when Congress conferred jurisdiction on the court to issue an order requiring 
production of documents, it explicitly authorized that court to determine whether 
the order complies with the statute and implicitly authorized that court to ensure 
that its order is constitutional."   

 
3.60 Section 218 of the Patriot Act encourages an integrated antiterrorism campaign by 

allowing the use of FISA whenever “a significant purpose” of the investigation is 
foreign intelligence.  The Province does not see that section as creating a potential 
risk of access to government information in Canada. 

 
3.61 Section 505 of the Patriot Act expands the authority of U.S. law enforcement 

authorities to order certain institutions, namely banks, credit reporting agencies, 
and internet service providers, to provide customer information. The Province 
does not see that section as creating a potential risk of access to government 
information in Canada. 

 
Service of a Patriot Act Order 
 

It is unlikely that the U.S. court would assume direct jurisdiction over a 
Canadian company with US connections operating in Canada, and it is further 
unlikely that a Canadian company would even be served with a Patriot Act 
order without the consent of the Canadian Government. 

 

 
3.62 As outlined in paragraphs 2.26 to 2.29 above, it is unlikely that a U.S. court, 

including the FIS court, would have the requisite constitutional jurisdiction to 
issue an order for the production of records directly to a Canadian company with 
US connections, operating solely in Canada. 47   

 
3.63 To repeat the law outlined above, it is well-settled in the United States that a U.S. 

court’s ability to exercise civil and criminal authority over an entity — including 
for purposes of compelling production of materials — extends only as far as its 
constitutional jurisdiction. Under U.S. law, foreign entities are subject to a grand 
jury subpoena to the extent that they would otherwise be subject to the 
jurisdiction of the U.S. court.48 

                                                 
47  See supra note 23. 
48   These same jurisdictional constraints apply to the “gag” provision of Section 215, which states that 

“[n]o person shall disclose to any other person . . . that the [FBI] has sought or obtained tangible 
things,” 50 U.S.C. § 1861(d), carrying an implicit threat of a contempt sanction for failure to comply.  
See 18 U.S.C. § 401(3).  Neither this provision nor its enforcement mechanism extend beyond the 
jurisdictional limits of the issuing court. 



 
3.64 In any given case, the questions of whether a Canadian company, under U.S. law, 

has the requisite “minimum contacts” with the U.S. jurisdiction, and whether the 
U.S. court would determine that to take jurisdiction would not “offend traditional 
notions of fair play and substantial justice”, would depend on the particular facts 
of the case. 

 
3.65 Again to reiterate, the simple fact of the corporate relationship between the 

Canadian company and its US parent is likely not enough to satisfy the “minimum 
contacts” test to provide U.S. jurisdiction over the Canadian or B.C. company.   

 
3.66 Another factor that would play into a decision by the U.S. authorities to seek an 

order directly against a Canadian company is that fact that service (as opposed to 
issuance) of a subpoena duces tecum upon such a corporation within Canadian 
territory may only be effected with the consent of the Canadian government.49   

 
3.67 With respect to companies contracting with the British Columbia government, if 

those companies do not have significant business activities in the U.S., and if they 
are sufficiently independent from their U.S. corporate affiliates in the sense that 
the U.S. corporate affiliate does not carry on business in the U.S. on behalf of its 
British Columbia affiliate, the U.S. court will not have personal jurisdiction over 
the British Columbia company for the purposes of exercising a power to compel 
the production of records to the U.S. authorities. 

 
3.68 In the likely circumstances that the U.S. court would have no personal jurisdiction 

over British Columbia companies, the most likely scenario in terms of the 
issuance of an order under the Patriot Act (assuming that the U.S. would opt to 
proceed under the Patriot Act at all) would be for the FIS court to issue the order 
to the U.S. affiliate of the British Columbia company.  The U.S. company would 
then be responsible for obtaining the information from the British Columbia 
company.   

 
3.69 The risk that an individual, including a U.S. citizen or resident working for a 

company in Canada, would receive a Patriot Act order for the compulsion of 
documents belonging to their Canadian employer is very small.50   

 

                                                                                                                                                 
 
49  Indeed, the act of serving compulsory process upon a foreign entity overseas “constitutes an exercise 

of one nation’s sovereignty within the territory of another sovereign,” which may violate principles of 
international law.  Compagnie de Saint-Gobain-Pont-A-Mousson, 636 F.2d at 1313; see also Ings v. 
Ferguson, 282 F.2d 149, 151 (2d Cir. 1960) (“[S]ervice of a United States District Court subpoena by 
a United States Marshal upon a Montreal branch of a Canadian bank would not be enforceable.  
However, amongst civilized nations, between which international comity exists, procedures have long 
been established whereby the requests of litigants in other countries seeking testimony and records are 
honored.”); United States v. Theresius Filippi, 918 F.2d 244, 246 n.2 (1st Cir. 1990) (“The United 
States has no subpoena power over a foreign national in a foreign country.”).   

50 In re Sealed Case 266 U.S. App. D.C. 30, supra (text accompanying notes 2-4) 



3.70 In such an event, the Province believes that various types of mitigation strategies 
can be implemented to limit the likelihood of a finding by a FISA court that a 
U.S. company had access to, or control of, information held by a Canadian 
affiliate, therefore precluding any legal obligation (under U.S. law) to produce 
such records.  Further, by employing appropriate and effective mitigation 
strategies, the government would create significant corporate, financial, 
technological and (provincial) legal impediments to the production of that 
information by the Canadian company. 

 



4. The Risk of Access to Canadian Information under the Patriot Act  
 

The Commissioner has stated as follows:  “Returning to my theme, it is crucial 
after 9/11 that decision-makers not abdicate their responsibility to, as 
disinterestedly as possible, do three things.  First, our elected representatives – 
they work for us, after all – must focus on real risk.  Second, they must at all 
times act on the knowledge that risk can never be eliminated.  Third, they must 
act on the principle that pandering to fear, much less creating the conditions 
for it to flourish, are not acceptable in a free and democratic society”. 51   

 
Public bodies need to make decisions concerning security with the information 
they have concerning the magnitude of the risk, knowing full well that perfect 
security can never be attained. 

 

The Province believes that the Patriot Act poses only a small incremental risk in 
relation to information held in Canada and B.C. 

 

4.01 We must be dispassionate and reasoned in dealing with the risk of access to 
Canadian information under the Patriot Act and base our decisions on an 
objective analysis of the facts and U.S. law.   As such, we must resist pandering to 
unfounded fear.   

 

The Jaffer Opinion 
 

The Jaffer Opinion does not quantify the risk of FBI access to information in 
the hands of a Canadian or B.C. company.  Nor does it consider whether that 
risk can be mitigated. 

 
4.02 The Commissioner has attached the opinion of Jameel Jaffer to his Request for 

Submissions (the “Jaffer Opinion”).  That opinion dealt with the potential for a 
section 215 order under the U.S.A. Patriot Act.  However, the Province notes that 
the Jaffer Opinion makes no attempt to quantify the level of risk of FBI access to 
information in the hands of a Canadian or B.C. company.  The Province does so 
in these submissions.  Nor does the Jaffer opinion offer a view as to whether, to 
the extent that there is risk, such a risk can be mitigated.  The Province will make 
submissions on that issue as well.  The Province submits that those two issues are 
significant to an analysis of the issues under review. 

 
4.03 Moreover, there is no reference in the Jaffer Opinion of the extent to which lawful 

cross-border arrangements pre-dating passage of the Patriot Act are relevant to 

                                                 
51  “Identity, Privacy & Security––Can Technology Really Reconcile Them?”.
 



any determination as to what, if any, incremental privacy risk is posed by the 
Patriot Act.  For instance, as mentioned, prior to the passage of the Patriot Act 
there were other existing mechanisms for U.S. law enforcement agencies to 
potentially gain access to information held in Canada, i.e. grand jury subpoenas, 
requests under the Mutual Legal Assistance Treaty and legally sanctioned 
information sharing arrangements with Canadian law enforcement agencies.   

 

It is unlikely that the U.S. will demand the production of personal information 
held in Canada without Canada’s concurrence. 

 

4.04 We believe that it is unlikely that the U.S. will attempt to demand production of 
information held in Canada without Canada’s assistance and/or concurrence 
because:  (1) foreign governments generally object when the U.S. seeks to extend 
its laws extra-territorially (i.e., “Bank of Nova Scotia subpoenas”); (2) the US 
knows this and has responded by entering into agreements like the MLAT, as well 
as the U.S. Department of Justice now requiring its prosecutors to receive the 
approval of the OIA before subpoenaing records held abroad; and (3) it is 
reasonably anticipated that the caution the U.S. has exercised with respect to the 
extraterritorial application of already existing processes will be even greater with 
respect to the Patriot Act due to the domestic controversy it has generated. 

 
4.05 Based on the experience with “Bank of Nova Scotia” subpoenas, it is anticipated 

that the ability of U.S. federal prosecutors’ to utilize the Patriot Act will be 
governed by the same or similar U.S. Attorneys’ Manual rules that govern the 
issuance and enforcement of Bank of Nova Scotia subpoenas.52 

 
4.06 Among the considerations to be taken into account by the OIA in determining 

whether a subpoena with extra-territorial application should be authorized is the 
availability of alternative methods, such as the use of a mutual assistance treaty.53  
Indeed, the controversy surrounding Bank of Nova Scotia subpoenas was one of 
the primary catalysts for the MLAT between the U.S. and Canada.  As the U.S. 
Technical Analysis explains, “Canada viewed these subpoenas as intrusions on its 
sovereignty but recognized that the United States had no alternative in those cases 
where Canada was prevented by its law from assisting the United States”.54  
 

 
4.07 Given the continuing use of the U.S.-Canada MLAT as an avenue of first resort, 

the availability of grand jury subpoenas in the U.S., as well as existing legally 
authorized information sharing mechanisms between Canadian and U.S. law 
enforcement agencies that do not require court orders to share information, we 

                                                 
52  See footnote 99 of Thomas G. Snow, The Investigation and Prosecution of White Collar Crime: 

International Challenges and the Legal Tools Available to Address Them, 11 WM. & MARY BILL 
RTS. J. 209, 233 (2002). 

53  Supra, note 27. 
54  Senate Report, at 3. 



believe that it is reasonable to conclude that U.S. authorities will view the Patriot 
Act as a less desirable means of seeking records held abroad.   

 
4.08 The Province therefore believes that the Patriot Act poses only a small 

incremental risk in relation to personal information held in British Columbia.  Of 
course we cannot say that that would never happen.  However, public bodies need 
to make decisions concerning security with the information they have concerning 
the magnitude of a risk, knowing full well that perfection is not a standard that is 
required or can ever be reached.  Based on the information available to us, the 
Province believes that there is no reason to think that the risk of access to 
Canadian information under the Patriot Act is anything other than minimal, 
especially in the event that appropriate mitigation strategies are implemented.  

 
4.09 To the extent that a request for records relates to a potential criminal offense, the 

U.S. authorities are obligated first to seek them through the MLAT.  Further, in 
the event that the terms of the MLAT were unavailable (i.e., because the records 
were not sought for an investigation of potential criminal conduct), and the 
records nevertheless were necessary for clandestine intelligence or to thwart a 
terrorist act, it is likely that U.S. and Canadian authorities would seek alternative 
means to cooperate (i.e., means outside of the Patriot Act).  In light of official 
U.S. Department of Justice guidance to prosecutors about heeding the importance 
of allied relationships,55 the Province believes U.S. authorities would hesitate to 
risk the close strategic relationship with Canada — including in particular on law 
enforcement and intelligence issues — by trying to compel a U.S. company or a 
U.S. citizen living in Canada to procure government information held in Canada.   

 
4.10 The provisions of the Patriot Act must be viewed in the context of broader law 

enforcement and discovery mechanisms available to the U.S. government before 
the passage of that Act.  There are a number of reasons that U.S. authorities would 
prefer the MLAT as a mechanism to obtain records located in Canada, and in all 
events, U.S. authorities must first seek to obtain such data through the MLAT, 
where the treaty applies to that information — and, if the MLAT terms 
themselves prove unavailing, pursue options for a compromise arrangement — 
before turning to other domestic investigative tools.56  In the event that assistance 
is unavailable under the MLAT or a compromise arrangement, grand jury 
subpoenas are a proven method and, depending on the circumstances, may be a 
more likely alternative than a section 215 order.  Thus, while section 215 on its 
face appears to expand U.S. law enforcement authority, and while we cannot rule 
out the possibility that U.S. authorities could at some point utilize this authority to 
compel a U.S. company to produce government data held in Canada where that 
company has control of, or the right to access, that data (e.g., if assistance is 
unavailable under the MLAT), the Province believes that such a result is unlikely.  

                                                 
55  See supra note 27. 
56  See Technical Analysis, at 13 (Article IV of the Treaty provides that “a party needing documents, 

records, or articles located in the territory of the other and not available under any cooperative 
agreement or arrangement must use the Treaty to obtain them.”). 



The Province believes that U.S. authorities will likely view the Patriot Act as a 
less desirable means of seeking access to records held abroad.     

 
4.11 As noted, the evidence is that section 215 of the Patriot Act was not used in the 

first two years after proclamation.  See the attached Department of Justice memo 
dated May 19, 2004, attached as Appendix “D”.  While we do not know whether 
any s. 215 orders have been issued since that time, that does not discount the fact 
that we do know that no such orders were issued within the first two years.  
Again, we need to objectively consider the facts, and not pander to fear, when 
dealing with issues of security.  Before it was amended by section 215, FISA 
section 501 was used fewer than five times.57 

 
4.12 Of relevance to the section 30 analysis is that there is a sunset clause of December 

31, 2005 currently in place for s. 215 of the Patriot Act.  Thus, there is a distinct 
possibility that the privacy concerns arising out the potential application of s. 215 
may be short-term.  While U.S. President Bush has stated publicly his position 
that the provisions covered by the sunset clause, including s. 215, ought to be 
renewed, the present state of the law in the U.S. is that section 215 is due to expire 
in approximately 17 months, after the upcoming U.S. federal election.  The 
Province submits that it would be inappropriate to dictate British Columbia policy 
on the assumption that this infrequently used section will be renewed. 

 

There should be a national discussion about privacy. 
 

4.13 The Province will continue to consult with the Government of Canada in order to 
obtain their views on the threat of the potential use of the Patriot Act with respect 
to Canadian information and to ensure that Canada affirms the international 
obligations of the U.S. with respect to information sharing, and receives 
appropriate assurances that existing established mechanisms will be used when 
Canadian information is required for security or law enforcement purposes. 

 

Summary 
 

4.14 The Province submits that the following considerations support a finding that the 
Patriot Act creates only a small incremental risk of disclosure of personal 
information to U.S. law enforcement authorities; 

 

                                                 
57  Charles Doyle, The USA PATRIOT Act: A Legal Analysis, CRS Report for Congress, RL31377 (April 

15, 2002) at n.41, available at http://www.fas.org/irp/crs/RL31377.pdf (last visited July 18, 2004) 
(citing the U.S. Department of Justice’s Patriot Act proposal, which was printed as an appendix in 
Administration’s Draft Anti-Terrorism Act of 21001, Hearing before the House Comm. on the 
Judiciary, 107th Cong., 1st Sess. 54 (2001).  CRS ‘is the public policy research arm of the United 
States Congress’. See http://www.loc.gov/crsinfo/whatscrs.html#about (last visited July 19, 2004). 



• There exist other lawful personal information sharing processes between law 
enforcement agencies in Canada and the United States that will likely be 
utilized prior to resorting to the Patriot Act; 

• For instance, the MLAT will continue to be the avenue of first resort for U.S. 
law enforcement authorities in relation to information found in Canada that 
relates to suspected criminal activities; 

• Prior to the enactment of the Patriot Act, grand jury subpoenas were capable 
of compelling the production of information held in Canada where a U.S. 
company had control of, and access to, data of a Canadian affiliate (though the 
usage of such subpoenas has diminished since the MLAT was signed).  As 
such, Canadian information was potentially subject to disclosure to U.S. 
authorities prior to the passage of the Patriot Act;  

• The perception that unilateral U.S. demands for records held abroad are an 
improper assertion of extraterritorial power by the US.  The existing U.S. 
process calls for OIA to vet requests to seek the production of information 
held abroad .  The U.S. executive branch, for instance, discourages the use of 
mandatory order to obtain records held abroad; and 

• Mitigation strategies are available to ensure that a U.S. company does not 
have access to, or control of, public body supplied personal information that is 
held by a Canadian affiliate.  Such measures can effectively minimize the risk 
of access to Canadian information under the Patriot Act.   

 
4.15 Given the small incremental risk to Canadian information posed by the Patriot 

Act, the Province believes that disclosing sensitive personal information to a B.C. 
or Canadian company with U.S. connections in the course of public body 
outsourcing would not contravene the FOIPP Act provided that a public body: 

 
• Employs mitigation strategies to ensure that the B.C. or Canadian 

company’s U.S. affiliate does not have access to, or control of, such 
personal information and that such mitigation strategies are 
commensurate with the sensitivity of the personal information in 
question; and 

• Ensures that there are contractual provisions in place dealing with both 
privacy and security issues and that such provisions are 
commensurate with the sensitivity of the personal information in 
question.  

 
4.16 With respect to personal information sent to the U.S. on a temporary or permanent 

basis, the risk of access to such information by the U.S. Federal Bureau of 
Investigation under the Patriot Act is likely greater because government 
mitigation strategies will have less impact in such situations.  However, public 
bodies can take steps to minimize the extent to which any sensitive personal 



information is sent to the U.S. on a temporary or permanent basis.   For its part, 
Government will not send sensitive personal information to the US either on a 
temporary or permanent basis. 

 
4.17 With respect to non-sensitive information, because of the small incremental 

nature of the risk of access under the Patriot Act, there may be cases where 
mitigation strategies to deal with that risk are not necessary. Rather, in such cases 
the addition of the customary contractual language dealing with privacy and 
security issues may meet the requirements of section 30 of the FOIPP Act.  The 
Province will assess each of these situations individually. 

 



5. NAFTA, WTO and AIT 
 

In assessing the security arrangements that a “fair and rational” person would 
expect to be made, one should also consider the impact of trade and investment 
obligations arising under the North American Free Trade Agreement 
(“NAFTA”), the agreements of the World Trade Organization (“WTO”), and 
other international trade and investment agreements, as well as the inter-
provincial Agreement on Internal Trade (“AIT”).58   

 

5.01 The Province submits that a fair and rational person would not consider it 
reasonable to expect public bodies to exclude companies with U.S. connections 
from bidding on contracts where to do so would violate international treaty 
obligations. 

 
5.02 The Government of Canada has agreed, pursuant to the terms of international 

trade and investment agreements, to ensure that the governments of British 
Columbia and other provinces and territories comply with the obligations arising 
under the above-mentioned international trade and investment agreements.  

 
5.03 NAFTA Article 105 provides that Canada is required to “ensure that all necessary 

measures are taken in order to give effect to the [NAFTA] provisions…, including 
their observance … by state and provincial governments”.  

 
5.04 Article I:3 of the WTO’s General Agreement on Trade in Services (“GATS”) 

requires Canada to take “such reasonable measures as may be available to it to 
ensure their observance by regional and local governments and authorities”.  
Canada is bound by an almost identical obligation regarding provincial measures 
affecting trade in goods pursuant to Article XXIV:12 of the WTO’s General 
Agreement on Tariffs and Trade 1994 (“GATT 1994”). 

 
5.05 Any implementation of an outsourcing arrangement that violates Canada’s 

commitments under NAFTA or the WTO can be subject to challenge by other 
countries pursuant to government-to-government dispute resolution mechanisms 
established under these agreements.  Canada’s failure to amend or remove 
measures determined to be inconsistent with its obligations under these 
agreements will likely result in retaliatory actions from its trading partners.  
Furthermore, under NAFTA Chapter 11 and other investment agreements, private 
investors may sue Canada for loss or damages incurred as a result of the 
implementation of provincial measures that violate Canada’s investment 
obligations. 

 

                                                 
58  As a Party to the AIT, the Province of British Columbia is subject to numerous obligations regarding 

goods, services, investments, and government procurement. 



5.06 There are a number of NAFTA and WTO obligations which may impact the 
design and implementation of an outsourcing arrangement by the government.  
Examples of significant commitments in this regard include the following: 

 

(a) to treat NAFTA investors no less favourably than Canadian 
investors (national treatment) or investors from non-NAFTA 
countries (most-favoured-nation treatment) (NAFTA 
Articles 1102 and 1103); 

(b) to accord to the investments of NAFTA investors fair and 
equitable treatment and full protection and security 
(NAFTA Article 1105); 

(c) to refrain from use of performance requirements, for 
example, measures imposed on investors encouraging 
exports or favouring the domestic sourcing of goods or 
services (NAFTA Article 1106 and the WTO’s Agreement 
on Trade-Related Investment Measures); 

(d) to compensate NAFTA investors for expropriation, or 
measures tantamount to expropriation, of their investments 
(NAFTA Article 1110); 

(e) to accord national treatment and most-favoured-nation 
(“MFN”) treatment to services and service suppliers from 
NAFTA and WTO member countries (this includes financial 
services) (NAFTA Chapters 12 and 14, GATS);  

(f) to provide market access to services and service suppliers 
from NAFTA and WTO member countries and to refrain 
from imposing limitations on the number of service 
suppliers (NAFTA and GATS Article VIII); and 

(g) to accord national treatment and MFN treatment to the 
goods of NAFTA and WTO member countries (NAFTA and 
GATT 1994). 

 
5.07 NAFTA and the agreements of the WTO also contain reservations, exceptions and 

qualifications regarding certain of these obligations.  Their application will 
depend on the particular project and the circumstance surrounding its 
implementation.  Such exceptions include the following: 

(a) procurement of goods and services by government is 
exempt from the application of certain obligations 



(furthermore, at the present time, provincial governments 
and entities are not subject to NAFTA and WTO 
government procurement obligations); 

(b) certain NAFTA investment and services obligations do not 
apply to measures regarding public law enforcement, 
correctional services, and certain social services 
established or maintained for a public purpose, including 
income security or insurance, social security or insurance, 
social welfare, public education, public training, health and 
child care; 

(c) certain NAFTA investment and services obligations do not 
apply to measures regarding rights or preferences 
accorded to aboriginal peoples or socially or economically 
disadvantaged minorities; 

(d) certain NAFTA investment and services obligations do not 
apply to non-conforming provincial measures that existed 
on January 1, 1994; 

(e) Canada’s GATS market access and national treatment 
obligations apply only to those service sectors identified in 
Canada’s Schedule of Commitments; and 

(f) Canada’s services commitments at the WTO are subject to 
certain exceptions, including those for measures necessary 
to protect human, animal or plant life or health, measures 
necessary to protect public morals or maintain public order, 
and measures to ensure compliance with laws not 
inconsistent with GATS (provided that they do not 
constitute a means of arbitrary or unjustifiable 
discrimination or a disguised restriction on international 
trade). 

 
5.08 In order to determine whether any of these WTO or NAFTA obligations apply, 

and whether any exceptions may be available, it will be necessary to carefully 
review a proposed outsourcing initiative and assess it against these commitments. 

 



6. Other Security Risks 
 

Any reasonable security analysis should not consider in isolation any 
incremental risk posed by the Patriot Act, but should consider what is 
"reasonable" in light of all potential risks to the unauthorized disclosure 
of personal information. 

 

6.01 It is generally accepted that the most significant threat to an organization’s 
security is from within, namely, the risk that an employee will inappropriately 
disclose information, whether intentionally or inadvertently.  Many security 
incidents result because someone within an organization that has access to data 
either intentionally or inadvertently compromises the security of that data.  Such a 
risk will exist regardless of whether the data is managed by government or by 
private sector firms.  For instance, much has been written about the tactics of 
“social engineers” (hackers) to obtain access to confidential data in the hands of 
both public and private organizations.   

 
6.02 The Province submits that any s. 30 analysis should not consider in isolation any 

incremental risk posed by the Patriot Act, but should consider what is 
"reasonable" in light of all the potential risks to the unauthorized disclosure 
of personal information, including human error and malfeasance (e.g. leaks and 
"hackers"), which, the Province believes, is a far greater security risk than is 
potential access under the Patriot Act. 

 
6.03 For instance, it may be unreasonable to devote considerable resources to a very 

small security risk such as the Patriot Act, when doing so means that other more 
serious risks may not be adequately dealt with.  Also of relevance to the section 
30 analysis is the extent to which outsourcing arrangements may provide 
improved security against such risks.  For instance, there may be some areas 
where large companies with U.S. connections, because of their infrastructure and 
expertise, as well as their ability to access top international practices and their 
experience in managing large databases, may be able to make security 
arrangements in some areas that are superior to the arrangements that can be made 
by a competitor without U.S. connections.  If that is the case, it may well be that 
the minimal risk posed by the Patriot Act in the event that a company with U.S. 
connections is chosen to manage government information could be more than 
offset by the superior security arrangements that could be implemented to avert 
other more serious security risks. 

 



7. Privacy Protection Measures 
 

To further reduce any possible risk of disclosure of British Columbians’ 
personal information under the Patriot Act, Government will implement 
enhanced privacy protection measures in its arrangements with service 
providers. 

 

There are four key objectives with respect to the protection of personal 
information that should be considered in any outsourcing arrangement where 
U.S. companies are involved.  Mitigation strategies, summarized in Appendix 
“E” are directed at meeting one or more of these objectives:   

• Measures to Limit the Application of the Patriot Act – so that the Patriot 
Act does not apply; 

• Restrict Ability of U.S. Company to Compel Disclosure; 
• Advance Notice of Potential Disclosure; and 
• Incentives to Prevent Disclosure. 

 

Measures to Limit the Application of the Patriot Act. 
 

7.01 As is the case with grand jury subpoenas, we believe that a U.S. company served 
with a section 215 order would likely be obligated to produce any documents that 
it had the right to access or control.59 

 
7.02 As such, given the principles articulated in cases involving the extraterritorial 

application of subpoenas, we think it unlikely that a U.S. company could be 
compelled to produce records over which the company has no control nor any 
right or ability to access, even in the face of a Section 215 order. 60  Indeed, if a 
Section 215 order were served on the U.S. company, the risk of disclosure of the 
records would appear to be minimal or nonexistent if, as a practical matter, the 
U.S. company had no ability to comply with the demand. 

 
7.03 The Jaffer Opinion, obtained by the BCGEU states that “whether a United States 

corporation would be required to produce the records of its Canadian affiliate in 
any particular case would likely turn on the specific legal relationship between the 
two corporations and on whether the United States corporation could access and 
obtain the records at issue”.  The Province agrees with that statement.   

 

                                                 
59  See In re Marc Rich & Co., A.G., 707 F.2d 663, 667 (2d Cir. 1983), cert. denied, 463 U.S. 1215 

(1983). 
60  The term “control” includes not only physical possession and the legal right to obtain the documents 

requested upon demand, but also access to the documents and the ability to obtain them for a 
company’s usual business.   



7.04 We believe that public bodies can structure their outsourcing agreements to make 
clear that a U.S. company affiliated with the Canadian or B.C. service provider 
does not have access to, or control of, personal information supplied by the public 
body.  If that is done, we believe that a U.S. company would not be required to 
produce such records in the event it was served with an order under the Patriot 
Act. 

 

Restrict Ability of U.S. Company to Compel Disclosure 
 

7.05 An important objective should be to limit the ability of a U.S. company to compel 
disclosure of information by its Canadian affiliate (even where it does not have 
direct access to the personal information).  

 

Advance Notice of Potential Disclosure 
 

7.06 Advance notice of a potential disclosure allows all of the parties involved to take 
additional steps to ensure that personal information does not, in fact, get 
disclosed.  The effectiveness of measures to prevent disclosure is therefore 
enhanced where the Province has advance notice of a potential disclosure of 
personal information under the Patriot Act.  While the U.S. company receiving an 
order under section 215 of the Patriot Act would need to comply with the secrecy 
requirements of that Act, their Canadian or British Columbia affiliate would not. 

 
7.07 In addition, the imposition of advance notice requirements in contracts, along with 

extensive audit requirements, will be at odds with the secrecy that is such a large 
part of the Patriot Act.  The Province believes that such measures will made a 
Patriot Act order an even less attractive option for U.S. authorities.   

 

Incentives to Prevent Disclosure 
 

7.08 The Province will align the interests of the service provider with the interests of the 
Province.  This is achieved through the implementation of incentives for the U.S. 
company and its Canadian affiliate to comply with the non-disclosure 
requirements of the outsourcing arrangement.  It is also achieved through the 
implementation of consequences where the non-disclosure obligations are 
breached by the U.S. company or its Canadian affiliate. 



 

The Province has developed a set of privacy protection measures that will be 
deployed on a case by case basis to each of the ASD initiatives to meet the above 
objectives.  Those measures will be implemented on the legislative foundation of 
the FOIPP Act that will include amendments that government will be 
proposing. 

 

7.09 Those privacy protection measures fall into four general categories as follows: 
 

(a) Technology and Business Processes:  Technology and business 
process strategies focus on limiting access to personal information 
solely to authorized people in British Columbia and otherwise 
ensuring that “leading practices” are used to secure personal 
information.  This includes such things as the limitation of access 
through physical, logical and remote security, restrictions on data 
mobility, and audits to monitor use of personal information, etc…; 

(b) Employee Strategies:  Employees are the people that have access 
to personal information on a daily basis and who have the power to 
make choices around disclosure.  Strategies such as whistle blower 
protection, privacy training, confidentiality agreements, and 
residence/citizenship requirements are examples of employee 
strategies; 

(c) Contractual Measures:  Protection of privacy will be built into the 
outsourcing contracts with severe penalties for non-compliance, 
including such things as termination of contract, liquidated 
damages, and step-in rights; and 

(d) Corporate Structures:  There are a number of corporate structuring 
approaches that can be implemented to limit or restrict the ability of 
a U.S. based parent company from directing its Canadian 
subsidiary to disclose personal information, such as the 
establishment of trust structures and requiring all Canadian 
directors on Canadian based subsidiaries. 

 
7.10 The mitigation strategies summarized in Appendix “E” of these submissions are 

directed at meeting one or more of those objectives.  Determining which of those 
mitigation strategies should be implemented in a given case depends on the 
sensitivity of the data in question.   

 

Appendices E, F and G of this document provide more examples of effective 
mitigation strategies, including examples of the comprehensive protection 
that are being considered in connection with government’s arrangement with 
Maximus Inc. in the Health Benefits Operations Project. 



 

7.11 The Province has selected Maximus Inc. to work with the Province on 
developing a new service delivery model for the Medical Services Plan 
and Pharmacare.  Appendices “F” and “G” outline mitigation strategies the 
parties are considering in dealing with the Patriot Act issue. 

 
7.12 The Health Benefit Operations Project mitigation solutions found at 

Appendix “G”, and especially the Trust Structure, have been developed 
specifically for that project and would not necessarily be appropriate or 
possible for some of the other ASD projects.  As mentioned, there is no 
one size fits all solution that can be applied across all projects.   

 
7.13 The Province also refers you to Appendix "H" which further outlines the 

enhanced privacy protection measures which are proposed for the Health 
Benefit Operations Project.  Privacy will not only continue to be protected, 
but that protection will be greatly enhanced. 

 
 



8. Legislative Options 
 

In order to ensure the highest possible protection against the risk of access to 
government information under the Patriot Act, government will propose 
amendments to make the strongest privacy legislation in Canada even stronger. 

 

8.01 Government will propose the following: 
 
• Amending protection of privacy provisions in the FOIPP Act to apply 

privacy standards directly to service providers in relation to personal 
information supplied to them by public bodies, and to expressly prohibit  
service providers from disclosing such personal information unless 
permitted by the FOIPP Act; 

 
• Amending the FOIPP Act to require that a person having custody or  

control of personal information provided by a public body provide notice 
to government in the event that the person receives an order, subpoena, 
demand or request from a foreign court or body for the production of that 
information, or receives a request to disclose such information to an 
affiliated company for the purpose of complying with such an order, 
subpoena, demand or request; 

 
• Including “whistle blower protection” in legislation to protect persons who 

provide such notice; and 
 

• Creating offences in the event that someone violates such requirements. 
 



9.  Scope of the Patriot Act Issue 
 

The present issue is not just an issue for governments in Canada, it is also an 
issue for the private sector. 

 

9.01 It is worth noting that, to the extent that there is a potential risk of access to 
Canadian information under the Patriot Act, that risk applies to a wide variety of 
information across Canada, not just government information.  Namely, that risk 
applies to information held by the private sector, not just to information held by 
public bodies. As such, the present issue is not just an issue for governments in 
Canada, it is also an issue for the private sector.    

 
9.02 The Province notes that the potential risk of access to personal information held in 

the private sector under the Patriot Act will be an issue regardless of the outcome 
of this review.  Such a risk will exist with respect to personal information held by 
Canadian or British Columbia corporations having U.S. connections, including 
the following types of personal information: 

 
• Personal information collected by Canadian companies with U.S. 

connections through the issuance of customer reward cards.  Personal 
information is collected by those companies at the time a customer 
applies for such cards.  Such information is often collected and used for 
marketing purposes;   

• Personal information collected by Canadian airlines through the 
issuance of frequent flier cards.  Canadian airlines involved in such 
plans may exchange customer information with foreign airlines who 
also participate in those plans; 

• Personal information collected by Canadian or British Columbian 
unions that have connections with U.S. unions.  Such personal 
information will include union membership lists;    

• Personal health information held by pharmacies (e.g. Walmart), insurers 
and medical service providers with U.S. connections;  

• Credit card information held by companies with U.S. connections (e.g. 
American Express); 

• Employee and customer information held by Canadian retail companies 
with U.S. connections; and  

• Personal information held by Canadian internet service providers with 
U.S. connections.  Such information will be found in personal e-mails 
that are kept on the servers of those internet service providers.  



 
9.03 No matter what you decide in this forum, all Canadians will continue to be faced 

with the reality that companies with U.S. connections will continue to operate in 
Canada and will continue to collect and use personal information of Canadian 
residents, regardless of any government outsourcing.  As such, the risk of Patriot 
Act access will need` to be addressed by all jurisdictions across Canada, as well as 
in other countries, regardless of the impact of this review on public bodies in 
British Columbia.   

 
9.04 Having said that, this has been a valuable process for the province to undertake, and 

the assessment that has resulted helps guide our government in taking the 
appropriate measures to continue to ensure that the personal information of 
British Columbians is protected. 



10.  Conclusion 
 

10.01 The Patriot Act issues identified by you are only part of a much larger set of 
public policy issues for both the public and private sectors that involve balancing 
the interests of privacy with collective security in an interconnected global 
economy.  The Patriot Act adds only a small incremental risk of disclosure of 
personal information to U.S. authorities. 

 
10.02 British Columbia is committed to ensuring effective and efficient government 

services by taking advantage of alternative service delivery arrangements in 
conjunction with the private sector.  At the same time, British Columbia is 
committed to privacy protection and is a leader in the privacy protection field. 

 
10.03 To the extent that the application of the Patriot Act to alternative service delivery 

arrangements poses any additional privacy risks, these will be addressed in British 
Columbia by a combination of effective privacy protection strategies in 
arrangements with service providers, as well as the introduction of new legislative 
measures to strengthen privacy protection. 

 
10.04 Government will also continue to work with the Government of Canada to ensure 

that Canada affirms the international obligations of the United States with respect 
to information sharing and receives appropriate assurances that existing 
established mechanisms for collecting information will be used when Canadian 
information is required for security or law enforcement purposes. 

 
10.05 Thank you again for this timely and useful opportunity to review privacy 

protection issues and to reaffirm the Province’s commitment to the protection of 
personal information of British Columbians.  We look forward to reviewing your 
report and working with you to develop solutions to protect the privacy of British 
Columbians. 

 
All of which is respectfully submitted, 
 
 
Original signed by 
 
The Honourable Geoff Plant 
Attorney General of the Province  
 of British Columbia  
 




































































































	July 23, 2004
	The Province of British Columbia
	Ministry of �Attorney General
	MEMORANDUM




