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Introduction

This integration guide documents the integration between Check Point NG with Application Intelligence (R55),
Check Point NGX (R60), Connectra NGX and Entrust IdentityGuard 7.2. The aim of this integration is to allow
strong, 2-factor authentication to the Check Point IPSEC and SSL VPN solutions using Entrust IdentityGuard.

The integration of Entrust IdentityGuard and a Check Point solution requires a RADIUS server that supports
challenge-response, an integral part of the RADIUS standard. To illustrate this integration, the Funk Steel Belted
RADIUS Server was used to illustrate how to configure a RADIUS server with the Check Point gateways; deploying
organizations can choose to leverage any RADIUS server that supports the RADIUS challenge response message.

This integration works for both the entry of Entrust IdentityGuard grid values, as well as temporary PINs.

Prerequisites

This guide does not include instructions on the installation and configuration of the individual products used. It
focuses on the configuration of the products to integrate them. Please see individual product documentation for full
installation and configuration instructions.

Before you start

e Install and configure the RADIUS server, using the instructions provided by the vendor
e Install and configure the Check Point solution, using the instructions provided by Check Point.

In the steps that follow you will be using the Check Point administration console and the RADIUS server to integrate
Entrust IdentityGuard with your primary authentication method. Steps are outlined for integration with 2 different
versions of the Check Point VPN-1/FireWall-1 product (R55 and R60) as well as with the web security gateway
solution Connectra (which provides sslvpn access).

Configuration includes:
e Configuring the RADIUS server
Configuring Check Point NG with Application Intelligence (R55)
Configuring Check Point NGX (R60)
Configuring Connectra NGX
Configuring the Entrust IdentityGuard v7.2 server

Note: The following steps can be performed before or after you install Entrust IdentityGuard 7.2. In either case,
ensure that you note the shared secrets, IP address and port values you use, because you will be using them here
and in the installation procedure documented in the Entrust IdentityGuard 7.2 Installation and Configuration Guide.

Configuring the Entrust IdentityGuard server
Install the Entrust IdentityGuard 7.2 server. (See the Entrust IdentityGuard 7.2 Installation and Configuration Guide.)

During Entrust IdentityGuard installation, you will enter the shared secrets, IP addresses and ports you provided
when you configured the Check Point NG server and the RADIUS server.

© Copyright 2005 Entrust. 1
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General RADIUS Configuration Overview

As stated, this integration guide documents how to use the combination of Check Point NG VPN server and the
Funk Steel Belted Radius Server with Entrust IdentityGuard. If you are using another RADIUS server, the steps are
similar and can be quickly understood by reading the steps below as well as the Funk Steel Belted Radius Server
example.

If your remote access gateway (IP-SEC or SSL) is configured to use an existing RADIUS server for configuration,
the Entrust IdentityGuard proxy service can be used to add Entrust IdentityGuard as a second factor of
authentication. The proxy service works by sending the authentication request to the existing RADIUS server to
perform primary authentication and then adding an Entrust IdentityGuard authentication step. Users that do not
exist in Entrust IdentityGuard are authenticated by the primary authentication mechanism only.

How the Entrust IdentityGuard Proxy Service for RADIUS manages authentication

1. The VPN server sends the RADIUS authentication request to the Entrust IdentityGuard proxy service.

2. The Entrust IdentityGuard proxy service forwards the request to an existing RADIUS server.

3. The RADIUS server sends an “accept” or “reject” message to the Entrust IdentityGuard proxy service. A
“reject” message is returned by the Entrust IdentityGuard proxy service to the VPN server. An “accept”
message is held by the Entrust IdentityGuard proxy service.

4. If the Entrust IdentityGuard proxy service received an “accept” message from the RADIUS server, it
requests an Entrust IdentityGuard challenge and sends this challenge via an “access-challenge” message
to the VPN server. The challenge requires a grid coordinate response from the user’s card or a Temporary
PIN response from the user (if one has been issued). Either response will work.

5. The VPN server sends the user’s response to the Entrust IdentityGuard proxy service. The Entrust
IdentityGuard proxy service forwards the response to the Entrust IdentityGuard server, where it is validated.

6. If a valid IdentityGuard response, Entrust IdentityGuard sends an “accept” message to the VPN server and
a tunnel is created for the user. If the response is invalid, a “reject” message is sent to the VPN server and
the tunnel does not get established.

For more information, see RFC 2865 “Remote Authentication Dial in User Service (RADIUS)", which defines the
RADIUS protocol.

Integration Details
As prescribed, the following products should be installed and configured:

e RADIUS Server: — For this integration, Funk Steel Belted Radius Server was used. The Funk Steel Belted
RADIUS server should be installed and configured with network access to the Entrust IdentityGuard server.
Appropriate ports (e.g. 1812 or 1645) should be open for communication to and from the Funk Steel Belted
Radius Server.

e Check Point NG with Application Intelligence (R55 or NGX) - The Check Point NG VPN server should
be installed, configured and operational. Network connectivity should also be configured with RADIUS
based communication being allowed between the Check Point NG and both the Entrust IdentityGuard and
Funk SBR server.

e Check Point Connectra NGX — The Check Point web security gateway should be installed, configured and
operational. Network connectivity should also be configured with RADIUS based communication being
allowed between the Check Point Connectra gateway, the Entrust IdentityGuard and Funk SBR Server.

e Entrust IdentityGuard Server — The Entrust IdentityGuard and the Entrust IdentityGuard proxy server with
the addresses of the Check Point NG application, the RADIUS Server and the shared secret.

© Copyright 2005 Entrust. 2
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The configuration of the integrated solution is illustrated below:

FW-1 HGX {R55)

RADIUS
Server

Comwedra

Note: User IDs for end users were provisioned in both RADIUS & Entrust IdentityGuard. The user IDs must be the
same in the two systems.
Configuring the RADIUS server

1. Loginto the Funk Steel Belted Radius (SBR) Server as an administrator. In the SBR Administrator
Console, click the Connect button and enter in your username and password to authenticate.

© Copyright 2005 Entrust. 3
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P sBRr Administrator

File:

Panel ‘Web Help

=101 %]

’Startl J @ é J =| Document - WordPad

EEteel-Betted Radiuz

— @ Fadius Clierts

— @ Users

— @ Profiles

— @ Proxy Targets

— @ Tunnels

— @ Address Pools

— @ Administrators

— @ tithentication Policies
— @ Statistics

— @ Reports

~Radiuz server selection
o Local
& Remote:
Caonnect Digzonnect
Status:

Mot connected.

™ Log Into Server x|

Lzername: Ifunkradius

Pasz=ward: IW'.\".\".\".\".\".\".’«'W'.\'

K Cancel

||ﬂ SBR Administrator

2. Before defining a RADIUS Client, we need to add an Address Pool for client connections. Click the

Address Pools option within the left panel of the SBR Administrator console. Enter in a Name and
Description for the Address Pool.

© Copyright 2005 Entrust.
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Add IP Address Pool x|
©

Marme: IIG

Dezcription: Ilder'iti't':.quard Address Pool

—&ddress Ranges

| Starting Address | Size |

Eciit Delete

(8] Cancel

Next, Click the Add button and enter in the Starting address and Number of addresses. Click the OK
button to save and exit.

Add IP Address Range x|

Starting address: |1 92.163.1.100

Mumbet of addresses: ISIZI

Al Cloze |
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3. Next, add the Entrust IdentityGuard server as the RADIUS Client. Within the SBR Administrator Console,
select the RADIUS Clients option button within the left pane. Then, click the Add button on the toolbar
above.

Enter in the details that describe your Check Point configuration.
Name — The name of the RADIUS client, such as the device's hostname, IP address, or other
identifier. The RADIUS client name is used to match the NAS-Identifier attribute of RADIUS
requests.
Description - Optional description of the RADIUS client.
IP Address — DNS hostname or IP address of the RADIUS client in IPv4 or IPv6 format. If you
enter a hostname, SBR Administrator resolves the hostname to an IP address and displays the IP
address for the RADIUS client.

Shared secret - The authentication shared secret, which is used to verify communication between
RADIUS devices.

Make/model - Identifies the type of RADIUS client. The make/model you select determines the set
of attributes required for users. Select Check Point FireWall-1 with this configuration.

Address pool — Check this box to choose an IP address pool for the RADIUS client.
(Note: the Name and Description below can easily be changed to reflect R60 or Connectra NGX —

In either case the RADIUS client configured here is communicating with the IdentityGuard server
and not directly with Check Point)

Add Radius Client x|

Marne: ICHECHPOINT MG I Ary Radius Client
Description: ICheckpnint MG Application Intell. (Ra5)

IP &ddress: |1 9216813

Shared zecret: I********** I Unimazk

hakesnadel |check Pairt Fireall-1 A/PN-1 | wisbinio |
WV acoress poot [ - |

Advanced

[ Use different shared secret for Accourting Ediit...

[T az=sume down if no keepalive packets after I Tecands

2K Cancel

Next, click the OK button to save your changes and to return to the SBR Administrator Console.
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4. Next, add a Domain User. Within the SBR Administrator Console, select the Users option within the left
panel. Click the Add button within the toolbar above.

x
@

Plamme: I

- L=er G Zroup

Drescription: I

—Attributes

I~ Useprofie: | =] Wigsy |

Uzer-specific:

Check list Returnlist |

| Attribute Value | Echo |

e o

Add. Exlit... | Delete |

[ Maimum concurrent connections: I

(88 | Cancel

Select the Group option under the Name field and then click the Browse button. Select the Domain where
your group user resides. In this example, the Domain is IGWINSVR. Next, select the Groups tab to list all
security groups defined within the Domain. Select the group that will contain your users. In this example, the
IG group is the group that contains the users targeted for Entrust IdentityGuard authentication.

© Copyright 2005 Entrust. 7
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Browse for Domain User

o Refrezh |

Dormains:

1K

zers Groups I

DhsUpdateProxy

Damain Admins

Datnain Computers

Darmain Controller s

Darmain Guests

Darain Users

Enterprize Admins

Group Policy Creator Crwvners

=chema Admins

Cancel

@

Click the OK button to save your selection and to exit the screen.
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Click the OK button to save the Domain User and to exit back to the SBR Administrator Console.

Add Domain User

GRS R

CUser e Graup

IdertityGuard Users
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5. To configure the authentication method, in the SBR Administrator’s console, select the Authentication
Policies in the left pane. Configuration option button. Ensure that the authentication methods are selected
in the correct order.

P Steel-Belted Radius Enterprise Edition (WIN2003AD) - |I:||£|
File Panel Web Help

©Refresh  Qrrint @ Apply  @Reset @EAR Setup..

= Steel-Belted Raclus Authentication Methods | Reject Messages |
— @ Servers :
— @ Radius Clierts Method Active | EAP Methocs (1]
— @ Users Wincows Domain Group v _0
— @ Profiles MT Diomain Group v
— @ Proxy Targets MT Damain User ¥
— @ Turnels Wincowws Domeain User V¥
— @ Address Pools [Mative Liser ¥
— @ Administrators
Authentication Policies
— @ Statistics
— @ Reports

Kl |+

Make sure that the Windows Domain Group has precedence over all other Methods by using the arrow
buttons off to the far right to adjust up.

The Steel Belted Radius server is now configured to authenticate Check Point NG users using RADIUS
authentication. Check Point NG will now be configured.

© Copyright 2005 Entrust. 10
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Configuration of Check Point Next Generation (R55 and R60)

IPSEC tunnels require that a secure session be established before any data exchange between client and
switch. To establish such a session, a pre-shared key is required. The client will be authenticated against
the external server (Funk Steel-belted Radius Server). The client's user name and password cannot be
used to set up the tunnel since Check Point NG does not know the user ID or password (they are stored on
the Active Directory, to which the external RADIUS server points).

To overcome this problem, the Group ID and Password (configured on both Check Point NG and the client)
are used to create a secure session so that the user name and password can then be securely passed to
the authentication server. In this way Check Point NG establishes the "outer" tunnel with the client using the
Group ID to bind the tunnel to a particular group and the password as a pre-shared key. Once the "outer"
tunnel is established, the clients’ ID and password are verified against the external RADIUS server. (The
actual user store is the Active Directory, to which the external RADIUS server points.) If RADIUS accepts
the authentication, the user tunnel is established and the user can send/receive traffic, if RADIUS rejects
the authentication, Check Point NG brings the tunnel down.

There are several Check Point NG Network Objects that must be configured to integrate IdentityGuard into
the authentication process for end users. These are summarized below:

Host Node

RADIUS Server Object
User Groups

External User Profile

In addition, certain Global Properties of Check Point NG must be modified as well.

Once these changes have been made, Entrust IdentityGuard will provide two-factor authentication to those
users tunnelling into Check Point NG.

© Copyright 2005 Entrust. 11
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Defining the Host Node

There are several steps that are necessary in defining a RADIUS server to Check Point NG. The first of which is to
define the Host Node. Within the SmartDashboard Console, select the Servers and OPSEC applications object
tree, select Servers, right click and select New Host Node.... Enter in the details of the new Host Node using the

following as your guide:

e Name — A descriptive name for the Entrust IdentityGuard server. This must be unique.
e |P Address — The IP Address of the Entrust IdentityGuard server
e Comment — This is an optional field and allows you to add text to further describe your Entrust

IdentityGuard server.
e Color — Allows for color coding Network Objects within the SmartDashboard. Follow internal standards

or accept the default color.

Click the OK button to save your entry and exit the screen.

Host Mode - igsedemo I
B =reral Properties Host Node - General Properties

Mame: Iigsedemo

IP Address: [192.168.1.3 Get addrESS|

Comment; I

Coor: [ ~ |

Products:

I~ web Server
Ok, I Cancel Help
12

© Copyright 2005 Entrust.
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Defining the RADIUS Server Object

Within the SmartDashboard console, define a new RADIUS Server object. In the Servers and OPSEC
applications object tree, select Servers, right click and select New RADIUS.... Because Entrust IdentityGuard
proxies all RADIUS communication to the real RADIUS server, we will enter the specifics of the Entrust
IdentityGuard server when completing this step. Enter in the details that will describe the Entrust IdentityGuard
server using the following as a guide:

Name — A unique identifier given to the RADIUS Server object.

Comment — An optional field further describing the RADIUS Server Object. Make sure you supply a
comment to indicate that this is the Entrust IdentityGuard RADIUS proxy being defined.

Color — Allows for color coding Network Objects within the SmartDashboard. Follow internal standards or
take default color.

Host — Describes the Host Node that will be associated with the RADIUS Server Object. Select the Host
Node defined within the previous step. In this case, this will be igsedemo.

Service — Select the appropriate RADIUS service. There are two possible selections: RADIUS and NEW-
RADIUS. The RADIUS Service describes support for RADIUS running under port 1645 while NEW-
RADIUS describes support for RADIUS running under port 1812. If you selected the default RADIUS Port
value during the Entrust IdentityGuard RADIUS proxy configuration then select NEW-RADIUS as your
choice.

Shared Secret — Enter the shared secret that will be used to allow for secure communication with the
RADIUS Server. In this case, this will match the Shared Secret entered when you defined the RADIUS
Client within the Funk RADIUS Server.

Version — Select the RADIUS Ver. 2.0 Compatible choice from the selection list.

Priority — Select the default value of 1. The Priority value is used to indicate which server gets priority
when multiple RADIUS servers are defined.

Click the OK button when you are done to both save your configuration and return to SmartDashboard.

© Copyright 2005 Entrust. 13
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RADIUS Server Properties - igsedemol |

General |

Mame: igzedemal

Comment; I

Colar: I -

Host: Q‘ igsedema j Mew... |
Service: VD pEW-RADILS j

Shared Secret; |““

Werzion; IH.&DILIS Yer, 2.0 Compatible j

o = 1 iz
Pricity: I'I 3— highest

k. Cancel Help

Defining the External User Profile

External User Profiles are profiles of externally defined users, that is, users who are not defined in the internal
user’s database or on an LDAP server. External user profiles are used to avoid the burden of maintaining multiple
Users Databases, by defining a single, generic profile for all external users. External users are authenticated based
on either their name or their domain.

A User Group must be defined that will represent those users authenticating with Entrust IdentityGuard. Within the
SmartDashboard console, define a new RADIUS Server object. In the Users and Administrators object tree,
select External User Profiles, right click and select New External User Profile and then Match all users....
Several screens will be navigated to properly define the new External User Profile.

Once the External User Profile Properties window is displayed do the following:
e Select the Group tab and move the User Group defined earlier from the Available Groups list to the

Belongs to Groups list. In our example, the VPN_Users group is selected and moved to the Belongs to
Groups list.

© Copyright 2005 Entrust. 14
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External User Profile Properties

Location I

General I Personal

Available Groups

Name

E ncruptian

Belongs to Groups

Authentication

Marme

™ PN_Users

Aydd)> |
< Hemowve |
K i | |
0k, I Cancel Help
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o Next, select the Authentication tab and select RADIUS as the Authentication Scheme. Within the Settings
section, choose the RADIUS server that you defined earlier. In our example, this is igsedemol.

External User Profile Properties |
Locatian I Time I Enciyption |
Gereral I Personal I Groups Authentication
Authenhication 5cheme: I RaDIUS j
— Settings:

Select a RADILS Server ar Group of Servers:

k. I Cancel Help

This is all that is needed by Entrust IdentityGuard for the External User Profile. Proceed to the next section to
complete the configuration of Check Point NG with Entrust IdentityGuard.
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Defining the User Group

A User Group must be defined that will represent those users authenticating with Entrust IdentityGuard. Within the
SmartDashboard console, define a new RADIUS Server object. In the Users and Administrators object tree,
select User Groups, right click and select New User Groups.... Enter in the details that will describe the Entrust
IdentityGuard Server using the following as a guide:

e Name - Enter in a unique group name. Note that this is a required field and is case sensitive. In our
example, we named this VPN_Users.

e Comment — Add additional text to describe the User Group

e Color — Allows for color coding Network Objects within the SmartDashboard. Follow internal standards or
take default color.

Next, move the users, external user profiles or groups to be included in this group from the Not in Group list to the
In Group list. In our case, we defined an External User Profile. In our example, we moved the External User
Profile generic* to the In Group list.

Click OK to complete the definition.

Group Properties - ¥PM_Users E |

M ame:
Enmment:l
Calor: I e vI
Wigw: I,.f_-.,|| j Wiew expanded group...
Mot in Group: I Group:
@ generic*
fidd) |
< Bemave |
] I Cancel Help
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Configuring the Global Properties

There are certain attributes within the Check Point NG Global Properties that must be checked to ensure a
successful Entrust IdentityGuard integration. In order to support RADIUS authentication, Check Point NG must
operate in Hybrid Mode and must be configured to ignore certain RADIUS attributes that Entrust IdentityGuard
sends back. These configuration changes will be performed within this section.

Access the Global Properties section by selecting Policy from the toolbar and then choosing Global Properties

option at the bottom.

T 192.168.1.1 - Check Point SmartDashboard - Standard

File Edit ‘iew Manage Rules | Policy SmartMap Search Window Help

EEREL]

| 4

EEEECE

EREENEACNGE
E|--- WPN Cammunities
=[] Remote Access

Werify...
Install...
Uninstall...
=

=

Access Lists, .,
Install Database. ..
Paolicy Installation Targets. ..

FEaix|||9s0E |

@ E A

B

=]

Translation | ﬁh SmartDefense | @ YPH Manager | :‘ﬂ Diesktop Security |

" Remotedccess Wiest Policy of ..
Corpvert to i checkpoint [#] any Traffic * Any &) Cliert Auth Log % Policy Ts
IManagement High) availability. .. % Any E iy e T2 TerminaiServices @ accept e [
% Any E Any Traffic & Any @ drop Lag Gatevvan
4| | "
| Name Comment |

Y Remoteficcess
=
Extemal e cHpoINT Intemal =
- M~ .
4| s I_I

Edit Global Properties 192.168.1.1 [Readpwrite ,_ ,_

dhstart | | ) @ 51 @ | |[F192.168.1.1 - check Po.. 5] Dorument - wordpsd
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Next, validate or configure the following:

e Hybrid Mode — Expand the Remote Access option and then select VPN — Basic. Make sure the Hybrid
Mode (VPN-1 & FireWall-1 authentication option is selected. If not, for R55 select this option.

Global Properties

+1- Firetw/all-1 ¥PH - Basic
MAT - Metwork, Addres:
Authentication
= WPM
E arly Werzions Com
Advanced
WPMN-T Met
- Bemote Access [+ Public Key Signatures
WPM - Basic
Ui e ST ¥ Hybrid Made [VPN-1 4 Firew/all-1 authentication
Certificates
Secure Configuratic
E arly Werzions Com
SmartDirectory [LOAP)
Smarthd ap
| zerdutharity
t anagement High Ava

ConnectControl : :
OSE - Open Security ! v Enable IP compression for SecureClient

Suppart authentication methodz

[¥ Pre-Shared Secret [For SecuRemaote/SecureClient users)

|.E aver TCF

¥ Gatewaps support IKE over TCP

|F compression

Stateful Ingpection

+]- Log and Alert
OPSEC
SmartCenter Access
Maon Urigue IF Addres:
SmartDashboard Custo Wokia Clients

Load diztribution

[ Enable load distribution for Multiple Entry Points configurations [Femaote dccess
connections]

[ Support remote access YPM uzing Makia clients

0k, | Cancel Help

For R60 the display has been modified slightly and you will need to select this option
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[

Global Properties

®

Firgwall P

VYPH - Basic

MAT - Metwork &di |

ALthentication

= VPN

E arly Wersions ||

E ncivption F'r|:||;

Advanced
WPM-1 Edge/Erbe|

|- Remate Acces

WPH - IKE [Phe
WPM - IPSEC [F
Cerfificates |
Secure Configy|
S5L Netwark E|
Early Yersions ||
Hot Spot/Hote|

SrnartCrirectony (LO

(oS

Smartkdap

| zerduthority

b anagement High

ConnectCaontral |

05E - Open Secur|

Stateful [nspection |

|- Log and Alert

Reparting Toolz
OPSEC [

Crmmrb™ ki o]
1l | } |

Support authentication methods

[ ] Pre-Shared Secret [For SecuRemate/S ecureClient users)

Public k.ey Signatures

Support Legacy Authentication for SC [hebrid mode], LZTP [PAR], and Mokia
clients [CRALCK]

|[KE ower TCF

[ ] Gateways support IKE over TCP
|F compression

[ ]Enable IP compression for SecureClisnt
Load distribution

[ ] Enable load distribution for Multiple Entry Points configurations (Femaote
Access connections)

Maokia Clientz

[ ] Support remate access WPN using Mokia clients

k. ] [ Cancel ] [ Help
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Ignore RADIUS Attribute 80 — Check Point NG only recognizes RADIUS attributes from 1 to 63 as defined
within RFC 2138 ( http://www.ietf.org/rfc/rfc2865.1xt ). Because Entrust IdentityGuard returns RADIUS attribute
80, Check Point NG must be told to ignore it otherwise this response will be blocked and the IdentityGuard
authentication will fail. To have Check Point NG ignore RADIUS attribute 80, select SmartDashboard
Customization at the bottom of the Global Properties window.

Global Properties x|

- Firgwall-1 SmartD ashboard Customization

= MAT - Metwork, Addres:
- Authentication

- VPN " Simple made [wizard) (¥ Classic made
- WPN-1 Met

[+~ Remote Access

- SmartDirectory [LDAP]

Create Check Paint installed Gateways using

Inztall Policy Window

In Inztall Palicy window, zet the default state of all modules ta:

- Smarthd ap
- Management High Ava &+ Selected " Mot Selected
- ConnectControl
- 05E - Open Security E: MHetwark [Mhjects Status i Smartkap
- Stateful Inspection
- Log and &lert The follawing problems will be reported;
-~ OFSEL [izconnected Error Legend:

- SmartCenter Aocess

J

i i (mE
- Non Unique IP Address Dizconnected Dynamic Address Module :
- SmatD ashboard Custo Urtusted Errar fra
WEMA Fireiatall-1 protlem Errar = v arming

Broblem in other praducts

J

Advanced Configuration

[t iz highly recommended to consult with Check Point's Technical Suppart
before modifving these values.

(] 4 Cancel Help
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Next, click the Configure button at the bottom of the window. Under FireWall-1, expand the Authentication
section and then select RADIUS to expose all attributes. Update the radius_ignore attribute as follows:

e radius_ignhore — Change this from 0 to 80. This will instruct Check Point NG to ignore RADIUS Attribute 80

if it sees it. This allows the IdentityGuard challenge to be displayed to the end user by the Check Point

SecurRemote Client.

Also, consider increasing the timeout values related to RADIUS authentication. These attributes were increased to

take into account that Entrust IdentityGuard is now part of the RADIUS authentication process.

Advanced configuration

- SecuRemotes/SecureClient
-- WPM Advanced Properties

- Check Paint CA properties
=~ Fireta#all-1

- Web Security
-- Security Servers
=1 Authentication
- RADIUS
SecurlD
-- Client Authentication
- Session Authentication
- System
- Stateful Inzpechon

[+ WolP
- Resolver
o MAT

radius_retrant_num — Change from 2 to 10.
radius_retrant_timeout — Change timeout value from 120 to 180.
radius_user_timeout — Change from 600 to 750

radius_connect_timeout — Change from 120 to 180.

RADIUS

radiuz_ignone
radiuz_retrant_num
radiuz_retrant_timeout
radiuz_uszer_timeout
radiuz_connect_timeout

[ radiug_send_framed

o]

Cancel

80 =

i =
[180 =
[750 =]
-

Help

Note: For R60 in addition to the above configuration steps for ignoring the RADIUS attributes you must also obtain
and apply a special patch. The patch is “HF_HAO01_076” and can be applied on NGX HFA1. It will be available in

HFA2 as well.
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Configuring the Check Point SecureClient (R60)

Check Point offers two clients as part of its IPSEC VPN solution: SecureClient and SecuRemote. This document
will describe the configuration of the Check Point SecureClient with Entrust IdentityGuard.

Note: The Site Wizard leverages user authentication to help in configuring a new Check Point Site. Make sure that
the user name that you use in the Site Wizard exists within Active Directory and that this same user exists within
Entrust IdentityGuard with the same user name. In addition to the user having a valid IdentityGuard user name, the
user must have an active grid/card associated with their account. See the Entrust IdentityGuard Administration
guide for more details on creating IdentityGuard users.

1. Start the Check Point SecureClient, select the Sites menu option and then Create New. If no Sites are
defined, you will be asked if you want to create a new site. Click the Yes button.

VYPN-1 SecureClient X

\_;.p Mo sites defined, Would vou like ko create a new site?

w |

2. Enter the IP address of the Check Point NG server that this client will be connecting to.

Welcome to the Site Wizard
The Site descrbes the destination of your zecure connections.

To continue, Fill in the required infarmation and click Wext.

Server dddresz or Mame: |

[ Dizplay Marme: |

| | Cancel Help
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3. Next, choose the Authentication Method to be used. To leverage Entrust IdentityGuard, choose the
Challenge Response as your Authentication Method.

Authentication Method

“when connecting bo the site, SecureClient can walidate your identity in wvanious
ways. Select the authentication method o be uged.

" Uszer name and Password
Click if wour system administrator provided you with an account name and
a password.

" Certificate

Click if you are uzing Hardware tokens, Entrust, PKCSH12 or any other certificate
tope,

" SecurlD
Click if you are uzing BSA SecurlD.

{* Challenge Besponse

Click if you are required to provide different rezponzes to a challenge each time pou
connect. [For instance if pou will be required to enter a different pazsword on every
connection, or If your Authentication Type 12 questionanzwer].

| Mest = | Cancel Help

4. Next, enter your User Name. Since the RADIUS server has been configured to authenticate users against
Active Directory, this will essentially be your Active Directory or Windows user id.

Challenge Response
Specify pour Uszer name.

Uszer name:

< Back | | Cancel Help
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5. Next, choose your connectivity settings option. In most deployments, the Standard option will suffice.

Select Connectivity Settings
Select Standard or Advanced connectivity zethings.

SecureClient will now obtain site information from wour zerver.
Click Advanced anly if vou experience nebwaorking difficulties using Standard zethings.

" Advanced

< Back | Mest » | Cancel Help

6. Check Point SecureClient has all the information needed to attempt a connection with the new site being
configured.

Connechling...

Fleaze wait while connecting to the zite.

Thiz may take several minutes, depending on the zpeed of pour nebwork, connection,

Help
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7. The Site Configuration Wizard requires that the user authenticate. Because Entrust IdentityGuard is now
part of the authentication process, the user will be asked to authenticate not only against RADIUS, but also
Entrust IdentityGuard.

2., Check Point VPN-1 SecureClient Connection

ﬂ Check Point

SOFTWARE TECHHOLOIIES LTD

We Secure the Intermet. “
£l
) - 4 S —
=)

@ Pleasze rezpond to the prompt below.

Authentication

Uzer name: |

Frompt: pazsward:

Bezponze: ||

[ Usze Dial-up: | J

LConnect | Cancel=116 |

The Entrust IdentityGuard challenge is presented to complete the 2" factor of authentication.

o\ Check Point ¥PN-1 SecureClient Connection

= Check Point

SOFTWERE TECHNOLOIIES LTD

We Secure the Intemet.
-
NG -4

C@ Please respond to the prompt below.

Authentication

Uzer name: | a‘/‘/ /
Prompt: Enter the re#Mbonze4r | dktityG uard

challenge [C3] [F3] [F5]

Responze; ||

[ Usze Dial-up: | J

LConnect | Cancel=113 |
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8. Upon a successful authentication, the Site Wizard indicates that the site was created successfully. Click the
Finish button to save the Site data and close the wizard.

Site Created Successfullp!
Save the newly created site.

Your Site has been created successzfully.

To zave the data and close this wizard, click Finish.

CFh ) [ Cancel | el
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Testing the Solution with Entrust IdentityGuard 7.2

1. Startthe Check Point VPN-1 SecureRemote Client. Enter the user name and password for the user
iguserl that you created in step 1. Click Connect.

¢ Check Point YPN-1 SecureClient Connection [z|

= Check Point

SOFTWARE TECHNOLOOIES LTD

We Secure the Intermest. “
oKX &
-

Authentication

Lzer name: |igu$er‘|

xxxxxxxxx>1

Pazzword:

Connechion

Location Prafile: | FemaotetcoessConnectionProfile

=l
Destination: | J
=l

[ Usge Dial-up: |

LConnect | Cancel Optionz }|

SecureClient displays the progress of the connection.

%, YPN-1 SecureClient Connect P rogress

Cancel

Checking netwark, connectivity. .
Preparing connechion. .
Connecting bo gateway. ..
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2. Next, the user is prompted for their grid coordinates found on their unique Entrust IdentityGuard grid or
card. Enter the corresponding values to the grid coordinates displayed into the Response field. Click the
Connect button to submit these to IdentityGuard for validation.

"\ Check Point YPN-1 SecureClient Connection

= Check Point

SOFTWARE TECHNOLOIIES LTD.
We Secure the Intermet.

LoX &

@ Pleaze rezpond to the prompt below.

Authentication

Uzer name: W
Prampt: Enter the responze fof Tdentityz uard

challenge [B3] [B4] [F4]

Responsze: ||

[ Uze Dial-up: | J

LConnect | Cancel=90 |

Check Point NG displays the progress of the Entrust IdentityGuard authentication.

Caricel
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3. The following dialog box is displayed indicating that the user authentication was successful using Entrust
IdentityGuard. Click OK to continue.

. VPN-1 SecureClient Connect P rogress

Checking network, connechivity. ..

Freparing connection...

Connecting o gateway...

Ilzer iguszer] authenticated by Badiuz authentication
Connected ta gateway

Detecting netwaork, parameters. .

Connection succeeded

Note: SmartDashboard authentication does not work with IdentityGuard as it requires challenge.
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Configuration and Testing of Check Point Connectra NGX

In order to make Entrust IdentityGuard work with Connectra the configuration is largely the same as outlined above.
Specifically, the RADIUS server must be configured to communicate with the Entrust IdentityGuard server, the
Connectra system must be configured to communicate via RADIUS with the Entrust IdentityGuard server and the
RADIUS attribute 80 must be ignored.

In order to configure Connectra to communicate with the Entrust IdentityGuard server you will need to navigate
within the Connectra administration portal to “Users and Groups -> Authentication -> RADIUS” and define a new
object (in the below example the hostname avalanche at IP 10.133.2.165 is the Entrust IdentityGuard Server

heck Point Software Technologies: We Secure the Internet - htk, '10.133.2.10:4433 - Microsoft Internet Expl

eck Point .
SOFTWARE TECHNOI L
Ve e G 1o Check Point Connectra
Editing RADIUS Server avalanche Help Logout
() (LEE) SEadiriEs d Users and Groups —+ Authentication —+ RADIUS — Editing RADIUS Server avalanche

Bl security

SrnartDefense 5
RADIUS Server Properties
E Endpoint Security P
3 Ganeral etings -
[ Malware Protection
[ Anti virus Rules Cormment: l:l
[ web Intelligence
O SmartDefense Service Host Mame/IP:  |10.133, 2,165 Resolve | Resolved IP: 10.133.2,165
[ Session Security Server Pork: 181z
[ Pratection Levels
B applications Wersion: |RADIUS wergion 2.0 ;I
[ web Applicati
O File Shares
O Hetwork Applications
O citrix services Pricrity:
Bl Users and Groups
O users
[ User Groups 1

Bl Authentication
O LDAP Account Units

O Trusted CAs
[J CRL Settings
E Administratars
O allowed IPs
[ Manage
[ settings
[l settings
[ earal | ank and Feal j

Done https://10.133.2,10:4433

iistart| J :I'._‘fj a8 L$l f & JI@Eheck Point Software ... ﬂﬂ(ﬂg@bg 11:19 &M

Next define a generic* user to use the newly configured RADIUS server entry (see below example)
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/A Check Point Software Technologies: We Secure the Internet - https://10.133.2.10:4433 - Microsoft Internet Expl

Check Point

SOFTWARE TEGHNOLOGIES LTD. C h ac k P o) | h t C onhhe Ct ra

We Secure the Internet.

Editing user generic* Help Logout

SrnartDefense d Uzers and Groups —+ Users — Editing user generic*

E Endpoint Security
[] General Settings
[ Malware Protection
[ Anti virus Rules

[ web Intelligence

[ smartDefenze Service Full Marme:

User Details

Login Marme:

[ Session Security
L protection Levels

Authentication Scherne: |Radius ;I
Where the uzer's password is stored.

B applications

[ web Applications RADIUS Servers and Groups: |aua|anche ;I
O File Shares
B mail Services Password: 1
E Network poslcstns Contim passvord —
O citrix services

Bl Users and Groups

Groups

[ User Groups Associate this user with internal groups

Bl Authentication

O LDAP Account Units itz (mimell)

Groupst User Graups:

LI RADIUS E internal_group
[ Trusted CAs -
[J CRL Settings add =
E Administrators
[ alloved IPs M
[ Manage
e _ <Remave |
[l settings << Remove all
[ Portal Lock and Feel
[ server Certificate d

Done https://10.133.2,10:4433

iistart| J I@Eheck Point Software ... B RS 1121 am

Once this has been setup you will need to force the Connectra system to ignore RADIUS attribute 80, In order to
do this login to the Connectra command line (via console, ssh etc.), enter ‘Expert’ mode and perform the following
steps:.

FTrErE

a. Issue 'cpstop’

b. Make a backup copy of $SFWDIR/conf/objects 5 0.C (i.e. cp $FWDIR/conf/objects 5 0.C /objects_backup.C
b. Edit $SFWDIR/conf/objects_5_0.C (using vi, etc.)

c. Search for the following

:radius_groups_attr (25)
‘radius_retrant_num (2)

Change it to
:radius_groups_attr (25)
:radius_ignore (80)
:radius_retrant_num (2)

d. Save the file and issue 'cpstart’

Be very careful about syntax, extraneous characters etc. when editing objects_5 0.C —if you are at all uncertain
about how to edit this file please contact Check Point Technical services for assistance.
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Finally you can test the Connectra and Entrust IdentityGuard installation by logging into the user portal page (see
below)

3 Connectra NGX Portal - Sign In - Microsoft Internet Explorer -8 x|

File Edit Wiew Favorites Tools Help ﬁ
q=Back ~ = - & it | i@ search  [GFavorites  EfMedia 4 | B S

Address I@ https:ff10.133.2. 10/LoginfLogin j 6o | Links *

Google - | | [Clszarch ~ | 59 |Bh Popups kay | %% check + ' auiolink ~ | auioril e options 4

Check Point Connectra NGX Portal
SOFTWARE TECHNOLOGIES LTD.

We Secure the Internet.

% standard Sign In e

User name: iguzer2
Password: lm

" certificate Sign In

ge Language To:

[& ’_’_ré_ £ Internet
;astart| | @ G £ 7||[&)connectra NGk Portal ... R ReE 1z

After providing the password you will be prompted for the Entrust IdentityGuard response which you can populate
as discussed in the SecureClient R60 section above;
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a https://10.133.2.10/Login/MultiChallenge - Microsoft Internet Explorer ;Iilll
File Edit Wiew Favorites Tools Help i
Back ~ = - (&) i | Qhsearch [GFavorites SfMedia ¢4 | By S
Address I@ https:f10.133.2. 10/Login/MultiChallenge j 6o | Links *
Google - | || [Cleearch + | 52 [ S popups okay | 4 check = ' Autolink - | Autoril e options 4

Check Point Connectra NGX Portal

SOFTWARE TECHNOLOGIES LTD.

We Secure the Internet. Multiple Challenge Login

User name: Iiguser2 |

Prompt: Enter the response for

Identity Guard challenge [A3] [HE]
[14]

Response: |*** |

& Check Point
We Secure the Internet

Change Language To:

[&]pone RE
dhstart | | ) & 51 & 7| |[£]https:/ /1013521001 A BB 1125 am

Note: Client authentication for ‘non IPSEC/sslvpn’ traffic (i.e. ftp, http,) can work in conjunction with IdentityGuard.

Entrust Product Information

Entrust IdentityGuard 7.2

Entrust IdentityGuard is a key component of the Entrust Secure Identity Management Solution. It provides a second
factor of user authentication designed to help organizations counter identity theft by making it more difficult for
attackers to steal user online identities.

With Entrust IdentityGuard, users continue to employ their current user name and password, but are also provided
with a second physical form of authentication based on an assortment of characters in a row/column grid format
printed on a card. A user must successfully complete a coordinate challenge to demonstrate that they are in
possession of the appropriate card.

Partner Product Information

Partner Name: Check Point
Website: http://www.Check Point.com
Product Name: NG with Application Intelligence (R55)
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Product Version: NG
Release Version: R55

Product description: Check Point NG with Application Intelligence (R55) is a tightly integrated firewall and VPN
gateway that provides comprehensive security and remote connectivity for corporate applications and network
resources. VPN-1 Pro combines the market-leading FireWall-1® security suite with sophisticated VPN technologies
to meet the demanding requirements of Internet, intranet, and extranet VPNs by providing secure connectivity to
corporate networks, remote and mobile users, branch offices, and business partners. It features the industry’s most
intelligent security inspection technologies, Stateful Inspection and Application Intelligence™, providing preemptive
attack prevention against both network- and application layer attacks. VPN-1 Pro solutions are available on the
industry’s broadest range of open platforms and security appliances—meeting the price/performance requirements
of any size organization.

Product Name: NGX
Release Version: R60

Delivering a unified security architecture for perimeter, internal and Web security, NGX is the latest security
software platform for Check Point firewall, VPN and management solutions. This unique platform offers hundreds of
new features and extended functionality. Check Point VPN-1 Pro provides you the most intelligent, reliable security
for stopping attacks while simplifying business communications across the Internet. A tightly integrated combination
of firewall, VPN and intrusion prevention, VPN-1 Pro is built on Stateful Inspection, Application Intelligence, and
One-Click VPN technologies. SmartCenter, Check Point's centralized management solution, provides unified
security management of your security infrastructure

http://www.checkpoint.com/products/vpn-1_pro/index.html

Product Name: Connectra
Product Version: NGX

Check Point Connectra™ is a complete Web Security Gateway that provides SSL VPN access and integrated
endpoint and application security in a single, unified solution. By combining both connectivity and security in one
solution, organizations can effectively deploy SSL VPNs safely and securely to a diverse set of users from the
industry’s most reliable provider of intelligent

security solutions.

http://www.checkpoint.com/products/downloads/connectra_datasheet.pdf

Partner Name: Funk Software Inc.
Website: http://www.funk.com

Product Name: Steel-belted Radius Server
Product Version: 4.71.739

Product description: The Funk Steel-Belted Radius is a complete implementation of the widely used RADIUS
(Remote Authentication Dial-In User Service) protocol. It performs three vital functions:

e Authentication — validates any user’s login credentials against a central security database to ensure that
only individuals with valid credentials will be granted network access.

e Authorization — for each new connection, provides information to the network access device, such as
what IP address to use, session time-limit information, or which type of tunnel to set up.

e Accounting — logs all connections, including user names and connection duration, for tracking and billing.

When a user connects to the network via a remote access server, VPN, firewall, router, access point, or any other
RADIUS-compliant network access device, that device queries Steel-Belted Radius to determine if the user is

authorized to connect. Steel-Belted Radius accepts or rejects the connection based on user credential information
in the central security database, and authorizes the appropriate type of connection or service. When the user logs
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off, the network access device informs Steel-Belted Radius, which in turn records an accounting transaction.

System Components

Entrust IdentityGuard 7.2

Check Point NG with Application Intelligence (R55), R60 or
Connectra NGX

Funk Steel-belted Radius Server

Partner Contact Information

Check Point Sales and Support Contact: http://www.Check Point.com/corporate/contact _list.html

Funk Sales and Support Contact: Trevor Failor, Manager, North America Channels, trevor@funk.com,

(800) 828-4146, ext. 289

Please check PSIC for the latest supported version information at:
https://www.entrust.com/support/psic/index.cfm
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