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Introduction

ViaSafe allows the secure and reliable exchange of data between two users. Two users who
exchange data using ViaSafe are Partners. Partners may belong to groups of users called
Communities. A Partner can belong to one or many Communities, depending on their needs.

. Community

Partne Partnor

The data is sent between Partners in the form of a message. A message can take the form of any
sort of file, whether it is a text file, a word processor document, a spreadsheet file, or a data file
from an application. A message can also be a business form, which can be filled out, sent,
viewed and added to using ViaSafe. The messages are secure due to the use of PKI encryption
and reliable due to the tracking process through which all messages are sent. Partners within
Communities use Channels to send messages to one another. A channel is a secure connection
though which one ViaSafe Partner sends messages to and receives messages from another
Partner. Each channel has a defined Partner, who exchanges messages through the channel
with you, and a community to which both Partners belong. A Channel defines a way to exchange
messages based on profiles managed by the ViaSafe Manager. The ViaSafe Manager is in
charge of managing and maintaining all users, their Partners, the Communities they belong to,
and the Channels they use to exchange messages. It does this by maintaining up-to-date profiles
and configuration settings for each user, Community, and Channel.

Message Security

ViaSafe ensures that your data is secure throughout the message sending process first by using
data encryption on all messages when they are sent. This ensures that no unintended outside
party can view the data within your message. The only party who will be able to properly view the
data is the Partner for whom the message was intended. Additionally, for optional added
message security, ViaSafe can be set up to require that all message receipts be digitally signed
to ensure that the correct parties receive and acknowledge your messages.

Draft V.1.2 3
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Understanding Message Views

Loading the Channel

When you first log on, the agent will present all of the available channels for the account. These

channels are grouped and listed on the left side of the main screen.

Training

04 STR
Batch

To access these channels, simply click on the desired channel. When clicked:

The Message View area will display the current messages in the Channel.
The Main Menu will expand to show additional options. Depending on configuration,
these options will vary between Channels. The Forms menu will only appear if the agent

is Web based.

Using Filters

A filter allows for viewing message with specific states. The filter options can be found under the

Channel section of the Main Menu:

Draft V.1.2
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The following table outlines the available filters.

Filter Inbound | Outbound | States

All Messages | Yes Yes All States

In Progress Yes Yes New, Sent, Received
Failed Yes Yes Failed

Received Yes No Acknowledged, Refused
Sent No Yes Acknowledged, Refused

In order to utilize filters, simply select the desired filter and ViaSafe will display the message(s)
matching the specified filter. The current channel filter is displayed in the main window:

Uzername Currently Selected Channel FILTER: Mezzage State

FINTRACY = STR = Production + Inbounid = In Progress

I Date Paritner Direction

Group FILTER: Me=z=age Direction

Draft V.1.2



Understanding Message State & Flow

The following table explains what each of the states mean, and their availability by direction:

State Name Inbound | Outbound | Direction

This indicates a new Inbound
or Outbound message.

If Outbound, it means the

New Yes Yes message is currently being
sent.

If Inbound, it means the data is
currently being received.

The message has failed.
Several things cause could
cause a message to fail,
including:

Message Size

Invalid file format

View extended properties for
more information.

Failed No Yes

This means the message data
was successfully sent, and is
awaiting a response form the
partner.

Sent No Yes

This indicates that the partner
receiving the data has refused
the message. A possible
reason is the data is invalid.

Refused Yes Yes

This indicates the message
Received Yes No has been received from a
partner.

This indicates that the

Acknowledged | Yes Yes :
message is now complete.

Draft V.1.2



The following diagram indicates the message lifecycle
Message Flow
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Understanding Sending and Receiving of Files
e Each channel has at least the following folders defined:

Type Description
out Polled for outbound messages. This folders exists for
Batch users only.

o Appears on both Inbound and Outbound messages. It
prog contains any messages that are currently In progress.
d Appears on both Inbound and Outbound messages. It

one :

contains any messages that have been completed
. Appears on both Inbound and Outbound messages. |t
failed ; !
contains any messages that have failed.
. Contains messages that have been automatically archived by
archive | 7.
ViaSafe.

o NOTE: ViaSafe does not poll an out folder if user is web based. ViaSafe instead sends
new message by the completion of a Web form.

e If a userislogged on to ViaSafe and the service is running, then ViaSafe is polling the
out folder for new outbound messages. The Service is also polling the transport server
for new inbound messages.

o When ViaSafe detects a new outbound message, then it creates a new message, and
copies the message to the prog folder and submits the data to the transport server.
ViaSafe then waits for a receipt from the Trading partner. When the receipt arrives, the
message is processed and the file is moved to the done folder. If at any point the
message fails, it will move the file to the failed folder.

e When ViaSafe detects a new inbound message, it begins downloading the data from the
transport server to the prog folder. After the data download is complete, the data is
validated and a receipt is sent to the Trading partner to sent the message. If at any point
the message fails, it will move the file to the failed folder.

o ViaSafe will also archive the message based on a configured period. If a message is
older then the defined achiving period, it will move the data and the message into the
archiving folder.

Draft V.1.2 9



How to Send a New STR Form

1. This section applies only to users running in web mode.
2. Clik on the STR tab on the left of the screen underneath the “find” button.

@O

Find Refresh

4 STR

Production
Training

3. Select between Production or Training

4. From the Main Menu, select Forms > STR. NOTE: If the STR form does not appear, or
the channel does not display the Forms drop down list, then the STR form is not
configured for this channel. Contact FINTRAC for assistance by e-mail at
tech@fintrac.gc.ca, or by phone by calling 1-866-346-8722.

Welcome to ViaSafe, Your SECU

Toolkox Channel Message

Displaying 1- 6 of &
Direction Status Name

A a P ST T — r —a JEED -

5. Once clicked, the STR form will open. Below is an example of the form:
E Suspicious Transachion Report - Microsoft Intemet Explorer

STR PART A

(NEW) Information about where transaction took place

1. Reporting person or ently's idertifier Ii *

namber

2, Repodting person of enbty's iUl name: | *®

3. Street pddress: | ">

4. City: | #

5, Provinge | ==

6. Postal code: I— *

7. Cardact - Surrams: | #

8. Corfact - Given name: | #

3. Cortact « InbialiCihes: Ii

Zuﬂ'ﬁ;’*m - Phone rarmber (with srea | * 108, Cordact - Phone extension number, |
1: Type of reparing person or endily | Ll *

6. Complete the form and click submit (Part H) when done. The new message will appear
in the Message View area. (For more information on how to fill the form, please refer to
the reporting section on the www.fintrac.gc.ca Web site)

7. NOTE: If the new message does not appear in the Message View area immediately, try
clicking the refresh button.

Draft V.1.2 10
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How to View a Form Response

This section applies only to users running in web mode.
Locate the desired Message in the Message View area.

PN~

Click on the link in the Name field. The message will popup a dialog.

mpkEWeblUser inbourd Acknowledged i

mpleWehls 2Eile Details
Fite.Receipt D WiaSafeuChannelsiFINTRAC

\SirPAinrcpiprogistroml. PosRopl
D:viaSale'Channels FINTRACT
SirPriinicfg done str(5) s ml

impleehlise
e N

5. Click the "File.Receipt" to view the message reponse.

<) 5TR Relurn Receipt - Microzoft Intermel Explorer Hi=]1 E3

STR Transaction Receipt
IOOO00C
Yy ko
hhimm: sz
[&x Wour report has been processed]

MESSAGE

french message

Draft V.1.2

In order to view the form response, the Message must be acknowledged.
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How to Send an Update to an STR Form

This section applies only to users running in web mode.

Locate the desired Message in the Message View area.

In order to send an STR update, the Message must be acknowledged.
Click on the link in the Name field. The message will popup a dialog.

PN~

xampleWeblser Inbound Acknowledged sir
:-campleWr:hUs Details
| Fle.Receipt DiviaSamiChannels\FINTRACT

WSirPAinre phprogistreml PosRopl

Flle.Clyg DeWiaSafeiChannels HNTRAC
IStrPrincigdone stris).xml

5. Click the File.Cfg link to open the Message in the STR form. The Report ID will be
displayed as indicated in the picture below.

E .‘:iu::pir.lnus Transachon nl:pml - Miciosalt Intemnet F_:t[l!ﬂrl.'.l

|234 *
il
2. Reporting perzan o ently's iUl name: [234 #*
3. Stresct padress: [234 *
4. City: |234 *
5, Provinge | =] =
&, Postal code: fLECEG *&
7. Conftact - Surname: [324 *
. Conftact - Given rame: [z34 #
2, Contact - IntilCther: 347
1”;;’*”"""'“"'-‘”“'5’(‘“""“’“ [t444)444-2324 ¥ qQa, Cortact - Phens exdention number [
L]
1. Type of reporling person ar enfily | d *

Go To Part:

6. Complete the update to the STR form and click submit when done. The new message
containing the update will appear in the Message View.

7. NOTE: If the new message does not appear in the Message View area immediately, try
clicking the refresh buttion.

Draft V.1.2 12



How to Log Off from the ViaSafe System

1. From the Main Menu, click Toolbox > Log Off.

» it Document Exchange

Toolhox Channel  Mesg
Account
Admin

Control

2. You will be prompted with the following confirmation dialog:

Microsoft Internet Explorer x|

) Are you sure you want ko log off?

Click 'OK' to proceed.

oK Cancel

3. Press OK to log off, or Cancel to return to the application.

Draft V.1.2
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How to Display a Message(s)
Displaying the message can be done in 3 possible ways:
1. Using the Display item method:

1. Locate the desired message(s) in Message View area.
2. Select checkbox the message(s) to checkmark for display.

P L I R

Partner Direction Stalus Namg

ExampleWWebllser Inbowunil M str.samil
I Bf 30102001 19:08:46  ExamploWebUser bound  Acknowledged strml

F [F 90102001 181627 ExampleWeblser lnbound  Acknowledged strml
 [5 0102001179521 ExampleWeblser lnbound  Acknowledged strml

3. From the Main Menu, click Message > Display.

Ha s afe : Welcome to Viasafe, Youl

Toolbox Channel Message Forms

Seiect V]

[E—— = None
Display
ln..-.'r.-.l-::

Partner Direction Stat!,Emck H“w..

FINTRACH Ourthound

Sent

4. |If user is running in batch mode, the browser will prompt with a 'save as' dialog. If user is
running in web mode, it will open the form containing the data for viewing/updating.
2. Using the Extended Properties Method:
1. Locate the desired message(s) in Message View area.

DraftV.1.2 14



3. You will be presented with the following dialog:

3 Meszage Properties - Microzoft Internet Ezplorer

Message ID: 100568351837 5.0@SPr ExampleWeablser
Pariner: FINTRAC]

Community: ShPFr

Hame: stramil

Sizedintes): 7334

Direction:  Outbound

Priority: 0

File.Cly: DiviaSatelChannelsiExampleWweb s enSirPioufidongisie xmi
TimeSent: 13112001 15:32:00

4. Clicking any of the extended attributes that start will "File" will launch the file in the
browser.

NOTE: If the file appears in red, that means the file no longer exists.

3. Clicking the file name method.
1. Locate the desired message(s) in Message View area.
2. Click on the link in the Name column.

NOTE: This method only applies to users running in web mode. Batch users will simply
open the file in the browser.

This will display the following popup:

4 14:03:36 Strpr Outbound Acknowledged strsemi

007 133 File.Receipt D0iaEafelChannals\ExampleWeblUisenBiPharchiveid Moy 2001

WDuRsr ¥mi{ 3 PosRop!

k01 13

,,,,,,,,, File,Cfy DiMaSaeiChanneisiExamplewebUsenSirPharchivel01 Moy 2001 |
LR 'IZi::1 WOLREtrE) arml

01 13:48:26 SirPr Oubourid Acknowdecdiped il

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

3. NOTE: This dialog will only show files with the following attribute( File.Cfg, File.Receipt,
File.Data)
4. Clicking any of the files will launch the file to its configured form.

NOTE: If the file appears in red, that means the file no longer exists.
5. This dialog may be closed by hovering over the close link in the popup.

DraftV.1.2 15
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How to View Extended Properties

Locate the desired message in the Message View area.
Place the mouse pointer over the properties icon.
The Message Properties popup dialog will appear.

4. Click the properties icon. The Extended Properties Dialog will open.

; Meszage Properties - Microzoft Internet Explorer

Message ID: 100568351837 5.0&SUPr.Exampledvabllser

Pariner: FINTRACA

Community: StFr

Name: stramil

Sizeflntes): 7334

Direction:  Outbound

Priority: ]

File.Cly: DWlaSatelChannels\ExampleWebUsenStrPioufidonetsi ami
TimeSent: 1311/2001 15:32:00

P S |

5. The following table describes message property attributes:

Attribute Description
Message ID Unique message identifier used by ViaSafe to track individual messages.
Partner This is the partner that the message was traded with.
For Outbound Messages, this is the partner the message is being sent to.
For Inbound Message, this is the partner who sent the message.
Community Community both partners belong to.
Name Message Name. Typically, this is used as the filename.

Size (bytes)

Size of message data in bytes.

Direction

Direction of message.

Priority

Message priority (0-9 with 0 being the highest priority.)

File.<attribute>

This group is repeatable. This displays the path to the files associated with
this message.

Data.FINTRAC.ReportID

This is the Fintrac Report ID of the STR message.

Time.Sent

Time message was sent.

Time.Acknowledged

Time message was acknowledged.

Draft V.1.2

16




How to Delete a Message(s)

1. Locate the desire Message(s) in Message View area.
2. Select checkbox beside the Message(s) to checkmark for delete.

Partner Diraction Stalus Naimig

ExampleWeblser Inbound e str.xoml

I I m HADZ001 10846 ExampleWeblser Inbound Acknowledoed str.oml

r ﬂ JnAnZzonT 181627 ExampleWeblUser Inbound Acknowdedged str.oml
m £ 301102001 17:55:21 ExampleWebliser Inbound Acknowdedged str.soml

.....................................................................................................................

3. From the Main Menu, click Message > Delete.

Ha s afe ‘ Welcome to ViaSafe, Youl

Toolbox Channel Message Forms

TN

Mone
ooy
‘ Delete
AL N

Direction Statl=
FINTRAC1 Outhound Sent str.xmi

4. You will be prompted with the following confirmation dialog:
Miciozoll Internal Explotes

| :l) (1005569330399 HBSUPLE kampis\/sblivai]
Are you sure you want bo delebe Fhis message? Press ‘08 lo proceed.

5 e

5. Press OK to delete, or Cancel to return without changes.

Draft V.1.2
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How to Search for Messages

1. Click the Find button. -
Reports Ana

Francais

ExampleWebllser + STR 4+ Produc

;Jr.i.jlll.l.r;;l'i_l'_lli

Tr mirudon

r B 131112001 15:31:58

2. A Find Message dialog will appear.
3. All fields are optional. Complete the desired fields as indicated below:

SSied Diradion Df— : Find Meszane - Hicrnznft Intemmet Feplorer M= ER |

Mezzage. Choose Mame Df_
from: G | MESSﬂﬁgEﬁTYpIDEIIY
enera EE e
ANy \\ ................................................................. L~ filename of the
message.

Imbround x B
Cigthound Direction: B
e [Any] j

Hame: Message ID to
Erter the name of I | search far,
the Partner _\\ L
Martner: Select State of
Checkbox - Check to MESSﬂgfdm‘?hDDSE
zearch archived AW‘
Messages_. In u:_urder Advanced b ey s
to uze this aption, H_\H\ .......................................................... |~ Faikd
Start Date must be e
" Also Search Archived Messages Successiul
FAtered = Refused
it Forsy Message ID: Ahorted
elect from a i !
of configured | Clicking this buttan
channels.

will popup &
|| Calendar control to
zelect a date from.

State:

Specify Start Date | —
range. Channel: —
5 Clicking this button
Specify End Dste [Army] wiill popup &
range. -1 Calendar control to
e Stan Date: zelect a date from.
End Date:

Draft V.1.2 18



How to Setup ViaSafe as a Service
1. This feature is only available to Batch users.

2. This feature is only available to users of Microsoft Internet Explorer on Microsoft

Windows (98/Me/NT/2000)
3. From the Main Menu, click Toolbox > Account > Service Setup.

Powered By e

U _|‘ - z
S T e N R e ssvssis:

Toinlbox Channel  Message Forms
............................ M"" =,
iTR = Production - AN : Hﬂ.n e
Admin Service Setup
Control MCURd BT VBT
=T Displaving 1 - 6 of 6

Eou e

Pariner Hame

FINTRACA

5:31:58 Ourthvounid

Sent str.xemil

4. When clicked, the Setup Service dialog will appear.
/J Setup Service - Microsoft Internet Explorer = = E3

ViaSafe is not Configured to run as a Sendce, Enter
password and click "OK' 1o set sendce.

User ID:
[ExamplewetUser

Passwond:

ﬂ

[ Ok ]| Clear |

5. The current logged on User is displayed in the User ID field. This field is read only and

cannot be modified.
Enter your current password in the Password field.

No

the further instructions required:
On Windows NT/2000:

Y Setup Service - Microsolt Internet Explorer _ O]

Your ViaSafe NT Service has heen successfully
created as " ViaSafe - ExampleBatchUser ™. The
senvice is configured to use WinNT system account,
The system account has limited access to network
resources. ViaSafe recommends you do the
following:

1. Exit & log off ViaSafe.

2. GotoSendce Condrol Manager and configure
ViaSafe service to use an NT Account.

3. Start the Sendice in the Service Control
Manager.

4. Logback onioViaSafe,

Draft V.1.2
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On Windows 98/Me

3 Setup Service - Microsoft Internet Explorer M= E |

ViaSafe has been successfully configured to run as a
serice, You may start it by running the following
command: * “C:UVINNT WavaViasalfeWsRun,exe™

“ExampleBaichUser” . This command will
automatically be started every time your machine is
hooted.

=

8. Close the dialog by clicking the X in the upper right corner.
9. Please refer to the following field descriptions for more details:

3 Selup Service - Mizrosoft | ntarnet Explerer !

Dizplays the current User 1D,
This field iz Read-Only \

iaSafe is not Confipured to run as a Semvice. Enter
password and click "OK' lo sel senice.

Enter the password for the L 107
current account \M IEH’drn eiWehl lsar
Password:

| o ]| cear |

A} Setup Service - Miciosolt Interned Explores M= E |

Returns Four YViasafe NT Service has besn successiully
instructions on created a3 " VieSale - CxompleDatchUser . The
by to complete £OPACH ke configrod 1o uso WinNT systom acoount.
Service Setup The system account has limited access to network
— nesources. ViaSafe recommends yvou do the

Tollowing:

1. Ezit & log off ViaSafe.

2. GDio Senace Control Manager and cantigurs:
WiaSale service (o wse an NT Accuunl

3. Startthe Scervice inthe Sendce Control
Manages.

4, Lof back on 1o WiaSale,

Draft V.1.2



How to Remove ViaSafe Service

1. This feature is only available to Batch users.

2. This feature is only available to users of Microsoft Internet Explorer on Microsoft
Windows (98/Me/NT/2000)

3. From the Main Menu, click Toolbox > Account > Service Setup.

Powered By e
R I s

Toinlbox Channel  Message Forms
............................ Account Ch P
iTR = Production - AN : .w."p e
Admin Service Setup
Control MCURd BT VBT
=T Displaving 1 - 6 of 6

Eou e

Pariner Hame

FINTRACA str.xemil

5:31:58 Ourtboumnd Sent
4. When clicked, the Setup Service dialog will appear:

Y Setup Service - Microsolt Internet Explorer

= ES

ViaSafe is Configured to run as a Service. Click
"OK’ 10 remove service,

5. Click OK to remove the service. You will be presented with the following confirmation
dialog:

Miciozolt Intemnet Exploies

\?) Aue pou sure pou want o emove the serace? Chck 0K to proceed.
(Lo comce]

Click OK to remove the service, or Cancel to exit.
Your service is now removed.

No

Draft V.1.2
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Troubleshooting

There are a variety of methods you can use to contact us should you require any assistance:
e You can call us at 1-866-346-8722. No long-distance charges will apply

e You can send your questions and/or comments at tech@fintrac.gc.ca

Draft V.1.2
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Account

Acknowledged

Channel
Community
Failed

Header File

Manager

Message

Message Cycle

New

Notification

Partner

Receipt

Sent

Service Mode

User Mode
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Glossary

an account is a user’s profile for ViaSafe. It includes their secure identity.

the Acknowledged state is the state in which a message has been
successfully received and a positive receipt has been sent to the sending
Partner.

a Channel is a connection between two partners used to send and receive
messages.

a Community is a group of Partners with similar business interests that use
Channels to exchange data.

the failed state is the state in which a message was not successfully received
by the partner it was intended for.

a Header file is a file used only with Header-based channels that contains
data about the message such as the Partner, Community, and data file.

the ViaSafe Manager is a piece of software running on the ViaSafe server
used to manage the configuration settings of all user’s, their Partners, their
Channels, and the Communities they belong to.

a message is a piece of data sent through a Channel fro one Partner to
another. It can take the form of any kind of file from the sending Partner’s
system or a form filled from ViaSafe.

the message cycle is the process, through which a message is sent, received
and acknowledged.

the New state is the state in which an inbound message has been discovered
in the user’s mailbox, but has not yet been acknowledged as being received.

a Notification is a configured automated response by ViaSafe to a specific
condition or group of conditions.

a Partner is a ViaSafe user who is connected to another ViaSafe user (also a
Partner) by means of a Channel.

a Receipt sent from a message’s receiving Partner to the sending Partner
denoting whether the message has been successfully received (positive
receipt) or has failed for some reason (negative receipt).

the sent state is the state in which a message has been successfully
uploaded to the receiving Partner’'s mailbox, but has not yet been received.

Service Mode is the mode in which ViaSafe is configured to run automatically
on a user’s system, either as a service on Windows NT, or as a registered
batch or script file run when their system starts.

User mode is the mode in which ViaSafe is only started when the user’s
manually starts the service after logging on.
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