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1 EXECUTIVE SUMMARY

Given the inherent chalenges posed by the complex nature and scope of transnationa organized crime
(TOC), thereis a need to explore innovative and effective dternatives to traditiond law enforcement
approaches. The objective of this project isto undertake exploratory research on dternative
gpproaches to combating transnationd crime.

The focus of thisresearch is on aternative and innovative gpproaches that build upon or deviate from
the traditiona enforcement model. The research findings can be demarcated into two broad categories:

(1) assdting law enforcement through non-traditiona agencies and approaches, and

(2) enhancing traditiond law enforcement gpproaches through multi-jurisdictional and multi- sectora
cooperation.

Assisting law enfor cement through non-traditional agencies and approaches

Regulatory policies and programs - In the United States, arange of federal and Sate agencies
responsble for regulating sectors vulnerable to transnationa and organized crime - such asthe financia
services sector, marine ports, and the congtruction industry - have incorporated into their mandate, the
powers and resources to address organized crime activities. In Canada, few regulatory agencies have
addressed the spectre of TOC within the sectors they regulate. The one exception isthe Federd Office
of the Superintendent of Financid Ingtitutions, which has developed guiddines for federdly-regulated
banks on the development of internal money laundering control programs.

Financial transaction reporting - A financid transaction monitoring and reporting system, which is
part of a series of public policies that mandate the private sector to detect money laundering, has been
adopted by an increasing number of governments around the world. At the time of this report, the
Canadian Government is currently developing its own mandatory system of currency and suspicious
transaction reporting.

Taxation policies and programs — The objective of atax inquiry into organized crime figures and
cimindly-controlled entitiesis to ensure that they pay the proper amount of taxes and to investigate and
prosecute when there is an indication of tax fraud. Due to the use of civil proceedings, which can bean
efficent and effective means of depriving crimind figures of their unreported illicit wedth, tax
enforcement hasincreasingly been used in lieu of, or a complement to, proceeds of crime enforcement.
The Canada Customs and Revenue Agency (CCRA) Specid Enforcement Program targets under-
reported and unreported illicit wedth of individuas involved in organized crime activities.

Civil sanctions - A sdect few governments have enacted legidation that provide the Sate and citizens
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with the toals to undertake civil action (including injunctions, treble damage pendties, and the
“forfeiture’ of assets) againg individuds or entitiesinvolved in organized crimind activity. The
Racketeer Influenced Corrupted Organization (RICO) Act represents one of the most far-reaching
organized crime enforcement tools in the United States. In contrast to crimind prosecutions, where the
burden of proof is beyond a reasonable doubt, only the lesser standard of proof (baance of
probahilities) is required under the civil provisions of RICO. Many have argued that the law has over-
stepped its original purpose and has been abused by justice officids and private citizens.

Within Canada, it haslong been argued that the use of civil sanctionsto target crimind activities or
assats would never survive a Charter challenge. However, amendments to the RICO statutes and a new
South African law that provides for the civil forfeiture of crimina proceeds have both incorporated
provisons to guard againg infringements on civil rights and due process. These legidative initiatives may
have implications for the adoption of smilar lawsin Canada.

Foreign policy approaches — Some naiond governments have used foreign palicies, such asad,
trade, military support and law enforcement support, to address organized crimina activitiesin source
countries. The primary focus of the foreign policy tools addressng TOC has been on controlling the
supply of drugs at the source through crop eradication or subgtitution. Canada s Minister of Foreign
Affars has cited foreign aid as one policy tool that can encourage development of legd dternativesto
illicit drug crops and enhancing the market for those crops. However, Canada has yet to develop
specific ad or trade policies and programs that address organized crime in source countries.

Security intelligence agencies - Based on the perceived national security threats posed by TOC,
nationd security intelligence services have increasingly been involved in combating this problem. In
countries such as the United States, Canada, and the United Kingdom, security intelligence agencies
have been given a mandate to gather information on crime groups and activities that may thresten
nationa security. Within each of these countries, nationa security agencies have created sectionsto ded
specificdly with transnationd crime issues.

Enhancing law enfor cement appr oaches through multi-jurisdictional cooper ation

It has been universaly recognized that combating TOC demands a coordinated effort among a number
of different agencies, both within and outside of the crimind justice sector. Throughout the world, there
have been decisive efforts to promote greater cooperation and coordination among enforcement and
intelligence agencies that transcend domestic and internationd jurisdictions. Thisincludes partnerships
between:

sections or agencies within a government (enforcement) organization;
domestic law enforcement agencies,

law enforcement agencies from different countries,

domestic and foreign crimind intelligence agencies and units;

law enforcement and nationd security or foreign intelligence agencies,
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police and other enforcement, regulatory, and government policy bodies; and
enforcement agencies and private sector companies and associations.

Canadian enforcement agencies have increasingly addressed organized crime through domestic and
internationa partnerships. While, the federad government has used specia program funding to create and
promote inter-agency partnerships, most enforcement agencies have taken the initiative to coordinate
resources on their own. Thisincludes arecent effort by the RCMP to coordinate interna federd
enforcement resources across functiona and geographic lines to more strategically address high-risk
crime groupsin Canada.

Pri

nciples of innovative and effective TOC enfor cement

This research has identified a number of principles of innovative and effective approaches to combating
transnationd crime, induding:

inter-agency cooperation and coordination (nationd/internationa, multi- sectoral)
adrategic, comprehensive, and nationa approach

strong strategic and tecticd intdlligence function

use of different foci and (targeting) approaches

complementing crimind enforcement with regulatory, civil, and adminigtrative sanctions
amix of prevention, deterrence, and enforcement

Strengths and weaknesses in Canadian approachesto combating TOC

Str

engths

Increased nationa strategic planning and coordination by Federd Government
Increased cooperation and coordination among enforcement agencies
Increased use of drategic inteligence and planning

Specid federd program funding to promote enforcement priorities

The existence of infrastructure, resources, powers and committed personnel

W eaknesses

Key partners other than law enforcement agencies are under- utilized

Insufficient emphasis on the use of regulatory, civil, and adminidrative sanctions
Insufficient emphasis on initiatives that serve to prevent and/or deter TOC activity
Under-utilization of different disciplines to research and examine TOC in Canada
Canadian disclosure requirementsin criminal cases may obstruct flow of enforcement and
intelligence information from other countries

Canadian Policy Impact Assessment
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The research findings suggest the following implications for Canadian TOC policy and programs.

Promote coordinated, integrated gpproach through specid federa funding
Increase the role of relevant regulatory bodies in combating TOC
Increase an emphasison':

= proactive, preventative approaches

= varied and complementary targeting by enforcement agencies

= adrategic (intelligence) gpproach

= comprehensve nationd drategic planning

= oversess presence of Canadian enforcement personnel

Explore innovative legidative gpproaches

2 INTRODUCTION
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2.1 Background

Given the inherent chalenges posed by the complex nature and escalating scope of transnationa
organized crime (TOC), there isa strong need to explore innovative and effective dternatives to the
traditiona law enforcement gpproach.

In particular, the Federa Transnational Crime Working Group (TCWG) seeks information and direction
on how it can complement, reinforce, or otherwise asss traditiona law enforcement in combating
transnationa crime. The objective of this project isto undertake exploratory research on dternative
approaches to combating transnationa crime.

This research project has been developed through the Federd Government's Globa Challenges
Opportunities Network (GCON), which is an interdepartmental research network of the Policy
Research Initiative (PRI) exclusvely dedicated to addressing the international dimensions of Canadian
public policy. The objective of the PRI is to strengthen the Federal Government's policy capacity by
drawing on a solid foundetion of research. The TCWG, which is chaired by Solicitor Generd Canada,
isone of five interdepartmenta working groups of the Government's Policy Research Initiative.

The research project is managed by Solicitor General Canada, which dso chairs an interdepartmental
project steering group that includes Canada Customs and Revenue Agency, the Canadian Security
Intelligence Service, Foreign Affairs and Internationd Trade, the RCMP, Justice Canada, Environment
Canada, Citizenship and Immigration Canada, the Canadian Centre for Justice Statistics, and the Policy
Research Secretariat.

2.2 Objectives

The objective of this project isto design and undertake exploratory research on dternative and
innovative gpproaches to combating transnationa crime. Specificaly, the objectives of the research are
to:

1) Identify new or innovetive approaches for potentia application in Canada;

2) ldentify more cost-€effective and efficient means to combat or prevent transnationa crime;

3) Determine ways to build on exigting relationships among law enforcement agencies, aswell as
among law enforcement and non-law enforcement agencies, by identifying potentia linkages across
government agencies, sectors, approaches, and jurisdictions;

4) Increase knowledge and awareness of other countries practices across departments to support
initiatives at the nationd, bilaterd, and multilaterd levels, and

5) Provide afederd policy impact analyss based on the research findings and recommend directions
for future research.

2.3 Research Priorities

Through a case study approach, this report provides research findings from both secondary (literature
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and Internet review) and primary sources (interviews with and documents provided by relevant
agencies).

For the sake of this research, “dternative agpproaches’ is defined as any approach that deviates from
traditiond crimina justice policies and practices used to combat transnaiond organized crimein
Canada. Thistraditiona enforcement approach is characterized by:

the primacy of state-sanctioned enforcement carried out by crimind justice policies, programs and
agencies, in particular law enforcement and prosecutorid agencies,

alargdy reactive, Stuaiond, and tactica enforcement approach;

the confinement of unilaterd operations within the specified jurisdictiond boundaries of the
enforcement agency;

the use of traditiond investigative and prosecution techniques, including, interdiction, tactical
intelligence, undercover operations, informants, agents, asset forfeiture, etc., and

ardiance on aretributive mode of crimina sanctions, which stresses punishment and imprisonment.

In contrast, the focus of this research is on dternative and innovative gpproaches that build upon or
deviate from the traditiona enforcement model. The research findings are demarcated into three broad
categories, which cater to the priorities of this project:

Assisting law enforcement through non-traditional agencies and approaches
= Regulatory enforcement

= Taxation

= Civil sanctions

= Foreign policy approaches

= National security intelligence agencies

Enhancing traditional law enforcement approaches through multi-jurisdictional cooperation
= Multijurisdictional partnerships between enforcement agencies

= Multi-sectoral partnerships between government agencies and the private sector

= International partnerships in training and education

= Multijurisdictional sharing and coordination of information and intelligence

= International governmental organizations

Combating emergent trends in transnational crime
= Migrant smuggling
= Environmental crimes

Case studies have been selected by weighing a combination of the following factors:

1) the extent to which the gpproach can be consdered innovative and unique within the Canadian
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context;

2) approachesthat have been under-explored in Canada (e.g., civil injunctive remedies, preventative
methods, €tc.);

3) proven approaches and best practices (e.g., inter-agency and multi-sectora partnerships);
4) approachesthat address sdient characteristics of organized crime and transnationd crime, including

= transnationad Structure of and international cooperation between crime groups,

= internationa cooperation between crime groups,

= high-risk groups (for Canada): Russan, Chinese, Outlaw Motorcycle Gangs, and

= current and future trends in transborder crime: cross-border smuggling (drugs, contraband,
ams, migrants), environmenta crimes, Internet-based crimes.

5) approaches that address high-risk areas in Canada (e.g., financial services sector, maritime ports);
and

6) methodsthat explicitly attempt to address transnational organized crime and transborder crime (e.g.,
international cooperation, port of entry enforcement, etc.).

24  Format

The research findings are presented through a case study format. Each case includes the following
information:

the name of the agency(ies);

atitle or brief description of the program or project;
asummary of the chief innovaions,

adescription of the agency, program, or project;
information sources,; and

contact names for further information.

The description of each agency, program, or project begins with a brief historica overview of how and
why it came into being. Thisisfollowed by its mandate, objectives, srategies, Sructure, and
innovations. Findly, information that provides some assessment of the innovative approach is provided.

2.5 Scopeand Limitations

While this report strives to detail dl of the above information for each case, there was often insufficient
data available during the research period. Thisis particularly true of evauation deta, which is generdly
rare for organized crime enforcement programs. The “assessments’ provided for most cases are based
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largely on information and statistics provided by the relevant agency, and as such should not be
consdered asthe findings of arigorous, independent eva uation.

While one objective of thisisto identify best practices, the lack of evaluation data makes this objective
difficult to achieve. As such, for the sake of this report, best practices are largely determined through
innovations in the conceptua design and gpproach of the agency, practice, or program.

The cases and the conceptua categories of aternative gpproaches presented in this report should not be
seen as exhaudtive. Indeed, various categories of dternative gpproaches, such as citizen participation,
community crime prevention, community policing, military involvement, and private sector initiatives, to
name just afew, have not been included due to priorities set by the Federal project working group.

Findly, while attempts were made to identify cases from throughout the world, the mgority of foreign
cases have been sdected from the United States, Europe, and Augtrdia. Thisis not only due to grester
avallability of data, but aso because the mgority of (innovative) enforcement efforts have taken placein
these countries and regions. Regardless, cases have been included from the following countries:

Audrdia Italy

Bulgaria Netherlands
Canada South Africa
China (Hong Kong) United Kingdom
Colombia United States
Hungary

In addition, innovative programs undertaken by internationa government organizations, including the
United Nations, the European Union, the Financid Action Task Force, and the World Customs
Organization, are examined.

3 RESEARCH FINDINGS

3.1 Assisting Law Enforcement through Non-Traditional Agenciesand Approaches
3.1.1 Regulation of Private Sector | ndustries Vulnerableto Transnational Crime
While the mandate to combat organized crime has traditionaly been redtricted to law enforcement
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agencies (and more specificaly police forces), regulatory agencies have played an increasingly important
role in some countries. In particular, in the United States arange of federa and state agencies
responsible for regulating private sector industries vulnerable to transnationd and organized crime - such
asthe financid services sector, marine ports, and the congtruction industry - have incorporated into their
mission amandate to support law enforcement by addressing crime and organized crime specificdly.

This section examines the role of regulatory agencies in combating organized crime. Emphagisis placed
on casesinvolving agencies that regulate sectors highly vulnerable to transnationa and organized crime,
in particular, the financia services sector.

In addressing organized crime, agencies regulating the financid services sector have focused their
atention on semming the flow of crimina proceeds into legitimate financid service companies. Thisis
particularly rlevant for transnational crime as the cross-border nature of money laundering has
increased through the globdization of commerce and advanced telecommunications systems (including
the Internet).

Canada
Agency Office of the Superintendent of Financial I nstitutions
Title Poalicies and procedures (quiddines and best practices) to prevent and

deter money laundering through banksin Canada
Innovations Firg regulatory agency in Canada to use its mandate to address money laundering
through prevention, detection, and enforcement support

Description The Office of the Superintendent of Financid Inditutions (OSFI) is the primary
regulator of federdly incorporated financid indtitutions and penson plansin
Canada. The mission of this agency is to safeguard policy holders, depositors,
and pengon plan members from undue loss and administer aregulatory
framework that contributes to public confidence in a competitive financid system.

Alternative Approaches to Combating Transnational Crime
Final Report - March 31, 2000



In 1990, OSFI issued a Best Practices document that was intended to guide the
financid community in policies that would serve to identify suspicious transactions.
During the same year, afederd sudy of money laundering control in Canada
(Beare and Schneider, 1990) stated that while the OSFI has yet to develop
formd paliciesin the area of money laundering, it has taken concrete sepsto
address the problem.

Theinitiad focus of OSFl in this area was on encouraging financid inditutions
under its supervison to “maintain and strengthen internd rules and procedures to
detect money laundering and to urge full cooperation with law enforcement
agencies investigating money laundering activities’ (Mitchell 1989: 2). To thisend,
OSFI adopted standards set by the Bank for International Settlements. These
standards, adjusted for Canada, are contained in an OSFI document entitled The
Prevention of Criminal Use of the Banking System for the Purpose of
Money Laundering, which was circulated to al financid ingtitutions regulated by
OSFI.

Beginning in the early 1990s, the Depogit- Taking Indtitutions Divison of OSH
has undertaken initiatives to encourage the development of policies and programs
within chartered banks to address money laundering.

Since the late 1980s, the OSFI has played a supporting role (when necessary) on
RCMP proceeds of crime enforcement. The role of OSFI in amoney laundering
investigation isto ensure that there is no threet to an inditution's solvency and that
consumer confidence remains strong.

The 1990 federd money laundering study (Beare and Schneider, 1990)
acknowledged that despite itslogistica and legidative strengths, OSHI's powers
are confined mainly to areective role. The OSFI acknowledged thet it “is not
geared to detect such activities as money laundering by clients or non-dlients’ of
banking ingtitutions (Mitchdll 1989: 2). It has few mechanisms to detect and deter
money laundering before it occurs. This weskness derives from its limited
mandate and a regulatory approach that concentrates mainly on analyzing
aggregate data.

Since the 1990 study, OSHl has devel oped more forma polices and directives
for the prevention and detection of money laundering through regulated
companies. Mogt sgnificantly, in 1996 adocument entitled Guideline: Deterring
and Detecting Money Laundering was issued by OSFI. This document outlines
guiddinesthat dl federaly regulated deposit-taking inditutions are expected to
implement, although these measures are not mandated by law.
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The 34- page document includes:

Definition of money laundering;

An outline of rlevant Canadian legidation;

Guiddlines specifying that aforma statement of policy from each financid
indtitution’s Board of Directors or senior management should enunciate the
ingtitution’s commitment to combat the abuse of its facilities for the purpose of
money laundering;

Confirmation that adherence to the ‘Know Y our Customer’ policy remains
the best measurement of the strength of interna controls againgt money
laundering;

The requirement that each financid inditution must designate a senior officer
to be responsible for anti-money laundering processes,

A description of the retention of transaction records;

Ingtructions for drawing up alist of cusomers who regularly ded in large
amounts of cash and who could be exempted from the reporting
requirements,

Ingtructions for the maintenance of a centra record keeping system that
would alow OSFI to carry out an efficient review of the records and alow
the banks to report on their money laundering deterrence and detection
procedures,

A requirement that each financid ingtitution develop a process to disclose
suspicious transactions promptly both internally to senior management and
externdly to the RCMP,

A requirement that dl financid indtitutions provide gppropriate training for
personnel handling transactions and that al employees be made aware that
they have a statutory obligation to cooperate;

A requirement that when dealing with wire trandfers, informeation on the
identities of the individuds ordering, receiving, or benefiting from the tranfer
should be completed;

A warning againg ‘tipping off’ a customer about police investigation; and

A warning againg ‘ pass through’ accounts that would alow clients of foreign
banks to conduct financid transactionsin Canada.

For emphasis, the guiddines add: “It isimperative that when afinancid indtitution
has an absence of factud information to negate any suspicion, the suspicious
transaction should be reported to the local Proceeds of Crime Section of the
RCMP without delay.”
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Sour ces

United States

Agency
Title

Innovations

Description

The document also states that regulated ingtitutions should be prepared to provide
information or materid on money laundering deterrence and detection procedures
to OSFI examiners at their yearly examination and upon request during the yeer.

Since 1996, OSFI has not undertaken any additional measures to address the
problem of money laundering. Any future role of OFSl in combating money
laundering will be contingent upon the new suspicious transaction reporting
legidation (Bill C-22). Thisrole will mogt likely be ensuring that its regulated
indtitutions comply with the new legidation. However, the specific role of OSH
in relaion to the new legidation has yet to be defined.

Personad communication, Compliance Divison, OSFI; OSFl Internet web Site
www.osfi-bsif.gc.ca; OSFI (1996) Deterring and Detecting Money
Laundering. Reference: Guidelines for Banks, Trust and Loan Companies
and Cooperative Credit Associations. Ottawa: OSFI, September; Beare,
Margaret and Stephen Schneider (1990) Tracing of Illicit Funds. Money
laundering in Canada. Ottawa: Solicitor Genera of Canada; Mitchell, Robert
(1989). Money Laundering and the Law. Presentation to Schedule “B” Banks.
Canadian Bankers Association Conference: January.

Federal Reserve Board

Anti-money laundering program: guidance for and compliance
examinations of banks

Lead federd regulatory agency in combating money laundering; one of the few
nationa monetary authorities to incorporate money laundering issuesinto its
mandate.

The Federd Reserve Bank (FRB) was founded by Congressin 1913 to safeguard
a secure monetary and financid system in the US. The four main tasks of the
Federal Reserve System areto:

conduct the nation’s monetary policy;

supervise and regulate banking ingtitutions and to protect the credit rights of
CONSUMeErs,

maintain the gability of the system; and

provide certain financia servicesto the U.S. government, the public and
foreign officd inditutions.

As part of its mandate, the FRB has initiated a number of anti-money laundering
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initiatives and is conddered one of the lead federd regulatorsinthe U.S. in
combating this problem.

Among the anti-money laundering activities of the Federa Reserve Board are:

the development of anti-money laundering guidance provisions for regulated
banks,

examination of ingtitutions for compliance with the Bank Secrecy Act (BSA)L;
conducting money laundering investigations;

providing advice to U.S. law enforcement agencies for investigations and
training; and

providing training to foreign central banks and government agencies.

One of the principd activities of the Federal Reserveisto ensureits regulated
banks comply with BSA requirements. Compliance audits are conducted by over
700 bank examiners, who are respongible for reviewing the operations of some
1,300 financid inditutions in the U.S.. In addition, FRB regulations require
financid inditutions to provide for independent testing of BSA compliance by bank
personned or an outside party.

The principa objective of the Federd Reserve Board BSA examindion isto
determine whether banks have established and maintain adequate compliance
programs and management information systems to detect the possibility of money
laundering. Specificdly, the Federd Reserve conducts examinations to evaluate
whether banks have adequate systemsin place to:

detect and report suspicious activity;

comply with BSA requirements;

establish account opening and monitoring standards;

understand the source of funds for customers opening accounts;
verify the legd satus of cusomers; and

identify beneficia owners of accounts.

In its BSA compliance examination, the Federd Reserve beginswith areview of
policies, procedures and internd controls, which may be followed by morein-
depth procedures in areas of higher risk. This review helps determine whether a
bank should implement additional policies, procedures, systems or controls to
comply with the BSA, and to prevent, detect and report money laundering. If the
Federd Reserve identifies sgnificant wesknesses in the bank'sinterna contrals,

1The Bank Secrecy Act is the popular name for federal legislation that mandates financial service providers and other businesses to
identify and report certain currency and suspicious transactions. This Act is detailed in Section 2.1.2.
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Sour ces

Agency
Title
I nnovations

Description

they will use their supervisory authority to ensure that the bank takes appropriate
corrective measures. Similarly, if the Federd Reserve uncovers sgnificant risks, it
will take steps to ensure that the bank is properly managing those risks.

At the next scheduled exam, or sooner, compliance examiners will evauate the
adequacy of the corrective action of the bank.

The Federal Reserveis one of many federa banking regulators that can revoke the
licence of adomestic or foreign bank if it is convicted of money laundering.

On Jduly 12, 1999, the Federd Reserve Board issued the first guidance ever
dispensed by an U.S. regulatory agency on how the private banking sector can
deter and prevent money laundering. The guidelines emanated from a specid
examination by the New York Federal Reserve Bank of some 40 New Y ork City
banks that offer private banking services. In aone-year period, examiners
reviewed a cross-section of commercia banks, U.S. branches of foreign banks,
and trust companies. From that work flowed a set of “sound practices’ that
“reflect the type of . . . controls essentid to

minimize reputationa and legd risks and deter money laundering.” The sound
practices are outline in a 16- page document entitled Guidance on Sound Risk
Management Practices Governing Private Banking Activities.

Interview, Richard A. Smdll; Federal Reserve Board Internet web Site
www.bog.frb.fed.us; Board of Governors, Federa Reserve Board. (1997) Bank
Secrecy Act Examination Manual, Washington, DC.; Smdll, Richard (1999)
Vulnerability of Private Banking to Money Laundering Activities. Tesimony
before the Permanent Subcommittee on Investigations, Committee on
Governmenta Affairs, U.S. Senate. November; “Fed givesfirst guidance to
private bankersto deter laundering.” Money Laundering Alert 8(11):1 August,
1997; “Bank of New Y ork, regulators form compliance plan on money
laundering.” Dow Jones. February 9, 2000.

New York State Department of Banking

Anti-money laundering programs by state banking regulator

Sgnificant proactive and reactive measures to address money laundering in
regulated inditutions; crimind investigations by aregulaory agency; involvement in
money laundering joint force operations with law enforcement agencies

The New Y ork State Banking Department is the primary regulator for Sate-
licensed and State-chartered financid entities, including domestic banks, foreign
bank branches, savings indtitutions and trust companies and other financid
ingtitutions operating in New Y ork including mortgage bankers and brokers, check
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cashers, money transmitters, and licensed lenders, among others.

The Department's legidative mandate is to insure the safe and sound conduct of
these businesses, to conserve assets, to prevent unsound and destructive
comptition, to maintain public confidence in the banking system, and to protect
the public interest and the interests of depositors, creditors and shareholders.
Almogt 73 percent of the agency's 534 full-time employees are bank examiners.

The Banking Department has incorporated into its mandate and operations a focus
on money laundering. The operationd activities can be demarcated into three
categories.

ensuring state- charted inditutions have anti-money laundering prevention and
Bank Secrecy Act (BSA) compliance programsin place;

conducting crimind investigations into money laundering a sate-chartered
inditutions, and

levying adminidrative and crimind sanctions, including sugpending and
revoking licenses.

The Banking Department’ s proactive role involves ensuring its regulated members
have programsin place to combat money laundering and comply with federa and
dtate currency and suspicious transaction reporting regulations. In particular,
through its periodic external examinations it ensures that regulated indtitutions
comply with Bank Secrecy Act provisons. Thisfunction is carried out by the
Examinations Bureau and the Crimind Investigations Bureav.

Through the Crimina Investigations Bureau (CIB), the Department conducts
invedigations into crimind activity involving Sate-chartered ingtitutions and licensed
entities. Through this mandate, it interacts with other regulatory, law enforcement
and prosecution agencies. In this context, the CIB has become involved in joint
force operations with law enforcement agencies. The most notable isthe El

Dorado Money Laundering Task Force, which is comprised of personnd from the
United States Customs Service, the Internal Revenue Service, the New Y ork City
Police Department, and the New Y ork State Banking Department. The Task
Force has enjoyed recent successin identifying and prosecuting money laundering
through money tranamitters. The CIB aso conducts background investigations on
gpplicants for charters and licenses.

The Department uses its consderable regulatory power to evoke pendties against
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regulated indtitutions, including suspending and revoking State licenses to conduct
banking and other financid intermediary services. It aso has the power to force
state- chartered indtitutions to adopt or modify security and compliance programs
to adhere to relevant federal and state regulations. These powers were most
recently applied to the Bank of New Y ork (BONY)) in reaction to the discovery of
an extendve money laundering operation at the BONY . In awritten agreement
with the Banking Department and the Federal Reserve, the BONY agreedto a
number of enhancements to its money laundering prevention and compliance
program (summarized below):

To submit to the Department and the Federal Reserve an acceptable enhanced
customer due diligence program, which shall be designed to reasonably ensure
the identification and the timely, accurate, and complete reporting of known or
suspected crimind activity againgt or involving BONY to law enforcement and
supervisory authorities as required by suspicious activity reporting regulations,

Within 10 days after the end of each calendar quarter, BONY shdl provideto
the Reserve Bank and the Department updates regarding their Anti-Money
Laundering Oversaght Committee, which shdl include information concerning
customer accounts salected for review and the subsequent actions taken with
regard to the reviewed accounts,

Within 60 days of this agreement, BONY shall submit to the Reserve Bank
and the Department an acceptable plan describing the stepsthat BONY will
continue to take to strengthen compliance with regard to anti-money
laundering procedures and suspicious activity reporting within BONY'; and

Within 45 days of this agreement, BONY shal submit to the Reserve Bank
and the Department an acceptable plan outlining the steps that BONY will
continue to take to strengthen its risk management environment pertaining to
funds transfer and cash management products.

Sour ces New Y ork State Department of Banking, web Ste, www.banking.gate.ny.us;
“Banking Department Suspends License Of Money Trangamitter.” NY State
Banking Department Press Release, October 31, 1997; Written Agreement By
and Among Bank Of New York, Federal Reserve Bank Of New York and New
York State Banking Department, February 8, 2000.

Hong Kong
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Agency Securities and Futures Commission

Title Guiddinesissued by Hong Kong securitiesregulatorsto industry
participantsto detect and prevent money laundering

Innovations  Focuson organized crimind activity (money laundering) by securities regulatory
body; awareness-raising and education of industry on money laundering

Description  1n 1997, the Securities and Futures Commission of Hong Kong issued guidance
notes for industry participants which provide a genera background on the subject
of money laundering, summarizes the main provisions of gpplicable anti-money-
laundering legidation in Hong Kong, and provides guidance on the practicd
implications of thet legidation for the securitiesindudtry.

This Guidance Note isintended for use by securities dedlers, investment advisers,
commodity trading advisers, and foreign exchange traders.

The comprehensive document is divided into four sections:

1) Background (the nature of money laundering, sagesin the money laundering
process, potential uses of the securities, futures and leveraged foreign
exchange business in the money laundering process and recent internationa
initiatives);

2) Legidation covering money laundering in Hong Kong;

3) Policiesand procedures expected of registered persons and licensed
tradersin Hong Kong (including client identification, record keeping,
retention of records, recognition and reporting of suspicious transactions,
procedures for disclosure, and education and training); and

4) Appendices (including examples of suspicious transactions in the securities
market, sample letter acknowledging disclosure of money laundering, and a
sample gatus report from Police Department disclosing a person investigated
for money laundering).

Sour ces Securities and Futures Commission of Hong Kong (1997) Money Laundering.
Revised Guidance Notes I ssued By The Securities And Futures Commission,
duly.

In addition to financid regulatory bodies, there are a number of agencies that regulate other economic
sectors highly susceptible to transnationd crime. Below are examples of innovative regulatory agencies
that have addressed the problem of organized and serious crime in such high-risk areas as maritime
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ports and the construction industry.

United States

Agency
I nnovations

Description

The Waterfront Commission of New York Harbor

Comprehensive gpproach to TOC in a high-risk sector; centralization of
regulatory and enforcement powers in one agency

Control of maritime ports has long been agoa of organized crime groups. A
presence on the waterfront alows crimind organizations to facilitate the
movement of contraband into and out of ports and divert legitimate productsinto
the black market. Thisis no different in Canada; a recent report by the Crimina
Intelligence Service Canada (1999) dtatesthat “crimina organizations are
entrenched with the infrastructure of Canada s maritime ports.”

The Waterfront Commission of New Y ork Harbor, created in 1953 as aresult of
pervasive corruption in the Port of New Y ork-New Jersey, isa unique law
enforcement and regulatory agency with jurisdiction over the piersin both New
York and New Jersey. The Commission not only guards againgt crimina
infiltration of the piers, but dso regulates the hiring and regisiration of dock
workers in the port to prevent corruptive practices. The statutory mandate of the
Commission isto investigate, deter, combat, and remedy crimind activity and
influence in the Port of New Y ork-New Jersey and to ensure fair hiring and
employment practices.

Responghility for the everyday operations of the Commission lieswith the
Executive Director who supervises sx divisons, each of which isidentified below.

Executive - This Dividon's responghilities indude developing and overseeing the
implementation of agency palicy, legidation and regulaions, preparaion of annud
and specid reports, public relations; conducting labor relations with agency
unions, formulation of the annua budget; maintaining records and adminigtration
of group insurance plans, providing legd advice to the Commissoners,
undertaking agency litigation; conducting investigations, and ordering hearings.
Law - Legd counsd in this Divison conduct investigations of applicants for
licensng and regidtration to determineif they meet the appropriate legd
standards. These attorneys also investigate persons and companies already
licensed to ascertain if they have engaged in any violations of law. Hearings are
conducted by the Assistant Counsdl to determine whether gpplications should be
granted or denied and whether registrations or licenses should be revoked or
suspended. Counsel also conducts investigations into waterfront practices at the
Port.

Alternative Approaches to Combating Transnational Crime 18
Final Report - March 31, 2000



Police - ThisDivison is daffed by a Chief, supervisng officers, detectives and
detective-investigators, al of whom possess full police powersin New Y ork and
New Jersey. These officers investigate crimina activity in the Port, analyze
organized crime data, perform background checks of individuas and companies
that have applied for regidtrations and licenses, review pier and waterfront
termina cargo protection and security procedures, and maintain the
Commission’slicenang and invedtigative files. The Divison dso participatesin
investigations with federd, sate, and loca agencies.

Licensing and Employment Information Centers - This Divison processes
gpplications filed by individuals and firms required to be registered or licensed,
supervises the hiring of longshore workers, checkers and pier guardsin the Port,
and makes employment information available to these dock workers.

Audit and Control - Investigative accountants routinely audit the books and
records of licensed firms to guard againg violations of federd or Sate laws, and
to ensure that the Commission’s bookkeeping requirements are followed and that
assessment reports are correct. The books and records of potentia licensees and
other individuas and firms under Commission investigation are dso examined by
these accountants.

Management Information Systems and Administration - ThisDivison
provides the agency with important computer, clerica, stenographic, court
reporting, messenger and other support services and maintains personnd and
attendance records. The proper functioning of the Commisson’s computer
networks and data bases is entrusted to this Division.

The 1997/98 annud report of the Commission cites specific areas of success,
including a“sharp” reduction in individua and organized cargo theft. “When theft
has occurred, the Commission’s Police Division has had solid successin
apprehending thieves and in recovering va uable stolen shipments” The
Commission has also successfully been able to remove dock workers and union
officdswith tiesto organized crime

(The New York Times, October 29, 1998).

Sour ces Crimind Intelligence Service Canada (1999). CISC Annual Report on
Organized Crime in Canada. Ottawa CISC; The Waterfront Commission of
New York Harbor (1998). Annual Report 1997/98. New Y ork: The
Commission; “Report Ties Union Officid to the Gambino Crime Family.” The
New York Times, October 29, 1998.
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Agency
Title
I nnovations

Description

New York City School Construction Authority

Office of the Inspector General

A regulatory body created specifically to prevent and deter corruption, fraud,
wadgte and racketeering within the New Y ork school construction industry
When the New Y ork City School Construction Authority (SCA) was created in
the late 1980s, it was mandated to improve the physical conditions of schoolsin
the city. Billions of dollars were needed to be spent immediatdly in the
congruction and repair of public schoolsin New Y ork. The chadlenge wasto
ensure that the money intended for school construction was not diverted by
unscrupulous contractors or organized crime groups, which have long had a
presence in thisindustry. This needed to be accomplished without crippling the
building program or dowing the congtruction process (Thacher,1991).

Traditional law enforcement gpproaches had not reduced corruption in the New
York City congtruction industry to an acceptable level. As such, the decison was
made to create a new kind of office with powers, resources, and roles never
before consolidated in or made available to a stand done crime-contral officein
the United States. This office is known as the Office of Inspector Generd (OIG)
and it has been given the mandate to protect the multi- billion dollar New Y ork
City school congtruction program from victimization by organized crime groups,
fraud, corruption, extortion, wasteful practices and al manner of crimes
perpetrated by those doing business with, as well as those employed by the SCA.
By reducing corruption, fraud, and wasteful practices, and by supporting civil
auits for the recovery of moniesthat have been logt, the OIG a0 dtrives to save
the SCA money.

The underlying philosophy of the OIG'’ s approach to corruption and racketeering
in New Y ork City school construction was prevention and deterrence.

Specificdly, in pursuing its unique mandate, this new office was built on severd
principles, which are summarized below.

One of the OIG’s principa goaswould be to prevent and deter corrupt
activity. Its operations would have to generate a perception and aredity that
wrong-doing would be detected and would result in Sgnificant punishment;

An equdly important god is to block opportunities and reduce incentives to
act corruptly;
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Detection and punishment must be creetive and multi-faceted:

= Investigations will employ arange of sophisticated auditing, surveillance,
undercover operations and stings as well astraditiond law enforcement
techniques.

» Invedtigations must not be merely reactive to complaints, rather they must
pro-actively scrutinize areas of operations previoudy identified as prone
to corruption or crimina exploitation. In order to be proactive,
investigative inititives must be informed by a comprehensve intdlligence
base and guided by sophisticated analysis of corruption and crime
problems affecting the SCA.

= TheOIG rdieson arange of sanctions, including crimina prosecutions,
cavil law suits, civil remedies (forfaiture, treble damages, restitution and
injunctive reief) and adminigrative sanctions (ranging from the
withholding of congtruction progress payments to debarment from future
work).

The OIG has developed its own intelligence operation, including a network of
source intelligence (both in the congtruction industry and within the SCA
itself) which will provide information to the Inspector Generd about
crimindity affecting the SCA. This information will be maintained and
anayzed for both tactical and strategic purposes;

The OIG is positioned within the SCA so that it could play amgor policy
role in shaping the SCA organizationd structure, aswel asin the daly
congtruction operations themsdves, and

While not a satutory law enforcement agency, the OIG works closdly with
law enforcement agencies, including participation in joint investigations and
intelligence projects with rlevant locd, sate, and federal enforcement and
prosecution agencies.

The OIG has three parts. an operations division, a counsel’ s office, and an
adminigrative support team.

Operations - The Operations Divison is comprised of an Investigations Bureau
and a Police and Andysis Bureau. These two units combine the tools and
expertise of five disciplines: legd, investigative, andytic, accounting, and
engineering. The Investigations Bureau is comprised of the Field Investigations
Unit and the Crimind Investigations and Prosecution Unit. The Field
Investigations Unit is staffed by attorneys, investigators, accountants, and
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engineering/design audit experts, asssted by tactical andysts from the Research
and Andyss Unit. The unit investigates complaints that come to the SCA, aswell
asinitiate its own audits and investigations based upon reports from the
Inteligence Unit. The Crimind Investigations and Prosecutions Unit is comprised
of personnel from three law enforcement agencies - the New Y ork State
Organized Crime Task Force, the New Y ork County District Attorney’s Office,
and the New Y ork State Police.

Intelligence - The Intdligence Unit has three responsibilities (1) to obtain
information from awide array of sources both within and outsde of the OIG's
dffice, (2) to oversee an aggressive field associate program, and (3) to manage
the storage and retrievd of inteligence information.

Research and Analysis - This unit utilizes information generated by the
Intelligence Unit and by the Feld Investigations and Crimind Investigations and
Prosecutions Units to prepare two types of (strategic) anadytic reports. (1)
Srategic assessments of patterns of crimind activity that impinge upon the
operations of SCA, and (2) systems andyses that identify practices and
procedures within SCA operations that creste incentives and opportunities for
corruption.

The drategic assessments are used by field operations in planning and
implementing investigations;, the systems analyses will be used to desgn more
effective regulations, practices, and procedures for SCA.

Sour ces New Y ork City School Congtruction Authority web ste
www.ci.nyc.ny.ushtml/scal omehtml Thacher, Thomas (1991) “Ingtitutiond
Innovation in Controlling Organized Crime. Reflections on the Recent Integration
of Law Enforcement Personnel with Industry Policy Makersin New Y ork City
School Congruction.” in Cyrille Fijnaut and James Jacobs (eds.) Organized
Crime and its Containment: A Transatlantic Initiative Boston: Kluwer Law
and Taxation Publishers: 169-182.

3.1.2 Currency and Suspicious Transaction Reporting

A financia transaction monitoring and reporting system is part of a series of public policies that mandate
the private sector, and financid services sector specificaly, to detect and report suspected money
laundering to government agencies. Due in part to pressure from such multinationa bodies asthe
Financid Action Task Force, transaction reporting has been adopted by an increasing number of
countries to combat money laundering.
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Currency and financid transaction reporting is designed to expose the money laundering process &t its
most vulnerable ‘choke' points, thet is, when cash enters the financid system, when it is transferred
between financid intermediaries, or when it is transported across nationa borders. By imposing an
obligation to report transactions, as well as provide financia information that may be related to profit-
oriented crimind activity, a transaction reporting regime may potentialy serve a number of important
policing and regulatory functions. It provides government agencies with a greater cgpacity to uncover
evidence of wrongdoing by creeting a centrd repogtory of financid information that can identify
proceeds of crime and their sources. It also ensures proper records arein place to facilitate a
subsequent crimina investigation. Theoreticdly, transaction reporting is dso meant to serve asa
deterrent to crimina behaviour for both the origind perpetrator of the crimind offence and any financia
intermediaries who would capitalize on their postion to hep launder illicit profits.

Transaction reporting can be demarcated into two generad categories. currency transaction reporting
(CTR) and suspicious activity reporting (SAR). A CTR system requires that specified financid
intermediaries report any currency transaction over a specified threshold (generdly 10,000 in the
currency of the country implementing the reporting regime). A second type of currency monitoring is that
which requires the reporting of currency or monetary instrument above a certain threshold amount when
it crosses national borders.

SAR systems require financid intermediaries to report transactions that appear to be suspicious,
regardless of the amount. Thismode provides more discriminate reporting of financid transactions
compared to the CTR system. The philosophy behind SAR isthat while there are millions of
transactions that pass through financid inditutions, a certain percentage are irregular in some aspect and
warrant greater scrutiny. The most often cited reason for the implementation of a SAR sysemisthat it is
explicitly geared towards identifying transactions that may reveal money laundering, unlike the CTR
system.

Canada

Agency Department of Finance

Title Bill C-22: Currency and Suspicious Activity Reporting
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Innovations

Description

Firg piece of legidation in Canada to require mandatory reporting of currency and
suspicious transactions; a non-traditional regulatory tool that can be used to track
proceeds of crime

In December 1999, proposed |egidation to combat money laundering was introduced
in the House of Commons. This legidation creates a mandatory reporting system for
large volume cash and suspicious transactions as well as the cross-boarder movement
of currency and monetary instruments. This legidation amends and expands upon the
Proceeds of Crime (Money Laundering) Act, which islargely restricted to
specifying record-keeping requirements of regulated financid inditutions.

The Bill was developed after consultations with the provinces, territories, and
stakehol ders throughout Canada.

According to Federd Government consultation documents, the principa objectives of
the legidation are to help law enforcement officias deter and detect the cross-border

movement of proceeds of crime by giving them the tools that they need to investigate

these activities, and to enhance Canada s contribution to international efforts to deter

and detect money laundering in conjunction with the standards set by the FATF.

Under the proposed legidation, regulated financid indtitutions, casnos, currency
exchange businesses, as well as other entities and individuds acting as financid
intermediaries will be required to report large volume cash transactions and any
financid transactions that they have reasonable grounds to suspect arerdated to a
money laundering offence. Aswdll, individuas and businesses that move large
amounts of cash across the border will be required to declare such movements to
Canada Customs (now the Canada Customs and Revenue Agency (CCRA)).

Asthelegidation has yet to be findized, the types of transactions that must be
reported are still unclear. Even after the legidation recelves Roya Assent, the type of
transactions to be reported will continue to change as the relevant

Federd regulations are modified and schedules are continuoudy issued. Definitions
and indicators of “suspicious transaction” specific to different industry sectorswill be
St out in aseries of schedulesissued by the Financid Transactions and Reports
Analysis Centre of Canada (see below).
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The legidation as passed by the House of Commons on May 4, 2000 will include
both large volume currency transaction reporting (the threshold amount to be
determined in future regulations) and suspicious transaction reporting, whereby
indtitutions and individuas will have to report financid transactions where there are
reasonable grounds to suspect it is related to money laundering.

The maximum pendties for failing to report designated transactions under the Bill
include fines of up to (CDN)$2 million and imprisonment for up to five years.

In addition, individuas and entities that import, export, or transport currency or
monetary ingruments with a vaue above a prescribed amounts (to be set by future
regulations) across the Canadian border will be required to report such activities to
CCRA. Fallureto report may result in the seizure of the cash or monetary instruments
being transported.

The proposed legidation aso establishes an independent government body to receive
and anayze reported information about regulated transactions and cross-border
currency movements. This new body, to be known as the Financid Transactions and
Reports Analysis Centre of Canada (FINTRAC) will be a central repository for
information about money laundering activities across Canada. FINTRAC will aso
have primary respongbility for monitoring the compliance of financid intermediaries
with the legidation. It is proposed that thiswill be conducted through random audits
conducted by FINTRAC.

In order to facilitate organized crime enforcement, ANTRAC will have the authority to
disclose information related to suspicious financid transactions in limited
circumgtancesto:

Canadian law enforcement agencies investigating a crime involving money
laundering;

CCRA taxation officids, if the information also rdlates to a taxation matter2:

2 see s. 55(3) of Bill C-22, An Act to Facilitate Combating the Laundering of Proceeds of Crime, to
establish the Financial Transactions and Reports Analysis Centre of Canada and to Amend and Repeal
Certain Acts in Consequence.
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Sour ces

United States

Agency
Title
I nnovations

Description

Citizenship and Immigration Canada (CIC), if the information aso relates to
immigration offencesS;

Canadian Security Inteligence Service (CS)S), if the information also relatesto a

suspected threat to national security; and

foreign law enforcement agencies, if FINTRAC or the Minister of Finance has
entered into an agreement with aforeign sate or internationd organization

regarding the exchange of such informatiorf*.

The legidation has met with criticism and opposition. The Canadian Bar Association's

Crimind Justice Section has chalenged the federd government on a number of
aspects of the legidation, particularly those sections deding with the disclosure of
information (especidly asit impacts on atorney-dient confidentidity) and the
proposed notion of a* suspicious transaction.”

Bill C-22. An Act to facilitate combating the laundering of proceeds of crime, to

establish the Financial Transactions and Reports Analysis Centre of Canada
and to amend and repeal certain Actsin consequence. Second Session, Thirty-
Sixth Parliament, 48 Elizabeth I1, 1999. First reading, December 15, 1999.

United States Treasury Department

Transaction Reporting L egidation, Regulations, and Agencies

First transaction based, regulatory gpproach to combating money laundering in
the world; expansion to businesses outsde of the financia services sector

On October 26, 1970, the U.S. Congress passed the Financial Recordkeeping
and Reporting of Currency and Foreign Transaction Reporting Act,
commonly referred to as the Bank Secrecy Act (BSA). Thislegidation represents
the world' s firgt currency and transaction reporting regime as a policy to combat
money laundering.

The BSA requires reporting and recording of certain transactions and the retention
of specified reports and records. Broadly spesaking, the BSA provides four basic
tools to identify those who attempt to conced their participation in crimes where
substantial amounts of currency are generated:

3 Ibid.

4 see s. 55(4) and s. 56.
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A Currency Transaction Report (CTR) must be filed by banks and other
financid indtitutions whenever a currency transaction over (US)$10,000
occurs. CTRs are filed with Treasury Department agencies and al crimina
violations of the CTR reporting requirement are investigated by the Internd
Revenue Sarvice (IRS) Crimind Investigation Section.

A Currency of Monetary Instruments Report (CMIR) must be filed with U.S.
Customs Service whenever the value of currency or monetary instruments
over (US)$10,000 are transported across U.S. national borders.

Foreign Bank Accounts Reports (FBAR) must be filed by persons subject to
U.S. jurisdiction who have afinancid interest in, or Signature authority over, a
foreign financia account in excess of (US)$10,000.

Individuds as wdl asfinancid inditutions may be required to keep certan
records up to five years. The purpose of the record retention provison isto
ensure a paper trall exigsto facilitate money laundering investigations. These
records include copies of cheques, drafts, money orders, and customer
identification, among others.

Much of the responghility for administering and enforcing transaction reporting in
the United States fals under the Treasury Department, and more specificdly the
Internal Revenue Service and the Financia Crimes Enforcement Network
(FinCEN).

In 1984, the IRS was given direct authority to ensure that the receipt of currency
over (US)$10,000 by constituent businesses was reported. In response to these
responsbilities, the IRS has developed a Anti-Money Laundering Compliance
Program which guides examiners in eva uaing compliance with the reporting and
record keeping requirements of the Bank Secrecy Act and other rlevant Interna
Revenue Code sections.

According to the IRS Manual Handbook, the Anti-Money Laundering
Compliance Program is designed to assist entities in understanding reporting and
record keeping requirements and maximize the filing of timely, complete and
accurate reports. The three aspects of the program are to:

ascertain entities required to report and/or record under the Bank Secrecy
Act or rdevant sections of the Internal Revenue Code;

notify entities of their reporting and record-keeping obligations, and
conduct compliance reviews and examinations and assess civil and crimind
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pendties for noncompliance.

In October 1994, the Treasury Department’ s Office of Financia Enforcement
was merged with FInCEN to create a single agency for BSA reporting
requirements. Thisincludes responghility for issuing regulations and imposing
pendtiesfor afailure to comply. Since 1996, FiNCEN has been the sole location
for financid inditutions to submit Suspicious Activity Reports.

Congress gave the Secretary of the Treasury (sometimes jointly with the Federd
Reserve Board) broad discretion to define the entities subject to the law and
detail the reports and records to be made and retained.

Since the BSA was enacted, arash of legidation, regulations, and directives has
been introduced, eaborating on and/or broadening the mandatory reporting and
record-keeping requirements. In 1986 The Money Laundering Control Act
increased pendties for violations of the BSA and added a specific prohibition
againg structuring transactions to avoid reporting. The U.S. government dso
broadened the coverage of mandatory reporting to non-bank financid indtitutions
aswdl as busnesses outside of the financial services sector (such as automaobile
dedlerships, casinos, and jewelry stores). The types of transactions covered by
CTRsand SARs were dso expanded.

Beginning in 1990, financid indtitutions were required to record the sde or
issuance of certain monetary instruments of (US)$3,000 or more.

Electronic wire trandfers, a popular tool to move crimina proceeds internationdly,
isnow subject to anumber of regulations regarding identification, record- keeping,
and reporting. Beginning in 1997, financid indtitutions and money remitters were
required to maintain records and verify the identity of those sending wire transfers
of (US)$3,000 or more.

The focus of new regulaionsin the 1990s dso Sgnaled amove awvay from
currency reporting to suspicious activity reports. In 1996, federd regulations took
effect that required banking indtitutions to report suspicious transactions. The
SAR regulations require U.S. banks and other depository ingtitutions to report a
transaction that the indtitution “knows, suspects, or has reason to suspect”:

“involves funds derived from illegd activitiesor isintended . . . to hide or
disguise funds or assets derived from illegd activities . . . as part of aplanto
violate or evade federd law or regulation or to avoid any (federa) transaction
reporting requirement;”
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is designed to evade any BSA requirement (e.g., “sructuring” any financid
transaction, such as two deposits of $5,000, to avoid reporting
requirements); and

“has no business or apparent lawful purpose or is not the sort in which the
particular customer would normally be expected to engage, and (the
indtitution) knows of no reasonable explanation for the transaction after
examining the availablefacts’ (ascited in Money Laundering Alert,
February 1996).

In December 1998, the Federd Deposit Insurance Corporation (FDIC) posted
for comment a notice of a proposed federd banking regulation - the “Know Y our
Customer” (KYC) rule - that would increase the record- keeping, reporting and
due diligence requirements of the private sector in relaion to its cusomers. The
regulations would require relevant companies and individuas to develop customer
profiles and determine the source of funds on deposits not matching the
cusomer'stypica banking activity.

Specificdly, the proposed regulations would have required financid inditution to
creste customer profileswhich:

edtablishes the identity of the customer;

details the sources of funds;

determines the customer’ s normal banking patterns,

monitors the customers transactions in order to identify inconsistent
transactions; and

determines when the ‘inconsgstencies’ conditute a*suspicious’ transaction.

However, it was gpparent that many viewed these latest regulations as far too
intrusive. In less than three months &fter the proposals were circulated for
comment, more than 225,000 |etters and e-mails were received by federa
agencies. Nearly dl opposed the rules, citing an unprecedented invasion of
privacy (. Petersburg Times, June 16, 1999). Based upon this widespread
opposition, Congress urged that the regulations be withdrawn and the federa
regulatory agencies acquiesced.

Despite the victory of critics of transaction reporting, Presdent Clinton has
recently proposed a srategy to fight money laundering that many view asintrusive
asthe KY C regime. These regulations, which resulted from the recent discovery
of massive money laundering in large U.S. banks, impose tighter regulaions on
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Sour ces

Audralia
Agency
Title

I nnovations

Description

financid inditutions and indludes a requirement that storefront check cashiers,
brokerage firms and casinos notify authorities of suspicious activities (The Tampa
Tribune, October 3, 1999). These proposalstook a step closer to fruition on
March 9, 2000, when the Treasury and Justice Departments, announced that by
the end of the year, new regulations requiring securities firmsto file suspicious
activity reports will beintroduced (Wall Street Journal, March 9, 2000).

Langone, Anthony. (1988) “IRS Crimind Investigation Tackles Money
Laundering.” Police Chief. 55(1): January: 52-54; Interna Revenue Service.
(1998) Internal Revenue Service Manual Handbook. HB 9.5. July 30,
www.irstreas.gov/prod/bus info/tax_pro/ irm-part/; “The Find Rule. Suspicious
Activity Reporting: U.S. Suspicion Reporting System Gets Mgor
Trandormation.” Money Laundering Alert 7(5) February, 1996: 5; “U.S.
agencies clash with privacy groups over suspicion reporting.” Money Laundering
Alert, June 1999, 10(8): 8; “Invading Our Financid Privacy (Editorid).” S.
Petersburg Times, June 16, 1999: 16A; “Bankers Can't Be Police Officers.”
The Tampa Tribune, October 3, 1999; “ Administration wants securities firmsto
help it detect money laundering.” Wall Street Journal, March 9, 2000.

Australian Transaction Reportsand Analysis Centre

Cash and suspicious transaction reporting system

Electronic reporting of cash and suspicious transactions, equa emphasison
reporting of both proceeds of crime and tax evason

Like the United States, the Australian government has also predicated its
regulatory enforcement of money laundering through cash and suspicious
transaction reporting. Those obligations are contained in the Financial
Transaction Reports Act 1988 (FTR) which requires “cash deders’ to report:

cash transactions of (AUS)$10,000 or more or the foreign currency
equivaent;

cash trandfers or internationd wire transfersinto and out of Audtrdia of
(AUS)$10,000 or more; and

suspicious transactions that the cash dedler has reasonable grounds to believe
are rdlevant to evason of atax law, investigation, or enforcement of crime,

The legidation aso sets standards that must be met by cash dedlers, including
records that must be completed and maintained, client identification procedures,
and verification of the identity of persons who are signatories to accounts. Failure
to meet these sandards may result in crimina and civil pendties, including
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imprisonment.

The legidation dso Sipulates pendties for avoiding the reporting requirements or
for providing fase or incomplete information by individuas or entities who are
trandferring or facilitating the transfer of funds. The pendties for non-compliance
include both crimind and civil sanctions, including court-ordered injunctive
remedies to secure compliance with the requirements.

The Audrdian Transaction Reports and Anayss Centre (AUSTRAC) isthe
agency charged to oversee compliance with the legidative requirements of the
FTR. The functions of this agency include the collection, retention, compilation,
andyss, and dissemination of FTR information and the provison of advice and
assgtance to the Commissioner of Taxation in relation to FTR information.
AUSTRAC isdso responsble for issuing guiddines and circulars to cash deders
about minimum standards and their obligations under the FTR.

AUSTRAC a0 acts as asource of financid information and financid intelligence,
which it disseminates to the Audtrdian Taxation Office (ATO) and law
enforcement agencies.

AUSTRAC providesthe ATO and specified law enforcement agencies with both
generd and specific accessto the financid information it collects. The generd
access, governed by memorandums of understanding, is by way of controlled on-
line (computer) access to the data and, where appropriate, by extracts of parts of
the data holdings. AUSTRAC dso provides training to authorized officers from
other agencies.

One of the unique features of the Audtrdian FTR system, when compared to that
in the United States, is that in addition to identifying the proceeds of crime, it is
aso geared toward identifying tax evasion.

Sour ces Austrdian Transaction Reports and Analyss Centre
www.austrac.gov.auw/contentshtml; AUSTRAC (1999) 1998/99 Annual Report.
Sydney: AUSTRAC; John Waker Consulting Services (1999) Estimates of the
Extent of Money Laundering in and through Australia. Sydney: AUSTRAC.
September.

3.1.3 Taxation Policy and Programs

The objective of atax inquiry into organized crime figures and crimindly-controlled entitiesisto ensure
that they pay the proper amount of taxes and to investigate and prosecute when there is an indication of
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tax fraud. An effective tax inquiry should identify as accurately as possible the amount of tax the
suspected evader should pay and how this capital was acquired.

Tax enforcement has often been used in lieu of or in additiond to proceeds of crime enforcement due to
the use of civil proceedings, which can be more efficient and effective in depriving crimind figures of
their unreported illicit wedth. In Canada, in order to forfeit assets through crimind proceedings, there
must be a conviction of a substantive offence and proof beyond a reasonable doubt that the seized
assets gem from a specified crimind offence. In many ingtances, ether a conviction cannot be obtained
or no assets can betied toillegd activities. Under the Income Tax Act or Excise Tax Act, the Crown
only hasto prove that the funds are taxable to raise a civil assessment and subsequent “forfeiture.”

Canada

Agency Canada Customs and Revenue Agency (CCRA)

Innovations  Use of datutory powers and enforcement units to target illegally obtained (and non-

Description  reported) revenue in Canada
The Canada Customs and Revenue Agency (CCRA) uses the taxation legidation
and regulations it administers to facilitate law enforcement efforts to combat
organized crime. By far the Income Tax Act isthe most often used of these
legidative tools and provides CCRA with both civil and crimind powers to remove
the unreported wedth of crimindsin Canada.

In 1972, the federa government directed that Revenue Canada (now CCRA), with
the assistance and support of the Solicitor Generad Canada, represented by the
RCMP, to conduct a continuing program of tax audits and investigationsinto the
members of organized crime. The objective isto minimize the accumulation of
unreported illicit wedth amassed by persons engaged in theseillegd activities and to
prosecute significant cases of willful non-compliance.

Thisinitiative evolved into what is now know as the Specid Enforcement Program
(SEP). Asafunctiona responsihility of the CCRA Investigations Directorate, the
SEP performs two functions: (1) help maintain the integrity of the Canadian tax
system, ensuring that dl tax payers pay their fair share of taxes and are listed on the
tax rolls, and (2) target the accumulation of under-reported and unreported illicit
weslth attributable to income earned through known or suspected illegd activity by
enforcing the Income Tax Act.

With respect to the latter, the SEP s objective is to investigate people engaged in dl
types of illegd activities and stop them from accumulating unreported illicit income.
The program focuses on income from such profit-oriented criminal activities as drug
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trafficking, theft, extortion, fraud, bookmaking, progtitution, gambling, and the
smuggling of contraband and fireearms. The SEP accomplishes this mandate by one
or more of the following:

Locating and identifying an individud and gathering information on illegd activity
through close liaison with the RCMP and other police and enforcement
agencies,

Taking enforcement action to ensure individuas file income tax returns and
satements of assets and liahilities. People involved inillegd activities often do
not file tax returns, and do not pay taxes on therr illegd income. They can be
prosecuted for these offences. Pendties include fines ranging from
(CDN)$1,000 to $25,000 and jail terms to a maximum of 12 months. In
addition, CCRA can issue assessments for the taxable income, including
pendties and interest;

Conducting auditsif there are Sgns that taxes can be recovered. In addition to
the taxes and interest, CCRA may charge pendlties of up to 50 percent of the
unpaid taxes for people who knowingly make misrepresentations or omissons
on their tax returns; and

Conducting investigetionsiif there are Sgns of significant tax fraud. Casesin
which thereis evidence of offences under the Income Tax Act are referred to
the Department of Justice, which may lay crimina charges. Persons or
corporations found guilty of an offence on summary conviction arelidole for a
fine of between 50 and 200 percent of the tax evaded, and imprisonment for a
maximum of two years. Persons or corporations found guilty of an offence on
indictment are ligble to afine of between 100 and 200 percent of the tax
evaded, and imprisonment for amaximum of 5 years.

Currently, the SEP isthe main body within CCRA to adminigter civil and crimind
powers that investigate and remove unreported illicit wedlth of personsinvolved in
crimind activities. The SEPis primarily an adminigtrative compliance program with
most cases being concluded civilly with assessment or reassessments of tax,
pendties, and interest.

According to a CCRA officid interviewed for this research, 95 percent of charges
for tax evasion are successfully prosecuted by the Crown. In 1998, the program
raised (CDN) $42 million in taxes and 13 cases were convicted crimindly with fines
totaing (CDN) $900,000 and 45 months of jail time.

Alternative Approaches to Combating Transnational Crime

Final Report - March 31, 2000 33



The Investigations Directorate of the CCRA adminigters the SEP and has
investigators located in 29 of the 32 tax services offices across Canada. Through
these offices investigators work with RCMP and other police forcesto target
persons and entities profiting from crime primarily through the enforcement of the
Income Tax Act. Potentid cases of tax evasion semming from unreported crimina
revenue are often referred to the SEP by police agenciesin Canada. According to a
CCRA officid, asurvey of CCRA Tax Service Offices demondrated thet referrds
from police are running at approximately 140 percent of current program capacity.

Beginning in 1998, CCRA specid investigators have been seconded to the
Integrated Proceeds of Crime (IPOC) Units, which isthe result of aMOU between
the CCRA Investigations Directorate and the RCMP. Sixteen CCRA investigators
have now been seconded to IPOC Units throughout the country.

One of the main roles of CCRA investigators on the IPOC unitsisto identify cases
offering tax re-assessment potentia for timely referrd to the SEP units. (The
relationship and information exchange between CCRA and police investigators
must comply with the confidentiaity provisons of Section 241 of the Income Tax
Act.) Another principal roleisto provide forensic accounting expertise to the IPOC
units.

According to CCRA datigtics, sx months following the start of this partnership,
over (CDN)$35 million in potentiad tax recoveries had been identified by CCRA
personnel on the IPOC Units. Furthermore, tax charges had been laid againgt five
individuas for unreported income of (CDN)$1.5 million.

CCRA taxation enforcement also contributes to money laundering enforcement
through its participation in amending the Proceeds of Crime (Money Laundering)
Act. Theimpact of this amendment for CCRA taxation enforcement is that this
agency will receive tombstone information from the proposed federd Financid
Transaction Reporting and Analysis Certre when a combination of money
laundering and tax evasion is suspected.

Findly, the Anti-Evasion Divison was established recently within the Investigations
Directorate to coordinate and facilitate CCRA'’s strategies to counter evasion
issues. According to a CCRA officid, this coordinated approach, dthough amed
a dl evason stuations, will have an impact on the unreported profits of organized
crime.

Sour ces Interview and personal communications, CCRA; Solicitor Generd Canada (1977)
Press Release: Minister of National Revenue and Solicitor General of Canada
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Agency
Title
I nnovations

Description

Release Text of 1972 Agreement to Combat Organized Crime: September 29.

Canada Customs and Revenue Agency (Excise Duties and Taxes)

Enfor cement of excise policiesto combat contraband and black markets
Use of excise policies and specia proactive programs to target contraband
smuggling and diverson of in-bond products to domestic black markets

Canada Customs and Revenue Agency (CCRA) isrespongible for the development
and enforcement of federd excise policies and programs aimed at the manufacture
and digtribution of controlled goods, in particular tobacco and acohol products.

Specific responghilitiesinclude:

Performing audit and surveillance activities at didtilleries, breweries and tobacco
manufacturers and tobacco packers aswell as other manufacturers,

Performing excise licensee searches,

preparing affidavits and information statements to support prosecutions,
providing expert witness court testimony under the Excise Act;

providing guidance on interpretations and audit verification programs, and
disposing of assets and goods seized under the Excise Act.

In pursuing its mandate, CCRA has undertaken a number of proactive initiatives
addressing theillegd diverson of imported or domestically produced acohol or
tobacco to the black market.

In particular, CCRA operates the following programs.

Tobacco Product Tracking Program—This program collects data on the sde
and delivery of tobacco products outside of Canada. The objective of the program
isto provide enforcement agencies with sufficient detail to enhance ther effortsin
reducing the diversion of tobacco into the Canadian black market.

Tobacco Export Verification Program—This program tracks the movement of
legd tobacco products and verifies that they are exported. This program was
initiated to ensure that exports of tobacco products destined to the United States
from licensed Canadian tobacco manufacturers are not diverted to the Canadian
black market.

Alcohol Revenue Protection Program—This program tracks and verifies
acohaol shipments from domestic distillers to both the domestic and export market.
Aswith tobacco, this program was initiated in response to the diversion to the
domestic black market of in-bond acohol. Current responsibilities of CCRA
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Source

United States

Agency
Title

I nnovations
Description

Officers under this program include conducting surveillance of in-bond acohol
movements, regularly visting didtilleries, monitoring the shipping activities of
didtilleries, and preparing and reviewing reports.

No empirical datais available that assesses the impact of these specia programson
the diverson of in-bond liquor or tobacco to the domestic black market. However,
CCRA officids have indicated that the proactive monitoring has enjoyed some
success. In one didtillery, where an Excise Office had been assigned, the officer
noticed a new product that he had never seen before. The didtillery stated that this
product was for export only. However, this product later turned up in Toronto bars
and the appropriate enforcement action was taken.

Persond Interview, Excise Duties and Taxes Directorate, CCRA

United States Internal Revenue Service

Organized Crime Unit

Resources and unit within taxation agency dedicated specificaly to organized crime
The involvement of the Internd Revenue Service (IRS) in addressing organized
crime began during the era of prohibition, where it was recruited to add another
element to combeating the highly- profitable underground liquor trade by targeting
accumulated wedlth through tax enforcemen.

Today, the involvement of the IRS in this enforcement areais carried out primarily
through the Crimina Investigations Divison, and more specificaly a specid
Organized Crime Unit. This unit participates extensvey in multi-agency Organized
Crime Strike Forces. According to the Internal Revenue Service Manual
Handbook, the Strike Forces are directed toward the identification and
invedtigation of taxpayers who derive substantia income from organized crimina
activities. Unlike CCRA investigators in Canada, IRS specid agents have full peace
officer datusin the United States.

As a participant in the Strike Force, the IRS has two objectives:
(1) Toenforce crimind sanctions againgt Strike Force targets for violations of the
Internal Revenue Code or other related statutes when committed in

contravention of Interna Revenue laws, and

(2) Toassessand collect the proper taxes due and to enforce civil sanctions
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by assessing and collecting applicable pendties.
In generd, the Strike Force will designate and investigate case subjects who are:

engaged in organized crimina activities, with particular emphasis on the
principd figuresinvolved in organized crime groups,

recaiving subgtantial income from illegd activities,

infiltrating legitimate businesses through illegd means, and

believed to be recaiving subgtantia income from anillegd activity thet is
separate and apart from the adleged tax violaions, such as corruption in
government, welfare fraud, or commercid bribery.

Investigations undertaken by the IRS in the context of a Strike Force are solely IRS
operations. At dl times, control of the investigation is under the authority of the
Commissioner of Internd Revenue or ddegate. Upon initiation of an IRS
investigation, the IRS advises the Department of Judtice attorney in charge of the
Strike Force that the IRS will be conducting an investigation believed to qudify for
incluson in the Strike Force. The IRS will then request from the Strike Force any
information within its files which may have tax adminigtration consegquences or will in
any way assg in the investigation.

In addition to itswork in targeting organized crime figures through a tax
investigation, one of the primary enforcement and regulatory functions of the IRS
concerns money laundering. To this end, afunction of the IRSis to enforce the
Bank Secrecy Act, as detaled earlier in this report.

The IRS pursuesiits enforcement mandate on an international basis. In 1994, The
Crimind Investigative Divison developed and implemented a Strategy to address
international law enforcement objectives.

The dtrategy cdls for the assgnment of specid IRS agents to dtrategic foreign posts
for the purpose of:

fadilitating the development and utilization of informeation obtained in host foreign
countries to support investigations over which IRS Crimind Investigations has
law enforcement respongibility;

providing assstance to foreign governmentsin establishing or enhancing money
laundering, crimind tax, and asset forfeiture Statutes,

assging foreign governments in developing and improving exchange of
information agreements,

conducting tax, money laundering and financid investigative techniquestraining
courses for host governments; and
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edtablishing contacts with foreign law enforcement officidsin the regions where
they are assigned.

During fiscal year 1998, IRS Crimind Investigations had specia agents or atachés
assigned to permanent positions in Colombia, Mexico, Germany, Canada, and
Hong Kong. These agents are working closely with investigators responsible for
investigating smilar crimes throughout the world.

Sour ces Internd Revenue Service Internet web Ste www.irs.Treas.gov; Internal Revenue
Service (n.d.) Internal Revenue Service Manual Handbook Hb 9.5 07/30/98;
IRS Crimind Investigation Divison. 1998 Annual Report. Washington, DC: 1998;
James Calder. (1992) “ Al Capone and the IRS: State Sanctioned Criminology of
Organized Crime.” Crime, Law and Social Justice 17(1): 1-23

3.1.4 Civil Sanctions

For crimind convictions, countries using common law systems mandate proof beyond a reasonable
doubt. Add to thisanearly universal requirement for unanimous verdicts by juries, and the heavy burden
for prosecutorsin crimind trials becomes very evident. This burden of proof is especidly onerousin
relation to the prosecution of high-leve organized crime figures, many of whom have successtully
escaped crimind convictions by insulating themsdves from the crimind operations of their organizations.
In response to this dilemma, a select few governments have enacted legidation and provided
enforcement agencies and even private citizens with the tools to undertake civil action, including the
forfeiture of assts, againg individuads involved in organized crimind activity.

Asst forfetureisalegd process by which the ownership of property istrandferred to the government
without the consent of the owner. The transfer without consent is based upon the notion that the
property itself has in some way transgressed, that is the property itself has been tainted with the crime
rather than the owner or in addition to the owner. On this basis, the government authorizes itsdlf to
forfet the property.

Civil forfeiture hasits originsin medieva English law and ancient Roman law, both of which made
objects used to contravene the law subject to forfeiture. Animals and objectsinvolved in wrongdoing
could by sacrificed or forfeited to the Crown. Later, civil forfeiture was used to

avoid the jurisdictiona problems of England’ s maritime trade. It was used in the 17™ century to punish
foreign owners of pirate and smuggling ships.

The gpplication of civil forfeiture to organized and serious crimes has been most vigoroudy (and
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controversaly) applied in the United States. In particular, civil forfeiture has become a favored method
for imposing sgnificant economic sanctions againgt narcotics traffickers.

United States
Agency

Title

I nnovations

Description

Department of Justice

Racketeering I nfluence and Corrupt Organization Act

Treatment of crimind enterprise as a prohibited commercid activity; civil forfeiture
of assets used in crimina circumstances

The United States has taken the most aggressive steps in gpplying civil sanctions
againg individuas involved in organized crime. At the federd leve, the Racketeer
Influenced Corrupted Organization (RICO) Act represents one of the most far-
reaching tools in organized crime enforcement in the United States.

RICO was developed in response to the deficiencies of the 19" century crimind
tria modd that was geared to deal with street crimes, but not sophisticated
organizations. RICO addressed those crimes in which large numbers of criminas
were involved and where crime group leaders are insulated by an echeon of low
level members.

RICO makes it unlawful to acquire, operate, or receive income from an enterprise
through a pattern of racketeering activity. Civil RICO injunctions can, for example,
prohibit individuas from owning or becoming involved in busnesses or certain
activities, thereby providing civil injunctive barriers to the involvement of organized
crimefiguresin legitimate or illegitimate organizations.

Under RICO, digtrict courts have the power to:

order any person to divest himsdlf of any interest, direct or indirect, in any
enterprise;

impose reasonable retrictions on the future activities of investments of any
person; or

order dissolution or reorganization of any enterprise, making due provison for
the rights of innocent persons.

One of the most far-reaching and controversid provisons of RICO alows the
government or a private citizen to file acivil suite requesting the court to order
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sanctions or to provide injunctive reief againg an individud or corporation involved
in racketeering. This provison alows for the government or private citizens
victimized by adefendant to sue civilly to recoup treble damages. These enhanced
crimina remedies and treble damage civil recovery are applicable when an
“enterprisg’ isinvolved in a*” pattern of racketeering activity.” This meansthat any
individua or group who commits two or more indictable offenses within a 10-year
period is subject to 20 years imprisonment, fines up to (US)$25,000, forfeiture of
any interest in the enterprise, as wdl as dissolution of the enterprise itsdlf.

In contrast to crimina prosecutions, where the burden of proof isbeyond a
reasonable doubt, only the lesser standard of proof - a preponderance of evidence
- isrequired under RICO. Moreover, acrimind conviction is not a prerequisite for
injunctive relief under the civil RICO gatute (Guiliani, 1986). Officids can dso saize
property without notice, upon an ex parte gpplication (without hearing the
defendants case) of probable cause that the property has been involved in acrime.
No person need be charged.

One of the centrd civil sanctions of the RICO datute is asset forfeiture, which has
increedngly become a critical wegpon in the fight againgt organized crime and
narcatics trafficking in particular. The Comprehensive Drug Abuse Prevention
and Control Act of 1970, strengthened civil forfeiture as ameans of confiscating
illegd substances and the means by which they are manufactured and distributed. In
1978, the United States Congress amended the Statute to authorize seizure and
forfeiture of the proceeds from narcatics trafficking in violation of federa law. The
datute provides for the forfeiture of “al moneys, negotiable insruments, securities,
or other things of value furnished or intended to be furnished by any personin
exchange for a controlled substance [as well as] dl proceeds traceable to such an
exchange.” By expanding the type of property subject to seizure, 21 U.S.C.
Section 881(6) gave prosecutors therr firgt effective civil mechanism for griking at
the profits of narcotics trafficking. Through this law, Congress sought to provide
law enforcement with away to disgorge crimina enterprises of their profits.
Sgnificantly, by authorizing forfeiture through civil proceedings againgt contraband
or property used during the commission of a crime, RICO went well beyond
traditiona forfeiture statutes that gpply crimind sanction againg the perpetrator.

There are saverd circumstances where civil asset forfeiture is the most effective
method of removing the ingrumentdities and profits from narcotics trafficking. Since
crimind forfeiture requires the conviction of the violator, it is not avalable in cases
where the drug trafficker is afugitive, deceased, or resides outside the reach of

U.S. extradition laws or when assets are in the possession of athird party or entity
which may in fact be unaware of crimind activity. However, civil forfeiture can be
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successful after proving, by a preponderance of the evidence, that the asset elther
represents the proceeds of crimina activity or was intended as a payment for
narcotics (Fiano, 1999).

The enactment of the RICO statute has resulted in the successful prosecution of
many high leve organized crime figures over the years. Beginning in 1980, use of
cvil RICO mushroomed in the U.S;; the inclusion in the statute of mail, wire, and
securities fraud as predicate acts afforded plaintiffs the opportunity to use the
datute' s civil provisonsin contexts its drafters had probably never contemplated.

In response to these dleged abuses, defendants and judges sought ways to limit
cvil RICO by limiting the definition of an enterprise that is critical to establishing
“racketeering” activities of defendants (Gardiner, 1988). In June 1999, the US
House of Representatives passed the Civil Asset Forfeiture Reform Bill was
backed by both Republican and Democratic |leaders of the House and Senate
Judiciary committees and backed by such diverse groups as the U.S. Chamber of
Commerce and the American Civil Liberties Union. The Senate has subsequently
passed the Bill, and the president is expected to Sgnit. The Bill shifts the burden
onto the government, which must prove, by clear and convincing evidence, that
property seized was derived from crime. In addition, if it is aleged that property is
an ingrument of crime, dl federd forfelture statutes would have to incorporate a
defence for innocent owners. The Bill also alows federd judges to release property
to the owner if continued government possession causes subgtantid hardship to the
owner. It extends the time a property owner has to challenge a seizure in court and
ends the requirement that a person seeking to recover property post a bond with
the court worth 10 percent of the property vaue.

Sour ces 18 U.S.C. Section 1961 et seq. (1976); 21 U.S.C. Section 848 (1983); Russello
v. United States, 464 U.S. 16, 27-28 (1983); S. Rep. No. 617, 91st Cong., 1st
Sess. 78 (1969); Hittie, William J. (1975) “ Civil Redtraints: Another Wegpon for
the Baitle with Organized Crime.” Police Chief. 42(2): February: 66-70; North,
Dondd V. (1988) “RICO: A Theory of Investigation.” The Police Chief. 55(1):
January: 44-47; Giuliani, Rudolph. (1986) “Lega Remediesfor Attacking
Organized Crime.” in Herbert Eddlhertz. (ed.) Major Issuesin Organized Crime
Control. Washington: U.S. Department of Justice; Gardiner, Michael A. (1998)
“The Enterprise Requirement: Getting To The Heart Of Civil Rico. “Wisconsin
Law Review 1988 Wis. L. Rev. 663 (July/August); Clark, (1976) “Civil and
Crimind Pendties and Forfeitures. A Framework for Condtitutiond Analysis” 60
Minn. L. Rev. 379; Maxeiner (1977) “Bane of American Forfeiture Law Q
Banished At Last?’ 62 Cornell L. Rev. 768 ; The Nationd Governors
Asociation, et. d. (1999) “ State Laws And Procedures Affecting Drug Trafficking
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South Africa

Agency
Title
I nnovations

Description

Control: A National Overview.” GAO Report HR-99-1 January: 73-77; Fiano,
Righard (1999) “ Statement by Richard Fiano, Chief of Operations Drug
Enforcement Administration United States Department of Justice at the Senate
Judiciary Committee, Subcommittee on Crimind Justice Oversight.” July 21, 1999;
"Asst Forfeiture Bill Approved.” Associated Press. April 12, 2000.

South Africa Department of Justice

Civil forfeiture provisions of the Prevention of Organised Crime Act
Codification of civil forfeiture provisonsin crimind legidation that attempt to
minimize the abuses that have emerged in the U.S. RICO laws

As part of sweeping new legidation entitled Prevention of Organised Crime Act,
the South African government has codified into law the concept of civil forfelture of
assets suspected of being derived from crimind activities.

The legidation provides for the seizure of property by the state where a“reasonable
suspicion” exigts that it congtitutes the proceeds of crime and the owner is unable to
provide a satisfactory explanation of its origin. According to Chapter Six of the
legidation “The rules of evidence applicable in civil proceedings apply to
proceedings under this chapter,” meaning that forfeiture isacivil action by the Sate,
and not a crimind one, and so reduced standards of evidence apply.

While largdly based on the RICO datute, the civil asst forfeiture provisons of the
South African law aso incorporates some of the recent reforms proposed in the
U.S. Although no person need be found guilty of acrimind offence, this legidation
places the onus on the state to prove on abaance of probabilities that the property
isan insrumentdity of an offence or the proceeds of unlawful activities.

In one recent case, acivil forfeiture was unsuccessful in part because the court
determined that the state failed to show, on abaance of probahilities, that a house
inwhich it was dleged drug transactions took place was an instrumentality of an
offence. However, in a successful drug money forfeiture case, the Sate provided
evidence that the R140,000 was physicdly tainted with drugs, which satisfied the
burden of proof.

The South Africa Act requires the state to give notice to dl persons who may have
an interest in the property. Anyone applying for an excluson of higher interest in the
property may show (if the State has satisfied its burden of proof) on a balance of
probabilities that he/she acquired the interest legdly and neither knew nor hed
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Sour ces

reasonable grounds to suspect the property was proceeds or an instrumentality.
South Africa’s act further provides for appedls.

Although the South African law has racketeering provisons that are Smilar to the
United States, the legidation does not provide for treble damages clams by the
Sate or private citizens.

“New crime hill a powerful wegpon.” Weekly Mail & Guardian (South Africa),
February 12, 1999; Redpath, Jean. (2000) “Are we dedling with Robin Hood or
Captain Hook? Asst forfeiture should not be abused." Business Day (South
Africa). March 17, 2000.

3.1.5 Foreign Policy and Programs

Some nationa governments have used foreign policies to address organized crimina activities. These
policiesinclude ad, trade, military support and law enforcement support. The primary focus of the
foreign policy tools addressng TOC has been on internationa narcotics trafficking, and more

specificaly controlling the supply of drugs a the source through crop eradication or subgtitution. Foreign
ad has been directed at building ingtitutions in source countries to address the growing problem of drug

trafficking and abuse, including strengthening crimind justice polices and programs. Internationa

development aid has aso been digpensed with the purpose of ameiorating poverty, which is viewed as

aroot cause of crimindity.

Canada

Agency
I nnovations
Description

Department of Foreign Affairsand International Trade

Viewing and gpproaching transnationa crime as a human security problem
Canadas recent White Paper on foreign policy identifies internationd crime asa
notable “non-traditiona” threet to security. The White paper affirms the will of the
Federd Government to use its foreign policy to protect Canadians from
transnationd crime,

Describing illicit drugs as the “ quintessentid” human- security chalenge, in 1999
Foreign Affairs Minigter Lloyd Axworthy launched anew strategy that will focus
on the human security Sde of illegd drugs and drug trafficking, instead of the more
traditiond policing and interdiction emphass.

In particular, the Minister has asked other foreign ministers from the Americas to
focus on human security perspectivesincluding:
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Agency
Title

Governance - How police and judicid bodies ability to enforce drug laws can be
enhanced while protecting human rights and what can be taken to stop corruption
and the palitical influence of drug-related crimind organizations.

Small arms and firearms - Cooperative efforts to promote ratification of the
Inter- American Firearms Convention, the development of complementary globa
indruments and strengthening domestic ingtitutions respongble for implementing
them.

Development and trade — Methods to support development of lega dternatives
toillicit drug crops and enhancing the market for those crops.

While Canadd s Minigter of Foreign Affairs hasidentified foreign ad policiesasan
option to encourage development of legd dternativesto illicit drug crops and
enhancing the market for those crops, at this time Canada does not have formal
policies or programsin this area.

Canada does contribute indirectly to dternative development through our
contributions to the multilateral drug control bodies (CICAD and UNDCP). The
Canadian Internationd Development Agency (CIDA) is engaged in some activities
which full under the rubric of dternative development dthough the primary
objective is not to eiminaeillicit drug crops.

During histrip to Colombia, the Minister signed an agreement on drug demand
reduction with the Colombian Government in Bogota Under the agreement the
two countries will exchange experiences and practices to dedl with drug trafficking,
the diversgon of chemicas used to produce illicit drugs, money laundering,
preventing drug abuse, promoting drug trestment and rehabilitation, and
prosecuting drug and related offences. In addition to the demand reduction work,
the RCMP will be providing training in drug enforcement and money laundering
investigations to Colombian law enforcement officids.

Personal communications, Department of Foreign Affairs and International Trade;
DFAIT (1995) Canada in the World: Government Satement Ottawa: DFAIT,
February; “ Axworthy Travelsto Jamaicato Launch New Anti-Drug Strategy.”
Ottawa Citizen, January 7, 1999; "Axworthy signs agreement on drug demand
reduction with Colombia™ Department of Foreign Affairs and International
Trade Press Release, January 14, 2000.

Department of Foreign Affairsand International Trade
International Crime Division
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Innovations  Foreign Affairs section dedicated to internationa crime issues

Description  Issues addressed by the International Crime Divison include:

organized crime

illiat drugs

internationd terrorism

high tech or “cyber- crime”’

corruption

economic and financid crime, epecidly money laundering
criminal aspects of firearms movements, and

trafficking in and smuggling of people.

The Divison is respongble for the management of the Department’ srolein
multilateral and bilaterd initiatives related to the above issues. Multilaterdly, this
includes work within the:

G-8 (representing Canada on the G-8 Group of Experts on Internationa
Organized Crime as well as the Experts Group on Counter-terrorism),
United Nations fora (e.g. Commission on Narcotic Drugs, the Crime
Commission),

the OAS (e.g. the Inter- American Drug Abuse Control

Commisson), and

other multilatera fora (e.g. the Dublin Group of countriesinvolved in drug
control assistance).

Bilaterdly, the Divison isinvolved in initiatives rd ated to the United States (e.g.
the Cross Border Crime Forum and the Bilateral Consultative Group on Counter-
Terrorism).

The Divison aso manages the Government’ s contributions to multilateral drug
control organizations (UN International Drug Control Program and the Inter-
American Drug Abuse Commission of the OAS). A program of activitiesisbeng
developed as part of the “Public Safety” component of the Department’ s Human
Security Program. One project the Divison is currently managing isthe
“Connectivity and Substance Abusg’ project that will use information technology
asameans for people and organizations involved in the prevention, trestment and
rehabilitation of drug use to have access to information and best practice.
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The mgority of the Divison’swork is done in cooperation with other federa
government departments and agencies, including Salicitor Generd Canada,
Department of Justice, the Department of Finance, the RCMP, CSIS, Hedth
Canada and the Canada Customs and Revenue Agency.

The Divison's complement conssts of a Director, Deputy Director, four officers
and two support staff. Staffing certain pogtionsis underway.

Sour ces Personal communications, Department of Foreign Affairs and Internationa Trade
United States

Agency U.S. Department of State

Title United States Foreign Palicy: Controlling Drugs at their Source

Innovations  The U.S. has used a varied number of trade and aid paliciesto influence TOC
activities and enforcement in source countries.

Description  The Department of State is the lead federal agency for internationd narcotics
control. Under the Assistant Secretary for the Bureau for Narcotics and Law
Enforcement (INL), the State Department coordinates the internationa narcotics
control and anti- crime assstance activities of al U.S. Government agencies
operating oversess.

Using a number of foreign palicy toals, including aid, trade, enforcement support,
and military support, the United States government has dedicated considerable
resources toward controlling illegd drugs a their source. This foreign enforcement
policy umbrdlatypicaly centres on a combination of financid aid and incentives to
source countries to eradicate and/or subgtitute illicit crops.

Thisfederd policy, while globd in nature, has focused on the supply of cocaine
from the Andean Region and is exemplified by the Andean Trade Preference Act
(ATPA) which became law on December 4, 1991. According to Magill (1992)
the passage of ATPA signaled amgor shift in the U.S. economic development
and international narcotics trafficking strategy toward Peru, Colombia, Ecuador
and Bolivia “For the firgt time, the United

States has formulated a holistic gpproach to the problems facing this troubled
region.”

ATPA has severd components. First, the Act reduces tariffs on products
originating in Andean nations with the view to create viable dternative outlets for
resources currently involved in theillegal drug economy. Second, ATPA fosters
the expangon of lawful industries in the Andean region in order to broaden loca
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tax revenues and to increase the resources available for drug interdiction efforts.
Third, ATPA drengthens U.S. commitment to the long-term economic
development of the Andean nations and improves cooperation with Andean
governments that is essentia to U.S. counter-narcotics policies. Fourth, ATPA
indirectly contributes to the U.S. economy through increased exports to the
Andean nations.

As part of the internationd narcotics control efforts, the United States Agency for
International Development (USAID) isrespongible for the design and
implementation of programs to assst farmersin diversifying their crops from coca
or heroin aswdll as more macro-level programs that encourage countries to
change the focus of their economies away from the production of illicit drugs. In
the short term it is USAID's respongibility to dleviate the negative economic and
socia didocation that may result from the crop subgtitution programs. In the longer
run USAID's mandate includes amdliorating severe poverty, achieving lasting
growth, sharing the benefits of growth more broadly, and strengthening democratic
ingtitutions and respect for human rights. USAID aso sponsors anti-drug
education programs that are designed to build indtitutions in developing countries
to address the growing problem of drug abuse. USAID isrespongble for funding
Adminigration of Justice programs to strengthen host nation capability to
prosecute crimina cases in court and to develop and implement laws to deter
crimind dements.

A 1998 U.S. Department of State report on U.S. globa drug enforcement efforts
satesthat its foreign trade and aid policies directed at crop substitution and
eradication have met with some success in the Andean Region, including “the
continuing downward trend in illicit coca cultivation” (United States Department of
State, 1998).

Critics of the program are less enthusiastic. According to Abadinsky (1994), “as
part of our effort to control drugs at their source, crop substitution programs have
met with only limited success.” Aslong as demand remains high, the price offered
for poppy or cocawill be many timesthat received for conventiond cultivetion. If
coca crops were eradicated in the Andean region, the continuing demand for
cocaine would smply result in ashift or an increase in production in other
countries. The successful effort to get Turkey to curtall its production of opium in
the 1970s resulted in a concomitant rise in production in Mexico and Southeast
Asia U.S. crop eradication efforts have dso included the use of aerid herbicides
that are either sprayed or dropped as pellets that mdlt into the soil whenit rains.
However, amgor difficulty isfinding environmentally safe herbicides. Critics
charge that some herbicides used inflict irreparable harm on the delicate ecologicd
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Colombia

Agency
Title

Innovations

Description

baance in the region.

In Peru’s Upper Hualaga Valley, where 250,000 acres of coca are planted, an
estimated sixty thousand families are dependent on coca as a cash crop. Large-
scae eradication, notes Alan Riding (1988: 6), could * provoke a socid
convulson, forcing thousands of familiesto leave the area.” Aid to source
countries may aso create a dependency on the donor; if funding is cut off, thereis
adanger that the influence of therich drug trafficking cartels over these
governments may incresse.

Despite these critiques, in July of 1999, the federd “Drug Czar” Barry McCaffrey
proposed another (US)$1 billion in emergency counter-drug ad that will focus on
Andean countries, saying that Colombiafacesa*near-criss’ stuation. Republican
leaders in Congress dso are readying their own emergency aid package for
counter-drug efforts in the region. On March 30 2000, the U.S. House of
Representatives approved (US) $13 hillion to help Colombia fight cocaine
trafficking (Reuters, March 30, 2000).

Magill, RT. (1992). “Andean Trade Preference Act: A Step In The Right
Direction?’ Law & Policy in International Business, 23 (4); United States.
Department of State. The Bureau for International Narcotics and Law
Enforcement Affairs. (1999). International Narcotics Control Strategy Report,
1998. Washington, DC: U.S. Department of States; United States Agency for
International Development. (1994) USAID Strategic Plan, U.S. Goal: Broad
Based Economic Growth and Agricultural Development Encouraged.
Washington: USAID, March; “1$Billion in Anti-Drug Aid Proposed.” The Dallas
Morning News July 17, 1999; “The Narco GuerillaWar” Newsweek. August 6,
1999; “U.S. House gpproves Colombiaaid.” Reuters. March 30, 2000.

Federal Government of Colombia

National strategic response to combat organized crimeto comply with
American aid

Deveopment of acomprehensive strategy to address both the causes and
symptoms of organized illega narcotics supply by a source country

In response to the aid package pledged by the United States, the Colombian
government has developed a comprehensive and far-ranging strategy to comply
with the terms of the foreign aid package, while concurrently attempting to address
the problem of narcotics supply in that country.
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The recently-announced measures, which have yet to be articulated through forma
policy and programs, is significant because it represents an attempt to forge a
national strategic and comprehensive plan to address organized crime and
narcotics supply in a source country.

According to a Colombian press report, the Colombian government has
devel oped the following objectivesin order to comply with foreign aid provided by
the United States:

1) Economic strategy - Job creation, strengthening the state's capacity to collect
taxes, expansion of internationd trade and access to foreign markets, free trade
agreements, attracting foreign investment to the country;

2) Fiscal and financial strategy - Augterity and belt-tightening messures to
promote economic activity and regain internationa prestige on the world's financid
markets;

3) Peace strategy - Agreements negotiated with rebel forces that include
territorid integrity, democracy, respect for human rights, strengthening the state,
and fighting the drug trade;

4) Defence strategy - Modernization of the armed forces and the police amed at
counteracting the activities of organized crime and armed groups,

5) Judicial and human rights strategy - Ensure egditarian and impartia justice
and promote reform in the armed forces in order to protect human rights and
internationa humanitarian law;

6) Anti-drug strategy - Coordinate with the other countriesinvolved in drug
enforcement; attack production, distribution, sales and consumption, asset
laundering and sde of precursors, consumables, and ams;

7) Alternative development — Profitable agricultura systems for peasants and
their families, economically viable environmenta protection activities, conserving
jungle areas and stopping the spread of illicit crops throughout the Amazon basin
by sustainable, productive, integrated and participatory projects, soecid attention
to the regions that have a comhbination of high levels of conflict and alow ate
presence;

8) Social participation strategy — Programs to develop greater responsibilities
within loca governments, anticorruption plans, fighting kidnagpping, violence and
the internd displacement of individuas and communities, srengthening of
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agriculturd communities, formd ingtitutions that promote structurd change of
culturd patterns that generate violence, program that teach tolerance, peaceful
coexigence, participation in public issues and conflict resolution;

9) Human development strategy - Guarantee adequate health and education
sarvices, and

10) International orientation strategy - Foster international cooperationin
anti-drug activities and the peace process.

Sour ces “Government accepts 10 gods to comply with US plan Colombiaaid.” El
Colombiano. March 3, 2000.

3.1.6 Security and Foreign Intelligence Agencies

Containing organized crime has traditiondly been the domain of law enforcement agencies, while
addressing nationa security concerns has been primarily the field of security intelligence agencies.
Transnationd organized crime blurs the line between “crime’ and “nationa security” because crimind
organizations are now perceived as posing anational security threat to some countries aswell asthe
international community.

Security threats that have been proposed as emanating from transnationa organized crime groups
indude:

Threatsto the global economy — TOC groups pose a threat to internationd financial markets through
large scae government and corporate fraud activities as well as money laundering, which can serveto
destabilize financia markets and worsen national debt problems due to lost

tax revenue. While these threats are most pronounced in (developing) smaler economies, aripple effect
can occur internationaly due to the inter- dependence of the world economy.

Political impact — TOC can have adamaging effect on politica structures, in particular fragile new
democratic sysems found in former communist or totditarian regimes. Organized crime groups
throughout the world have used their financia power to corrupt public officiads. In South American and
Adadrug catds have a destabilizing effect on governments through their

financid support of loca anti-government rebe forces.

Arms smuggling/Nuclear threat — TOC has become increasingly involved in the transfer of arms
internationdly. The globa network of criminds, terrorigts, and corrupt government officids and their
complex methods of smuggling contraband could easily be trandferred to the smuggling of nuclear
materials on amassve scae.
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According to the Canadian Security Intelligence Service, internationd crime is a threat to Canada when

it impacts upon:

law and order to the extent of affecting the fabric of Canadian society;

Canadd s economic security through such things as large- scale money laundering;
government programs such asimmigration and refugee processes,

the government’ s negotiating position with foreign countries;

Canada sforeign policy interests; and

government inditutions through such activities as the corruption of public officids (as cited in
Security Intelligence Review Committee, 1999).

Based on the perceived nationa security threats posed by TOC, security and foreign intelligence
services have increasingly been involved in combeating TOC. This escdating role has dso resulted from
the limitations of traditiona law enforcement agencies.

Canada
Agency
Title

I nnovations

Description

Canadian Security Intelligence Service

Transnational Criminal Activity Section

Involvement of nationd security intelligence agency in fadilitating TOC enforcement
through a gtrategic intdligence role

Following a 1993 Department of Justice legd opinion that affirmed the view that
certain TOC activity could represent a threat to the security of Canada, arole was
identified within the mandate of the Canadian Security Intelligence Service (CSIS)
to assist domestic law enforcement agencies. This new role for CSIS represented
aggnificant departure from the Service straditiond area of respongbility “in which
crimina activities were generdly investigated only in the context of espionage and
serious paliticaly-motivated violence (Security Intelligence Review Committee,
1999).

Commencing in 1995, CSIS initiated a number of investigations into transnationa
crimind activity using targeted authorities. From the outset, the role of CSISwas
limited to the collection of drategic intdligence and involvement in criming
enforcement of atactical nature was avoided. The Service sregions were
provided with a set of key objectivesfor the

investigation of issue-based targets - objectives that reflect the strategic thrust of
the Service' s program (Security Intelligence Review Committee, 1999).

It is through the collection and subsequent andysis of dtrategic intelligence that the
Service fulfills its mandate to address threats to Canada s nationd security that
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gem from transnationd crime. The Service' s callection of dtrategic intelligence can
aso have an important benefit for law enforcement agencies, as CSISis often able
to provide them with timdly tactical information.

The Service cregted the Transnationd Crimind Activity (TCA) Section in January
1996, as part of agovernment- wide effort to combat this threet. This unit draws
on the Service's operationa and strategic analysis resources in order to collect
intelligence related to transnationa crime (Canadian Security Intelligence Service,
1998).

Thefirg task CSIS st for itsdf was to establish an empiricd bassfor dl
manifestations of transnationd crime. Investigators were authorized to interview
persons who may have relevant information. The Service a'so made use of its
extensve liaison arrangements, both domegticaly and internationdly, to solicit
information on TOC generdly, and on individuas suspected of being involved. In
its ongoing operations, CSI S cooperates with other governments, which have
mandated their intelligence services to help combat transnationd crime and
exchanges information with dlied intelligence agencies.

When individuas of security intelligence concern do manage to dlude the system
and arrive in Canada, their threat-related activities, as defined by Section 2 of the
CS SAct, may be monitored by the Service.

The 1998/99 audit report of SIRC examined the Service s activities in the area of
transnationd crime. The study, conducted in 1997, was carried out in order to
ensure that CSlSinvestigative activities in relation to transnationa crime were
consgtent with its mandate under the law, its operationd policies, and Minigerid
Direction.

The Committee acknowledged an important role for CSIS in addressing the scope
and nature of transnationd crime. The review identified severa instances where the
collection of drategic information (and its subsequent dissemination to the
appropriate government agencies) by CSIS played a crucia role in government
decison making. In addition, the Service' s Srategic data base on transnationd
crime aided Citizenship and Immigration Canadain preventing the entry into
Canada of foreign organized crime figures. During the period reported, the
Committee found that for the most part, dl tacticd or other crimind information
that was collected in the course of its Srategic investigations was passed promptly
to the RCMP or to the police force having jurisdiction.

The Committee also identified problemsthat arose early in the Service' s program.
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Fird, it was evident that CSIS investigators lacked the training and experience to
recognize the types of financial and corporate crimes that were supposed to be the
object of concern.

The Committee also expressed concern that a number of CSIS investigations and
inquiries resulted in the collection, retention, and reporting of information on
tactical, street-leve crimind activities that were clearly not within the scope of the
Service s drategic objectives. This semmed from alack of an adequate
delinestion of dtrategic from tacticd inteligence. The Committee argued that that
where CSIS is unable to bring a unique perspective to a specific areainvolving
transnationd crime, it should leave the matter in the hands of the appropriate law
enforcement agencies.

The Committee sthird genera concern touches on the Service' sinternationa
contacts. Its focus on drategic intelligence had an unanticipated impact on

rel ationships with collaborating foreign security and intelligence agencies CSIS
learned over time that these agencies were interested in tacticd intelligence on
transnationa crime in support of law enforcement organizationsin their own
countries. The result was that CS'S was to some extent left out of the intelligence
information exchange.

The Committee concluded that the problems encountered by CSISin this areacan
be attributed, & least in part, to the lack of familiarity and experience that naturdly
accompanies venturing into anew field.

The SIRC study was conducted in 1997, ayear after CSIS created its TCA
section. According to CSIS officias, there has been considerabl e refinement

to its program and an integration of CSIS's program with the broader Government
effort againgt organized crime Snce tha time.

Sour ces CSIS (1998) Transnational Criminal Activity. Ottawa: CSIS; CSIS (1999)
1998 Public Report. Ottawa: CSIS; Security Intelligence Review Committee.
(1999).

United States

Agency Central Inteligence Agency

Title Counternar cotics and Crime Center
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Innovations  Involvement of nationd security intelligence agency in fadilitating TOC enforcement
through Srategic intdligence role

Description  Presdentid Decison Directive 42 created by the Clinton Administration contends
that TOC isathreet to nationa security. The directive orders government agencies
to “use creatively and aggressvely dl legd meansto combat internationd
organized crime.”

Even before this Directive, the United States redirected significant resources
toward asssting law enforcement in identifying, targeting and gpprehending TOC
groups and their principa figures. Thiswas carried out primarily through the
Centrd Intelligence Agency (CIA).

In 1989, the Director of the CIA established the Counternarcotics Center (CNC).
In 1994, the CNC's mandate broadened to include al internationa crime issues.
Its name was changed to the Counternarcotics and Crime Center to reflect its
expanded misson. The objective of the Center isto bring together source
intelligence, and the andytical and technical eements of the CIA to focuson
internationa crime. The Center aso functions as a coordination center by bringing
together representatives from the law enforcement and nationa security agencies
to address intelligence problems of common concern.

The Center endeavours to creste ways to provide more information of direct use
to law enforcement agencies, while at the same time providing improved and
timelier drategic assessments to policy makers. In support of the President's
nationa drug control policies, the Center has drafted a classified counter-narcotics
srategy (and isworking on an internationa crime strategy) for the inteligence
community.

The new center has attempted to provide greater opportunities for law
enforcement agenciesto gain “actionable intdligence” on specific globd crime
groups. Intdligence collection has been primarily directed a the structure of
internationa crime networks and political and economic impact of the threst.

Although the National Security Act of 1947 prohibits the CIA from having
domedtic law enforcement powers, the CIA continues to be involved in TOC
cases that have domestic dements. President Reagan’ s Executive order 12333
clarifies CIA datutory authority in this area by authorizing the CIA to “ participate
in law enforcement activities to investigete or prevent clandestine intelligence
activities by foreign powers or internationd terrorist or narcotics activity.”

Sour ces Executive Order 12333, at 46 FR 59941, 3 CFR, 1981 Comp, p. 200.

Alternative Approaches to Combating Transnational Crime

4
Final Report - March 31, 2000 °



United Kingdom

Agency
I nnovations

Description

United Kingdom Security Service (MI5)

Involvement of nationa security intelligence agency in facilitating TOC enforcement
through Strategic intelligence role

Traditionaly, the main focus of the U.K. Security Service, or MI5, wasto carry
out security intelligence work aimed a combating threats to the United Kingdom
such as espionage and terrorism.

In November 1995, the Security Services Bill wasintroduced to “enable the
Security Serviceto assst law enforcement agenciesin their work againgt organized
crime.” Thislegidation, which was passed in 1996, dates that the role of MI5isto
collect information and produce intelligence in support of police investigations and
to counter covertly organized threets, including terrorism, espionage, and the
proliferation of wegpons of mass destruction.

Further legidation wasintroduced in 1996, which dlows MI15 to monitor
telephones, intercept mail, and enter the homes and offices of individuas suspected
of involvement in serious and organized crime. The Bill was later amended by the
Home Office at the suggestion of the police to Sate that MI5 will work ina
support capacity to the police in its fight againgt serious crime. MI5 has sought
powers of arrest for its agents, but these have not been granted.

The 1996 legidation, which makes it clear that the primary responsibility for work
againg serious and organized crime remains with law enforcement agencies,
pecifies arrangements governing how MI5 fulfilsitsrolein

serious and organized crime enforcement. Under these arrangements, MI5is
tasked to take on investigations on a case-by-case bass, where it is agreed that its
particular skills, knowledge, or capabilities are likely to help alaw enforcement
investigation. The Service will then bring to beer its investigative capabilities as
required with aview to assigting alaw enforcement agency to collect the necessary
intelligence.

Specificaly, MI5 provides information and assessments to enforcement agencies
on current serious crime threats, and collaborates with them in investigations that
may result in crimina proceedings. MI15 provides support to the police in two main
aress. in the field of serious crime, it works exclusvely in support of the police and
other law enforcement agencies; and in Northern Ireland MI5 provides support to
the Roya Ulgter Congtabulary, which has the lead role for intelligence work on
terrorism in Northern Ireland. The Service has also been directed to work closely
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with other law enforcement agencies, such as HM Customs and Excise and
Britain’s municipa police forces.

One current example of therole of M15 in combating TOC istheir participation in
agpecid unit of police and immigration officias targeting organized groups
smuggling illegd immigrantsinto Britain. M15's intelligence work focuses on
identifying principd figures behind the smuggling rings and is coordinated through
the NCIS Specidist Crime Unit, which isinvestigating organized illega
immigration. MI5 usesits links with overseas agencies. Its efforts will be
supplemented by embassy and immigration staff overseas who gathers intelligence.
Meanwhile, at home the security servicegsrole in clandestine surveillance is meant
to track the groups running the British end of smuggling operations.

According to the MI5, its support of serious crime enforcement has proved
effective in many of the casesin which it has been involved. It has helped achieve a
number of convictions, including that of Paul Ferrisin July 1998. Ferriswas a
mgor crimind in Scotland, who was sentenced to ten years imprisonment for
conspiracy to sl illegd firearms.

Sour ces MI5 Internet web site. www.mi5.gov.uk/; “MI5 “turf war' threstens IRA hunt.”
The Sunday Times. May 5, 1996; “Police concern at MI5's adoption of drugs
role’ Electronic Telegraph. January 20, 1995; “Let MI5 join fight againgt crime,
saysRimington.” Electronic Telegraph. October 5, 1999. “MI5 to fight fraud
gangs” The Daily Telegraph, February 4, 1998; “ Migrant bustersto take on
the godfathers.” Daily Mail, November 27, 1997; “British spies take fight to the
mafia” Times Newspapers Limited, November 17, 1996; “MI5 to join fight
agand illega immigration rackets”

3.2 Enhancing Traditional Law Enforcement through Multi-Agency Cooperation

As organized crime increasingly spansjurisdictional boundaries, cooperation and coordination among
agencies (enforcement, policy, and regulatory) has become essentid.

Efforts to combat TOC have traditionaly been characterized by unilaterd efforts by law enforcement
agencies within their repective jurisdictions. Increasingly TOC enforcement, on both atactical and
drategic level, has involved a coordinated effort between two or more law enforcement agencies. This
partnership approach has been expanded beyond law enforcement agencies and aso include crimina
and security intelligence agencies, regulatory bodies, private sector organizations and non-governmentd
groups. Findly, multi-jurisdictiona partnerships have increasingly taken place between enforcement
agencies from different countries. In short, in the fight againgt organized and transnationd crime,
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partnerships have been formed between:

sections or agencies within a government (enforcement) organization;

domestic law enforcement agencies,

law enforcement agencies from different countries,

domestic and foreign crimind intelligence sarvices,

law enforcement, crimind intelligence and nationa security intelligence agencies,
police and other enforcement, regulatory, and policy organizations, and
enforcement and private sector organizations.

This section examines arange of innovative partnerships among a host of public and private sector
organizations. Particular emphasisis placed on partnerships between domestic agencies (including
partnerships between sections of a Sngle agency), partnerships between law enforcement agencies from
different countries, multi-jurisdictiona training and education, multi-jurisdictiona sharing of crimina
intelligence, and multi-sectora partnerships (i.e., between public and private sector organizations).

3.2.1 Domestic Police Partnerships

Canada
Agency Royal Canadian Mounted Police
Title RCMP Organized Crime Enforcement Program

Innovations  Coordination across various RCMP federd enforcement programs; emphasis on
srategic planning and intelligence; prioritization based on threat and risk
assessments, focus on organized crime groups, and not “commodities’

Description  1n 1999, the Commissioner of the RCMP designated a Deputy Commissioner to
be respongible for coordinating organized crime enforcement for the Force.

Thisinitiative was taken due to the increased scope and threet organized crime
presented to Canada and the limitations of the RCMP straditional commodity-
based federa enforcement approach in addressing organized crime groups,
whose activities increasingly cut across various products, services, and
jurisdictions.

The over-arching objective of this new program isto develop astrategic and
coordinated enforcement approach to the dominant organized crime groupsin
Canada by the RCMP. The strategic approach can be broken down into four
components.

1) Using arisk-based approach, assess the threats posed to Canada by
organized crime groups through information gathering and Strategic
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intelligence;

2) Prioritize crimina groups for targeting based upon the extent of the threat they
pose to Canada;

3) Target organized crime groups based upon this prioritization; and

4) Mohilize, coordinate, and strategicaly place resources throughout the country
for enforcement purposes.

Reporting to the new Deputy Commissoner are five Nationd Organized Crime
Officers (NOCO) who have been appointed for each region: Centra Canada,
Atlantic Canada, British Columbia, and the Prairies.

The main responsihilities of the Regiond Officersisto work with the Crimina
Operations Officers and Commanding Officers of each RCMP Divison to
identify priorities, develop strategies, and coordinate resources on a Divisona
and nationd basis. According to the Deputy Commissoner responsible for this
program, “The NOCOs were created to add vaue and help the regions and
Divisons deliver the Force s srategy on organized crime in a co-ordinated and
seamlessfashion” (Pony Express, 2000: 17).

Dueto its drategic focus, there isa ggnificant role for intdligence in thisinitiative,
including conducting the threet assessment, prioritization, and targeting.
Intelligence will dso play akey role in the coordinated enforcement operations
that will be undertaken.

Once the priorities have been identified, attempts will be made to coordinate
resources within and outside the RCMP. According to the newly appointed
Deputy Commissioner: “Because of globdization it isimperative that we respond
to thisthreet in a coordinated and seamless way, first among law enforcement
agenciesin Canada and with our internationd partners’ (Pony Express, 2000:
16). The new dtrategic approach aso encompasses an avareness-raisng and
education component for both police officers and the public.

Interviews, RCMP Crimind Intelligence Directorate; RCMP NOCO Centrad
Canada Region; “ Shattering the perverse mirror of society. An interview with the
Deputy of Organized Crime.” Pony Express, January, 2000: 16-17; Kerr,
Joanne (2000) “Arewe losing the battle” Pony Express. January: 18-19.

Federal, provincial and municipal police, enforcement and intelligence
forces
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Description

Combined For ces Special Enforcement Unit
Integrated, multi-agency task force focusing on high-risk organized crime groups

The Combined Forces Speciad Enforcement Unit (CFSEU) is an integrated Joint
Forces Operation comprising members of the Toronto Police Service, Ontario
Provincid Police, York Regiond Police, Ped Regiond Police Service, Roya
Canadian Mounted Police, Citizenship and Immigration Canada, and the Crimind
Intelligence Service Ontario.

Located in the Newmarket Detachment of the RCMP, the unit is administered
and funded by the RCMP. CFSEU is mandated to undertake project style,
investigations that target organized crime groups that present ahigh-risk to
Canada. The current emphasis of the CFSEU is on Itaian, Eastern European,
and Asian organized crime groups.

Specificaly, the primary mandate of the CFSEU isto investigate, prosecuite,
expose, and dismantle organized crimina enterprises. The secondary mandate is
to share intelligence with key enforcement partners and to cooperate with, and
asss other organized crime enforcement units at the nationd and internationa
levels.

The CFSEU is both a drategic and tactica operation and by virtue of the large,
sophisticated groups it targets, undertakes long-term intelligence and invedtigative
projects. CFSEU surfaces crimind intelligence by virtue of its own investigetions
and from other RCMP units, palice forces, and government agencies (both
foreign and domestic).

The unit conssts of teams of investigators responsible for project-level organized
crime investigations within the Greater Toronto Area. There are currently 60
investigators in the Toronto CFSEU and four project teams. Three of the project
teams focus on Itaian, Eastern European and Asan organized crime respectively.
The project teams are supported by a Crimina Visa Screening and Immigration
Team, aGenerd Investigation Team for non-project investigations and a Support
Services Team for technica, andytica, and administrative support.

Investigators assigned to the CFSEU have extensive experience in crimina and
drug invedtigations, intelligence, or surveillance. Competency in any of the
languages used by the ethnic-based groups targeted by the CFSEU isdso a
consderation in selecting those who are assigned to the Unit.

The CFSEU is managed by a Superintendent of the RCMP who is responsible
for coordinating the investigations of the CFSEU, carrying out its priorities,
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deploying personnd and utilizing resources under his command.

The CFSEU is governed by an Executive Committee, which is comprised of the
Chiefs of Police from Toronto, Y ork and Pedl; the Commissioner of the Ontario
Provincid Police and the Commanding Officer of RCMP “QO” Divison. This
committee is respongble for the review of policy and gods for the unit.

A Joint Management Steering Committee composed of the Officersin Charge of
the Inteligence Branch from each of the partner police services, aswell asan
observer from the Crimind Intelligence Service Ontario, is responsible for
investigative project direction.

The CFSEU has enjoyed success recently in relation to Italian and Eastern
European crime groups operating in Canada and internationaly. Project Omerta
targeted the Cuntrera- Caruana Scilian crime family, considered one of the most
established and largest drug smuggling and money laundering crimina
organizations in the world. The group, which reportedly has operated worldwide
for over 30 years, was disrupted by the arrest of the mgjor leaders of the
organization. The project took more than three and a hdf years, spanned five
countries, consumed more than (CDN) $8 million in resources, and involved
more than 25 difference agencies from various countries. In February 2000, key
members of Cuntrera- Caruana group pled guilty in Superior Court and received

lengthy jal terms.

Project Osada |l was a two-year investigation targeting Eastern European
organized crime operating in Canada and the United States. The project
culminated with the arrest of 50 suspects, and the laying of more than 100
charges including conspiracy to traffic in cocaine, heroin and cannabis, conspiracy
to commit fraud and commit robbery, and immigration offences.

Seventeen members of this group who were arrested have aso been charged
with participation in acrimina organization.

Sour ces Persond Interview, Officer in Charge, CFSEU, RCMP Newmarket; “Mgjor
Mafia Figures Arrested In Cocaine Conspiracy.” Canada News Wire, July 15,
1998; “Key Figures In Internationa Organized Crime group plead guilty.”
Canadian News Wire. February 25, 2000; “Police arrest 37 in Eastern
European Crime Crackdown. Reuters, December 9, 1999; “ Anatomy of araid:
Canada s new anti-mafialaw used in war againg gangs.” Toronto Sun,
December 10, 1999.
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RCMP and various enfor cement agencies

Integrated Proceeds of Crime Units

Integrated, multi-agency, multi-disciplinary task force approach to proceeds of
crime enforcement

The Integrated Proceeds of Crime (IPOC) program is afederal government
strategy with a current life span of five years (1996/1997 to 2000/2001). The
mandate of the IPOC Unitsisto intengfy and make more efficient and effective the
investigation and prosecution of mgor organized criminas and crime groups
operating in Canada, primary through proceeds of crime saizures, forfeitures, and
associated pendties.

Investigations of organized crimina enterprises and money laundering are lengthy,
complex and often have an internationa dimension. As such, it was recognized that
in order to conduct investigations in the most efficient and effective manner, a
mullti-agency, inter-disciplinary gpproach was required. The result was the
formation of 13 units across Canada that are staffed with amix of federd,
provincid and municipa police, Department of Justice Crown counsdl, Canada
Cugtoms and Revenue Agency (CCRA) (customs and taxation) personnd,
forensic accountants, and support staff.

The multi-disciplinary gpproach is dso reflected in the presence of Department of
Justice Crown Counsdl on the units. The role of these DOJ representatives is not
to undertake prosecutions, but to provide lega advice and support to
investigators, including helping to prepare affidavits and warrants, and providing
pre- and post-charge legd guidance. The physical presence of the DOJ counsd
a0 creates efficiencies in that investigators do not have to travel to DOJ offices
for these services.

In short, the multi- disciplinary and multi-jurisdictiona nature of the IPOC units has
expedited the complex and resource-intensve nature of proceeds of crime
investigations and prosecutions. The integrated nature of the IPOC units pools
investigative knowledge and expertise, increases the efficiency of investigations,
and prosecutions, and improves the quality of evidence and court presentations.

Since ther introduction in fisca year 1996/97, IPOC investigations have resulted
in (CDN)$53 million in saizures and dmost $60 million in forfetures. In atwo-year
period (1997-1999), for every dollar spent by the units, 87 cents was generated in
saizures and $1.07 in forfeitures (based on a modified accrud accounting analysis).
Evauations have aso show that high profile IPOC investigations have had an
impact on the way certain targets are accumulating their wedth (i.e., attempting to
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hide their association with crimind assts).

IPOC units have been established, in Vancouver, Toronto, Montreal, Edmonton,
Cdgary, Ottawa, London, Halifax, Fredericton, Winnipeg, Regina, Quebec City,
and . John's.

The IPOC initiative is unique in Canadain that it is subject to an annud evauation,
managed by Solicitor General Canada, which has been ongoing since the creation
of its predecessor, the Integrated Anti-Drug Profiteering Units, in 1993.

Personal communication RCMP Proceeds of Crime Branch and Minigtry of the
Solicitor Generd of Canada

RCMP, Canada Customs and Revenue Agency (Customs) and other
agencies

Cornwall Regional Task Force (Ontario) / Tobacco and Contraband
Smuggling Joint For ces Oper ations (British Columbia)

Multi-agency partnerships to combat contraband smuggling

The smuggling of tobacco products into Canada rose dramaticaly in the early
1990s, with evidence that crimind organizations were well established in the
trangportation, storage, and distribution of this contraband product throughout the
country.

In the face of the escdating problem, as well as the expanding complexity and
flexibility of the smuggling operaions, the RCMP and Canada Customs (now
Canada Customs and Revenue Agency (CCRA)), the two agencies with primary
enforcement responsibility for smuggling and contraband enforcement, recognized
the need to strengthen their partnership and combine resources to more effectively
and efficiently meet their common god to disrupt or dismantle these crimind
smuggling organizations. The partnerships between the two agencies quickly
expanded to other enforcement agencies throughout the country.

A number of initiatives have been implemented to enhance inter-agency
coordination in contraband enforcement, including:

temporary and permanent JFOs between law enforcement agencies,
mullti-agency “border blitzes;”

highway targeting;

intelligence JFOs and working groups,

drategic policy and legidative committees,
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community outreach committees,

MOUs and informa partnerships with the private sector;

formd and informa JFOs between enforcement agencies and provincid and
federd taxation agencies, and

JFOs with American law enforcement.

Two contraband enforcement task forces stand out in the scope of their inter-
agency cooperation and coordination: the Cornwall Regiona Task Force
(Ontario) and the Contraband Smuggling Joint Forces Operation (British
Columbia).

The Cornwall Regiond Task Force (RTF) involves the RCMP, OPP, Cornwall
Police, Akwesasne Police, and CCRA. The RTF was assembled based upon the
extensive nature of tobacco smuggling through the Akwesasne/Cornwall area. Of
particular Sgnificance to this Task Force is the number of MOUSs that have been
signed between the RCMP and the Akwesasne Mohawk Police, which involve the
secondment of members to each police force.

Specid federd program funding has created two liaison positions that have
increased RCMP coordination with Cornwall and Mohawk police forces. One
member from the Cornwall Police Service and Mohawk police respectively are
gationed on the RTF while a RCMP member is seconded to the Mohawk
Akwesasne Police to provide drug education to the loca community.

This coordinated gpproach has been instrumentd in facilitating inter-agency
communications and information sharing, while the combined resources has
alowed enforcement agencies to collectively target larger smuggling groups. The
task force gpproach aso provides each agency ajoint “ownership” over the
problem and forges strong persond contacts among police forces.

Another sgnificant JFO gpproach began with the Tobacco Smuggling Joint Forces
Operation (TSIFO), which has been implemented in British Columbiain 1993.
The TSIFO isthe result of aMOU between CCRA Customs Intelligence Services
and the Vancouver RCMP Customs and Excise (C& E) Section. The mandate of
the TSIFO isto target criminal smuggling organizations involved in the
trangportation, storage, and distribution of contrabband tobacco products within the
province.

Five years following the Sgning of this MOU, the TSIFO expanded their
enforcement links to other contraband commodities besides tobacco products,
such as spirits, firearms, jewdry, and pornography. This expansion was reflected
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in 21998 Letter of Agreement that created the Contraband Smuggling Joint
Forces Operation (CSJFO) which more strategically targeted the broader
contraband problem. The objectives of the CSIFO are to:

jointly enhance the enforcement and intelligence gathering efforts of both
agencies by gathering intelligence and ensuring documented action or
dissemination of the information to both agencies or to other accredited law
enforcement agencies as the need arose;

liasewith other interested agencies to solicit their cooperation in accordance
with their respective polices,

identify and develop intelligence sources; and

issue media releases that have the joint agreement by both agencies as to their
content and timing.

The 1998 |etter of agreement created three structures through which the agencies
would coordinate activities:

a Senior Joint Management Group, conssting of the Manager of CCRA
Interdiction and Intelligence Divison and the Officer in Charge of the RCMP
Vancouver C&E Section;

aWorking Joint Management Group, made up of the CCRA Chief of
Interdiction for the Pecific Region and the RCMP NCO in charge of the C&E
Section; and

the Contraband Smuggling Joint Forces Operation, conssting of three RCC
members and sx RCMP members (as wdll as additiond staff where needed).

According to aRCMP Internet web Ste there are severd benefits of having
members from each agency working in the same office.

Thisincdudes:

“...joint surveillance and debriefings; full accessis available to each agency's
databases in accordance with their respective policies; full use of vehicles
from each agency that are assgned to the JFO; joint operational plans are
drafted with expertise provided from both agencies. The gpprovad or “sdling”
of these plansis much easier when submitted by members of each respective
agency; direct and often transparent lines of communication to the POE or
RCMP detachments, as well as speciaized sections within each agency;
information independently gathered by each agency is openly shared;
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informants are handled jointly by one handler from each agency in compliance
with their respective policies; press rel eases are completed on JFO letterhead
with a contact listed for each agency; members of the JFO areincluded in
specidized training offered by each agency and results are shared by each
agency and are noted asa JFO.”

The web Ste also states that this Sx-year partnership has achieved significant
resultsin addressing the ever-changing contraband threat:

“The CSIFO created a highly skilled and dedicated intelligence and
enforcement team. It successfully directs its combined efforts toward
disrupting or dismantling crimina smuggling organizations operating in both
agencies areas of regpongbility. Nationaly and within each respective
agency, the JFO isaleader in forming joint investigetive and intelligence
initiatives’.

Interviews, RCMP and Canada Customs and Revenue Agency, RCMP web site:
www.rcmp-learning.orag/bestdocs'engli sh/f sd/customs/contriond.hitml

The Organized Crime Agency of British Columbia (B.C.)

Creation of a new agency to address changing nature of organized crime
In October, 1998, the Attorney Generd of British Columbia announced the
edtablishment of the Organized Crime Agency following the report of an
Independent Review Committee on Organized Crime chaired by Stephen Owen.
The Owen Report found that the existing Coordinated Law Enforcement Unit
(CLEU) was too narrowly focused on the Lower Mainland of the province and
was not mandated or structured to effectively ded with the growing sophigtication
and divergity of contemporary organized crime.

Desgnated as a policing/law enforcement unit under the British Columbia Police
Act, the mandate of the Organized Crime Agency of B.C. isto facilitate the
disruption and suppression of organized crime that impact British Columbia. It will
be responsible for both gathering intelligence on organized crime and for active
enforcement with the god of sgnificantly impacting the Sze and scope of organized
crime activity in this province and beyond our borders.

The agency will set enforcement priorities targeting organized crime. The agency's
priorities for the year 2000 include firearms trafficking, proceeds of crime and
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Internet pornography. The agency's main operation in the Lower Mainland isfully
saffed with police officers with expertise and experience in specific areas of
organized crime, such as outlaw motorcycle gangs, Asanbased organized crime,
Internet crime, drug trafficking and pornography. The agency has adso established
its own proceeds of crime unit.

The agency has placed particular emphasis on conducting joint force operations
with local police and has established partnerships with other police organizations
on severd high-profile projects. Experts from other police departments are
working out of the agency to coordinate specidized operations. For example, a
Vancouver Idand officer who has worked for three years on anational project to
combat the illegal movement of firearms will be working out of the Organized
Crime Agency of B.C. to develop the “ Gunrunner” program to target specific
organized crime groups trafficking in fireerms. Crimind Intelligence Service British
Columbia (CISBC) will partner with the Agency and provide link to the nationa
Crimina Intelligence Service Canada database.

A senior officer in charge will direct the day-to-day activities of the police. Policing
operations will take place under the generd direction of ajoint management team
made up of senior police executives. A Board of Governors will aso be appointed
by the Attorney Generd, based on recommendations from the police community.
This Board has representatives from the RCMP and municipal police forces as
well as community members. The chief officer of the Agency isresponsble to the
governance board for the overdl leadership and management of the agency.

Notes of a gpeech by Beverley Busson, Chief Officer, Organized Crime Agency
Of B.C. to the Federd-Provincid- Territorid Meeting of the Ministers Responsible
for Justice, Vancouver, B.C., December 2, 1999; “Organized Crime Agency
GetsNew Chief.” Ministry of Attorney General Press Release. March 17,
2000; “Organized Crime Agency Gets Increased Provincid Funding.” Ministry
of Attorney General Press Release. April 7, 2000; “Attorney Generd
Egtablishes Agency To Fight Organized Crime.

Chief Officer Named.” Ministry of Attorney General Press Release. March 23,
1999; “Organized Crime Agency getsincreased funding.” Ministry of Attorney
General Press Release. April 7, 2000; “New Policing Agency to Fight Organized
Crimein BC.” Ministry of Attorney General Press Release. October 1, 1998.

U.S. Department of Justice in cooper ation with federal, state and municipal
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enfor cement agencies
Title United States Organized Crime Drug Enforcement Task Force
Innovations  One of the first and most comprehengve U.S. federa programs promoting multi-
agency coordination targeting organized crime, including senior level coordination
and mechanismsto ensure equa partnership among agencies

Description  The Organized Crime Narcotics (OCN) Trafficking Enforcement Program was
developed in 1986 by the U.S. Department of Justice, as a discretionary grant
program to assist law enforcement agencies in effectively responding to multi-
jurisdictiona narcotics trafficking activities. The god of the OCN Program isto
enhance, through the shared management of resources and joint operational
decison-making, the ability of locd, Sate, and federd law enforcement agenciesto
remove specificaly targeted mgor narcotics trafficking conspiracies and offenders
through investigation, arrest, prosecution, and conviction.

The dtrategy of the OCN Program is two-fold:

(1) to promote a multi-agency enforcement response—including one or more
prosecution authorities—targeting major narcotics trafficking conspiracies
operating across multiple jurisdictions, and

(2) toegablish aformal project mechanism whereby investigative and prosecution
resources could be dlocated, focused, and managed on a shared basis against
targeted offences and offenders.

The OCN project locations include Sites in 22 states across the continental United
States. Some projects concentrated efforts on larger areas, such as an entire Sate
or severd counties, while other projects concentrated mainly in a specific
metropolitan area.

Centra to the OCN Program isthe project Control Group, an oversight body
incorporating a shared management system to direct and administer project
resources. The Control Group serves as a policy-making board, selects cases to
be investigated and prosecuted, determines project goals and objectives, alocates
project resources, and provides oversight of al project investigations.

The Control Group is the mechanism within the OCN Program intended to
prevent any sngle agency’ s enforcement goas from controlling or dominating
project operations. Control Group member agencies are required to execute a
written Inter-agency Agreement, setting forth the desire of the participants to work
together on common problems and to contribute resources to the joint effort. The
mgority of Control Groups comprised senior operations managers of agencies
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expected to be most actively involved in cases conducted by the project. (Because
the U.S. Drug Enforcement Adminigtrations designation aslead federd drug
enforcement agency, the incluson of DEA in the Control Group was initidly
mandatory for al OCN projects.) Recognizing the need for early prosecution
involvement and planning in the OCN project cases, membership in the Control
Group aso mandates the participating of at least one prosecutor drawn from the
federd, Sate, or local leve.

Each case presented for consderation to the Control Group is required to be
incorporated into awritten case plan with a budget. Each member of the Control
Group has an equd vote on dl decisons, and the decisions of the Control Group
were required to be unanimous.

Between 1986 and 1994 the Organized Crime Narcotics (OCN) Trafficking
Enforcement projects have made more than 15,530 arrests and seized drugs,
cash, and property worth an estimated $1.1 billion. Thisincludes 943 arrests and
$34.6 million in seized drugs, cash, and property for 1994 (United States
Department of Justice, 1995).

Sour ces Bureau of Justice Assistance (1998) Lessons Learned From the Organized
Crime Nar cotics (OCN) Trafficking Enforcement Program. Washington:
Bureau of Justice Assistance; United States Department of Justice. (1995) 1994
Annual Report of the Attorney General of the United States. Washington,
D.C.: U.S. Printing Office.

Agencies Variousfederal, state and municipal enforcement agencies

Title High Intensity Drug Trafficking Areas (HIDTA)

Innovations  Multi-agency coordinated enforcement activities targeting geographic areas a high
risk of drug production, manufacturing, importation, or distribution

Description  The Anti-Drug Abuse Act of 1988 authorized the Director of The Office of
Nationa Drug Control Policy (ONDCP) to designate areas within the United
States that exhibit serious drug trafficking problems, and harmfully impact other
aress of the country, as High Intengty Drug Trafficking Areas (HIDTA).

The HIDTA program provides supplementa federd funds to enforcement efforts
in those areas to help reduce drug trafficking and its harmful consequences. Law
enforcement organizations participating in HIDTASs assess drug trafficking
problems and design specific initiatives to reduce or diminate the production,
manufacture, trangportation, distribution, and chronic use of illega drugs and
money laundering.
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The HIDTA program isintended to improve the effectiveness and efficiency of
drug control efforts by facilitating cooperation between drug control organizations
through resource and information sharing, pooling resources, coordinating and
focusng efforts, and implementing joint initiatives. HIDTA funding isintended to
assd federd, state and local law enforcement agencies invest in infrastructure and
joint initiatives to confront drug-trafficking organizations. Funds are aso used for
demand reduction and drug trestment initiatives. Resources provided by the
program have grown from $25 million in fisca year 1990 to over $190 millionin
fisca year 2000.

The key priorities of the program are to:

assess regiond drug thrests,

design drategies to focus efforts that combat drug trafficking threats;

develop and fund initiatives to implement Srategies,

facilitate coordination between federad, state and local agencies and initiatives,
and

improve the effectiveness and efficiency of drug control efforts to reduce or
eiminate the harmful impact of drug trafficking.

Each HIDTA isgoverned by its own Executive Committee comprised of
gpproximately 16 members—eight federal members and eight sate or loca
members. These Committees help provide focused drug control effortsto eiminate
or reduce drug threats. The Executive Committees ensure threat specific Srategies
and initiatives are developed, employed, supported and eva uated.

In designating anew HIDTA, the Director of ONDCP consults with the Attorney
Generd, Secretary of the Treasury, heads of nationa drug control agencies, and
relevant state governments and consders the following criteriarequired by statute:

the extent to which the areais a center of illegd drug production,
meanufacturing, importation, or distribution;

the extent to which state and locd law enforcement agencies have committed
resources to respond to the drug trafficking problem in the area, thereby
indicating a determination to respond aggressively to the problem;

the extent to which drug-rdated activitiesin the area are having a harmful
impact in other areas of the country; and

the extent to which a sgnificant increase in the dlocation of Federa resources
IS necessary to respond adequately to drug-related activitiesin the area.

At present, the HIDTA Program is comprised of 31 regiona offices that operate
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within 40 gates The following ligt identifies areas designated as HIDTAs and the
year of the designation:

1990: Houston, Los Angeles, New Y ork/New Jersey, South Floridaand
Southwest Border;

1994: WashingtoryBdtimore (Maryland, Virginiaand Didrict of Columbia) and
Puerto Rico/U.S. Virgin Idands;

1995: Atlanta, Chicago and Philadd phia/lCamden;

1996: Rocky Mountain (Colorado, Utah and Wyoming), Gulf Coast (Alabama,
Louisana and Mississippi), Lake County (Indiand), Midwest (lowa, Kansas,
Missouri, Nebraska, North Dakota and South Dakota) and Northwest
(Washington State);

1997: Southeastern Michigan and Northern Cdifornig;

1998: Appdachia (Kentucky, Tennessee and West Virginia), Centra Florida,
Milwaukee and North Texas, and

1999: Centra Vdley Cdifornia, Hawaii, New England (Connecticut, New
Hampshire, Maine, Massachusetts, Rhode Idand and Vermont), Ohio and
Oregon.

It was recently announced that this high-risk geographica targeting gpproach will
a0 be gpplied to other organized crimind activity, in particular money laundering.
In March 2000, the Clinton Administration announced thet it is designating the
New Y ork/Northern New Jersey area, the Los Angeles metropolitan area, and
San Juan (Puerto Rico) as High Intensty Money Laundering and Related Financid
Crime Areas (HIFCAS). The designation means task forces comprising federd,
sate and loca law enforcement will be formed to focus resources on prosecuting
money laundering cases, dthough no significant new money will be budgeted to the
effort. Police forces and local prosecutors will aso be trained in detecting money
laundering.

Sour ces The Office of Nationa Drug Control Policy. web Ste
www.whitehousedrugpolicy.gov/enforcehidtaloverview.html; “ Adminigtration
wants securities firmsto hep it detect money laundering.” Wall Street Journal.
March 9, 2000.
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Agencies
Title
I nnovations

Description

United States Secret Service and Department of Justice

Nigerian Task Force

This multi-agency task force was assembled to focus on one crimind enterprise
“genre’” whose activities transcended a number of geographica and “commodity”
jurisdictions of U.S. law enforcement agencies. This focus on one type of crime
network contrasts with the traditiona law enforcement focus on commodities.

Nigerian crime groups have been recognized internationaly as one of the fastest
growing enterprise crime networks in the world. In 1986, the Senate Permanent
Subcommittee on Investigations determined that aformidable crimind network
was forming within the large community of Nigerian nationds living in the United
States. Nigerian crime groups are best known for their widely diverging array of
crimind activities, including credit card fraud, bank fraud, check kiting, insurance
fraud, entitlement fraud, passport and visa counterfeiting, vehicle theft, and the
counterfeiting of currency and corporate checks. Nigerian organized criminas are
aso recognized as one of the top importers of heroin into the United States.

In fisca year 1992, the U.S. Congress gppropriated funds to the Secret Service,
which were ear-marked for a Nigerian task force initiative. In turn, the Secret
Service established task forces in 13 cities across the United States. Membership
in these task forces includes representatives from the U.S. Customs Service, U.S.
Immigration and Naturdization Service, U.S. Pogtd Inspection Service, U.S. Drug
Enforcement Adminigration, Internal Revenue Service, Department of State,
Bureau of Diplomatic Service, banking regulators, as well as numerous locdl,
county, and state police agencies. This diverse membership was meant to reflect
the multitude of crimind activities perpetrated by Nigerian organized criminds.

The main focus of each Task Forceistheinvestigation of financid frauds
committed by Nigerian nationas and their accomplices. The Task Forces
emphasize anumber of traditional and non-traditiond srategiesincuding
investigation, interdiction, intelligence, overseas enforcement, public education, and
intensve training to combat the problem.

A unique feature of these Task Forces has been a strong emphasis on an
aggressive public education campaign. The purpose of this proactive Strategy isto
inform citizens, epecidly business owners and financid intermediaries, about
gpecific Nigerian fraud schemesin order to raise awareness and vigilance, educate
potentia victims, prevent victimization, produce source intelligence, and encourage
reporting to police.

Information sharing and case coordination among agencies is one of the principa
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gods of the task force, especialy on investigations with overlgpping jurisdictions.
The task forces are expected to poal intelligence from confidential sources, as well
as data gleaned from agency records. Intelligence gathering and sharing among dl
enforcement agencies is meant to document the activities, structures,
characteridtics, financid dedlings, communications, and travel activities of Nigerian
criminds

Because Nigerian fraud scams are so widespread in the U.S. and globdly, the
Secret Service began a program that tracks specific schemes and thair victims.
Thisinformation is used for both strategic and tactica purposes. According to the
Secret Service, approximately 100 telephone calls and 300 to 500 pieces of
related correspondence are provided by victims and intended victims daily. This
information is complemented by a database containing information obtained from
over 25,000 Nigerian scam letters. A link analysis of the data servesto reved the
suspected locations of the top advance fee fraudstersin Lagos, Nigeria. Each
Task Force coordinates training for state attorneys generd, loca prosecutors and
police agenciesin the most efficient detection and enforcement Strategies.

The Task Force has also added an international dimension to their work. Secret
Service agents have been periodicaly assigned on atemporary basisto the U.S.
Embassy in Lagos, where they have worked closdaly with the Department of State
Office of Diplomatic Security and Department of Commerce Commercia Attaché.
Agents have aso established a working reationship with the Nigerian Nationa
Police. The Secret Service has provided intelligence to the National Police and
then has accompanied them, in an observer capacity, in the execution of search
warrants. These search warrants have resulted in the arrests of a number of
Nigerian nationals. Evidence saized has included telephones and facamile
machines, forged Government and Central Bank of Nigeria letterhead,
international business directories, scam letters and envelopes, aswdl asfiles
containing correspondence from victims throughout the world.

During fiscal year 1996/97, the Task Forces undertook 400 investigative cases
into Nigerian organized crime arresting 545 Nigerian criminas, and seizing assets
of approximately $60 million. In addition to the arrests, the Secret Service has
furnished intelligence and investigetive leads to other state and federa agencies that
have resulted in numerous arrests and seizures. The U.S. Embassy in Lagos has
reported a dramatic drop in the numbers of U.S. victimsthat cometo their
attention on amonthly bas's due to the public awareness campaign initiated by the
Secret Service (Brugger, 1997).

Sour ces Persona Interview, U.S. Secret Service; Senate Banking, Housing and Urban
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Agencies
Title
I nnovations

Description

Affars Committee. Hearing on Financia Ingruments Fraud. Prepared testimony
of Mr. Dana Brown. Deputy Special Agent-in-Charge, Financial Crimes
Division. United States Secret Service, September 16, 1997. “Hearings Reveals
Multi-agency U.S. Effort to Combat Nigerian Crime.” International
Enforcement Law Reporter October, 1996; John C. Brugger, (1997) “Law
Enforcement Weighs In Againg Nigerian Crimind Gangs”
www.boshbb.org/warning/advnig3.html, Spring.

U.S. Customs Service and the Immigration and Natur alization Service
The Border Coordination Initiative

Inter-agency coordination between the two main border enforcement agenciesin
the U.S.

The Border Coordination Initiative (BCI) was developed by the U.S. Customs
Service and the Immigration and Naturaization Service (INS) to enhance
cooperation between the two agenciesin the interdiction of drugs, illegd diens,
and other contraband aong the Southwest border of the United States. It was
established in part to ease the long-running turf war between the U.S. Customs
Service and INS aong this border.

The purpose of the BCI wasto create a seamless process at and between land
border ports of entry, by building a comprehensive, integrated border management
system that effectively achieves the misson of each agency. Stemming from this
overdl objective, eight core initiatives form the framework for BCI:

Port Management - streamline enforcement, traffic flow, and community
partnership at each Southwest border port of entry;

I nvestigations - provide a unified strategy for Southwest border saizures that
capitaizes on enforcement operations at and between port of entries;

I ntelligence - coordinate multi-agency teamsto gather national and local
intelligence and produce informational and actionabl e reports on narcotics and
aien smuggling, money laundering and other border crimes;

Technology - develop and implement border enforcement technology and ensure
inter-agency coordination and sharing of available technology;

Communications - develop an inter-agency, mutualy supportive, wireless
communications through joint user training, compatible systems and shared
frequencies;
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Aviation/Marine - coordinate joint air/marine operations;

I ntegrity — identify joint training initiatives and policy development aimed at
producing uniform guidelines amongst Southwest border law enforcement
personnel; and

Performance Measurement — conduct systematic, scheduled and agreed upon
evaudtions of BCI's effectiveness.

Other federa agencies have aso become involved in the BCl, including the
Department of Agriculture and the Department of Transportation (U.S. Coast
Guard), and the Department of the Interior (Fish and Wildlife Service). State and
local police departments are involved on an ad hoc basis at the present time and
their roleisintended to become more clearly defined as BCl movesinto Phase 1.

Indeed, Phase Il tasks dl 24 BCI field locations with establishing forma
cooperative relaionships with sate and local agencies as part of their “action
plans’. These agreements will include proposals to conduct joint training sessions,
intelligence sharing, and joint operations, and respective respongbilities of
participating agencies.

According to U.S. Customs, since its inception on September 29, 1998, BCI's
scope has grown to the point whereiit is “the most effective mechanism for
coordinating the law enforcement activities of agencies operating dong the
Southwest Border of the United States.”

According to the U.S. Customs Service, this joint initiative has felled some of the
formidable obstacles to cooperation between federa agencies:

“. .. what began, as a planned 5-year project between USCS and I&NSis
now amodel of cooperation not only between those two agencies, but aso
amongst virtuelly al federa ingpection servicesaong the SWB . . . By
endeavoring to understand each other’ s mission, the BCI participants are
announcing joint successes, versus individua agency credit. They are openly
and honestly communicating with each other and including stakeholdersin
appropriate areas. Community and business leaders are part of the
coordination process and their input has proven invaluable as demonstrated by
the reduced ‘wait times' at the border, while narcotics seizures have increased
.. . Enforcement operations, which traditionaly have been tregted as
proprietary and private actions by the initiating agency, are now developed and
carried out with input from al stakeholders. Officers on our front lines are
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aware of their counterparts missions and seek to support those gods, as well
astheir own, without fear of reprisal. Communication has never been more
open and honest between our border law enforcement agencies. ‘ Turf wars
are becoming athing of the past as employee morade and trust rises each day”
(U.S. Customs, www.customs.gov/enforcemv/bord.html).

This coordinated approach has been credited with an increase in drug seizures.
The amount of cocaine intercepted rose 49 percent between fiscal years 1998 and
1999, according to U.S. Customs data. James Johnson,

Treasury undersecretary for enforcement, credited the rising narcotics haul to the
BCl (Reuters, July 15, 1999).

Sour ces United States Customs Service web site www.customs.gov/enforcem/bord.htm;
“U.S. Boosts Border Drug Hauls By Pooling Information.” Reuters, July 15,
1999; “Turf squabble hindering drug war, czar says.” San Diego Union-Tribune,
November 6, 1999.

Agencies United States Navy and Coast Guard

Title L aw Enforcement Detachments (LEDET’s)
Innovations  Useof U.S. Navy advanced technology to assist the Coast Guard for domestic
coadtd policing

Description  United States maritime law enforcement, including narcatics and immigrant
smuggling enforcement, entails a close working relationship between the U.S.
Navy and the U.S. Coast Guard. Technically, due to the Posse Comitatus Act
passed after the U.S. Civil War, the Navy (and other Federa Armed Services) is
prohibited from being used for civilian law enforcement
purposes. As part of the Department of Transportation, a civilian agency, the U.S.
Coast Guard isthe only U.S. Armed Service agency with law enforcement
authority.
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Within the context of drug enforcement operations, the U.S. Navy supports the
Coagt Guard, which is the lead agency for maritime law enforcement, including
detection, monitoring, interdiction, seizure and arrest.

Although the U.S. Navy does not have law enforcement authority, Navy vessels
support U.S. Coast law enforcement through Law Enforcement Detachments
(LEDET’s). LEDETSsinvolve the deployment of U.S. Coast Guard personnd on
Navy vessdsfor six to seven week periods. The U.S. Navy currently provides a
continuous presence of two vessalsin high risk maritime smuggling routesin the
Caribbean and Eastern Pacific Ocean. This LEDET program dlows the Navy to
support maritime law enforcement, primary through their advanced radar and
communications systems, while not violaing laws redtricting their civilian law
enforcement powers. LEDETs from U.S. Navy platforms average 100 boardings
of suspect vesselsayear.

Sour ces Dr. Stanley Weeks. Nava Support for Law Enforcement. Presentation at the joint

meeting of the CSCAP Working Group on Maritime Cooperation and
Transnationa Crime, Wollongong, Ausdtrdia. November, 1999.

United Kingdom

Agencies Various police agenciesin England and Wales

Title Regional Crime Squads/ National Crime Squad

Innovations  Early regiond coordination among municipd law enforcement agenciesthat led to
cregtion of nationa law enforcement agency to address crime that transcended
jurisdictions.

Description  The Regiona Crime Squads were firgt established in the United Kingdom (U.K.)
in 1964 as aresult of concern about offenders committing crimes across police
force borders and because local officers were ill-equipped to ded effectively with
them. Origindly, located in nine regionsin England and Wales, they comprised
detective officers seconded from police forces within the region for up to five
years. They were commanded by a Detective Chief Superintendent selected by
and accountable to, a committee of the congtituent forces Chief Congtables.

In 1994, the Regiona Crime Squads were amalgamated into Six areas covering
England and Wades, induding offices in 44 locations throughout the country
deemed to have sgnificant crimindity. Due to their nature, their priorities reflected
aregiona rather than a nationd agenda

In January of 1998, the U.K. Home Secretary announced the creation of the
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Nationa Crime Squad, which replaced the Regiona Crime Squads. Like the
Regiona Crime Squads, its mandate is to prevent and detect organized and
serious crime occurring across police jurisdictiond and nationd boundaries and to
support police forces with their investigation of serious crime. The Nationd Crime
Squad isthe firg nationdly directed enforcement agency in the U.K. that targets
top leve criminas whose activities are regiond, nationd, or internationd in scope.

The Nationa Crime Squad, which was creeted by the Police Act (1997), was
formed following a duly, 1995 report by the U.K. Parliament’s Home Affairs
Sdlect Committee, which documented the threat of organized crime and its impact
on the United Kingdom. The reported stated: “1f the response to serious and
organized crimeisto be sharpened and made more effective, the present structure
of separate Regiona Crime Squad ... needs to be replaced by a more nationaly
co-ordinated structure’.

The Nationd Crime Squad has three strategic ams.

1. to concentrate on successfully bringing to justice and/or disrupting those
responsible for serious and organized crime;

2. to provide appropriate support to police forces and other law enforcement
agenciesin relation to serious and organized crime; and

3. to create and maintain a recognized, robust, professiona and ethica nationd
organization staffed by people of integrity, ability and commitment.

Theillegd activity the Nationd Crime Squad targets include drug trafficking,
money laundering, illegd immigration, counterfeiting, and arms trafficking.

In addressing organized crime groups and activities, the National Crime Squad is
expected to work in close cooperation with the National Crimind Intelligence
Service and other agenciesincluding the Nationd Investigation Service of HM
Customs and Excise.

The Nationa Crime Squad is currently staffed by more than 1,400 detective
officers and 260 civilian support saff. The aff is made up of experienced
detectives with skills including physica and technicd surveillance, financia
investigation, undercover work and witness protection, in addition to conventiona
police and investigative experience.

The Nationa Crime Squad is headed by a Director Generd, gppointed by and
accountable to a new service authority, which conssts of 17 membersincluding
representatives of loca police authorities, representatives of the Association of

Alternative Approaches to Combating Transnational Crime 77
Final Report - March 31, 2000



Sour ces

[taly
Agencies

Title
Innovations

Description

Chief Police Officers and Home Office, aswdll as three independent members,
including the chairman Sir John Wheder.

Funding for the National Crime Squad israised in the form of levieson dl police
authoritiesin England and Waes. On average, forces will contribute about 1.75%
of their budgetsto fund the two bodies.

The Nationa Crime Squad is divided into three geographical areas, each under the
command of an Assistant Chief Congtable. Within these regions, the Nationa
Squad operates from 42 sites throughout the country, with its headquartersin
London.

Recently, a government assessment of Britain's ability to fight organized crime
suggested that a“ cross-cutting review”, headed by a senior Home Office officid,
may result in the amalgamation of the National Crime Squad with the Nationa
Crimind Intdligence Service (The Times, February 26, 2000).

Adamoli, Sabrina et. d (1998) Organized Crime Around the World. Helsinki:
European Inditute for Crime Prevention and Control Affiliated with the United
Nations (HEUNI); “Police chiefs warned of threat from MI6; Intelligence services
‘could step in' to tackle organized crime.” The Independent (London), March 18,
1994; “Home Secretary approves GBP 125 million for new nationd crime
bodies.” M2 Presswire. January 12, 1998; “Customs and police to join forces on
crime” The Times (London). February 26, 2000.

Italian National Police, Carabinieri and Guardia di Finanza

Direzione I nvestigativa Antimafia and Direzioni Distrettuali Antimafia
Creation of national police force dedicated to organized crime enforcement,
coordination of enforcement among different police forces; creetion of nationa
prosecution agency dedicated to organized crime; emphasis on Strategic
intelligence, targeting and internationd investigations

As aresponse to the growing threat of organized crime activities and violence in
the 1980s and 1990s, the Italian government began amagor restructuring of its
organized crime enforcement.

The need to cregte new organizationd models gaveriseto law 410/91, which
dlocated the functions previoudy performed by the High Commissioner for the
Fight Againgt Mafia (Alto Commissario Antimafia) among various bodies: co-
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ordination was assigned to the Generd Council for the Fight Againgt Organized
Crime (Condgglio Generde per lalotta dla crimindita organizzata); information
gathering to the security services, and preventdive policing aswel asjudicid
investigation to the Antimafia Investigating office (Direzione Invedtigativa
Antimafia). The Generd Council for the Fight Againgt Organized Crime, presided
over by the Minigter of the Interior and consisting of the heads of the police forces
and the information services, is respongble for developing an overdl enforcement
and prosecution strategy.

The legidation concentrates certain powers and functions within various police
forces, dlocating respongbility, and specific tasks to each of them and creeting an
integrated investigative system in which specidized agencies interact with the
supervisory investigative structures (Adamoali et. d, 1998: 161).

The integrated system was entrusted to the DIA, which was formally established in
December 1991 as a highly specidized nationa agency dedicated to combating
organized crime groupsin Itay. The DIA is entrusted with both intelligence
gathering and investigations connected with organized crime. It is amulti-agency
police agency that includes personnd from the three Itaian police forces (Itdian
Nationa Police, Carabinieri, and Guardia di Finanza). It has been given the means
to carry out nationwide operations and while its main work liesin Scily, Cdabria,
and Campania, it has outposts in other areas of the country where Italian organized
crime groups operate.

The gtructure of the DIA includes the following mgor sections:
Cabinet Office, which isrespongble for broad policy, program and planning;

I ntelligence Branch, which hasthe task of processing and analyzing
intelligence, selecting targets and determining the modus operandi of crimind
organizations. One of the main gods of this Branch isto continuoudy update
intelligence and andlysis to dlow the DIA to gtrategically focus on socid and
geographical areas especidly threatened by organized crime;

I nvestigations Branch, which has the task of identifying targets, planning
investigations, as well as directing and co-ordinating operations, and

International I nvestigations Branch, which has the task of establishing the
developing contacts with internationa law enforcement agencies to co-ordinate
joint efforts againgt transnationa crimind organizations and networks.
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Sour ces

Audralia

Agency
I nnovations

Description

Joining the DIA isthe Direzioni Didrettudi Antimafia(DDA), andiond
prosecutoria agency dedicated to organized crime. It is headed by anationd anti-
mafia prosecutor. The job was to be that of Judge Facone, who was nated
by organized crime groups, before he could assume the position. According to
news reports, Falcone believed that “if the mafiawas a single, widespread
organization, its antagonist equally must be able to rise above adidtrict
prosecutor’s norma area of jurisdiction. This nationa prosecutor oversees and
coordinates the work of 26 local anti-mafia prosecutors offices (The Economist,
April 24, 1993).

DIA web ste: www.mininterno.it/dip ps/dia; Adamoli, Sabrina et. a (1998)
Organized Crime Around the World. Helsinki: European Ingtitute for Crime
Prevention and Control Affiliated with the United Nations (HEUNI); Sdese,
Giovannia (1993) Itdian Organized Crime. Paper presented at the National Crime
Intelligence Service Organized Crime Conference, A Threat Assessment, May 24-
26, 1993. “The Scilian mafia. A state within agtate.” The Economist. April 24,
1993: 21-24.

National Crime Authority

Creation of national police force dedicated to organized crime

enfor cement, coor dination of enfor cement among different police for ces,
adoption of power s exceeding those of existing police for ces

The Nationd Crime Authority (NCA) was established in 1984 specificdly to
address organized crimein Audtraia The emergence of NCA was premised on
the perception that existing police efforts were under-funded; that a specidized
agency was necessary because the everyday demands upon traditiond police
forces divert their attention away from this specidized areathat requiresa
proactive, strategic focus and that the powers necessary to combat organized
crime (such areas as surveillance, undercover operations, evidence collection
etc.) were seen to be too coercive to grant to any existing police department.

The NCA isadatutory body, created through the National Crime Authority
Act. Thislegidation assgns a number of coercive powersto the NCA, including
the ability to compel people to produce documents and to give sworn evidence
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before the NCA. These powers are not available to traditiona police forces.

The misson of the NCA isto counteract organized crimind activity and reduce its
impact on the Austrdian community, working in cooperation and partnership with
other agencies, in particular the Austraian Federd Police, which isthe primary
investigative arm of the NCA.

The NCA istasked with targeting what are called ‘referenced’ organized crime
groups. The Police Minigers of every State sit on aBoard of Nationa Crime
Authority and determine what groups to target for a specific period of time. South
East Adan, outlaw motorcycle gangs, Anglo-Celtic crime networks, and money
laundering operations are the current priorities for the NCA.

The NCA conducts both crimind intelligence and enforcement operations through
the use of multi-disciplinary teams of police, financid investigators, and lawyers,
intelligence analysts and support staff, al of which are seconded from exigting
police forces.

The NCA was not designed to take over from any of the exigting law
enforcement agencies. Instead, it was designed to complement and coordinate.
Indeed, a principa mandate of the NCA isto coordinate organized crime
enforcement among dl police agenciesin Audrdia, ensuring that crimind
intelligence and information is shared by dl the rdevant agencies. Thisincludes
sharing both drategic intelligence about nationd trends and patterns in organized
crime and tacticd intelligence about specific investigations. The NCA isdso
expected to maintain important links with the internationa law enforcement
community. The NCA isthe only law enforcement agency to have under-pinning
legidation in every State and Territory aswell as the Commonwedlth, giving the
NCA anationa scope. The NCA has regiond officesin Adelaide, Brisbane,
Melbourne, Perth, and Sydney.

A review of the NCA by the Parliamentary Joint Committee (PJC) reported that:

“Changesin the criminad environment have in fact made even more necessary
anationa collaborative effort, especidly in the context of the globdization of
organized crime.... The PJC noted the weight of evidence that the NCA was
effectiveinitsrole of counteracting organized crime ... is continuing to
undertake significant work againgt arange of crimina groups. It is convinced
that the Authority’ s successin arange of areasis sufficient to mark it asa
vauable contributor to law enforcement in Audtrdia’ (Parliament of Audrdia,
1998).
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Sour ces

Bulgaria

Agency
I nnovations

Description

One specific example of the multi-agency coordination (including law
enforcement, taxation, and regulatory agencies) that has been emphasized in the
NCA is Operation Swordfish, which targets the profits of organized crime
groups. According to areport by the NCA, “A fundamental premise of
Operation Swordfish isthat a cooperative and strategic approach will be taken
by the NCA, Ausdtradian Taxation Office, Audtrdian Federa Police, Audrdian
transaction and Reports and Andysis Centre, Australian Customs Service and
other law enforcement agencies (National Crime Authority, 2000).

The NCA has been credited with improving the relationships across jurisdictions,
facilitating the coordination of task forces a anationd level and invaluable for the
drategic assessments and didribution of this information.

Detractors of the NCA argue that the responsibilities of this agency overlap and
are in competition with the traditiona police forces, is unaccountable for its
activities, isused for politica purposes, and represents athrest to civil liberties.

Parliament of Audrdia, Parliamentary Joint Committee on the NCA, March
1998, Chapter 1, www.aph.gov.auw/senate/committee/nca; Nationd Crime
Authority (2000) Operation Swordfish: An Overview. Sydney: NCA, January;
“Hghting crimewith crime.” Courier Mail (Brisbane), December 13, 1999; "
Police regularly break the law to catch crooks, minister." Australian Associated
Press, May 4, 2000.

Central Servicefor Organized Crime Control

Centralized statutory agency created specifically to combat or ganized
crime

In 1991, the Bulgarian parliament passed alaw that established the Central
Service for Organized Crime Control (CSOCC), aspecidized body set up within
the Interior Ministry to combat organized crime in the country.

The new law covers anti-terrorism investigations and intelligence, and the fight
againg trafficking in drugs, ams, and culturd artifacts. The CSOCC (doneor in
cooperation with other specidized bodies) carries out investigetive, tracing,
intelligence- gathering, and other operations targeting acts of terrorism against
government inditutions, as well as againg the representatives and indtitutions of
other countries and internationa organizations. The responsibilities of the service
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Sour ces

include the prevention and control of theillegd production of, trade in, and
trafficking of drugs, illegd deding and trafficking in arms, automobiles, cultura
and higorica vauables, blackmail, kidnapping and hostage-taking.

A specid provison in Bulgarian law addresses corruption in government and
organized crime infiltration of the commercid and financia sectors.

The legidation further authorizes the CSOCC to maintain survelllance, dong the
country’ s borders, and on individuas suspected of involvement in crimina
activity.

The various agencies belonging to this service have the power to demand
information pertaining to organized crime from traders, banks, and government
bodies. The act makes provision for co-operation with the services of other
countries and international organizations on the basis of effective accords.

Adamoali, Sabrina et. d (1998) Organized Crime Around the World. Hesnki:
European Indtitute for Crime Prevention and Control Affiliated with the United
Nations (HEUNI).

3.2.2 International Enforcement Partnerships

Thereisan dmogt universa agreement that the increased globdization, inter-group coordination, and
sophigtication of organized crime demands internationa cooperation among governments and crimina
justice agencies. This section identifies and describes some of the partnerships that transcend nationd

borders.

United States and Canada

Agencies RCMP Customs and Excise Section; Drug Enforcement; mmigration and
Passport; Canada Customs and Revenue Agency (CCRA); U.S. Border
Patrol and U.S. Customs Service

Title Integrated Border Enforcement Team

Innovations  Multi-agency internationd task force focusing on a high-risk, unmanned,
geographic border area

Description  On both Sdes of the internationa border in southwest British Columbiathere are

over 50 federd, provincid, ate, county, and municipa agencies with enforcement
interest in the international border area between the San Juan Idands and the
Cascade mountains near Manning Park. Along these 150 miles of unguarded
border, thereis evidence of the growth of contraband, drug, and migrant

smugdling.
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In response to the escalating smuggling problem, and the limitations of traditiond,
reactive case-by-case interdictions by individua agencies, the Vancouver RCMP
Customs and Excise (C& E) Section embarked on a number of joint partnerships
and proactive enforcement opportunities aong this border area. This section has
taken the lead in coordinating other Canadian and American enforcement agencies
that share a common interest related to cross border smuggling regardless of the
commodity. By meeting with various agencies thorough bimonthly “working group’
meetings, the need for a coordinated and proactive border enforcement Strategy
emerged aong the geographicd aress that are known to have high smuggling
activity.

One important partnership program that involves a number of Canadian and U.S.
enforcement agenciesis the Integrated Border Enforcement Team (IBET). This
coordinated enforcement approach focuses on a specific geographic location,
rather than commodity or crimind group. By using problem-oriented policing and
other proactive strategies, the objective of IBET is to enable partnerships and
working relaionships to more effectively target organized smuggling dong the
unmanned order.

The success of the coordinated effort is reflected in the IBET’ s growth. What
started as afour person C& E detail has evolved into a 22- person enforcement
unit. Participation on IBET includes members from RCMP sections such as Drug
Enforcement and Immigration and Passport. In addition, a CCRA Customs
Inspector has joined the IBET Team. The eight- person proactive enforcement unit
partners daily with its U.S. counterparts from U.S. Border Patrol (USBP) at
Lynden Station as well as Blaine Station. Both USBP offices have dedicated four
patrol agents and an intelligence officer to work joint operations with the RCMP.
The U.S. Customs Service has aso dedicated seven agents. Additiona support is
aso present when border jurisdiction detachment offers personnd for specific
operations. For example, the Officer in Charge of alarge municipad RCMP
Detachment offered his entire “bike squad” to the C& E Section for athirty-day
period to combat smuggling in the detachment area.

The IBET is coordinated through a working group and a management group. The
working group, made up of operationa personnd from participating agencies,
meets weekly to plan operations, discuss operations, and share intelligence and
resources on atactica bass. The management group meets every second month
and congsts of senior managers from the participating agencies and RCMP
sections, to ensure each department's mandate and area of respongbility is
examined by the IBET working group. This group addresses such issues and
concerns as dlocation of resources, sovereignty issues, use of force etc..
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Sour ces

Agencies
Title
I nnovations

The coordinated effort dlows the participating agencies to gather and share
intelligence and jointly focus on targets, whether it is a geographicd location, a
particular commodity or a specific smuggling group. Rapid response has been
enhanced through improved tacticad communications. IBET members use the same
radio frequency to asingle radio channd (encrypted). Shared intelligence and
andytica support increases the operationd effectiveness by indicating “ peak”
periods to facilitate surveillance of known smuggling points. The coordination dso
results in pooled resources that dlow the unitsto target larger smuggling operations
and conduct essentid operations, including long-term surveillance and undercover
operaions. By creating a*“ corridor of enforcement,” officids from both sdes of
the border can work side-by-sde while repecting sovereignty.

RCMP members cited several examples of the success of these joint projects. In
1997, Project Eventua, which involved 15 days of joint enforcement operations
resulted in 32 arrests and contraband seizures worth (CDN) $749,539. In 1998,
Project Eh QuoVadis, a 30-day joint enforcement operation resulted in 18 arrests
and contraband seizures worth $3,639,587. In 1999, dozens of people were
charged after a 30-day police joint survelllance operation targeting the cross-
border barter of British Columbia-grown marijuanafor cocaine. A team of
Canadian and U.S. police officers seized nearly 350 pounds of 37 pounds of
cocaine, $29,453 in cash and 17 vehicles during the operation aong the border
from Langley to Chilliwack. The IBET aso charged 39 people with smuggling
drugs, acohol, weapons and people over the border.

Contraband seizures for the U.S. Border Patrol (Blaine sector) for fiscd year
1998/1999 has increased over 600 percent over the previous (pre-1BET) fiscd
year. Capture of 1llega aiens entering the United States from Canadais up over
250 percent. Contraband seizures for U.S. Customs (Blaine) from fiscd year
1998/1999 has increased 835 percent at points of entry and up over 400 percent
in between the ports of entry.

Persond Interviews, RCM P Customs and Excise Section; RCMP web site;
www.rcmp-learning.org/bestdocs'english/fsd/lcustoms/border.html; “Dozens
charged in B.C. pot, coke busts.” Associated Press, June 12, 1999

Solicitor General of Canada and the Attorney General of the United States
The Canada-U.S. Cross-Border Crime Forum

Senior leve drategic coordination on a number of enforcement issues addressing
transnationa crime across the U.S.-Canada border
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Description  InApril 1997, Prime Minister Jean Chrétien and President Bill Clinton agreed to
edtablish abilaterd consultative mechanism to address cross-border crime issues.
The Cross-Border Crime Forum, led by Solicitor General Canada and the
Attorney Generd of the United States, has held its first meeting in September
1997 in Ottawa. Since then, the Forum held two other meetingsin Washington
(1998) and Charlottetown (1999).

The Forum brings together senior law enforcement and justice officias from both
countries, including provincid and state representatives to examines such issues as
the impact of cross-border crimes, telemarketing fraud, money laundering, missing
and abducted children, high-tech crime and other emerging issues. Participants
include Solicitor Generd Canada, RCMP, Crimind Intelligence Service Canada,
Citizenship and Immigration, Justice Canada, Canada Customs and Revenue
Agency, provincid and loca police, and their counterpart agencies from the U.S..

The Forum was originally created to tackle smuggling across the eastern regions of
both countries through improved cooperation and information sharing. Based on its
past success and the increasingly transnationd nature of crimes, the Forum was
expanded in 1999 to include the entire Canada- U.S. border and include the
participation of western region officids.

The Cross-Border Crime Forum consists of four Working Groups.

Joint Intelligence - The mandate of Joint Intelligence Working Group isto
ensure better sharing of grategic information and intelligence among partners and
to develop ajoint threat assessment to the benefit of both countries. The purpose
of this assessment isto examine the current Stuation with respect to cross-border
smuggling between Canada and the United States and to determine what sharing
of intdligence is taking place. The five main objectives of the assessment are to:

asesstheillegd activity between Canada and the United States,
determine the leve of organized crime involvement;

examine the modus operandi currently being used;

determine the most important commodities being smuggled; and,
identify recent and emerging trends.

Coordinated Targeting of Criminals Group - The mandate of this Group isto
develop a process to facilitate the joint Canada- U.S. targeting of crimina groups
and activities to better utilize limited resources. The Group aso works at the
identification of obstacles that could impede the redlization of its mandate.
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Joint Prosecutions - The mandate of this working group is to identify issues that
could hamper or pose problems during the prosecution of cross-border cases and
to find solutions to those problems. The Working Group aso providesthe
necessary support to the other two working groups, when required.

Telemarketing Fraud - The Binational Group on Cross Border Telemarketing
Fraud was formed as aresult of the Prime Minigter's Summit with President
Clinton in April 1997. Comprised of officids from federa and provincid agencies
and their U.S. counterparts, its mandate is to consider measures (legidative,
prosecutoria, and operational) to address cross-border telemarketing fraud issues.
In November 1997, ajoint report of the Working Group was provided to Prime
Minigter Chrétien and President Clinton outlining a series of recommendetions,
including one that the binationa group continue to serve as a coordinator and ded
with cross border telemarketing fraud issues asthey arise.

United States and Colombia

Agency
Title
I nnovations

Description

Sour ces

United States Customs Service and Colombian Counter part

I nter national counter nar cotics enfor cement

International MOUs to create more efficient internationd information sharing
among countries for the purposes of organized crime enforcement.

In September 1999, the U.S. Customs Service and its counterpart in Colombia
sggned an agreement that Customs officias say will help the two countries
investigate drug smuggling and money laundering.

Under the agreement, both countries can obtain evidence and assstance in building
cases directly from their customs counterparts, rather than through dower,
diplomatic channels.

In particular, they said, it would help both countries in investigations into the “ black
market peso exchange,” which funnds some (US) $5 billion in drug profitsinto
Colombia every year.

With the sgning of the agreement, customs officiasin both countries will be gbleto
exchange information on products and producers often used in the laundering
scheme. In the pagt, such information was gained only informally, or through
diplomatic exchanges.

“U.S., Colombiato cooperate on investigations.* New York Times News
Service. September 20, 1999.
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Europe

Agency Europal

Innovations  Multinational enforcement coor dination and infor mation sharing to
facilitate mor e effective and efficient enfor cement support to national police
agenciesin transnational crime enforcement

Description  Based on growing concernsthat crimina and terrorist organizations would take
advantage of the dimination of borders between European countries with the
advent of the common market, the Maastricht Treaty on European Union on
February 7, 1992 mandated the crestion of a centralized agency that would
improve the exchange of information and enforcement co-operation between
Member States of the EU in the areas of drug trafficking and other serious forms of

organized crime®  On July 26, 1995, the

Convention on Establishing A European Police Office (Europol Convention)
was drawn up by the European Council. At the Dublin European Council held in
December 1996, the Council expedited this ratification by establishing aHigh Leve
Group to draw up an action plan with specific recommendations covering dl the
agpects of organized crime enforcement through a centra agency.

This action plan was adopted by the Council in April, 1997 and represents one of
the most concerted joint planning efforts of European countries to combat
organized crime. In particular, the action plan is characterized by a wide-ranging,
yet detalled range of proposals aong with the articulation of along-term action
program. In generd, in the field of police cooperation, the action plan sates that
each Member State should ensure a high level of coordination among al itslaw
enforcement agencies, providing asingle centra contact agency to exchange
information and maintain contact with the authorities of other Member States. The
action plan aso stressed that Europol should:

(8 beenadled to facilitate and support the preparation, co-ordination and
carrying out of specific investigative actions by the competent authorities
of the Member States;

(b) be dlowed to ask Member States to conduct investigations in specific cases,

(c) develop specific expertise which may be put at the disposal of Member States
to asss them in investigating cases of organized cross-border crime;

(d) make full use of exigting operationa techniques and support, andyss and deata
files

S The precursor to Europol was the European Drug Unit, which was created by a ministerial agreement in June, 1993.
Theinitial task of this unit was to facilitate the exchange of information on narcotics and money laundering.
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(e) access the Schengen Information System or its European successor”
(Adamoali, 1998).

Following a number of legd acts, Europol took up itsfull activities on July 1, 1999.
Europol heedquartersislocated in The Hague and is made up of Liaison Officers
from the current 15 member states. While gtting at Europol in the Hague, these
liason officers have access to their country’s crimina data banks. In each member
date, anationd unit has been established which

serves as aliaison body between Europol and the respective nationd authorities.

The overdl objectives of Europol are to improve the effectiveness of the competent
authoritiesin the Member states in respect of the exchange and andysis of
information and intelligence relaing to transnationd crime affecting the European
Union and to and enhance cooperation among member statesin preventing and
combating terroriam, unlawful drug trafficking, and dl other forms of serious
transnationd crime. Specificaly, Europol has been tasked with:

facilitating the exchange of information among member dates,

obtaining, collating, and andyzing information;

notifying competent authorities of Member States of any information and
connections detected among crimind offences,

ading investigations within the member ates;

providing operationa analys's, strategic reports and crime anays's,

providing expertise and technica support, under the supervision of the Member
States concerned; and

maintaining a common, computerized system for collecting information.

Europol was founded on a number of principles that endeavored to overcome many
of the multi-jurisdictiona obstacles that plague internationd enforcement in Europe.
For example, to overcome language barriers, Europol has adopted one officia
working language (English) and dl member states have liaison officers who spesk
this language. Europol member nations are aso exploring the idea of establishing
Eurojust, which would involve assgning lawyers, including judges and prosecutors,
from member European countries to overcome delays caused by multiple

6 Previous attempts at strengthening legal cooperation among EU member states includes facilitating and simplifying
the extradition procedures for criminals accused of particular offences. Emphasis has been placed on accel erating the
prosecution of personsinvolved in organized criminal groups operating internationally. The Convention on
Simplifying Extradition Procedures between the Member States of the European Union, adopted by the European
Council in 1995, aimsto abolish a number of bureaucratic formalities when the person in question agrees to
extradition. A subsequent convention ratified in 1996 seeks to facilitate extraditing by compelling member statesto
extradite suspected offenders even if the offence is not a crime in the requested state.
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Sour ces

Agency
Title
Innovations

Description

jurigdictions. Specificdly its main function would be to facilitate and accdlerate the
transmission of judicid officid requests (e.g., extradition, laying charges, assat
forfeiture, etc.) between member states.6

Europol Internet web site, www.europol.eu.int/home.html; Europol Work
Programme (1998) Report submitted to the Council of European Union.
December 3; “More EU Cooperation To Fight Russias Organized Crime.”
European Report February 9, 2000; Adamoali, Sabrina et. a (1998)
Organized Crime Around the World. Helsinki: European Inditute for Crime
Prevention and Control Affiliated with the United Nations (HEUNI).

European Union

European Anti-Fraud Office

Multinationa approach to strategicaly address (organized) fraud againgt the
European Community.

In order to address fraud againgt the European Union’ s financid interests, in 1994,
the European Commission laid the foundation for the European Anti- Fraud Office
(EAFU), aspecid unit respongble for the prevention of fraud affecting the budget
of the Union. In particular, the EAFU focuses on organized and sophisticated types
of fraud that is meant to serioudy damage, not only the proper functioning of the
Community, but aso the interests of al member Sates.

The EAFU was formaly established in April 1999 and became operationa in June
1999, where it officidly took over dl the tasks handled by the European
Commission's former Task Force for Coordination of the Fight againgt Fraud
originaly created in 1988.

The EAFU has both legidative and operationa functions, being responsible not only
for devisng measures to protect EU funds, but aso for developing a strategy
againg economic and financid crime againg the European Community and
developing operationd countermeasures againgt counterfeiting.

The EAFU supports Member States in the fight againgt fraud, primarily by
coordinating across jurisdictions the anti-fraud services of member states. It also
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carries out its own externd and interna investigations into suspected fraud cases. It
prepares cases suitable for submission to public prosecutors in the Member States
and establishes any relevant facts to be presented to the disciplinary authorities of
the European inditutions.

The agency has no independent power of crimina investigation or prosecution. This
remains the domain of the Member States, which are obliged to take the same
measures to counter fraud affecting EU financid interests asthey do for their own
nationd budgets.

Currently, some 130 officids and nationd experts are working in the eight unitsin
EAFU.The EAFU is expected to work closely with the competent authorities of
each member State.

One example involves ajoint investigation between the EAFU and Andorran police
authorities regarding organized cigarette smuggling from Andorrato Spain, France,
and the U.K. In February 1999, the Nationa Anti-Mafia Prosecutor in Italy and
the Director of the European Anti- Fraud Office signed a Cooperation Protocol that
establishes regular cooperation between Ity and the EAFU amed a more
effective action againg illegd activities on the economic and financia fronts. The
protocol focuses on the prevention and suppression of fraud committed by
organized crimein dl its forms, with emphasis on those that harm the European
Communities financid interests.

According to its 1998 Annua Report, together with the Member States, EAFU
investigated over 5,000 cases of suspicion of irregularities and fraud in 1998. About
20 percent of them proved to be fraud.

Other initiatives taken by the European Union to suppress fraud includes the
Convention on the Protection of the European Communities' Financial
Interests (adopted by the Council on July 26, 1995), which provides acommon
definition of fraud and binds the member-gtates to punishment of such behaviour
(and itsingigation or abetting) as a crimind offence in thair nationd pend systems.
However, most Member States have not ratified these instruments, which were
adopted in 1995. In 1998, only two Member States (Germany and Finland) had
ratified the Convention, and the first Protocol (on corruption).

The European Commission is aso developing a pre-accession strategy to help
gpplicant countries prepare for Union membership with asystem of protection
geared to safeguarding Community financid interests. It is supporting the
establishment of reliable audit systems with trained gaff to protect the Communities
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economic and financid interests. Poland, for example, isworking with EAFU ona
specific adminigrative structure that will specidize in combating fraud thet is
detrimental to the Community budget.

Sour ces European Anti- Fraud Office web site: www. europa.eu.int/comm/off/rep
[olaf/1998/index.html; Commission of the European Communities. Press Release.
“Commission nominetes Franz- Hermann Bruener as Director of OLAF.”
December 22, 1999; Commission of the European Communities. Press Release.
“Fight againgt fraud 1998 annud report.” November 19, 1999; Commission of the
European Communities” Press Release . “Principality of Andorratakes effective
measures againg cigarette smuggling.” August 1999.

Eastern Europe

Agencies Various Eastern European countries

Title Regional Centrefor the Combating of TransBorder Crime and other multi-
jurigdictional initiativesin theregion

Innovations  Regiond cooperation in Eastern Europe, supported by other countries and
ingtitutions externd to the region

Description  Inthe past year, organizations have been founded in Hungary, Romania, and
Bulgariato serve asregiond hubs in cracking down on crime. Funding has come
from awide range of internationd ingtitutions and individua netions.

One of the mogt Sgnificant developments is the inauguration of a Regiona Centre
for the Combating of Trans Border Crime in Bucharest in November, 1999 by law
enforcement and intelligence agencies from eight East European nations (Albania,
Bulgaria, Bosnia, Croatia, Macedonia, Hungary, Moldavia and Romania) with the
support of and participation by Greece and Turkey.

Headquartered in Bucharest, the Centre will function as aregiond intelligence
agency to centralize and process anti-crime data sent by the 10 member states.
Liaison officers from al member states will be posted to Bucharest and exchange
information in abid to curb cross-border crime and rampant corruption in the
region. “The god of thisinditution is not only to fight crime, but aso to create an
adequate climate for business and foreign investors,” the Romanian Interior Minister
told participants at the launch ceremony (MTI News Agency, January 20, 2000).
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The prime mover in this venture isthe U.S. State Department, with much of the
modest budget of $350,000, provided by Turkey and Greece. The Centre's work
will rely on advice from the FBI, with assistance from Interpol.

Other rlevant multi-jurisdictiond initiatives in Eastern Europe include:

amesting by inteligence officids in Sofia, Bulgariain December to discuss
enforcing tighter controls on arms smuggling and trafficking in Eastern Europe.
Officidsfrom Albania, Bosnia, Bulgaria, Croatia, the Czech Republic,
Macedonia, Poland, Hungary and Romania agreed to write common legidation
to govern the activities of companies and arms dedlers;

the founding of an internationd centre for anti-crime operationsin Sofiawhich is
to focus on eradicating the smuggling of heroin through the “ Bakans Route’
(much of which passes through Eagtern Europe). Thisinitiative is financed
mainly through the European Union, Europol, and the Union's anti-drug
programme. This centre will work in tandem with Regiond Centre for the
Combeting of Trans Border Crime;

the crestion of ajoint unit by American and Hungarian investigators to combat
organized gangs in Hungary. The FBI has announced that it will dso open a
permanent officein Budapes, the firgt foreign office established in which FBI
agents will serve asfull-time investigators. “Thiswill be truly aworking squed,”
according to Thomas Fuentes, chief of the FBI's organized crime divison.
“They will develop and operate crimind informants. They will gather
intelligence. Thereis no precedent for that” (The Guardian, February 22,
2000). Although FBI agents will not have law enforcement powers, they do
have the right to carry wegpons and, in conjunction with their Hungarian
counterparts, to make arrests. The FBI will dso havethefind say in the hiring
and firing of the 10 Hungarian agents who will work in the office dongsde five
U.S. agents. The FBI haslong had agents posted in U.S. embassies and has
sent agents abroad temporarily to hep foreign governments with mgjor crimina
invesigations.

Sour ces “War On Crime In Eastern Europe - A Framework |s Being Created For Joint
Anti-Crime Operations.” Jane's Information Group. Foreign Report, February
10, 2000; “Hungarian, Y ugodav, Romanian police cooperate to fight organized
crime” MTI News Agency (Budapest), January 20, 2000; “ Ten Balkan Nations
Launch Office To Fight Crime.” November 16, 1999. “FBI To fight Russan mob
in Hungary.” Guardian. February 22, 2000.
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3.2.3 Multi-Jurisdictional Training and Education

Canada
Agency

Title
I nnovations

Description

RCMP International Training and Peacekeeping Program

Police Training Assistance Program/RCM P Peacekeeping

Training and educetion, preventative (developmenta) approaches, multi-
jurisdictiona cooperation; internationa coordination; internationd intelligence
gathering; multi- sectoral partnerships (RCMP and the Canadian International
Development Agency (CIDA), RCMP and private sector)

The RCMP provides police training to foreign countries under the authority of the
Solicitor Generad Canada Minigterid Directive D-81-1. The RCMP is designated
as the executing agency for this mandate and administers a Police Training
Assgtance Program (PTAP) through its Internationa Training and Peacekeeping
Branch (IT&PB).

The am of the PTAPis*to provide learning opportunities to personnd in the
internationa police community to increase their productivity and effectiveness. The
training provided is designed to increase skills and knowledge in operationa and
adminigration matters and to benefit police personnel and police trainers from client
countries to ensure the skills, knowledge, and attitudes acquired have long-term and
sugtaining effects’ (RCMP, International Police Training pamphlet).

The RCMP sinternationa training philosophy is pedagogicd in nature; it srivesto
ensure that trainers in client countries become competent, self-sufficient and
eventudly capable of desgning, ddivering, and evauating their own training
COUrSes.

All requests for police training assistance are processed through diplomatic channels
from the Canadian Embassy or High Commission to the Department of Foreign
Affars and International Trade. Some countries have RCMP Liaison Officers that
will facilitate the request for training needs. Requests for police training assstance
are reviewed according to Six selection criteria, taking into congderation:

political and legd consderations,

internationa events and emerging crime trends,

potentid benefits of the training;

financid congderations,

on-dSite conditions and support from the client country; and
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RCMP capacity.

One of the specific criteria consdered which is of most rlevance to thisresearch, is
whether the “country has organized crimina operationsinfluencing Canadian cities’
(RCMP, 1997).

While no specific police training program has been developed around TOC
enforcement, advanced and specialized courses are offered on such relevant topics
as proceeds of crime, commercid crime, witness protection, crimind intelligence,
and police standards and ethics. According to the 1997 Annua Report of the
IT&PB, examples of client countries and training programs that have or will have a
TOC enforcement component include:

Kuwait (protection of internationa borders);

Caribbean (white collar crime);

Colombia (crimind intelligence andys's, money laundering, crimind
investigations);

Czech Republic (interviewing techniques, crimind intelligence, drug
investigetions);

India (police delegate to be attached to “E” Divison IPOC Unit);
Jamaica (fraud investigations);

Sovak Republic (crimind inteligence); and

Thailand (forendc investigations).

In the development and delivery of training programs, the role of the RCMP
Internationa Training and Peacekeeping Branch islargely one of coordination. They
are responsble for identifying police specidists who can travel overseasto ddiver
thetraining. To thisend, the IT&PB works closely with relevant branches of the
RCMP that are responsible for organized crime enforcement, including proceeds of
crime, commercia crime, crimind intelligence, and witness protection. Internationa
drug enforcement training is coordinated exclusvely out of the RCMP Drug
Enforcement Branch. Subject matter experts are dso routingly borrowed from
“Depot” Divison, the Canadian Police College, RCMP Divisons across Canada,
and other Canadian police forces.

The ddivery of the training programsiis coordinated through a number of public
sector, private sector, and non governmenta organizations. Among federd
agencies, internationd police training isimplemented through a partnership between
the RCMP and the Canadian Internationa Development Agency (CIDA) (the latter
providing gpproximately 60 percent of the internationd training budget). This
partnership is carried out under the auspices of aMOU between the RCMP,

Alternative Approaches to Combating Transnational Crime 95
Final Report - March 31, 2000



CIDA, Solicitor Generd, and the Department of Foreign Affairs and Internationd
Trade (DFAIT).

Internationd police training by the RCMP is aso undertaken in concert with

NGOs, including the Canadian Association of Univergities and Colleges and the
Canadian Foundation for Internationd Training. The RCMP has aso partnered with
the private sector. For example, police training in Colombia was partidly funded by
Canadian oil companies while Air Canada has provided trave for Jamaican police
officers travelling to Canadafor training at the Canadian Police College. Findly,
training in client countries has been coordinated with third party countries. Most
recently, policing training in Turkey was ddlivered in partnership with police
agencies from Norway. The RCMP is dso exploring partnerships with other
countries in ddivering traning in the Baltic region.

These joint programs have partidly been the result of resource shortages within the
RCMP that has forced them to seek innovative funding programs by establishing
partnerships with avariety of interested parties.

Internationd police training by the RCMP is dso conducted in the context of
peacekeeping missons. The mogt sgnificant role for the RCMP in peacekeeping
operaionsisto tran domestic police agencies. “The Canadian civilian police
(CIVPOL) contingents dud role as peacekeepers and trainers make the RCMP a
peace-builder through its support of stable, democratic government, and its efforts
in establishing, within the developing country, an effective security force, repectful
of law and human rights. The peace-building takes the form of training in skillssuch
asinvedigations, firg aid, management as well as monitoring and monitoring the
individud officer inthe fiedd” (RCMP, 1997).

The rdevance for TOC enforcement is that conflict environments often produce
black markets and provide fertile breeding grounds for organized crime activities. In
addition, existing crime groups will exploit conflict Stuations to introduce or expand
both their predatory activities and consensua services. Thisis no more apparent in
such Eastern European regions as the Baltic states and Kosovo where war and
ongoing conflict have produced significant black markets and promoted the
proliferation of organized crime groups and activities. The RCMP took part in
peacekeeping in both of these areas.

Sour ces Interviews, RCMP Internationa Training and Peacekeeping Branch; RCMP, (n.d.)
International Police Training. Police Training Assistance Program (brochure);
RCMP Internationd Training and Peacekeeping Branch (1997) Annual Report,
1997. Ottawa: RCMP.
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Agency
Title
Innovations
Description

RCM P Drug Enforcement Branch

International training and education by RCM P Drug Enfor cement Branch
Internationd drug enforcement training to foreign law enforcement agencies

The Drug Enforcement Branch (DEB) at RCMP Headquarters provides a direct
line of communication between divisond drug enforcement units and the members
of theinternationd drug enforcement community. It iswithin the internationa
context that the Branch provides training to law enforcement personnel from foreign
countries. The internationa education and training programs offered by the RCMP
Drug Enforcement Branch are summarized below.

I nternational Observer Attachment Program (IOAP) - This program involves
training foreign drug enforcement officers through workshops and direct
observation of RCMP drug enforcement in Canada. This session occurstwice a
year. The DEB funds 14 to 18 candidates for two weeksin Canada. The first week
consists of aworkshop on drug and proceeds of crime investigative techniques. In
the second week, the students are attached to a Drug Enforcement or Proceeds of
Crime Section in Canada. Lecturers and resources are drawn from the DEB, the
Proceeds of Crime Branch, and the Crimina Intelligence Directorate. In 1999, the
DEB sponsored two atachment programs in Vancouver and Toronto with students
from South American and Eastern European law enforcement agencies

respectively.

CICAD Workshop - In conjunction with Organization of American States, Inter
American Drug Abuse Control Commission (CICAD) the DEB holds two-week
workshops on drug and proceeds of crime investigative techniques at the Canadian
Police Callege for one candidate from each of the 34 countries of the Americas.
The lecturers are split evenly between the RCMP and foreign law enforcement
agencies. CICAD funds the travel of candidates and externd lecturers while the
RCMP funds the remainder of this workshop.

The International Observer Attachment Program and the CICAD Workshop are
both designed for supervisory level drug enforcement and proceeds of crime
investigators. In the case of the IOAP, emphasisis placed on candidates from
source and trangt countries where RCMP Liaison Officers have either identified a
large case load or identified need to advance RCMP links with that country. In both
of these programs, basic and advanced investigative techniques and methodologies
are discussed, including conducting undercover operations, reverse sings,
controlled ddliveries, source and witness protection, conducting net-worth andyss
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Sour ces

for asset forfeiture, evidence requirements, etc.

Executive Study Tours - The RCMP DEB fundsthe travel of senior police
personnel to Canadafor 7 to 10 days to observe all facets of drug & proceeds of
crime investigations. 1n 1999, the study tours have sponsored two personnd from
Russa and two from Jamaica. For the current fiscal year, the program intends to
hogt law enforcement personne from China

Foreign/Out of Country Workshops - The RCMP DEB aso conducts drug and
proceeds of crime enforcement training in host countries. In 1999, thisincluded
workshopsin Bahamas, Mexico, Cuba, and Columbia. In the current fisca yesr,
workshops are planned for Jamaica, Dominican Republic, China, and Cuba. These
workshops are funded entirely by the RCMP or in collaboration with the host
country.

Persond interview, RCMP Drug Enforcement Branch; RCMP web site
www.rcmp-gre.ge.calframes/remp-grcl.html

United States and Canada

Agency
Title
I nnovations

Description

Drug Enforcement Administration and the Royal Canadian Mounted Police
Operation Pipeine/Convoy/Jetway

Training and enforcement operations for highway patrol officersto detect
(organized) crimind activity

Operation Pipdine began in 1983 as ajoint effort between the New Mexico State
Police and the New Jersey State Police. In 1990, Operation Convoy, Pipeline's
Sster operation, was created in the U.S. to target the commercia operations of
drug transportation organizations.

Operation Pipeline/Convoy encourages a coordinated response from law
enforcement agencies a dl levelsto deter the flow of drugs within the continental
United States. Specificdly, this program provides training to state/provincid and
local law enforcement, primarily through the DEA and RCMP in the two respective
countries. Highway patrol officers are trained to use traffic violation stops to detect
verba, physca or behaviourd sgns that may indicate the involvement of the vehicle
and/or its passenger in drug or contraband trafficking or transport. Operation
Jetway concentrates on the movement of contraband by air, buses, trains and
freight forwarding companies.

Within Canada, the program has been implemented primarily through the leadership
of the RCMP. In May 1997, thefirgt Internationd Pipeine/Convoy Ingtructor
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training was conducted in Winnipeg. Fifteen representatives from law enforcement
agencies throughout Canada and 12 from the United States were trained as
ingtructors to further train other law enforcement personnd in both Canada and the
U.S.. Sincethen, training has been conducted in al provinces and territories.

According to police officias, the program has met with great success. In the United
States, the following seizures were made on the nation’ s highway's between 1986
and 1999:

$510,000,000 in U.S. currency;

872,777 kilograms of marijuang;

116,188 kilograms of cocaine;

748 kilograms of crack;

369 kilograms of heroin, and

3,274 kilograms of methamphetamine.
(www.usdoj.gov/dea/pubs/cngrtest/ct990303.html)

According to RCMP officids, between September 1995 and September 1999, this
program was responsible for the following seizures in Canada:

more than (CDN) $33 million worth of drugs;
CDN)$15 millionin cash

46,000 cartons of cigarettes;

4000 tins of tobacco;

2000 bags of tobacco;

4000 litres of liquor;

over 230 various wegpons, and

40 stolen vehicles and many other stolen items.

In addition, the program has resulted in identifying dozens of arrest warrants,
missing persons, escaped persons, and illegd diens. RCMP officias aso report
that it was ingrumentd in solving a murder.

The program is not without controversy. Critics charge thet it involvesracid
profiling, which police in Canada and the United States vehemently deny. Other
critics charge that the program violate peoplée's congtitutiona rights through
unreasonable detention and unlawful search and seizure. RCMP officids argue that
the program in no way encourages police to violate peopl€'s charter rights; in
Canada federd judtice officids have been privy to the methodology of Pipeine
Convoy and have found nothing legdly wrong with it.
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Sour ces Persona correspondence, RCM P, Bureau of transportation Statistics,
www.bts.gov/smart/cat/deskbk.html; DEA Congressiond Testimony; Marshall,
Donnie (1999) Deputy Adminigtrator, Drug Enforcement Administration,
Satement before the Subcommittee on the Western Hemisphere, House
Committee on International Relations. March 3.

United States

Agency United States Customs Service

Title I nternational nar cotics enfor cement training

Innovations  Extendve training world wide on border enforcement and narcotics interdiction
Sour ces Department of State. The Bureau for International Narcotics and Law Enforcement

Affairs. (1999). International Narcotics Control Srrategy Report, 1998.
Washington, DC: U.S. Department of State.

3.24 Sharing of Information and Criminal I ntelligence

While accurate, comprehensive, and timely intelligence has been a stgple of law enforcement for years,
within the context of transnationa organized crime, it has long suffered from alack of sharing of
information among enforcement and intelligence agencies a the domestic and internationd level aswell
as ardatively week grategic intelligence component.

Like law enforcement as awhole, the crimind intelligence community has aso traditionaly been
restricted by geographic and other jurisdictional boundaries that have served to hamper national and
internationa efforts to combat TOC.

Law enforcement agencies has increasingly recognized the fundamenta importance of the need for both
in developing a proactive, long-term enforcement effort againgt sophisticated crime groups. This section
examines innovaive programs involving the intdlligence function, with particular emphasis on:

joint intelligence programs and the sharing of intelligence between enforcement agencies (at the
domestic and internationd level), and
developing and applying a srategic intelligence function.
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3241
Canada

Agency
Title

I nnovations
Description

Domestic Sharing and Coordination of Information and I ntelligence

RCMP

Criminal Intelligence Director ate

Coordination of inteligence analysis and dissemination within the RCMP

The Crimind Intelligence Directorate was formed in 1991 to centralize and
coordinate the RCMP s crimind intelligence function. According to the RCMP
Criminal Intelligence Program Guide, “The misson of the Crimind Intelligence
Directorate is to provide a nationa program for the management of crimind
information and intelligence which will permit the RCMP to detect and prevent
crime having an organized, serious or nationa security dimension in Canada, or
internationdly asit affects Canada’ (RCMP, 1998: 11).

Prior to the formation of CID, intelligence andysis was largely conducted by
andysts employed within individua enforcement sections of the RCMP. There was
often little coordination, which contributed to a fragmented approach among and
overlap between different federal enforcement programs.

The CID brings together pockets of expertise and source information from al
relevant federa enforcement programs, including Immigration and Passport, Drug
Enforcement, Proceeds of Crime, Customs and Excise, Commercid Crime, and
Nationa Security. Indeed, one of the eight principles of CID is centrdization: “The
intelligence process must be centrally managed at both Headquarters and in the
Divisonsto avoid unwarranted duplication, provide mutua support and ensure the
mogt effective and efficient use of dl resources’ (RCMP, 1998: 9).

The Nationa Crimind Intelligence System (NCIS) symbolizes the move to the
centrdization and coordination of intelligence information. The NCISisa
centralized automated system that incorporates the Police Information Retrieva
System (PIRS) asits operationd file indexing base and the Nationa Crimind Data
Bank (NCDB) asits unlimited searchable data bank. The primary purpose of the
NCISisto facilitate the sharing of crimind information and intelligence within the
RCMP (RCMP, 1998: 7).

The centrdization of the intelligence function within CID is dso embodied in the
Crimina Organizations Branch, which is responsible for the coordination,
monitoring, and assessment of dl crimind investigations relative to organized crime
or serious crimind activity as undertaken by the Divison Crimind Intelligence
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Sour ces

Agency
I nnovations

Description

Services,

The Crimina Organizations Branch has the responsibility of proactively researching
and developing program enhancements, including new information acquisition
techniques (RCMP, 1998: 12). This Branch facilitates the coordination of different
areas of organized crime inteligence and specidizes in different organized crime
groups, which complements the commodity-based focus of the RCMP s Federd
Enforcement Directorate.

RCMP Crimina Intelligence Directorate (1998) Criminal Intelligence Program:
Roles and Functions. Ottawa: RCMP (March).

Criminal Intelligence Service Canada

National organization coordinating the sharing of information and criminal
intelligence among Canadian law enfor cement agencies

A growing concern over organized crime in Canada prompted the Federa
Government to cal a Federa-Provincid Conference of Attorneys Generd in
January 1966 to determine what measures could be taken to combat the problem
on anationd bass.

Coordination of police efforts was considered of primary importance. To thisend,
it was recommended that:

1) dl policeforcesin areaswith an organized crime problem establish Crimind
Intelligence Units, and

2) acentrd intelligence bureau be created for the use of al Canadian police
forces. The result of the second recommendation was the establishment of
Crimind Intelligence Service Canada (CISC).

CISC isan organization of Canadian law enforcement agencies whose primary
purpose isto facilitate the exchange of crimina intelligence between enforcement
units, intelligence units, and the CISC Provincid Bureaux. Ogtensibly, CISC exists
to unite the crimind intelligence units of Canadian law enforcement agenciesin the
fight againg organized crimein Canada

Any Canadian police agency that has afull time crimind intelligence unit can gpply
for regular membership. Associate membership is extended to police agencies
without afull time inteligence unit and affiliate membership to non-police agencies.
Its regular membership is nationwide and includes the RCMP, the Ontario
Provincid Police, the Quebec Police Force, the Royad Newfoundland
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Congtabulary and more than 120 municipa and regiond police departments. In
addition to regular members, CISC aso has associate members (consisting of law
enforcement agencies with a part-time intdligence unit) and affiliate members
(which have investigative and enforcement personnd from the private sector and
government).

CISC is comprised of a Central Bureau located in Ottawa and a system of nine
Provincid Bureaux that are located in each province (with the exception of Prince
Edward Idand, whose interests are served by the Nova Scotia Bureau). The
Centrd Bureau functions on a nationa scale and the Provincid Bureaux operate
within provincid boundaries.

The intdligence and specidized units of member law enforcement agencies supply
their Provincid Bureaux with intdligence and raw data for further analysis and
dissemination. The crimina intelligence shared is primarily related to organized
crime and any other mgor crimina phenomenon in Canada.

The Central Bureau of CISC takesits direction from an Executive Committee,
comprised of 20 Chiefs of Police and RCMP Commanding Officers from across
Canada. This Committee meets annudly to review the operation of CISC and to
decide on gods and priorities. The CISC Centrd Bureau monitors the progress of
those priorities through the nine Provincial Bureaux. The Managers of those
Provincid Bureaux meet annualy with the

Director of CISC to discuss organized crime issues and forward recommendations
to the Executive Committee.

The staff of the Central Bureau consigts of civilian members, regular members,
public servants, and secondments from other police departments and government
agencies, currently Ontario Provincid Police, Montred Urban Community Police,
Canada Customs and Revenue Agency, Ottawa- Carleton Regiond Police
Service, Vancouver Police Department, Department of National Defence Military
Police, Correctiond Service Canada and the Canadian Security Intelligence
Service.

CISC's principa mechanism for facilitating information sharing on anationd basis
isthe Automated Crimina Intelligence Information System (ACIIS). ACIISisan
on-line sysem that includes crimind information on al mgor organized crime
subjects and their activities. In addition to ACIIS, CISC has anationd repository
for the storage, andyss and retrieva of crimind information relevant to Outlaw
Motorcycle Gangs.
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Sour ces

United States
Agency

Title

I nnovations

Description

Thisinformation base is extengve, with over 150 Canadian police departments -
aswell as numerous American law enforcement agencies contributing information.

Interviews, Richard Phillipe, JE.M. Milner and Susan Kavanagh, Crimind
Intelligence Service Canada; CISC web gite http://mww.cisc.ge.calindex.html;
R.R. Schramm (1988) Organized Crime: A Canadian Approach. The Police
Chief. January: 32-34.

Drug Enforcement Administration

DEA Intéligence Program

Comprehengve and sophigticated nationa and internationd intelligence unit;
elevation of Intelligence function to the same level as enforcement operations
DEA's Intelligence program is comprised of four components: financid,
operationd, grategic, and the El Paso Intelligence Center (EPIC). The Intelligence
Program aso provides leadership in the Nationd Drug Intelligence Center
(NDIC).

The Financid Intelligence program focuses on fisca aspects of the drug trade by
identifying the development of financid conspiracies. DEA's Operationd
Intelligence program gathers, organizes, and andyzes information to support active
drug investigations. The Strategic Intelligence program produces comprehensive
assessments and reports of drug trafficking patterns, availability levels, and
consumption rates and averages.

The El Paso Intdligence Center, is an inter-agency center that servesasa
clearinghouse for the collection, andys's, and dissemination of information related
to worldwide drug and currency movement, dien smuggling, wegpons trafficking
and rdated activity (see following case sudy). The Nationd Drug Intelligence
Center isaDOJ multi-agency facility that produces andyses of drug trafficking
organizations. Since its establishment in 1973, DEA,, in coordination with other
federd, Sate, loca and foreign law enforcement organizations, has been
responsible for the collection, andlys's, and dissemination of drug-related

intelligence.

In 1992, DEA devated the intdligence function to divisond leve inits
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Sour ces

Agencies
Title
I nnovations

Description

Headquarters to emphasize the importance of intelligence in drug enforcement and
to strengthen DEA's ability to coordinate drug intelligence worldwide. The Division
drives to ensure amore active DEA leadership in interagency drug intelligence
programs, to facilitate information sharing, and to provide direction to DEA's
worldwide intdligence efforts. The Dividon is directly responsble for the
formulation and management of DEA's worldwide intelligence programs.

The DEA intelligence program is supported by severd organizationa eements.
Within the Intelligence Divison in DEA Headquarters, the Office of Mgor
Invedtigative Intelligence Support provides intelligence andytica support to major
DEA invedtigations that are focused on the most Sgnificant drug organizations
operating domesticaly and around the world.

The Office of Inteligence Policy and Liaison is responsible for providing strategic
intelligence on drug cultivation, production, emerging trends, and price/purity;
managing DEA's satidtica program; and coordinating and addressing interagency
drug intdligence issues; as well as enhancing intelligence management, policy, and
liaison functions. The Office of Intelligence Research provides support to both
headquarters and field priority enforcement efforts by managing and andyzing data
to asss in identifying the infrastructure and operations of drug trafficking
organizations.

The Intelligence Units are located in 29 domestic offices and 22 foreign offices
(including source countries). The foreign units provide direct andytica support to
drug investigations, aswdll as produce drategic andyses of current drug Stuations
in the geographic areas of responsbility.

Drug Enforcement Adminigtration web ste:
www.fas.org/irp/agency/doj/dealorg.html; Persond Interview, Drug Enforcement
Adminigration, Washington, D.C.

U.S. Drug Enforcement Administration and other enforcement agencies
The El Paso I ntelligence Center

Extensve multi-agency intelligence coordination and sharing focusing primarily ona
high-risk geographica region for drug smuggling in the United States

The El Paso Intelligence Center (EPIC), is an inter-agency center that servesasa
clearinghouse for tactica intelligence and the collection, andys's, and dissemination
of information related to worldwide drug and currency movement, alien smuggling,
wegpons trafficking and related activity. Eleven federd agencies participate at
EPIC in the coordination of intelligence programs related to interdiction efforts.
These agenciesinclude the DEA, Immigration and Naturdization Service, U.S.
Customs, Coast Guard, Bureau of Alcohol and Firearms, the Federd Aviation
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Adminigtration, FBI, IRS, Secret Service, Department of State, Department of the
Interior, Centrd Intelligence Agency, Defense Intdlligence Agency, and
Department of Defence. In 1998, EPIC sgned a letter of agreement with the
RCMP to share intdligence information.

EPIC was established in 1994 in response to a Department of Justice study, which
proposed the establishment and direction of a Southwest Border Intelligence
Service Center to be staffed by representatives from the Immigration and
Naturaization Service (INS), the U.S. Customs Service, and the DEA. Asa
result, EPIC was created with a representative of the DEA sdlected to be the
director and a representative of the INS selected to be the deputy director.
Staffed by personnel from 15 federa agencies, the primary functions of EPIC are
to:

(1) disrupt theflow of illicit drugs a the highest trafficking level through the
exchange of time-sengtive, tacticd intelligence deding principaly with drug
movement, and

(2) support, through the intelligence process, and other programs of interest to
EPIC's participating agencies, such as aien smuggling and wegpons trafficking.

Initidly, EPIC focused on the U.S.-Mexico border, with emphasis on heroin
traffickersand illegd dien smugglers from Mexico. However, with the increased
use of arcraft, seagoing vessdls, and globa networks to facilitate drug trafficking,
EPIC now collects and analyzes tacticd drug intelligence from other aress,
induding foreign countries, whose drug activitiesimpact on the United States.

EPIC ismandated to support loca law enforcement entities with drug intelligence
inal 50 states aswell as U.S. protectorates and other agencies, including the U.S.
Forest Service, Nationd Marine Fisheries, Bureau of Prisons, Amtrak, and the
Department of Defense.

Member agencies have direct accessto al EPIC information, with gppropriate
safeguards to provide for the protection and/or secure communication of highly
sengtive or classified information. State and local law enforcement entities have
access to EPIC data through a designated group within the repective organization
or through a member agency.

EPIC provides intdligence support to High Intensity Drug Trafficking Arealaw
enforcement agencies, coordinates with field offices to facilitate inteligence
exchange, and provides support for developing threat assessments.
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The EPIC Operationd Intelligence Unit prepares organization profiles of mgor
drug-trafficking organizations and trafficking along the Southwest Border and
elsawhere aswell as periodic threat assessments of drug-trafficking organizations
worldwide. In addition, a number of EPIC programs are dedicated to post-seizure
andysis and the establishment of links between recent enforcement actions and

ongoing investigations.

EPIC dso coordinates training in the methods of highway drug and drug currency
interdiction through its Operation Pipeline program. This includes coordinating and
conduct training seminars throughout the United States.

Sour ces Drug Enforcement Administration web Stes.

www.fas.org/irp/agency/doj/dea/epic/index.html
www.usdoj.gov/dea/programs/epic.html

Agency Financial Crimes Enforcement Network

Innovations  Centrdized information coordination, intelligence, and mandated reporting
repository dedicated to money laundering

Description  The Financiad Crimes Enforcement Network (FINCEN) was created in 1990 and
isone of the U.S. Department of Treasury's lead agenciesin combating money
laundering. FINCEN serves as alink among the law enforcement, financia, and
regulatory communities, with emphasis on maximizing the sharing of informetion
among domedtic and internationa agencies through drategic analyss and
intelligence concerning financid crimesin generd and money laundering in
particular.

Headquartered in Vienna, Virginia, FINCEN employs over 200 people organized
in 12 offices, aswell as andysts and agents from 14 other federa law enforcement
and regulatory agencies.

The mission of FINCEN isto support and strengthen domestic and internationa
anti-money laundering efforts and to foster inter-agency and global cooperation
through information collection, andys's and sharing, technologica assstance, and
innovative and cogt- effective implementation of initiatives addressing money
laundering.

In October 1994, the Treasury Department’ s office of Financia Enforcement was
merged with FinCEN to create a Single agency for BSA reporting requirements.
Thisincludes respongbility for issuing regulations and imposing pendtiesfor a
failure to comply. Since 1996, FinCEN has been the sole location for financia
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ingtitutions to submit Suspicious Activity Reports.” Thisinformation is housed in a
database known as the Financia Ingtitution and Regulatory Agencies Crimind
Referrd Enforcement System (FIRACRES). Along with the IRSand U.S.
Cugtoms, FINCEN analyzes mandatory reports from the banks and other financid
indtitutions on unusua or suspicious transactions.

A mgor initiative of FINCEN has been Project Gateway, which alows state law
enforcement direct, on-line access to FINCEN' s databases. These databases
include the 100 million BSA reportsin the Treasury database, a database of
known nor+bank financid ingtitutions, a database which shows who has made
queries on the same suspects, and various commercid databases. The Project is
now active in 48 states. From October 1996 to March 1997, there were 27,560
queries made by various state and loca enforcement agencies.

Since 1996, FINCEN has published Advisories, which sets out current issues of
concern. FiNCEN a so publishes a quarterly newdetter, Trends, which istargeted
at bankers and others who are required to submit reports under the BSA. FINCEN
is aso working with a system to promote proactive investigations of money
laundering through its artificid intelligence computer system.

Sour ces FinCEN web ste: www.treas.gov/fincen/

United Kingdom

Agency National Criminal Intelligence Service

Innovations  Nationd coordination of intelligence information

Description  The Nationd Crimind Inteligence Service (NCIS) isanationd agency providing
crimind intelligence support services to the Nationa Crime Squad and numerous
other police agencies in the United Kingdom (U.K.). Its mandate is to “provide
leadership and excdlence in crimind intelligence to combat serious and organized
cime”

Basad on this misson statement, the four strategic ams of the NCIS isto provide:

7 Before 1996, financial ingtitutions filed CTRsto the IRS in Detroit. If the financial institution noted that the subject
of the CTR was suspicious, Criminal Referral Reports were filed with seven different federal agencies, including
FinCEN, the IRS, and the FBI (each of which had their own form). Through lobbying efforts of the American Bankers
Association, regulations were passed in 1996 so that banks could file Suspicious Activity Reports with one agency:
FinCEN.
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drategic assessments on serious and organized crime affecting the interests of
theUK.;

qudity crimind inteligence on mgor criminas and their organizations,
crimina intelligence on agreed specidist areas of crime; and

sarvices to enhance the coordination and development of crimind intelligence
to combat serious and organized crime.

More specificadly, there are five main tasks which underpin the intelligence work of
the NCIS:

the provison of tactica intelligence for externd law enforcement that has not
previoudy been availableinthe U.K.;

the enhancement of intelligence for U.K. law enforcement agencies and NCIS,
and coordination of operationa support overseas for U.K. related
investigations,

the provision of drategic information and intelligence from overseas on serious
crime abroad by acting as afoca point for its collection, evauation, exchange
and development;

the provison of the efficient international exchange of crimind information and
intelligence to aid the prevention or investigetion of ordinary law crimes on
behalf of U.K. law enforcement; and

adviceto U.K. police forces and HM CE on operations oversess.

In addition to providing intelligence assistance to law enforcement agencies, the
NCIS dso produces nationd threat assessments which form the basis upon which
nationa priorities for organized and serious crime enforcement are s&t.

The NCISisaso presently responsible for processing al suspicious transaction
reports filed under mandatory money laundering reporting legidation.

NCIS does not undertake enforcement operations, but currently only collects and
processes information. Moreover, NCIS exists to serve operational units of law
enforcement agencies by providing arange of intelligence products and servicesto
ad in organized and serious crime enforcement.

The NCIS promotes and facilitates a multi-agency team approach to tackling
organized and serious crimindity. A typica NCIS project team focusing on a
target group conssts of police, HM Customs and Excise, Inland Revenue, British
Telecom, and any other relevant agency. The project teams are dtrategic in nature
and should the project require police action or other tactica intervention, the
police force having jurisdiction or the Nationd Crime Squad are caled upon to
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Source

Audralia

Agency
Innovations
Description

render assstance. Depending on the team leader (which can be a seconded
employee from any of the contributing agencies), partner agencies will be
approached to second an employee having the required expertise or corporate
memory.

The NCI S incorporates the resources to combat transnational crime through its
Internationa Divison. This Divison incorporates the U.K. Nationd Centra
Bureau of Interpal, the U.K. Europol Nationd Unit, and the U.K. European Drug
Liaison Officer network. By collating intelligence gathered from arange of sources
and andyzing it, the Divison produces strategic and tacticd intelligence for use by
al NCIS partners.

The NCIS dso negotiates MOUs with foreign countries, with particular emphasis
on countries from Eagtern Europe. One example involves an MOU with Russa
providing for the exchange of data rdative to suspicious financid transactions. A
secure link has been established between NCIS and its Russian counterpart
whereby they can recelve and dispatch pertinent information for verification and
intelligence purposes.

The headquarters of the NCISisin London. Regionaly, the NCIS has six offices
in London, Birmingham, Wakefield, Glasgow, Manchester, and Brigtol, with a
liaison unit in Belfast. The purpose of the regiond units is to coordinate intelligence
gathering and development with the operationd units of other law enforcement
agencies.

“Nationa Crimina Intelligence Serviceg’ (Pamphlet, no date). NCIS (no date)
NCISand the National Intelligence Model. NCIS web site: www.ncis.co.uk/
“Police determined to lead FBI-gtyleforce.” The Independent (London),
October 14, 1995: 5.

Australian Bureau of Criminal Intelligence

National centralization and coor dination of the intelligence function

The Audrdian Bureau of Crimind Intelligence (ABCI) was established in Canberra
in 1981 in response to a number of Roya Commissons on law enforcement that
criticized the lack of information sharing between various police forces and law
enforcement agencies in Audtrdia and suggested some form of centrd repository
for crimind intelligence be formed.
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Sour ces

The Bureau was established to facilitate the exchange of information and crimind
intelligence between Audtrdian law enforcement agencies. In particular, the
objective of the ABCI isto provide a cooperative nationd crimind inteligence
sarvice through liaison and Memoranda of Understanding with other law
enforcement agenciesin Audtrdia and overseas, participate in activities such asjoint
task forces, and by devel oping procedures and standards to alow better integration
of intdligence related activities.

The ABCI does not have an operationa arm, but rather is a service agency for
Augtrdian police forces and other law enforcement agencies. The ABCI rdlieson
client agenciesfor collection of information in the fidd. The ABCI then collates,
evauaes, andyzes, and disseminates crimind inteligence, with particular emphasis
on nationd and Strategic intelligence projects. To this end, the ABCI servesasa
centrd repogitory for crimind inteligence in relation to illicit drug trafficking, illicit
gambling, nationd and internationd movement of the proceeds of crime, and
corruption. The ABCI works in partnership with law enforcement agenciesto
develop and enhance the Audtrdia Crimina Intelligence Database and Audrdian
Law Enforcement Intelligence Net for use as a secure compuiterized intelligence
fadlity.

The ABCI isone of sx common police sarvicesin Audraia, which are to meant to
contribute to closer working relationships and a grester communicetion,
consultation, cooperation and coordination between police forces and other law
enforcement agencies (Horman, 1993).

The ABCI is comprised of sworn and unsworn members seconded from all
Augdrdian police services. A Board of Control, congsting of dl Austrdian Police
Commissioners oversees the general adminigtration and performance of the ABCI
and determines appropriate policies, procedures, and methods for governing the
ABCl'sactivities.

Horman, William (1993) Countering organized crime through strategic planning and
effective coordination. Paper presented at Criminal Justice Planning and
Coordination held in Canberra, Audrdia. Audrdian Inditute of Criminology;
ABCI web ste: www. missngpersonsinfo.aw/aba.html.

3.2.4.2 International Sharing of Information and (Criminal) I ntelligence

One of the mogt significant obstaclesto TOC enforcement is the jurisdictiona barriers that inhibit the
internationa sharing of intelligence information between police forces and countries.
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Domedtic police agencies are very protective of their sources and intelligence. Most countries with a
number of police forces have a one time or another encountered resistance to the sharing of intelligence
information. Thisis exacerbated on the internationa stage where sharing and overal coordination is
inhibited by linguigtic and cultura differences, legd and legidative barriers, the lack of mechanisms for
sharing, alack of trust, and perceptions of corruption.

These intdlligence sharing problems are indicative of the larger problem of barriers to greater
cooperation and coordination among police forces around the world. This section provides some
innovative examples of initiatives and agencies to facilitete the sharing of inteligence information
internationaly.

North America

Agencies Various U.S,, Canadian, and Australian law enfor cement agencies

Title The Regional Information Sharing Systems/ Middle Atlantic-Great L akes
Organized Crime Law Enforcement Network

Innovations  Nationa and Internationa network to promote multi-jurisdictiond inteligence
sharing and operationa support to enforcement agencies combating targeting
serious and organized crime

Description  The Regiond Information Sharing Systems (RISS) isa U.S. federdly-funded
program administered by the U.S. Department of Justice, Bureau of Justice
Assigtance. The RISS Program is composed of six regiond centersthat share
intelligence and coordinate efforts againgt crimina networks that operate in many
locations acrossjurisdictiond lines.

RISS serves more than 4,900 member law enforcement agenciesin 50 states, two
Canadian provinces, the Didtrict of Columbia, Audtrdia, and Guam. Each RISS
center has from 450 to over 1,000 member agencies. The vast mgority of member
agencies are a the municipa and county levels, but more than 250 dtate agencies
and 600 federd agencies are dso members. Among the federd agencies
participating in the RISS Program are the Drug Enforcement Administration,
Federd Bureau of Investigation, Internd Revenue Service, Secret Service,
Customs, and the Bureau of Alcohol, Tobacco, and Firearms.

Typicd targets of RISS activities are drug trafficking, violent crime and gang
activity, and organized crimind activities. Each of the centers, however, sdlectsits
own target crimes and the range of services provided to member agencies.
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RISS sarvices available to member law enforcement and crimind justice agencies
can be grouped under five categories.

Information sharing and communication network
Accessto timely computerized information on criminal suspects and activities
Secure Intranet for dectronic networking of member law enforcement agencies
Electronic linking of the 9x RISS center crimind intelligence databases viathe
RISS wide area network (RISSNET)
Electronic linking to other systems such as the Southwest Border States Anti-
Drug Information System Network

Analysis of multi-jurisdictional crime
Analysis of complex case data connecting subjects and criminal events
Anaysis of linked RISS databases to identify mgor crimina conspiracies
Information surveys and analyss of gangs, firearms trafficking, and violent crime
activities to assst member law enforcement agencies in anti-violence initiatives

Information sharing conferences with specialized training
Conferences to exchange information on multi-jurisdictiond crimind activities,
including a nationa conference on serid murder, regiona conferences on gang
activity, firearms trafficking, violent crime activity, and methamphetamine labs,
and
Training to build member agency expertise in investigetive techniques, violent
crimeinitiatives, and emerging crime problems

Loan of sophisticated investigative equipment

Funds for purchase of evidence, information, or other investigative expenses
to support multi-jurisdictional investigations

One example of aregiona centre that includes both Canada and the United States
isthe Middle Atlantic- Great Lakes Organized Crime Law Enforcement Network
(MAGLOCLEN), which is headquartered in Southeastern Pennsylvania.

MAGLOCLEN membership congsts of more than 470 agencies with over
162,761 sworn officersin federd, state, and loca law enforcement. The region
gpans Delaware, Digrict of Columbia, Indiana, Maryland, Michigan, New Jersey,
New Y ork, Ohio, Pennsylvania, Ontario, and Quebec.

Law enforcement agencies with staff assgned to the investigation of organized
crime, mgor conspiracy, and/or intelligence gathering and dissemination, are digible
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for membership. The gpplying agency must be sponsored by a Policy Board
member and pass a background investigation.

The services offered by MAGLOCLEN include the following:

Criminal Information Systems— RISSNET Il isacentraized, secure, database
containing information concerning known or suspected criminals, businesses,
organizations. Member agencies may submit information and make queries to the
database through MAGLOCLEN.

Intelligence information from additiona sources may aso be accessed through
Intelligence Technicians.

Analytical Department — MAGLOCLEN has a permanent complement of
crimind justice analysts who collect intelligence on specific topic aress, issue topica
reports and assessments, and provide tactical andytica support. Analytica projects
include link association analys's, telephone record

andyss financid anadlyss, and case andysis. A monthly law enforcement
publication called, NETWORK, is dso mailed out monthly to members.

Computer Forensics - MAGLOCLEN offerstraining in the seizure of computers
and forensic support for member agencies that have seized computers related to
crimind activity.

Information Sharing and Training - MAGLOCLEN's training department is
responsible for hosting conferences and seminars on various law enforcement
topics.

Equipment and Technical Support - Investigative equipment, training, and
support are available on a variety of eectronic and surveillance devices. Equipment
isloaned following aformd request of a member agency.

Confidential Funds - MAGLOCLEN maintains financia resources that can be
distributed to member agencies for the purchase of evidence and servicesto
support specific investigations.

Sour ces The Indtitute for Intergovernmentd Research web site: www.iir.com/riss/
WWW.iir.comvriss'magl oclenvindex.html.
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3.25 International Government Organizations

Juxtaposed againg traditiond locd, regiona, and nationd jurisdictions of law enforcement, the
transhorder activities and increased globalization of crime groups exposes a critical role for international
governmental and enforcement organizations.

This section explores the work of sdected internationa governmenta organizations in the area of
organized and transnationa crime enforcemen.

Agency I nterpol
Innovations  International agency coordinating multi-lateral sharing of information and
intelligence

Description  Interpol isan internationa organization that has facilitated internationa police
cooperation between member states, primarily by facilitating the sharing of
information and intelligence, since 1923. Each member sate establishesa
Nationd Central Bureau (NCB) staffed by its own police force and
communicates with other forces via an independent computerized eectronic mall
network which covers the globe.

Of particular relevance to this research is the Organized Crime Branch which
addresses identified criminal organizations. It centrdizes, evauates and analyses
information on internationaly operating crimind organizations and their activities
and conducts projects of specid interest. The objectives of the OC branch are to:

edtablish and continuoudy update a computerized file of information on
individuas, associations and groups with internationa ramificationswhich
engage in continuous crimind activities,

cross check and analyze dl information on organized crime supplied by
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member countries,
pass dl rdevant information by way of circular letters, bulletins, reports, and

plans coordinated action, list resources, and organize conferences, symposia,
and working groups on particular topics.

Current projects of the OC Branch have been arranged around organized crime
groups of Eastern European origin, the Itdian Mafia, Adan crimind
organizations, South American cartds, outlaw motorcycle gangs, and illegd
immigretion.

Interpol aso incorporates a Drug Subdirectorate, the mandate of which isto
enhance cooperation between member states and stimulate the exchange of
information between dl national and international enforcement bodies concerned
with countering the illicit production, traffic, and use of narcotic drugs and
psychotropic substances.

The Sub-Directorate serves Member States through

information collection;

responding to international drug investigation inquiries,

collection and andlysis of data obtained from Member States for Strategic and
tactica intelligence reports,

the dissemination of intelligence reportsto rdlevant Member States,
identification of internationd drug trafficking organizations,

coordination of internationa drug investigations where at least two Member
States are involved,

holding working meetings involving two or more Member States where the
Drugs Sub-Directorate has identified common linksin cases being
investigated in those States in order to exchange information and

establish future Strategy; and

organization of either regiond or worldwide meetings on specific drug topics,
to assess the extent of particular drug problems, exchange information on the
latest investigative techniques, and strengthen cooperation within the law
enforcement community.

The Sub-Directorate prepares a variety of reports for circulation to member
dates, mainly using information contained in the Interpol database on worldwide
drug saizures. These highlight the current drug Situation and trafficking trends. The
Weekly Intelligence Message, for example, describes significant seizures and
identifies emerging travel routes, modus operandi, traffickers, and organizations.
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Sour ces

Agency
I nnovations

Description

Other documents include annud drug Situation reports, the Drugs Intelligence
Gazette, andytica studies on trafficking trends and conference reports.

A number of projects have been established under the auspices of the Sub-
Directorate to address topics that are particularly serious and widespread.
Recently these have included:

Operation “Hogd,” which investigated the activities of West African crimind
groups who are smuggling cocaine by post from South Americato the
African continent;

Operetion “Show Me How,” which investigated the activities of West African
crimina groups who are smuggling heroin from Thailand and Pakistan by post
to destinations around the world; and

Operetion “Black Powder,” which investigated a Colombian trafficking
organization which has smuggled cocaine to Europe uniquely mixed with
indudtrid pigments to disguise its narcatic content.

Interpol, http://193.123.144.14/interpol.com/index2.html; Interpol (1999).
Cooperation in Combating International Crime Guide, Lyons, France:
Interpal.

United Nations

Globa programs srategicaly aimed at developing internationa and nationa
policies and programs to combat transnationa crime

The United Nations has severd agencies and programs that are relevant to
combating organized crime on agloba scde. These are summarized below.

Economic and Social Council - The Economic and Socid Council formulates
UN paliciesin thefidd of drug control, coordinating activities with the full range
of UN economic and socid programs and making recommendations to
governments worldwide.

Commission on Narcotic Drugs (CND) - The CND isthe centrd policy-
making body in the UN related to drug abuse contral. It supervisesthe
gpplication of internationa conventions and agreements dedling with narcotic
drugs and psychotropic substances.

International Narcotics Control Board (INCB) - The INCB isthe
independent and quasi-judicid control organ for the implementation and
monitoring of the UN Drug Conventions. It promotes and assists with government
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compliance with the treaties. The INCB aims to ensure that
lega drugs used for medica and scientific uses are not diverted to the black
market.

The United Nations Office for Drug Control and Crime Prevention, which
conssts of the United Nations International Drug Control Programme and the
United Nations Centre for Internationa Crime Prevention, is established to enable
the Organization to focus and enhance its capacity to address the interrelated
issues of drug control, crime prevention and internationd terrorism in dl itsforms.

United Nations I nternational Drug Control Programme (UNDCP) —The
UNDCP isaVienna-based agency that initiates and coordinates nationd efforts
agang illiat drug supply and demand. The main objectives of the UNDCP are to:

Provide effective leadership for dl UN drug control initiatives,

Anticipate and help to prevent developments that could aggravateillicit drug
production, trafficking and abuse;

be aworld wide centre of expertise and repogitory of informationin dl fieds
of drug control;

assist CND and INCB in implementing their treaty functions; and

provide technica assstance to help governments to establish adequate drug
control structures and Strategies, aswel astechnica cooperation in the
different fields of drug control.

Centrefor International Crime Prevention (CICP) - The CICPisthe
United Nations office responsible for crime prevention, crimind justice, and
crimind law reform. The Centre cooperates with a network of internationa and
regiond inditutions to facilitate an exchange of expertise on such issues as
organized crime, money laundering, and drug control.

A magor United Nations priority that falls within the scope of CICP activities
relates to improving the set of instruments available to the international community
to combat transnational crime. Particular emphasis has been placed on combating
and preventing migrant smuggling, trafficking in women and children, the
smuggling and illicit manufacturing of fireearms, and corruption. The Centre, jointly
with its research arm and the United Nations Interregiona Crimind Justice and
Research Ingtitute in Rome, has prepared proposals for three globa programsto
address topical concerns of the internationa law enforcement and judtice
community. As of the time of this report, each of these programsisin the planning

Stage.
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The Global Programme against Corruption will provide technical cooperation to a
sdlection of developing and trangtiona countries. In these countries, an analyss
will be made of current problems and policies. Assstance will include the
introduction of mechanismsfor greater transparency of public sector tendering
and the promotion of anti-corruption measures.

The Globa Programme againgt the Trafficking in Human Beings addresses
smuggling of migrants and trafficking in women and children. Field research
projects will be carried out in selective countries to test promising strategies, such
as new structures for collaboration between police, immigration, victim’'s support
and the judiciary, both within countries and internationdly (linking countries of
origin to destination countries).

The Globa Studies on Organized Crime program will assess the threats and
trends of organized crime groups across the world, focusing on forecasting future
developments and strategies in order to facilitate the formulation of preemptive

responses.

The International Convention Against Transnational Organized Crime,
1998 — In 1998 the Generd Assembly established an Ad Hoc Committee for the
purpose of developing a comprehengve internationa convention againgt TOC.
The objective of the Convention isto promote greater cooperation and
harmonization of laws between states to “prevent and combet transnationd
organized crime more effectively.” The Convention will set out agreed-upon
legidative and legd tools to combat TOC, including provisons on mutud lega
assstance and extradition, measures to prevent and trace money laundering, and
optiond provisons on improved law enforcement cooperation.

United Nations Drug Summit - Stating that “agrand dliance of nations can
and will conquer the globa plague of drugs” United Nations Under-secretary
Generd Pino Arlacchi convened a Generd Assembly Special Sesson from June
810 10, 1998 which involved 186 UN member states. Dubbed the “Drug
Summit,” the event was the largest multilateral gathering ever held on combeting
illega drug trafficking and abuse. Nationd |leaders from throughout the world
gathered together to develop aglobd drategy to control drugs, including an
internationa agreement on demand reduction, illicit crop subgtitution and
eradication programs, solutions to the increase in amphetamines and “designer”
drugs, and specific timetables to strengthen and harmonize member dates laws
on money laundering, extradition of drug traffickers, and sharing information on
drug cartels.
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Agency
I nnovations

Description

Global Programme Against Money Laundering (GPML) - The GPML isa
three-year research and technical assistance programme (1997 to 1999)
implemented by the Office for Drug Control and Crime Prevention. Itsam isto
increase the effectiveness of internationa action againgt money laundering through
comprehensive technica cooperation services offered to Governments. The
Programme encompasses three main pillars of activity, each of which provides
various means for States and ingtitutions in their efforts to effectively combat the
money laundering phenomenon. These components include:

Technica cooperation, which encompasses awareness-raising, policy and
program development, indtitution building and training at atechnica leve for
public officids, judicid officers, and financid sector representatives.

Research and analysis, which offers member states key information to better
understand the phenomenon of money laundering and to enable the internationd
community to elaborate more efficient countermeasure strategies.

A newly created International Money Laundering Information Network
(ImoLIN), an Internet-based information network, offersto states and ingtitutions
a secure news forum, an eectronic library, a database on laws and regulations
and a calendar of events in the anti-money laundering fied.

United Nations Drug Control Programme, www.undcp.org/; United Nations
Centrefor Internationa Crime Prevention www.odccp.org/crime prevention.html;
“United Nationsto Host Globa 'Drug Summit'.” PR News Wire. May 11, 1998;
United Nations Globa Programme Against Money Laundering,
www.imalin.org/gpmleng.html; International Money Laundering Information
Network; http:/mww.imalin.org/.

G-7/G-8

Promotion of innovative internationd initiatives to increase the effectiveness and
efficiency of TOC enforcement and prosecution

The G-7 and G-8 Forum have aso addressed the threat of transnational crime.

In 1989, the G-7 Summit laid the foundation for the Financia Action Task Force,
which was mandated to address internationa money laundering (see below).

At the Hdifax Summit in 1995, a group of experts (commonly known as the
"Lyon group") was formed to examine more effective ways to combat
internationa crime. In 1996, thisgroup produced 40 recommendationsto this
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end.

At the 1997 Summit in Washington, D.C., G-8 Minigerstasked the“G-8
Experts on Organized Crime’ (the Lyon Group) with two projects: @
enhancing abilities to investigate and prosecute high-tech crimes; and (2)
srengthening extradition and mutua lega assistance regimes to ensure that no
crimind can find a sefe haven anywhere in the world.

At the 1998 G-8 Summit held in Birmingham, U.K., the G-8 leaders endorsed
measures aimed at jurisdictiona cooperation in detecting and prosecuting
organized crimind activity. Thisinduded setting up aworldwide network of anti-
money laundering agencies and ensuring more effective disclosure of suspicious
financid transactions. Also under discussion was a more effective extradition
procedure and improved access to cross-border evidence, including the ability to
take court testimony by satellite links.

The G-8 Lyon Group aso agreed to take forward a project to share information
and experience targeting organized traffickersin illegd environmental goods.

At aspecid video conference held in 1999, G-8 Minigters pointed to the
following progress made on projects announced during the Birmingham Summit,
induding:

High-tech crime — One of the 40 recommendations made by the Lyon Group
was for member countries to combat abuses of modern technologies. In this
context, the " Subgroup on High Tech Crime" was created in 1997. In December
of that year, the United- States organized the first ministerid meeting around the
issue of “cybercrime’. Following this meeting, the G-8 Ministers adopted a 10-
point action plan to combat high tech crime. At the Birmingham Summit in 1998,
the Heads of States endorsed this action plan and mandated its rapid
implementation. As part of the action plan, the G-8 countries established a 24-
hour network of law enforcement experts capable of responding swiftly to
requests for help with investigations that crossinternationd borders, including
computer hacking cases. At the Moscow minigterial conference in October
1999, the Interior and Justice Ministers of the G-8 committed their expertsto
organize a dialogue between industry and governmentsin order to identify and
locate “cybercriminds’. In particular, the Lyon Group is pursuing consultations
with indudtry, including Internet service providers, on preventing crimina use of
networks and ensuring their communications can be traced by law enforcement
agencies. It isaso developing proposals for alegd framework for retrieving
electronic evidence swiftly in cases that cut across internationd borders.
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Sour ces

Agency
I nnovations

Description

Judicial co-operation - Experts are sudying intensfied use of video links for
crimind trids when witnesses are located abroad. Experts are al'so examining
how to make extradition and mutua lega assistance regimes more effective and
efficient.

Money laundering and confiscation of criminal assets- The Birmingham
Summit endorsed asset confiscation principles committing the G-8 to take
effective powers for confiscating criminal proceeds both domegticaly and at the
request of partner countries. A G-8 confiscation manud was circulated to
practitioners. Experts from the United States, United Kingdom, and Canada are
drafting amode agreement for sharing confiscated assets. G-8 experts are
coordinating their work with initiatives in other fora on how to ded with
jurisdictions that do not comply with recommended standards against money
laundering, and on strengthening collaboration between law enforcement agencies
and financid regulators.

Smuggling of illegal migrants and trafficking in human beings—A
drategy is currently being developed, including principles and an action plan, to
more effectively address immigrant smuggling and trafficking in humans.

“G-8 leaders sand together againg internationa crime.” The Financial Post.
May 19, 1999; “U.K. moves to tackle international environmenta crimes” M2
Communications Ltd. November 9, 1999; United States Department of Justice
Joint Press Release By G-8 Justice And Interior Ministers Virtual Ministerial
Meeting On Organized Crime And Terrorist Funding, December 15, 1998.

TheFinancial Action Task Force on Money Laundering

First International body dedicated to promoting inter national standards
for national money laundering enfor cement

The Financid Action Task Force (FATF) on Money Laundering was established
by the G-7 Summit in Parisin 1989 to develop a coordinated international
response to money laundering. Twenty-9x countries and jurisdictions, including
the mgjor financid centres of Europe, North America, and Asaaswell asthe
European Commission and the Gulf Cooperation Council are currently members.

The FATF concentrates on three main tasks;

promoating the adoption and implementation of the FATF
recommendations by non-member countries;
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monitoring members progress in implementing measures to counter
money laundering through a two-fold process of annual sdlf-
assessment and amore detailed mutua evauation; and

reviewing money laundering trends, techniques and counter-measures
and their implications for legidation, regulaions, and enforcement.

The strategy employed by the FATF to combat money laundering involves amix
of encouragement and pressure. Its most significant achievement to date has been
the development of 40 recommendations on enforcement and regulatory
measures that should be adopted by member countries, which was drafted in
1990 and revised in 1996. The 40 recommendations, which have cometo be
seen asthe internationd standard for anti-money laundering programs, are
designed to provide a blueprint for action against money laundering for the
crimind justice system and law enforcement, the financid system and its
regulation, and internationa cooperation.

The recommendations are not a binding internationa convention, but each of the
FATF members has made a political commitment to adhere to them. The Strategy
used by FATF to encourage adoption of its 40 recommendations began as a
model of consensus building but has increasingly relied on pressure tactics,
including the black listing of countries that fail to meet FATF standards. A recent
and notable example involved threats by the FATF to suspend Audtrias
membership unless it outlawed secret bank accounts (Reuters, February 25,
2000). This current strategy has caused considerable debate within and outside of
FATF member countries.

The Presidency of the FATF is aone-year position held by ahigh leve
government officiad gppointed from amongst the members of the group. A smdl
peciaized Secretariat unit services the Task Force and assgts the President, and
islocated at the Organization for Economic Cooperation and Devel opment
(OECD).

Sour ces FATF www.oecd.org/fatf/; FATF (1999). Policy Brief: FATF — OECD Money
Laundering: Paris: OECD; "Austriansto lose right to secret bank accounts.”
Reuters. February 25, 2000.

3.2.6 Multi-Sectoral Approachesand Linkages

David Hicks (1998) points out that the state, and its crimina justice agenciesin particular, has
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traditionally avoided coordinating efforts to combat organized crime with other socid actors, such as
NGOs, socid agencies, the private sector, or the genera public. Thislack of coordination * gppears to
have resulted from a generd failure to explore the contributions agencies other than law enforcement

could provide and the subsequent formulation of a more comprehensive intervention strategy.” 8

In some countries however, there have been an increasing number of joint initiatives among agencies
from private, public and NGO sectors that address transnationa crime. This section explores multi-
sectora gpproaches to combating organized and transnationd crime. Particular emphasisis placed on
partnerships between state agencies (and police agencies specificaly) and the private sector.

Canada
Agency Deceptive Telemarketing Prevention Forum
Innovations  Multi-sectoral approach to significant economic and organized crime

problem

Description  In May 1996, the Competition Bureau, which is responsible for enforcement of
deceptive telemarketing crimes through the Competition Act, joined forceswith
other public and private sector organizations interested in preventing and
combating telephone fraud. The result was the creation of the Deceptive
Tdemarketing Prevention Forum.

The Forum consists of members from government, the private sector and non
profit organizations, including: Visa Canada, MasterCard, Bell Canada, Stentor,
the Canadian Association of Retired Persons, the Canadian Marketing
Associaion, the Ontario Provincid Police, the RCMP, the Canadian Bankers
Association, Canada Post, the Solicitor Generd Canada, the Nationa Consumer
Measures Committee, the Better Business Bureau. The Competition Bureau
sarves as the Forum Chair.

Since being indtituted in May, 1996, the Deceptive Telemarketing Prevention
Forum has undertaken a number of prevention activities amed at reducing the
number of potentia victims of telemarketing fraud. These initiatives have included:

a poster/pamphlet campaign in November, 1998;
the launch of an upgraded PhoneBusters website in May, 1999; and
ongoing community outreach on how to detect and report fraud.

In addition to this Forum, a Nationd Telemarketing Fraud Strategy Group was
created in 1998 to consgder nationa Strategies for coordinating the work of law

8 David Hicks. (2998) "Thinking About Organized Crime Prevention." Journal of Contemporary Criminal Justice
14(4) November: 334.
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enforcement, crime prevention, and public education. Thisgroup is aso intended
to be used as aforato share information on combeting telemarketing fraud,
including “best practices’. The Group is currently co-chaired by the Solicitor
Generd Canada and Industry Canada.

The Nationa Telemarketing Fraud Strategy Group's Terms of Reference lists the
following objectives

1) To sarve as an information-sharing mechaniam to:
more effectively coordinate activities (law enforcement, prosecutorid,
legidative) in the area of telemarketing fraud in Canada;
minimize overlgp and duplication of tdlemarketing fraud initiatives,
provide information and advice on telemarketing fraud issues, including the
level and extent of the problem in Canada;
identify mgor issues and emerging trends related to telemarketing fraud (i.e.
Internet fraud, cross border money laundering, etc.);
consder conferences, workshops and seminars on telemarketing fraud issues,
and
identify mgor areas of concerns requiring funding congderation on a priority
basis.

2) Tofunction asanationd coordinating body for mgor telemarketing fraud
developments indtituted in Canada, including identifying and developing:
best practices in combating tdemarketing fraud in Canada, including bilaterd
and international cooperative approaches,
exiging and new law enforcement initiatives,
notable telemarketing fraud-related legidation and areas where legidative
reform might be consdered;
achievements and problems experienced by Canadian prosecutors, and
gppropriate monitoring mechaniams to asss in the enhancement of
telemarketing fraud activities among law enforcement personnel, government
officias, prosecutors, and others.

3) To follow-up on recommendations made in the 1997 Report of the
CanadalU.S. Working Group including:
annua updates on tdlemarketing fraud achievements at the Canada/lU.S. Cross
Border Crime Forum;
periodic meetings and information exchange between Canadian and U.S.
officds
prepare briefing materials and advice to senior government officials on
telemarketing fraud.
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Innovations

Description

Persond communications and interna documents, Solicitor Generd Canada

RCMP Customs and Excise Sections

Proactive work with the private sector regarding contraband smuggling
and trafficking

Proactive and preventative outreach to and forma partnerships with the private
sector

RCMP Customs and Excise (C&E) Sections throughout the country have
undertaken a number of initiatives to work with the private sector to address the
smuggling and distribution of contraband products, in particular cigarettes, liquor,
and jewdry. Initiatives from some provinces are provided below.

Québec — The Montreal and Joliette C& E Sections have used problem:oriented
policing principles to work in partnership with locd retalersto raise avareness of
contraband smuggling and black markets in tobacco, liquor and jewdry. In the
pas, there was little dia ogue between police and locad merchants (including those
who sold contraband products) despite the explosion of contraband cigarettes and
acohol on the Canadian market beginning in the early 1990s. In order to open the
lines of didogue with loca merchants, C& E Section members began to meet with
store owners to explain the mandate of the C& E program and the effect of
contraband cigarettes on Canadian society. Emphasis was placed on soliciting the
help of store owners who did not sell contraband, but instead were hurt by the
lower-priced contraband. RCMP members would |eave a contact name and
number for questions or reports of illega contraband activities. Names and
telephone numbers of merchants were also collected and were contacted six
months following therr initid meeting. According to the RCMP, following the
initiation of these contacts, the Joliette Section experienced arisein calsfrom locd
merchants reporting people selling contraband in their areas. In one case, astore
owner in asmdl village reported a suspect thet led to an arrest. Asareault, the
local store's salesincreased by $500 per week.

Alberta— Members of the RCMP C&E Section in Edmonton sit on a Community
Advisory Committee, which dso includes U.S. Customs, RCMP Airport Security,
Canada Customs and Revenue Agency, Alberta Government agencies, and
representatives from the liquor industry. The mandate of this committeeisto take a
proactive approach to the problem of contraband liquor through increased
information dissemination and education. Particular emphasisis placed on making
presentations to the primary dlients of organized liquor smuggling rings hotdls,
restaurants, and bars. Efforts have also been made to reach out to American and
Canadian wholesders and retallers that ded in liquor, tobacco, vehicles, guns, and

Alternative Approaches to Combating Transnational Crime 126
Final Report - March 31, 2000



Source
Agencies
Title

I nnovations

Description

jewdry.

British Columbia— TheB.C. lllicit Alcohal Initiative (BCIALI) is made up of
representatives from agencies enforcing contraband liquor in B.C., including the
Canada Customs and Revenue Agency, Provincid Liquor Digtribution, Control,
Licensng Branches, the Provincia Consumer Taxation Branch, the RCMP, and
the Vancouver Police Department. According to its terms of reference, the
purpose of the BCIAI isto undertake a proactive, multi-faceted approach to
address contraband alcohol in B.C. The BCIAI is mandated to identify, develop,
and implement initiatives that are drategic (eg., legidative anendments);
operationd (e.g., cooperation with agenciesin coordinated joint operations); and
intelligence- oriented (e.g., identifying essentid playersinvolved iniillicit acohol
activities).

Ontario— Along with locdl police, the provincid police and the provincid liquor
control board officias, the Kingston RCMP C&E Section visited loca barsto
raise awareness of the contraband liquor problem, dert them to the penalties for
non-compliance, and provide law enforcement contact information in the event of
suspicious events. Following these vidits, liquor salesto these bars were tracked
by the Liquor Control Board of Ontario and there was amarked increasein
legitimate purchases of liquor by these bars.

Persond Interview, RCMP C&E Sections

RCMP and Canadian Bankers Association

Operational Guidelinesfor Proceeds of Crime I nvestigations between the
Canadian Bankers Association and the Royal Canadian M ounted Police
Official MOU between police and private sector association addressing money
laundering enforcement

In 1994, The Canadian Bankers Association and the RCMP signed a
Memorandum of Understanding regarding cooperation during money laundering
investigations. This MOU, entitled Operational Guidelines for Proceeds of
Crime Investigations between the Canadian Bankers Association and the
Royal Canadian Mounted Police wasthefirgt of itskind to be sgned between
the RCMP and private industry in the area of money laundering. It concentrates on
such vitd areas as disclosure of banking information, civil proceedings, and
retention of banking records by banks.

The main objective of the MOU isto set out the criteria and proceduresto be
followed by a bank when disclosing information regarding atransaction thet may
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involve money laundering. The MOU covers such aress as the type of information
to be disclosed by charted banks to the RCMP, when information should be
disclosed, and procedures to be followed by a bank when disclosing information.
As part of the MOU the RCMP and CBA developed and circulated a standard
suspicious transaction reporting form to be completed by banks and submitted to
the RCMP.

A smilar MOU isin place between the RCMP and the Credit Unions, which was
signed in 1996. Aswith the banks, a RCMP/Credit Union Suspicious Transaction
referral form is used by the Credit unions to pass the suspicious transactions
information to the police.

Persond Interview, RCMP Proceeds of Crime Branch; Operational Guidelines
for Proceeds of Crime Investigations between the Canadian Bankers
Association and the Royal Canadian Mounted Police Memorandum of
Understanding between the RCMP and the Canadian Bankers Association.

The European Commission/Eur opol

Forum on organized crime prevention, The Hague, November 4-5, 1999
Multi-sectoral approach to exploring awide range of “aternative’” agpproachesto
organized crime prevention

In November 1999, the European Commission and Europol cosponsored a
forum, the purpose of which was to develop a unique European preventative
Srategy addressing organized crime. This Forum brought together around 120
officids and experts from the law enforcement sector, the crimind justice system,
academia, public adminigtration, and the business sector. The Forum is seen asthe
first of many stepsin preparing the establishment of a proposa for acrime
prevention strategy in Europe, called for by a 1998 resolution of the European
Council.

This Forum isrelevant for this research project, not only because of its multi-
sectora composition, but also because of its mandate is to explore dternative
gpproaches to transnationd organized crime enforcement, with emphasison
proactive, preventative strategies.

The “dternative’ approach underlying the Forum was based on the
acknowledgment that the traditiona enforcement approach that concentrated
solely on repressive measures againg organized crime can no long be regarded as
aufficient to prevent or reduce the scope of the problem. Thisgod could better be
achieved by using targeted and coordinated strategies encompassing prevention,
reduction, and traditional enforcement and interdiction measures.
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Seven workshops were held, each exploring fundamenta themes and specific
innovaive initiatives essentid to developing acomprehensive “ preventative’
drategy to combating transnationd crime. These workshops are as follows:

crime prevention as a common concern to civil society and public policy
makers,

integrating crime prevention in the legidative process,

good governance and trangparency in public affairs;

reducing the vulnerability of legitimate industries and services to the penetration
of crime;

the specific role of crimind justice and the public adminigtration in organized
crime prevention;

identification, evauation, collection and dissemination of best practicesin
reducing organized crime; and

organized crime prevention centres of excellence.

The participants had detailed discussions on the possible scope of a future
comprehengve organized crime prevention policy. Asaresult of the discussons
held in seven workshops, the Forum reached consensus on the following issues:

the scope of a comprehensive crime prevention policy should include the
various forms of organized crime as well as serious economic and

finandd crime;

acomprehensve strategy must recognize that there isa close link between
prevention againg organized crime and prevention againgt (urban) crimein
generd. Crime prevention initiatives have aready been taken in different aress,
but without a comprehensive and coordinated approach;

agloba policy to counter organized crime must encompass preventive and
repressive measures. Whereas repressive measures are of areactive nature,
preventive measures can anticipate new risks,

aprevention policy must be based on a multi-disciplinary approach associating
al public and private players able to contribute to reduce organized crime
activities,

partnerships between public authorities and the private sector must be seen as
apriority in order to ensure the effectiveness of the implementation of
preventive measures. These measures can take the form of legidative/
adminigrative rules, memorandums of undergtanding, sdf-regulating tools, such
as codes of conduct, etc.;

a comprehensive preventive policy must develop coherent measures at locd,
national and European levels based on their respective responsibilities and
competencies. Trangparency and mutua information between these three
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levels are crucid,

within the definition of this globd strategy, Member States are encouraged to
look a public and private networks aready in place, with aview to extending
their area of responghility to incorporate prevention eements; and

initiatives to raise awareness on the damages of organized crime are needed in
order to get the active support of the public opinion towards prevention
policies are critical. Both public authorities and business have amgor role to

play inthis respect.

At the EU leve, agenerd system of policy and legidation assessment should be
developed with a close view on the approach adready taken in some Member
States.

Evauation of success and failure both in preventive and repressive measuresis a
key factor in identifying generic principlesin order to develop future activities
within the framework of agloba drategy for organized crime prevention. This
needs to be based on mutud trust, accurate methodologies, partnerships,
specidized resources, and highlighting public awareness of organized crime.

Findly, the Forum inssted on the importance of developing effective organized
crime prevention tools that respect civil liberties.

The future Portuguese Presidency of the EC announced itsintention to host a
follow up meeting in May/June 2000 in Lisbon.

“The Commisson And Europol Launch A New Approach In Fighting Organized
Crime.” Europol Press Release: Netherlands, The Hague, November 10, 1999.

World Customs Or ganization

WCO Action/Defis Bulletin (MOU program between customs agencies
and carriers)

Private sector/public sector partnership to address internationa smuggling

The World Customs Organization (WCO) is an international association of
nationa customs agencies from throughout the world.

The WCO was given a mandate by the 1991 G-7 Summit to develop an action
plan encouraging enforcement authorities to set up their own MOU programs
with domestic carriers and other relevant private sector organizations. In
response, the WCO introduced its Action/Defis MOU programme to help
nationa customs administrations form partnerships with trade associations to
combat the internationd trade inillicit drugs.
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The MOU programme promoted by the WCO involves an agreement negotiated
between a nationad Customs agency and relevant trade associations and
companies, primarily from the trangport indudtry. It sets guiddines for the parties
concerned to work together to combat theillicit drug trade. In generd, the MOU
focuses on three areas of cooperation:

Intelligence and the exchange of information — Developing information
sources within the private sector;

Security — Enhancing security measures among carriers and other relevant
companies, and

Joint training initiatives — providing training to relevant employees of carriers,

The MOU is not a contract that is legdly binding or enforceable. Insteed, it
represents a voluntary commitment to cooperation by both parties to work
againd illegd imports and activities.

The WCO itsdf has sgned MOUs with 18 world trade associations. These
international MOUSs provide a framework for activity to be carried forward at the
national level with gppropriate trade partners. Some examples of MOUs signed
between the WCO and the trade and carrier industries (including individud
companies and associations) are summarized below.

The Bdtic & International Maritime Council (BIMCO) isthe world's largest
private shipping organization. BIMCO signed an MOU with the WCO in 1992,
and today more than 500 of their members are participantsin MOU programme
world-wide. In March 1999, a survey of BIMCO members indicated that a
greater awareness among ships crews has enabled them to detect drug

smuggling.

The Internationa Air Transport Association (IATA) isthe trade association of
more than 263 arlinesworld-wide. IATA entered into an MOU with the WCO
in 1986 amed a preventing drug smuggling. Since then, more than 100 airlines
have sgned individua agreements with various Customs administrations around
the world.

The International Federation of Freight Forwarders Association sgned an MOU
on drug smuggling with the WCO in 1987, and has recently entered into anew
MOU covering other areas of customs fraud. Forwarders are in a unique position
because they organize the transport of freight around the world and provide an
interface between buyers, sdllers, and carriers. They have access to
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documentation and goods and are often in an excellent position to examine these
for irregularities. Timey advice and intelligence from forwarders have resulted in a
number of sgnificant drug seizuresin different countries.

According to the WCO, 35 countries have introduced their own national MOU
programs and nearly 5,000 MOUs have been signed by various national Customs
agencies, covering nearly all aspects of Customs controls (see following cases).

Personad communications, World Customs Organization, WCO web Ste:
www.weoomd.org/ENF/ACTDIF/Wcol.html

Canada Customs and Revenue Agency (CCRA)

Carrier MOU Program

Private sector/public sector partnership addressing internationa smuggling
Canada Customs (now CCRA) has implemented the Carrier MOU Program with
carriers and associations involved in the international movement of persons and
goodsin an effort to provide mutud assistance in fighting the movement of illicit
goods and contraband into Canada.

Development of this program began in 1994 in response to priorities set by the
World Customs Organization (WCO).

For CCRA, the god of the carrier MOU program is to formdize partnerships
with the transportation industry to suppress smuggling while easing the movement
of legitimate trade. According to CCRA Officids, the anticipated benefits for
Canada Customs and Revenue Agency and carriers from signing aMOU include
increasesin:

the flow of information regarding high-risk shipments and travelers through
greater primary access to trangportation information systems,
cooperation by transportation industry participants in customs ingpection and
enforcement activities, including an increase in assistance from trained
personnd in identifying possible methods of conced ment;
drug and contraband seizures,
voluntary compliance by the transportation industry; and
the ability to process passenger and cargo more quickly and efficiently
through selective targeting by CCRA.
The Canada Customs and Revenue Agency isin the process of developing anew
framework for the program. This framework includes processes for negotiating

Alternative Approaches to Combating Transnational Crime

132

Final Report - March 31, 2000



and signing MOUs with carriers, atraining package congsting of four information
sessons for the various participants in the MOU process, acommunications
srategy for publicizing and promoting the program, and an evauation and
monitoring system to report on the effectiveness of the program.

Regiond MOU Liason Officers from CCRA have been appointed in dl of the
regions across the country.

In addition to developing MOUs with carriers, CCRA has a so devel oped
MOUs with such organizations as the Shipping Federation of Canada and the
Vancouver Port Authority. The purpose of the MOU with the Vancouver Port
Authority, which was sgned and became effective June 1998, is to enhance
efforts to suppress the smuggling of contraband through the Port of Vancouver.

According to the MOU, thiswill be achieved by:

promoting increased cooperation between CCRA (Customs) and the Port
Authority and to heighten awareness of the problems related to the smuggling
of drugs and other contraband,;

CCRA working with the Authority to promote increased security at locations
within itsjurisdiction where there are identified risks; and

The Authority asssting CCRA in detecting and investigating suspected
smuggling operations.

These objectives are to be reached by:

Examining and developing ways to enhance mutud understanding and
cooperation with aview to combating smuggling;

facilitating cooperation by devisng practica ways in which the Authority
might further as3st in the prevention of drug smuggling;

adopting specific undertakings amed a detecting or preventing the smuggling
of drugs and other contraband through the port of Vancouver;

increasing the likelihood of detecting contraband, particularly drugs, at the
first available opportunity;

assiding CCRA to identify individuas involved in contraband smuggling,
particularly drug smuggling;

improving security at Authority locations where both parties agree that an
identified risk warrants such improvement;

promoting awareness of security measures and customs enforcement efforts
to the public;

minimizing interference with vessd schedules and the efficient and timely
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movement of goods and passengers, and
promoting and enhancing the efficiency and effectiveness of the movement of
goods and passengers at Port Vancouver.

The MOU as0 details a number of specific measuresthat are to be undertaken
by the partners. For example, CCRA will perform a security evauation of non
leasad areas within the Vancouver Port Authority’ s jurisdiction that may result in
the Authority increasing security fencing and security patrols. The Canada
Customs and Revenue Agency will aso endeavour to increase staff presence on
Port termind piers and target and profile high risk containers and vessels. The
Vancouver Port Authority will provide CCRA with available marine information,
fund the acquisition of suitable container cargo examination equipment for use by
CCRA in the Port and provide equipment and vessals for use by CCRA.

CCRA reportsthat it is dso working toward using smilar MOUs to address
smuggling that isthe result of the infiltration of organized crime into Canadian

ports.

Memorandum of Under standing on the Suppression of Contraband
Smuggling Between the Government of Canada as represented by the
Minister of National Revenue (hereinafter referred to as “ Revenue Canada
(Customs)” ) and the Vancouver Port Authority, as represented by the
President and Chief Executive Officer for and on behalf of the Vancouver
Port Authority; Menu of Deliverables for Revenue Canada (Customs) and
the Vancouver Port Authority.

United States (U.S.) Customs Service

Various U.S. Customs Service-private sector partnerships

Private sector/public sector partnership in addressing international smuggling
U.S. Customs has become involved in various initiatives to forge a closer
partnership with relevant private sector companies and associations in combating
transnaiond crime.

Much of thiswork is coordinated through the Commercid Operations Advisory
Committee (COAC), which was established to provide the U.S. Treasury and
Customs Service with the perspectives and advice of private sector groups affected
by Customs operations. Committee members have asssted U.S. Customsin
organizing efforts within the trade community to prohibit narcotics from commercia
shipments. Committee members were insrumenta in creating the Business Anti-
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Smuggling Caodlition and the Carrier Initiative Program (see below). Additiondly,
U.S. Customs has sought to leverage private sector resources to assist the agency
in meeting their collective gods. For example, at the Federd Expresshubin
Memphis, Tennessee, Customsiis able to use on-Site resources to assst in clearing
packages entering and leaving the United States (Johnson, 1999).

U.S. Customs st up its Carrier Initiative Programme (CIP) in 1984 to prevent drug
traffickers from using air and sea communications links. Through their MOUs with
U.S. Customs, the carriers agree to step up security systems and advise Customs
of suspicious activities. At present, 2,900 sea carriers, 925 land border carriers,
and 160 airlines participate in the Carrier Initiative Program, for atotal of 3,985
signatories (95 percent of internationa carriers). In fisca year 1998, CIP
signatories participated in 136 interceptions and seizures, preventing 63,882
pounds of illega drugs from entering the United States. Over 200 foreign
manufacturers and exporters have begun participation in the BASC since its
inception in 1996 (Johnson, 1999).

In addition, the Business Anti- Smuggling Codition (BASC) was Sarted in 1996.
The BASC isan dliance (initiated by the private sector) between businesses and
U.S. Customs that was created to combat narcotic smuggling viacommercid trade.
Asavoluntary program for businesses, corporate participants are expected to set
sf-imposed business slandards that will deter narcotics traffickers. The BASC
program examines the entire process of manufacturing and shipping of merchandise
from foreign countries to the United States, emphasizing the creetion of amore
security-conscious environment at foreign manufacturing plants to diminate, or at
least reduce, product vulnerability to narcotics smuggling. By examining packing
and shipping practices and identifying and correcting deficiencies dong the
spectrum of the import process, businesses are expected to reduce their exposure
to the use of ther shipments as narcotics smuggling vehicles.

By the end of 1997, 160 businesses and companies had signed up for thisinitigive.
The International Chamber of Commerce has endorsed BASC and hopes to work
with the WCO in expanding BASC around the world.

Findly, the Americas Counter Smuggling Initiative (ACSl) is a priority undertaking
established by U.S. Customs to build upon the success of the CIP and BASC, by
srengthening and expanding U.S. Customs anti- narcotics security programs
throughout Central and South America. Under the auspices of ACSI, U.S.
Cugtoms officias are sent to certain Central and South American countriesto assst
businesses and host governments in devel oping security programs to safeguard
legitimate shipments from being used to smuggle narcotics. A pardld track of the
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ACSl includesthe training of customs officers and other appropriate foreign
government anti-drug forces in the Centrd and South American countries. During
1998, U.S. Customsintroduced ACSI in Colombia, Panama, Peru, and Venezuda

Sour ces United States. Department of State. The Bureau for International Narcotics and
Law Enforcement Affairs. (1999). International Narcotics Control Strategy
Report, 1998. Washington, DC: Department of State; World Customs
Organization, www.wcoomd.org/ENF/ACTDIF/wco2.html; Johnson, James E.
(1999) Testimony of James Johnson, Treasury Under Secretary (Enfor cement)
to the Senate Committee On Finance, May 13, http:/finance.senate.gov/5-

13john.html

3.3 Combating Emergent Transnational Crime Trends

Transnaiond and organized crime have popularly been associated with such traditiona crimes as
extortion, drug trafficking, and illegd gambling. However, increasingly transnationd crimina groups have
become involved in awide range of crimind activities.

This section focuses on innovative policy and enforcement gpproaches to three types of proliferating
transnationd crimind activity that have been recognized as particular thregts to the internationa
community: migrant sSmuggling, environmenta crimes, and Internet- based fraud.

3.3.1 Migrant Smuggling (Immigration Policy and Programs)

It hes become generally accepted that transnationa organized crime groups are behind the recent
escdaion of migrant smuggling to western nations, including Canada. Migrant smuggling, which is
closdy tied to the trafficking in humans for sex and other enforced labour, paralels organized crime
activity, such as drug trafficking, in that it is an inherently transnationd crime that has become highly
organized, redlizing extremdy lucrative profits for its organizers. One RCMP officid estimates thet
migrants can be charged up to $70,000 each for illegal transport to this country (The Ottawa Citizen,
August 13, 1999).

This section examines innovative and non-traditiona gpproaches to combeating migrant smuggling.
Secondary emphasi's has been placed on examining immigration enforcement policies and programs that
attempt to prevent members of organized crime groups from entering, acquiring citizenship in, or leaving
acountry.

Canada
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Citizenship and Immigration Canada

Immigration Enfor cement

Multi-faceted and internationdly-emulated interdiction program emphasizing
overseas presence of CIC officersfor preventative and cost-effective screening
Citizenship and Immigration Canada (CIC) addresses transnationa and organized
crime through two generd functions: combeating migrant smuggling through
interdiction and ensuring that organized crime figures do not enter Canada.

The CIC migrant smuggling interdiction strategy is multifaceted and based on four
fundamentas the Immigration Control Officer Network, a unique intelligence
database, the Canadian Vistor Visa, and Memoranda of Understanding with
arlines. Thisandyss focuses primarily on the Immigration Control Officer
Network.

Interdiction by CIC is directed toward preventing the illegd movement of people
to Canada and was adopted as a departmenta priority in 1989 following an
increase in the illegal movement of migrants by air into Canada.

Since 1989, CIC has deployed specially-dedicated control and liaison officers,
now known as Immigration Control Officers (ICOs), to key points abroad. The
ICO isrespongble for gathering and andlyzing intdligence on and interdicting the
movement of improperly documented passengers to Canada. Specificdly the
interdiction role played by the ICO centres on preventing ingppropriatdy
documented passengers (INADPAX) from proceeding to Canada by:

monitoring passenger check-in and boarding at airports;

monitoring airlines compliance with MOUS,

providing training for arline and hogt- government personnel on document

examination and verification of Canadian travel documents and visss,

callecting, andyzing and disseminating information on INADPAX profiles

including documents of choice, preferred carriers and routings, etc.; and

collecting, andyzing and disseminating information on INADPAX smugglers

methods and routes.
The intelligence and reporting function of the ICOs are to gether, andyze and
disseminate information to headquarters, regiond officers, law-enforcement
agencies, and diplomatic and government officids. The ICO isdso responsible for
edtablishing and maintaining a network of contacts anong host country officias as
well as officids from other governments, airline personnd, and law-enforcement
agents.

Through the ICO program, Canada has established aformal working relaionship
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with the United Kingdom Immigration Service and the United Kingdom Airline
Liaison Officers. Discussions are under way with the Netherlands, Audtrdia, the
US and New Zedand regarding smilar agreements. There are presently CIC 40
officers who are considered ICOs or de facto ICOs. CIC has pledged to continue
to develop control partnerships with other countries in an effort to extend the reach
of the Immigration Control Officer network.

The interdiction work of CIC is supported by an intelligence datasystem - the
Support System for Intdligence (SS1) — which is used to target

smugglers and identify vulnerabilities in the sysem. The SSI continuesto be
developed and expanded internationdly. Discussions have been held with the
Netherlands, the United Kingdom, Australia, and the U.S. to sharethe SSI
software.

CIC reports that snce 1990, due to their enhanced interdiction efforts, there has
been a 40 percent reduction in the number of improperly documented arrivals at
Canadian arports, which was a primary focus of ther interdiction program in the
1990s. Over 60 percent of those seeking to fly into Canada without proper
documentation are currently intercepted abroad. There has also been a 30 percent
dedine in the number of in-Canada refugee claimants since 1990.

The success of the airport interdiction program has resulted in improperly
documented clamants increasingly seeking to enter Canada by other means. The
number of claimants entering claims insde Canada and at the land border from the
U.S. now both gresetly exceed the number of improperly documented persons
arriving at Canadas airports from abroad.

According to CIC officids, severd other countries (among them the United
Kingdom, the Netherlands and the United States) have established, or arein
process of establishing, immigration control networks smilar to Canadas.

In addition to itsinterdiction of illegd migrants, CIC is dso mandated to “deny the
use of the Canadian territory to persons who are likely to engagein crimind
activity” (Immigration Act, Subsection 3j). The first measure that CIC took to
address this issue was to request that Parliament adopt new provisonsin the
Immigration Act. In February 1993, the Act was amended through Bill C-86
and paragraph 19(1)(c.2) was added to ensure that, when there are reasonable
grounds to believe someone is or was a member of an organized crime group, that
person would not be issued avisa, admitted to Canada, or alowed to remainin
the country.

In addition, in July 1994, the Organized Crime Divison (OCD) was created within
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CIC. OCD'smgjor roleisthat of an operationa unit that provides support to field
officersin Canada and overseas and monitors high profile cases of organized crime
members and associates. Specificaly, the mandate of the OCD isto collect
information and produce intelligence on organized crime groups and members,
prevent the entry of members of such groups into Canada as either vigtors or
immigrants, and ensure they are removed if found in Canada.

The functiona objectives of the OCD include:

coordination of anationa strategy on Immigration and organized crime;
andysis of background and of trends related to organized crime groups,
development of intelligence sources on organized crime groups and individuds;
collection and andlyss of intelligence to support decison making in the field;
and

provide advice to senior management on organized crime issues/Cases.

In carrying out its objective, OCD works closely with federd, provincid, and
municipa Police forcesingde Canada. Mgor partnersinclude the RCMP,
Solicitor Generd Canada, CSIS, the OPP, and the Montreal and Toronto police.
Links are dso maintained with other security and intelligence agencies.

In order to detect and deny entry to organized crime figures, this Division has
become involved in Canadd s immigrant and visitor screening process. As part of
this process, CIC worksin close cooperation with CSIS and the RCMP to
develop profiles designed to deny entry to or remove known or suspected
members of organized crime groups.

The immigrant and visitor screening process has become an essentid aspect of the
federd government's organized crime enforcement efforts. Each year,
gpproximately 1,000,000 visas are issued to vistors as wel as immigrants who
wish to cometo Canada. All gpplicants for such visas are subjected to a
screening process oversess or a a Port of Entry. Within CIC, immigrant and
vigtor screening is undertaken by 1COs and the Organized Crime Divison. While
CIC isthelead federa agency in the screening process, it works in close
cooperation with CSIC and the RCMP.

CSIS is mandated under Section 14 of the Canadian Security and Intelligence
Service Act to provide CIC with information and advice on prospective
immigrants that relates directly to the security inadmissibility criteria contained with
Section 19(1) of the Immigration Act.
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The RCMP isakey partner for CIC in developing and maintaining up-to-date
profiles of persons who should be denied entry into Canada or be removed from
our country. The primary role of the RCMP in the screening processis to conduct
background checks (including crimina records and source intelligence) on
potentid immigrants and visitors to Canada. The results of these crimind
background checks are then used by CIC as part of the immigrant and visitor
screening process. Over the last few years, an average of 75 to 100 cases, where
links to Russian organized crime were suspected, were referred by visa officersto
the OCD and the RCMP for screening.

Since the adoption of Immigration Act Subsection A19(1)(c.2), more than 6,167
individuas with known or suspected organized crime links have come to the
attention of OCD and its partners. To date, it is estimated that over 1,000 of the
above have ether been refused vigitor or immigrant visa oversess, been
intercepted and denied entry at the Canadian border; been removed from Canada,
denied refugee status, refused permanent residence.

Citizenship and Immigration Canada documents and persona communication

RCMP Immigration and Passport Program

Cost-effective, proactive enfor cement programsto prevent illegal
migrants from reaching Canadian shores

The RCMP Immigration and Passport (1&P) Program is responsible for
invedtigating violations of the Immigration Act, Citizenship Act and the
Criminal Code of Canada in rdation to citizenship offences, Canadian

passport offences, frauds, forgeries, and conspiracies.

The primary focus of immigration and passport enforcement is the detection and
prevention of organized illega migrant smuggling into Canada. Specificdly, the
nationa priorities of the I& P program are to:

combat and eradicate crimind organizationsinvolved in fadilitating the illega
entry of migrantsinto Canada;

investigate unscrupulous professionad immigration facilitators who aid and
abet the illegd entry of migrantsinto Canada; and

acquire and share information and intelligence pertaining to the enhancement
of the nationd program strategy.

The 1& P Program has undertaken a number of strategic and tactical enforcement
programs that are proactive, preventative, and cost- effective in nature. Of
particular note are programs aimed at preventing the departure of illegd migrants
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from source or trandt countries, and hence preventing the manifestation of the
problem in Canada.

Most of these programsinvolve travel by RCMP membersto source or transit
countries where they attempt to identify and prevent suspected migrant
smuggling operations (or individud illegd migrants) from leaving these countries
for Canada. These operations are heavily dependent upon intelligence
information collected by or supplied to the RCMP 1& P members (induding
information provided by CIC control officers stationed oversess).

The preventative approach dso places emphasis on targeting the smugglers and
their operations, as opposed to the migrants. Thisisin linewith the &P
Program’ s proactive focus on organized crime groups. Many of the programs
require extensive coordination and cooperation with other Canadian agencies, in
particular Citizenship and Immigration Canada, as well as agencies from foreign
governments.

Some examples of these proactive, overseas enforcement projects are
summarized below.

Large Scale Shipboard Landings - In 1996, as aresult of intelligence
received from national and internationa sources, it was determined that 200
illegd migrants from various African countries were gathering in West Africaand
were to be transported to the East Coast of Canada via an old fishing boat. In
response, a coordinated enforcement initiative was undertaken between
Citizenship and Immigration Canada and the RCMP | &P Section. This
enforcement effort dso included cooperation with the United States Immigration
and Naturaization Service; the Canadian Ambassador to Senegd; Senegdese
Nationd Police; Armed Forces of Senegd; Gambian Nationd Intelligence
Agency; the Gambian Director of Immigration; the Indian Ambassador to
Senegd and the Canadian Armed Forces (which had activated aerid and sea
aurveillance). RCMP investigators from the RCMP Hdlifax 1& P Section and
CIC Immigration Control Officers from London and Paris traveled to Africaand
as aresult of thisinvestigation, theillega migrants were repatriated back to their
own country at no cost to Canada. The direct cost to the RCMP for this
initiative is estimated to be gpproximately $60,000. Based on an average cost of
$50,000 per migrant (CSIS, 1999), the total estimated cost to the Canadian
government for processing the 200 migrants (if the ship was detected in
Canadian waters) would have been approximately $10,000,000.

Stowaways - In 1995 and 1996, intelligence sources indicated thet alarge
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number of illegd migrants were entering Canada at Halifax as shipboard
sowaways. Information suggested that the bulk were hiding in containers after
embarking from LaHavre, France. The RCMP 1& P Section in Hdifax
developed a proactive approach to this problem in combination with local
shipping agents, the Shipping Federation of Canada, the Canadian Embassy in
Paris and locd palice officidsin LaHavre. Emphasis was placed on preventing
the boarding of illegd migrants, by increased gang way watch, dog patrol and
CO2 detectors. Asaresult of thisinvestigation, two stevedores who had
conspired with smugglersin LaHavre were charged and fired. The result of this
operation was that no ssowaways from LaHavre arrived in Haifax in 1997.

Prevention of Illegal Migration to Canada, via Kuala Lumpur, Malaysia
- During the latter part of 1997, various intelligence sources provided indications
that the airport in Kuaa Lumpur was being used by smuggling organizations as a
primary point of embarkation for illegal migrants entering North Americathrough
Vancouver. Asaresult of thisinformation, the Vancouver 1& P Section formed
an partnership with Citizenship and Immigration Canada as well as enforcement
officidsfrom Audrdia, Britain, Maaysa, and New Zedand. The objective of
the exercise was to suppress the efforts of organized crimina group members
from attempting to establish themsavesin North America. Using intelligence
information, the project identified a number of improperly documented
passengers and removed fraudulent travel or identity documents from crimina
organizations. The CIC Manager at the Vancouver Airport reported that the
number of improperly documented arrivals discovered at the airport declined to
55 for the month the project was in operation from 110 recorded for the same
period in the previous year. Once the project was terminated the number of
fraudulent travel documents returned to the annua average. The direct cost to
the RCMP for their part of this project has been estimated at $4,257 and is
estimated to have saved Canada severa million dollars over the course of one
year.

Supporting these operationa programs is the Program Analysis Section of the
I& P Branch, which gathersinformation on active dien smugglers, trave
document counterfeiters, document vendors and aien couriersescorts. This
information is indexed on the RCMP information retrievd system (PIRS) and
narrative reports are preserved on the nationd crimina data bank (NCDB). This
intelligenceis shared with RCMP fidd sections, Citizenship and Immigration
Canada, Canadian police departments, and foreign police departments and
government agencies.

In addition, a data bank known as “Project Vender,” isused for both tactica
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and drategic intelligence purposes. This data bank contains information on
known and suspected migrant smugglers. This data bank, which contains
approximately 40,000 separate entries, is designed to provide investigative
support to RCMP investigators and other law enforcement agenciesin their
efforts to enforce immigration laws. This data bank is cgpable of providing
andytica overviews of asmuggler’s activities, both ingde and outside of
Canada. Information on Project Vender originates primarily from Canadian
Immigration Control Officers overseas. Thisinformation is aculmination of
intelligence and first hand knowledge from refugee clamants and other
individuals who were intercepted overseas while attempting to smuggle persons
into Canada. Information is presently being extracted from the Vender data bank
for placement on the Interpol network in order to share this information with
foreign counterparts.

Persond interview, RCMP 1& P Branch; Documents, including case sudies,
supplied by RCMP 1& P Branch; RCMP “Project Vender” pamphlet.
Miscellaneous RCM P documents. CSIS (1999) Exploitation of Canada’s
Immigration System: An Overview of Security Intelligence Concerns. CSIS
Study #99-0/05. Jduly 15; “Chinese get chilly welcome: Message to smugglers:
Don't cometo Canada.” The Ottawa Citizen, August 13, 1999.

United States Department of State, United States Coast Guard

Marine Interdiction Program

Cost-€ffective interception of suspected smuggling shipsin internationa waters to
avoid processing on American soil

The United States Coast Guard is the nation's lead maritime law enforcement
agency and has broad, multi-faceted jurisdictiona authority. Coast Guard
personnd are authorized to enforce federa law on waters subject to U.S.
jurisdiction and in international weaters, aswell as on dl vessals subject to U.S.
jurisdiction (including U.S,, foreign and stateless vessdls).

While Coast Guard law enforcement responsibilities encompass dl federd laws
and regulations gpplicable in the maritime redm, their duties are directed primarily
at protecting fisheries and other marine resources,

combeting illicit drug trafficking, interdicting illegd migrants at sea, ensuring
compliance with recreationa and other vessd safety laws, enforcing of
environmenta protection statutes and responding to vessdl incidentsinvolving
violent acts or other crimind activity.
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The United States Coast Guard has the lead responsbility for at- sea enforcement
of U.S. immigration law and related internationa agreements. In 1992, President
Bush issued Executive Order 12807, which mandated the Coast Guard to detect
and deny entry of undocumented diensinto the U.S. by sea and to interdict the
vessds carrying them. In 1993, Presdent Clinton issued Presdentia Directive 9,
directing the Coast Guard and other federa law enforcement agenciesto
cooperate in the suppresson of dien smuggling. Thisincludes interdicting illegd
migrants a sea and responding to new illega migration threets.

In their interdiction of oceangoing migrant smuggling, the Coast Guard srivesto
intercept shipsin internationa waters before they reach U.S. shores. Whilein
international waters, Coast Guard agents, aswell as other Federal enforcement
agents, boards ships suspected of amuggling migrants and determines the digibility
of migrants for refugee status on board. The disposition of migrants and
suspected migrant smugglersis determined in cooperation with other federa
agencies, including the Department of State, Department of Justice, Immigration
and Naturdization Service, and the Department of Defense. Once the disposition
processis complete, the U.S. Coast Guard tows the ship to a U.S. protectorate
where the migrants are either sent back to the source country or taken to
American soil for refugee processing.

Throughout the initid process, migrants do not land on U.S. soil and hence avoid
lengthy and costly refugee processing. This policy represents a cost-effective
gpproach to migrant smuggling, especidly when compared to the current policy of
the Federd Government to tow shipsto shore in order to process migrantsin
Canada.

Repatriating interdicted illega migrants to the country from which they origindly
departed is facilitated in part by agreements between the United States and
source countries. For example, there is a U.S—Cuban Repatriation Accord (of
May 2, 1995) that alows the Coast Guard to repatriate most interdicted Cubans
directly to Cuba.

Source Persona communications, U.S. Department of State, Marine Interdiction
Program; United States Coast Guard web site. www.uscg.mil/hg/g-o/g-
opl/mle/AMIO.html; Statement of Captain Anthony S. Tangeman on Coast
Guard Migrant Interdiction Operations before the Subcommittee on
Immigration and Claims Committee of the Judiciary, U.S. House of
Representatives, May 18, 1999. www.uscg.mil/ha/g-o/g-
opl/mleftestimonyl.html
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Audralia
Agencies

Title
I nnovations

Description

Department of Immigration and Multicultural Affairsand other federal
agencies

Expanded migrant smuggling enforcement program

Multi-agency, strategic enforcement program, including combination of traditiond
(interdiction) and non-traditionda (preventative) eements

In 1999, Audrdialaunched a comprehengve initiative to strengthen the country’s
capacity to detect and deter unauthorized arrivas and migrant smuggling
operations specificaly. This strategy includes both traditiond reactive and non
traditiond preventive gpproaches, including:

improving Customs and Navy capabilities to deter, pursue, intercept and
search boats carrying unauthorized arrivas, including commissioning
additiond arcraft for increased surveillance;

prosecuting smugglers under an increased pendties regime and seizing and
sling or destroying their boats,

deploying additiond Austrdian Immigration Department resources oversess
to work with airlines and trangit countries to detect and deter unauthorized
travelers heading to Audtrdig;

conducting an internationd information strategy directed at both the smugglers
and those they seek to exploit; and

addressing factors that encourage migrants and smuggling organizers who
sdect Audraia as a dedtinaion.

Audtradia has placed an emphasis on the transnationd aspects of the migrant
smuggling market and the need to work in collaboration with regiona neighbours
and source countries. Twelve Liaison Postions, staffed by Department of
Immigration and Multicultural Affairs officers, were created and located in cities
such as Kuala Lumpur, Bangkok, Singapore, Denpasar, Kupang, Dubai.
Additional compliance officers have posted to Guangzhou, Shanghal, New Delhi,
Ankara, Nairobi, Colombo, and Pretoria to increase the ability of officia to
detect illegd travel from source countries.

Priority is currently being given to the negotiation of bilateral agreement with
source and trangit countries. In the past, these countries have been reluctant to
coordinate enforcement activity snce it means dedicating resources toward
another country’s problems. To counter thisthinking, Austraia has pledged to
provide technical assstance to source and trangt countries, in the form of training,
equipment, and funding. For example, the Austrdian Government is currently
negotiating aforma agreement with Indonesia to provide funding to this country
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Sour ces

to help them meet the detention and ar fare codts of illegd migrants who are
caught before they try to enter Austrdia. According to news reports, the
Audrdian Immigration Minister described the impending agreement as a“good
ded for Audrdiabecause it is chegper for the government to supplement
Indonesiathan keep illegd immigrantsin our detention centres’ (The Australian,
March 6, 2000).

Legidation introduced in 1999 entitled the Border Protection Legidlation
Amendment Bill provides Immigration and Customs officers the power to
enforce Audrdia s border strategy in international waters, including the power to
board, search, and detain vessalsin internationd waters that they suspect are
involved in people smuggling. Under this new legidation, Cusoms officids will be
entitled to carry and use firearms.

One other initiative recently introduced by Audraiaisto limit the protection it
provides to successful asylum seekers. The purpose of thisinitiative isto make
Audrdiaaless attractive destination for those seeking asylum. Persons who
ariveillegaly by boat and then are successful in their refugee applications are
now initidly granted only three years stay. At the end of the three-year period,
their circumstances are reassessed to determine if they continue to need the
protection of Audtrdia. Within theinitid three year period, refugees are not able
to sponsor family to Audtrdiaand if they leave Audrdiain this period they are not
entitled to return (because by virtue of leaving they have demondirated that they
no longer need Audrdids protection). Before this policy, successful refugee
gpplicants were granted immediate permanent residence and could begin

sponsoring family.

Persond Communications, Austrdian High Commission; Audrdia, Department of
Immigration and Multicultural Affairs. (1999) Protecting the Border:
Immigration Compliance, Commonwealth of Australia; “ Jakarta close to dedl
on boat people.” The Australian. March 6, 2000.

The Netherlands

Agencies
Title
I nnovations

Description

Netherlands Ministry of Justice

National Prosecutor for Migrant Smuggling

Appointment of nationa prosecutor dedicated to coordinating migrant smuggling
prosecutions

In the Netherlands, a Nationa Prosecutor, gppointed by the Minister of Justice
has been dedicated to obtaining information on migrant sSmugglers operating in
The Netherlands and recommending prosecution in the Courts to the one of five
regiona prosecution offices. Once a case is documented, the National Prosecutor
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presentsit to the relevant regiond prosecutor’ s offices for further investigation
and the laying of charges, if appropriate.

While the National Prosecutor has no legal power to compel regiond colleagues
to proceed with the investigation of migrant smuggling cases or to ensure that
these cases even recaive high priority (and hence resources) for further
investigation, the Nationa Prosecutor has had success in obtaining the agreement
of colleagues to pursue those cases referred to them, in the face of competing
priorities and lack of resources. Thisismost likely because of the strong interest
that the Miniger hasin thisfile, naming it one of hiskey priorities. The resulting
high profile for the issue has given the National Prosecutor considerable leverage
in convincing colleagues to pursue the cases she recommends to them for follow-
up in spite of competing priorities on their sSde.

Aswell, the Nationa Prosecutor chairs an inter-departmental working group on
dien amuggling, that now includes a very wide membership of control-oriented
government departments and minigtries, this group meets regularly and its
membership has grown sgnificantly sSince isinception, ensuring greater co-
ordination of effort and resources amongst the various agencies participating.

Fromitsinitid smal staff complement, the office now comprises a series of five
teams spread throughout the Netherlands, a specialized andyticd unit, and a
headquarters policy group. In their first years, the Nationa Prosecutor's office
focused attention on revisons to the existing laws regarding dien smuggling and
were responsible for the changes to the Dutch Crimina Code that increased
pendtiesimposad on persons convicted for migrant smuggling.

Source Adamoli, Sabrina et. d (1998) Organized Crime Around the World. Hesnki:
European Indtitute for Crime Prevention and Control Affiliated with the United
Nations (HEUNI); Persona communications, Immigration Control Office
Citizenship and Immigration Canada.

United Nations

Agency United Nations Office for Drug Control and Crime Prevention

Title Global Programme Against Trafficking in Human Beings

Innovations  Integrated package of strategic, policy-oriented research, knowledge-sharing,
and cooperation that can be used to support migrant smuggling enforcement
globaly

Description  Inorder to better enable governments and the international community to respond
to the growing problem of migrant smuggling, the United Nations Office for Drug
Control and Crime Prevention (ODCCP) has proposed a global program that
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attempts to bring to the foreground the involvement of organized crime groupsin
smuggling and human trafficking and promote the development of effective
crimina justice responses.

The program conssts of an integrated package of policy-oriented research and
targeted technical cooperation to be carried out by the ODCCP and the United
Nations Interregiona Crime and Justice Research Ingtitute (UNICRI). At various
stages of the program, cooperation will be sought from other United Nations
entities, member ates, inter-governmenta organizations the academic
community, non-governmenta organizations, and other organizationsinvolved in
addressng human trafficking and related phenomena

The program involves assessing regiond and interregiond trends, taking stock of
best practices world wide, carrying out demonstration projectsin selected
countries or regions and evaluating projects based on standardized criteria. The
end products of the program will be an overview of some of the most serious
manifestations of migrant smuggling, a database of best practices, (accessble
through the Internet), and agloba strategy, which will be presented at a high-leve
conference.

In thefirst phase, datawill be collected that examines different routes for
smuggling human beings and the structures and moddlities used for trangportation.
The studies will be carried out through reviews of literature, interviews with key
officids of crimind judtice, immigration, and socid agencies and an in-depth
andysis of thefiles of completed crimina cases in sdected countriesin different
regions. The analysis of datawill be used to identify the extent and nature of
migrant smuggling and the role played by crimind organizations in different
regions. In addition, agloba inventory of best practices in addressng organized
crime involvement in smuggling and trafficking will be compiled. An Internet web
stewill be st up to invite input from norgovernmental organizations.

In the second phase, a series of demongtration projects will be launched in
selected countries. Particular attention will be given to countries with economiesin
trangition and developing countries. The demondiration projects will seek to
implement the best practices that appear to be most suitable for the problems at
hand. They will include awide range of different approaches. The demongtration
projects will endeavour to assist governmentsin:

(& counteracting groupsinvolved in smuggling and trafficking,
(b) grengthening crime prevention drategies, and
(¢) improving victim and witness protection and assistance.
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Technica cooperation will include the training of professona groups, such aslaw
enforcement, customs, the judiciary, and socia service agencies. Another
component will be the promotion of nationd or loca coditions of relevant
agencies in countries where such coordination mechanisms do not exist. Some of
the demondtration projects will establish organizationd structures for collaboration
between law enforcement officers, immigration officers, and the judiciary of
different countries. Where possible, the projects will build upon exidting initiatives
in the country supported by nationa and/or other internationa entities and nor+
governmenta organizations.

During the third phase, the processes, impacts, and possible sde effects of the
demondtration projects will be evauated. The evauation results will be entered in
the database on best practices and provide guidance for the global strategy.

In the last phase, aglobd drategy againgt smuggling and trafficking in human
beings will be formulated in close consultation with reevant nationa and
internationa organizations. It will be presented for adoption by the internationa
community at agloba forum that will be organized in 2002. After its adoption, it
will be disseminated through the Internet. The results of the evaluation of the
demondtration projects will also be available through the Internet.

The projected duration of the programme is 36 months. After the first 10 months,
the globd reports and the inventory of best practices will be completed. The
design, implementation, and evauation of the demongtration projectsin selected
countries will require aminimum period of 20 months. Four months are reserved
for the formulation of the globd srategy. The programme will have an esimated
budget of (US) $6.5 million.

Source United Nations Office for Drug Control and Crime Prevention (1999) Global
Programme Against Trafficking in Human Beings. An Outline for Action.
Vienna: UN ODCCP. February.
Awwwv.unicri.it/html/traffickinginhumanbeings html.

3.3.2 Environmental Crimes

Crimes that endanger wildlife and damage the environment are becoming increasingly transnationd and
organized in nature. At a recent conference of G-8 nations, delegates spoke of an “eco Mafid’ whichis
meaking handsome profits from illegal dumping of industrid waste and trading in endangered species,

both of which involveillegdl international smuggling by organized crime groups.9 Theillegal tradein

9" G8 nations agree to combat illegal waste dumping." Japan Economic Newswire. February 5, 2000.
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endangered wildlife is estimated to generate annua profits of (US)$6 hillion. 10 Established crimind
groups, including the Itdlian Mafia and Chinese Triads, are sad to be behind much of the highly
organized environmenta crimes.

The following cases illudtrate efforts that have been undertaken at anationa and internationd level to
reduce infractions to environmenta protection statutes and regulations, and more specificaly
transnationa environment crimes that have been carried out by organized groups.

Canada

Agency
Title
I nnovations

Description

Environment Canada

Compliance and Enfor cement

Use of peace officer powers, including inspections, investigetions, and intelligence
gathering, to combat environmenta crimes.

Environment Canada (EC) enforcement targets environmenta offences related to
both wildlife and pollution. Wildlife officers have been peace officers snce 1935,
which include powers of arrest. Pollution officers are expected to receive smilar
powers. This case focuses specificaly on wildlife enforcement by Environment
Canada.

There are 43 Wildlife enforcement officers stuated in five regions across Canada
Atlantic, Quebec, Ontario, Prairie and Northern, and Pacific and Y ukon. The
Wildlife Divison works with other agencies that assst environmenta enforcement
efforts, including Canada Customs and Revenue Agency, Agriculture Canada,
RCMP, Parks Canada, and provincia conservation and/or natural resource
departments.

Compliance and enforcement activities are an integra part of wildlife and habitat
consarvation and protection programs by ensuring that wild life legidation and
regulations for which EC is respongble are implemented.

In particular, the god of Environment Canada s Wildlife Compliance and
Enforcement Policy isto goply the provisions of the Migratory Birds Convention
Act (1994), the Canada Wildlife Act; and the Wild Animal and Plant
Protection and Regulation of International and Interprovincial Trade Act. To
thisend, EC carries out compliance and enforcement activities and coordinates
activities with other enforcement partners. The principa enforcement functions of
EC include inspections, investigations, and intelligence gathering.

10"y K. movesto tackle international environmental crimes." M2 Communications. November 9, 1999.
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I nspections - Therole of Ingpectionsisto verify compliance with wildlife acts and
regulations.

Shipments entering Canada are ingpected at airports, marine ports, border points,
and posta sarvices by Customs Officers. Inspectors identify imported specimens,
check for vaid permits, and detain illega shipments. During an ingpection, officers
may ingpect wildlife, their parts, or products. They may aso open and examine
receptacles, containers or packages, take samples, and examine and copy
records. The priority of ingpections for goods entering Canada is to ensure
compliance with the Convention on Internationd Trade in Endangered Species of
Wild Faunaand Flora (CITES).

I nvestigations - Officerswill conduct investigations when they have reasonable
grounds to believe that an offence has been, isbeing, or is about to be committed
under the legidation. Investigations will involve gathering evidence and information
relevant to a suspected violation. Searches require warrantsin al but the most
urgent circumstances (that is, when the delay for obtaining awarrant could risk the
introduction of species potentialy harmful to Canadian ecosystems or cause 10ss
or destruction of evidence). During a search, officers may seize and detain any
item that they reasonably believe may have been used to commit an offence under
the legidation, is reated to the commisson of, or will provide evidence of an
offence.

I ntelligence - Environment Canadd s wildlife intelligence officers collect
information on aglobd scaeto fight the ever increasing internationd illegd trade in
endangered species and wildlife crime. The intelligence component of Environment
Canada, Wildlife Divison, is a support service to investigators and ingpectors
respongble for collecting, evauating, callating, andyzing and disseminating
intdligence on current, suspected, and potentia wildlife violations. These include
commercid fraud, smuggling, and a multitude of other violations of concern to
Environment Canada. The intelligence Unit of Environment Canadais currently
developing a nationd database for dl provincesto share.

In addition to investigation and enforcement, Environment Canada carries out
activities in such fields as public education and awareness, compliance monitoring,
and prevention of illega activities.

Sour ces Environment Canada web site: www.ec.gc.calenforce/wildpol; Personal
communications, Environment Canada; Zanin, Brenda (2000) “ The nature of the
business: Looking for new ways to prevention environmentd crimes” Pony
Express, January: 26: 29.
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Agencies

Title
I nnovations

Description

Federal, Provincial and Territorial Environmental Law Enforcement
Agencies

Canadian Environmental Enfor cement Association

Multi-agency cooperation in environmenta protection enforcement through a
nationd association of federd, provincid and territorid agencies

The Canadian Environmental Enforcement Association (CEEA) originated as an
informa group of federa, provincia and territorid environmenta law enforcement
professonds. In that context, meetings were held annualy throughout the 1990s to
exchange information on topics of mutud interest. At its tenth meeting, in June
1999, the membership approved the CEEA’s name and by-laws.

Full membership is opento al federd, provincid, and territorid environmenta law
enforcement agencies. Each member agency appoints its representative to the
CEEA.

The CEEA’s purpose and goals are:

1) Toasss member agenciesin enforcement activities through informeation
sharing.

2) To promote compliance with environmental protection statutes and regulations
by:
edtablishing effective lines of communication among adl member agencies,
promoting and facilitating training in detection, investigation and prosecution of
violations of environmenta protection statutes and regulations; and
promoting and administering a program to collect, store and disseminate
diverse environmentd enforcement information through a computerized system
available to member agencies.

3) To support the development of sound and enforceable environmental
protection legidation and promote sound principles of environmenta law
enforcement across dl jurisdictions of Canada

Currently, the CEEC has not undertaken any initiatives other than establishing the
network of enforcement partners. Environment Canada is working closely with the
CEEA to deveop an information and intelligence sharing infrastructure to handle
environmenta crimesinduding, but not limited to specific organized environmental
crimes.

The Asociation is administered by an Executive Committee which conssts of:

a Chair, who represents the member agency hosting the upcoming annud
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generd mesting (AGM)

one representative of the Federd Government

three representatives who are chosen at the AGM among the representatives
of other Provincid or Territorid agencies.

Source Environment Canada, persona communications
Agency Trangport Canada
Title Transportation of Dangerous Goods Act, 1992

Innovations  The use of sanctions under existing dangerous goods legidation to prosecute
individuas and organizations involved in theillegd trangport and dumping of
hazardous waste.

Description  Products defined as dangerous goods are often shipped from one point to another
within Canada. Because of the potentid for endangering human life and damaging
the environment through mishaps in the course of transportation, the federd,
provincid and territoria governments have developed statutes and regulations that
apply to al stages of dangerous goods movement and inspection and enforcement
programs to achieve compliance with the legidation.

While the jurisdictiond coverage of these pieces of legidation varies, the intent is
consstent and, to that end, each piece of legidation adopts the Transportation of
Dangerous Goods Regulations made under the federd Statute.

The transportation of dangerous goods in Canada, other than in accordance with
the regulationsisillegd. The statute makes dl those involved with the transport of
those dangerous goods in the entire commercia chain liable in the event that there
is an accident involving the dangerous goods, including the transporter, the owner
of the dangerous goods, the owner of the container in which the goods are
trangported and the registered agent of the company that imported the goods.

Prosecutions are undertaken for violations of specific sections of the Act. The
pendty provisions provide for fines up to $50,000 for first offences and $100,000
for subsequent offences in summary conviction proceedings, and up to two years
imprisonment for indictable offences. The Act aso contains some specia
provisions with respect to orders that may be made by the convicting court. The
orders may be made in addition to any other penalty imposed and they cover such
maiters as prohibiting a person from engaging in an activity regulated by the Act,
requiring a person to compensate others, repair damage to the environment or,
contribute to research in respect of the transportation of dangerous goods.

Sour ces Trangport Canada web ste: www.tc.gc.ca
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North America

Agencies
Title
Innovations
Description

Source
Global

Agency

Environment Canada, U.S. Fish and Wildlife Service and Profepa (M exico)
North American Wildlife Enfor cement Group

Multi-country wildlife enforcement coordination body

The North American Wildlife Enforcement Group (NAWEG) was created in
1994, when representatives of Canadian, American, and Mexican federd wildlife
regulatory and enforcement agencies agreed to formdize their exchange of
intelligence information and training related to wildlife enforcement.

NAWEG coordinates wildlife enforcement activities to addressillegd
environmenta activities. It focuses on building regiond capacity and expertise,
enforcement training, exchange of information and coordination of activities
throughout North America, and fostering a regiond gpproach to common
enforcement obligations and priorities.

Though the development of these adminidirative and operationa structures,
NAWEG strives to enhance regiona capahiilities to enforce nationd laws and
implement internationa wildlife obligations, particularly CITES.

According to Environment Canada officids, some training and coordination
initiatives have targeted organized wildlife smuggling rings. One coordinated
operation targeted an organized group of parrot smugglers operating between
Mexico and Canada, using the U.S. as atrangt route.

NAWEG has fostered partnerships with members of the Commission for
Environmenta Cooperation (CEC), other government agencies, universties,
scientific and norngovernment organizations and the private sector. These
partnerships vary from sharing expertise to financid and adminigtrative support.

NAWEG a0 acts as a North American representative to Interpol on wildlife
issues and is recognized as the enforcement contact by the Trilateral Committee
for Wildlife and Ecosystems Management and Conservation. In Canada NAWEG
isthe link between the foreign agencies and the Federd and Provincid Chiefs
responsible for natura resources law enforcement.

Environment Canada, personal communications

United Nations Interregional Crime and Justice Resear ch Institute
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Title Criminal organizations and crimes against the environment resear ch proj ect

Innovations  An exploratory study into the nature and extent of the involvement of crimind
organizations in crimes againg the environment

Description  The United Nations Interregiona Crime and Justice Research Ingtitute (UNICRI) is
currently undertaking an ambitious research project to explore the scope and nature
of organized crime sinvolvement in environmental crimes.

The project ams to explore the scope and nature of theillegal transport, storage,
dumping, and transborder trafficking in domestic waste, toxic waste, nuclear
materias and o0zone depleting substances, aswell astheillegd traffic in endangered
animds, plants and their products. These areas will be studied with a specific focus
on the involvement of crimina organizations. The project will identify the moddities
of infiltration of organized crimeinto legitimate trade, as well as the techniques and
routes used for illegd trafficking. The existing datawill be criticaly reviewed in order
to form areiable platform for new initiatives and for the revison of existing laws or
enforcement drategies to specificaly counteract the involvement of crimind
organizationsin crimes againg the environment. The envisaged duration of the
project istwo years.

The objectives of the project areto:

fodter greater interest in, and understanding of, the involvement of organized
crimein crimes againg the environment;

make suggestions for nationa enforcement models and internationa co-
operation; and

explore models for cooperation among nationd, international and non-
governmental entities to control and reduce crimes againg the environment
committed by crimina organizations.

The areas that the project hopesto cover include the following:

details on acts of environmental crime (dumping, storage, reprocessing, illicit
trafficking);

level of damage to the environment and type of waste released;
characterigtics of the offenders (structure and countries of origin);

countries affected by crime (import, trangit and export);

modus operandi of crimind groups (fagfication, infiltration, corruption, €tc.);
causes generating the opportunity to commit the crime;

sources of information and critical assessment of thelr reiability;
investigation methods and techniques used (a the nationa and internationa
levels);
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Source

333

relevant legidation (internationd, regiond and domestic |aws/conventions);
strengths and weaknesses of existing domestic laws and regulations, including
proposas for reform,

prosecution outcome and sanctions imposed, including an assessment of
deterrent effects, and

assessment of the seriousness and effectiveness of sanctions as held by public
opinion.

An “Expert Think-Tank” will be convened to discuss the project methodology and
select the case studies to be prepared. Once these have been submitted and
andyzed, a Research Colloquium will be held to identify the future research agenda,
legidative and enforcement Strategies, and potentia technica assistance projects.

Case sudy questionnaires will be accompanied by a commentary describing the
estimated overdl occurrence of crimes againg the environment and the extent of
involvement of organized crime in the country under observation.

The purpose of the Expert Think-Tank is to discuss the project methodology and to
share information, including on completed and ongoing research in thisarea. The
attendees will be researchers, enforcement officers, and representatives from
relevant United Nations entities, intergovernmenta organizations and NGOs. The
Expert Think-Tank will focus on crimina organizations and their involvement crimes
agang the environment, primarily through the discussion of case sudies.

A five-day Research Colloguium will discuss the completed case studies, make
recommendations for development strategy, technical cooperation, and work in the
areas of legidation and enforcement, and provide suggestions for future research.

A fina report containing an overview of the case sudies and an andysis of typica
modalities in the commission of crimes and the best practicesin tackling each crime
phenomenon, will be prepared and published. The report will assst in daborating
guiddinesto improve internationa co-operation including technical assstance. The
project will identify possible follow-up activities that may be undertaken in co-
operation with the Centre for Internationa Crime Prevention in Vienna, aswell as
other rlevant agencies.

UNCIRI web site www.unicri.it/html/bodycocae.html

I nternet-Based Transnational Crime

Alternative Approaches to Combating Transnational Crime

156

Final Report - March 31, 2000



The Internet is quickly becoming a significant tool to conduct commerce and financid transactions. The
Internet is aso increasingly used as a venue to further (organized) crimind activities. Police cases
indicate that fraud, stock market manipulation, identity theft, copyright infringement, economic
espionage, fraudulent prime bank note schemes, corrupt exchanges for currency trading, and money
laundering, to name just afew, have dl been facilitated by the advent of the Internet.

As fraud becomes more organized, sophisticated, and transnationd, criminal organizations have
increasingly taken advantage of the Internet. For example, the Internet has been used by:

New Y ork based traditiona organized crime groups to manipulate stock prices through “pump and
dump” schemes,

Nigerian crime groups to further their advance fee fraud schemes; and
Salian crime groups to launder profits from drug trafficking through on-line banking services

The use of the Internet to facilitate fraud has become a particular area of concern for anumber of
regulatory and enforcement agencies throughout the world. The Internet is revolutionizing opportunities
for serid fraud criminds because it provides them with the ability to reach tens of millions of potentia
victims, while shidding their identity and location. Moreover, the globa reach of the Internet provides a
conduit to perpetrate or facilitate truly transnationa fraud activities. Indeed, the Internet is Smply one
prevaent example of how telecommunications technology has helped the illega movement of money,
information and even goods, across nationd boundaries.

The rapidly escalating nature of the problem has prompted some countries and agencies to dedl
dedicate resources and develop appropriate measures. This section provides some examples of efforts
to combat (organized) crime facilitated through the Internet.

Canada
Agency Industry Canada with other Federal Departmentsand Agencies
Title Combating illegal and offensive material on the I nter net

Innovations  Inter-departmenta, multi-sectoral, multi- pronged approach that distinguishes
between illegd and offensive content on the Internet.

Description  Aswith most other countries, the Canadian Government has attempted to address
the problem of illegd and offendve materid on the Internet.
In order to develop policy and program optionsin relation to this serious and
complex problem, Industry Canada formed an interdepartmental committee which
includes the Minigtries of Justice, Canadian Heritage, Solicitor Generd, aswell as
the Canada Customs and Revenue Agency, the RCMP and the Crimind Intelligence
Service of Canada.
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While recognizing the serious nature of illegd content on the Internet, the
interdepartmenta committee acknowledged that efforts to control this problem is
restricted by the inherent difficulties of trying to enforce Canadian law in cyberspace.

The Federal Government’ s gpproach is premised on the fact that the control of
illegal content is fundamentaly an issue of law enforcement while the control and
management of offensive content (which may not necessarily beillegd in Canada) is
fundamentaly an issue of user empowerment, consumer choice, and responsible
industry practices.

The Federd Government recognized that the digtinct characteristics of any legd
issuesinvolved in offendve content and illegal content respectively dictated the need
for two different gpproaches. As such, the committee developed an
interdepartmental, multi- sectora approach that can be demarcated into two
categories.

alaw enforcement stream to addressillegd Internet content, and
an education/user empowerment stream to address offensive, but otherwise
legd, content.

Industry Canada prepared a discussion paper that explored existing and possible
approachesto addressillega and offensive Internet content. This paper was vetted
by the members of the interdepartmental committee.

Based upon this discussion paper, the committee agreed to move forward on a set
of practicd initiatives that could be acted upon quickly and that would not require
new legidation.

A work planis currently being developed to pull together exigting public and private
sector initiatives, identify gaps in existing efforts, and to propose new measures to
address the identified problems.

The interdepartmental committee established four streams of work that are
sructured adong the lines of the primary policy responses that will be undertaken to
addressillegd and offensve content on the Internet, including:

Sdf-regulation

Education and User Empowerment
Internet Content Hotlines, and
Law Enforcement.
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Source
United States
Agency

Title

Innovations

Description

Persond Communication, Industry Canada

United States Securities and Exchange Commission

Internet fraud enfor cement

Resources dedicated to proactive surveillance and enforcement of Internet based
securities fraud

The U.S. Securities and Exchange Commission (SEC) is a quas-judicid regulatory
agency with responghility for administering federd securities laws.

The SEC has increasingly dedicated resources to addressing Internet- based
securities fraud. The newly-created Office of Internet Enforcement (OIE)
adminigters the Enforcement Divison's Internet program.

The OIE islocated within the SEC Divison of Enforcement, which conducts
investigations into possible violations of the federd securitieslaws, and prosecutes
the Commission's civil suitsin the federa courts aswel as its administrative
proceedings. The Enforcement Division has a saff of over 800 and is made up
primarily of lawyers and andysdts.

To combat online fraud, the OIE:

conducts on-line“survelllance”

formulates investigative procedures,

provides strategic and lega guidance to enforcement staff nationwide;
conducts Internet investigations and prosecutions;

performs training for Commission staff and outside agencies;

manages the on-line complaint center;

serves as aresource on Internet matters for the entire Commission; and
serves as aliason on Internet matters with other regulatory and enforcement
agencies.

On of the mogt sgnificant initiatives undertaken by the OIE is to coordinate the
activitiesof the "CyberForce' — agroup of over 200 Commission attorneys,
accountants and investigators nationwide — whaose purpose is to surf the web looking
for fraud. As part of these enforcement efforts, the SEC is developing an automated
surveillance system to scour the Internet for people who violate securities law. The
mechanism would monitor public web stes, message boards, and chat groups.
Anything deemed suspicious - like the phrase "get rich quick™ - would be copied into
a database, andyzed and then indexed for use by SEC investigatorsin bringing civil
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Sour ces

Agency
Title
I nnovations

Description

proceedings against people suspected of wrongdoing. The SEC also wants to
identify e-mail addresses and other identifying information that would help unmask
message writers and Web- ste owners who try to remain anonymous. As part of a
smilar globd initiative coordinated by the International Organization of Securities
Commissions (I0SCO), between March 28 and May 16, 2000, 78 Web sites were
identified by the SEC for further scrutiny.

However, before it has even been implemented, the multimillion-dollar automated
system project has been criticized on privacy grounds. After reviewing the
documents and holding discussions with SEC officids, one consultant, advised the
agency that it would not participate because the endeavor might impinge on
condtitutional protections againgt unlawful search and seizure. Its chief concern was
that innocent people would end up in the database (Wall Street Journal, March 28,
2000).

Securities and Exchange Commission (1999). 1998 Annual Report. Washington:
SEC; SEC Divison of Enforcement web Ste, www.sec.gov/enforce.ntml; “Reputed
Capo Sentenced To 57 Months In Mob-On-Wal-St Case.” Dow Jones News
Service. duly 7, 1999; “Murders Highlight Violence In World Of Stock Fraud.”
New York Times. November 2, 1999; “ SEC Hiring Cybercops To Police Internet.”
Newsbytes, February 18, 2000; “ SEC's plan to snoop for crime on web sparks a
debate over privacy.” Wall Sreet Journal, March 28, 2000; “ SEC Turns Up 78
Web Stes In International Anti-Fraud Effort.” Dow Jones News Service. May 16,
2000.

United States Federal Trade Commission

Internet fraud detection and enfor cement

Coordinated action with other domestic and foreign agencies to combat Internet
fraud

The Federd Trade Commission (FTC) has undertaken a number of initiativesto
address Internet- based fraud. It recently announced the crestion of athreetiered
federa-date, public-private initiative to crack down on fraudulent Internet auction
stes. The commission's task force members include representatives from the FTC's
Bureau of Consumer Protection; U.S. Department of Justice, U.S. Postal Inspection
Service, and the National Consumers League.

In addition, the FTC recently sponsored the week-long “GetRichQuick.con”
project that involved approximatdy 2,000 law enforcement agencies, including 34
Sate attorneys generd, seven federa agencies and 49 state consumer protection
agencies. More than 150 organizations from 28 countries also participated in the
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Sour ces

Agency
Title

I nnovations
Description

effort in the past month. Asthe project name suggests, the operation targeting
fraudulent get-rich-quick schemes on the Internet.

As part of this project, the FTC developed a data base and then, via e-mall,
recruited partners on a nationd and internationa basis to search the Internet for
suspicious web sites. They sent these partners a step-by- step manuad for conducting
the surf and collecting evidence, which was aso posted on a password-protected
web site. From February 28 to March 10, 2000, the participating organizations
surfed the Internet looking for sites promoting what appeared to be get-rich-quick
schemes, focusing on those that made specific earnings claims. The suspicious Sites
were then inputted into the database administered by the FTC. Warning e-mails
were sent to the targeted sites, with hyperlinks to the partners consumer and
business education materias a www.consumer.gov (a U.S. government web ste
developed and hosted by the FTC that contains information for consumers from 140
Federd government web sites). According to Jodie Berngtein, Director of the FTC's
Bureau of Consumer Protection. "Fraud fighters from the U.K. to Uruguay, from
Koreato Kansas, have collected and forwarded info to the FTC on more than
1,600 suspect sites’ (Federal Trade Commission Press Release, March 23,
2000).

No one was arrested during the project. However, the FTC and its partnersin this
initiative continue to monitor the Stesto seeif they have changed ther damsin
response to the e-mail messages. Agencies will dso undertake a coordinated law
enforcement effort to shut down stes that refuse to comply with state and federd
law.

Canadian organizations participating in this operation included the Better Business
Bureau of Mainland British Columbia (B.C.), the Consumer and Commercid
Redations, Government of Ontario and the Fair Business Practices Branch,
Compstition Bureau, Industry Canada, and the B.C. Ministry of Attorney Genera
Crimind Judtice Branch (Consumer Services).

“Fed Agencies Target Internet Fraud.” Associated Press Online, March 23, 2000;
“FTC To Launch Net Auction Fraud Task Force” Newsbytes News Network.
February 11, 2000. “ 150 Organizations in 28 Countries Tackle Internet Fraud.”
Federal Trade Commission Press Release. March 23, 2000.

The Australian Bureau of Criminal Inteligence

National Fraud Desk

Development of a secure, Internet web site for national police use

The Audrdian Bureau of Crimind Intelligence, in league with Audrdias eight
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police commissoners, has developed aweb Ste - known as the National Fraud
Desk.

Tacticdly, the purpose of the project is to connect fraud investigators around
Audrdia From a drategic perspective, it will identify and provide ingtant access
to emerging trends, new fraud techniques, and will provide investigators with up-
to-date information on the latest crime-fighting techniques. Key areas targeted on
the web site include plagtic card fraud, money laundering, tax evason, e
commerce and banking.

Through this web ste, Austrdian police forces would have access to the latest
information about fraud derts, new fraud legidation, intelligence circulars and to
expertsin thefidd, in Augtrdiaand oversees. The fraud desk would operate in
unison with other ABCI web ste services, including acrimind intelligence
database, violent crime links, and an Olympic security service.

A second stage, due to begin later in the year, involves the development of a
database that will integrate fraud intelligence from dl jurisdictions into a centra
nationd information-gathering database. This would dlow Audrdia-wide
searches for fraud offenders, addresses or other information, vital to state or
federd investigations. The database would enable investigators to integrate crime
intelligence from dl jurisdictions into asingle, central base for collection, collation,
andyss, and dissemindion. Information from the Ste will be available to private-
sector agencies with afraud investigation role.

4 DISCUSSION AND ANALYSIS

This section provides an andysis of the research findings and is demarcated by the three broad
categories of dternative gpproaches examined: asssting law enforcement, enhancing law enforcement,
and addressing emergent transnationa crime trends. Within each of these categories, a discusson and
andysis of specific dternative gpproaches is presented, including best practices and the strengths and
weaknesses of the approachesin generd and individua case sudies, specificaly. Innovative approaches
are then juxtaposed againgt current practicesin Canadain order to identify strengths and weaknessesin
Canadian gpproaches aswell as the gpplicability of aternative practices to this country.

4.1 Assisting Law Enforcement through Non-Traditional Agencies & Approaches
4.1.1 Regulation of Vulnerable Industries: Financial Services Sector

It isthe regulatory system of government thet largely carries the burden for monitoring legitimete
industries and transactions that are vulnerable to crimina activity. As such, regulatory agencies have a
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potentidly sgnificant role to play in combating TOC activity in Specific sectors of the economy. In some
countries, such as the United States, regulatory agencies have emerged as Sgnificant actorsin
addressing certain organized crime activities as a complement to or subgtitution for traditiond law
enforcement approaches.

Within the U.S.,, there have been notable efforts to adapt the power and resources of federal and state
regulatory agencies to address organized crime activities within their repective sectors. Thisis
especialy apparent with respect to money laundering, where regulators of financia service providers
have played both a preventative and reactive role. The preventative role generdly involves ensuring that
regulated indtitutions comply with transaction reporting regulaions and have in place internd control
programs to detect money laundering. Regulatory agencies, such as the Federal Reserve Board and the
New Y ork Banking Department have used their mandate and powers to ensure prevention and
compliance programs are in place within financid indtitutions. At the reective level, these agencies have
entered into forma and informa partnerships with law enforcement agencies and have used their
congderable powers, including far-reaching adminitrative sanctions, to combat money laundering. The
threat or actua use of these adminigtrative sanctions can also be seen asintegra to ensuring compliance
by those in the private sector.

In contrast, few Canadian regulatory agencies have addressed the impact of organized and transnational
crime on the sectors they regulate. One early study examining the role of regulatory agenciesin
combating money laundering (Beare and Schneider, 1990) found that most provincid and federd
government regulatory bodies have undertaken few, if any initiatives to address the problem of money
laundering. Despite the enactment of the Proceeds of Crime (Money Laundering) Act in 1993, which
mandated the retention of certain records by financia ingtitutions for enforcement purposes, no federa
or provincid regulatory agency was officially mandated to ensure compliance. Moreover, there has been
no evidence of cases where financia indtitutions have been pendized for non-compliance with the Act
(athough non-compliance was most likely widespread, due in part to the lack of awareness of the
legidation in the financia services sector). A current sudy undertaken by the authors of this report
indicates that more than ten years later, little has changed: agencies respongble for regulating the
financid services sector have donelittle to address money laundering such as ensuring compliance with
exising legidation.

The one exception is the Federd Office of the Superintendent of Financia Ingtitutions, which has
developed guiddines for federdly-incorporated banks on the development of interna money laundering
control programs. While OSHl is not mandated to ensure compliance with Proceeds of Crime (Money
Laundering) Act, it has periodicaly reviewed the policies and procedures of federdly-regulated
indtitutions to ensure that they follow money laundering prevention guiddines.

Given the lack of involvement of regulatory agenciesin money laundering enforcement, the
recommendations made in the 1990 report are till relevant today. The report encourages federa and
provincia regulatory bodies to undertake a more active role in combating money laundering through: (1)
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educating companies on money laundering and how to prevent it; (2) requiring that dl regulated
companies comply with transaction reporting legidation and have appropriate polices and internd
control procedures in place; and (3) incorporating into compliance examinations and externd audits a
mechanism to ensure that the above components arein place. In areactive sense, regulatory bodies can
employ adminigtrative sanctions, including revoking licences, as a complement to the enforcement of
federa money laundering laws. They can dso serve as an important speciaist resource for law
enforcement agencies.

Summary: Regulation of Financial Services Sector

Pros Regulatory approaches complements (reactive) crimina enforcement through
proactive measures and consderable statutory powers, including civil and
adminidrative sanctions

Cons Potentia privacy concerns due to sensitive private information held by regulatory
agencies.

Best Practices United States: Federd Reserve Board; New Y ork State Banking Department
Canada: Office of the Superintendent of Financid Indtitutions

Canadian Little action undertaken by regulators to address organized crime and money

Assessment laundering. Despite efforts by OSFI, no measures to ensure money laundering and
fraud preventative programs are in place within regulated ingtitutions. Thereisaneed
to explore the potentid for an increased role of federd and provincid regulatory
agenciesin assging law enforcement in combeating organized crimein vulnerable
sectors (banking, securities, insurance, €etc.).

4.1.2 Currency and Suspicious Transaction Reporting

Transaction reporting is currently being acclaimed globally as one of the essentid tools to combat money
laundering. Countries throughout the world are busy implementing transaction reporting systems, in part
due to intense pressure from the United States and the Financid Action Task Force.

The U.S. Bank Secrecy Act has been dogged by a number of problems and critiques throughout its
higtory. It has aso suffered from unredlistic expectations and to date, the system has not achieved the
level of successin detecting and preventing money laundering that was origindly anticipated.

Taking lessons from the American experience, the Austrdian system has been adapted accordingly. It
has utilized dectronic-based reporting, it targets both money laundering and tax evasion, has centralized
reporting in one agency, and has factored in measures to ensure compliance with the appropriate
regulations. Audraiaaso benfits from the fact that its economy is much smdler than that of the United
States, which makes for a much more managesble reporting system.
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In the development of its transaction reporting legidation, the Canadian government has learned from the
lessons of the American, Audtralian and other modelsin so far asit has focused on suspicious
transactions, has centralized reporting within one agency (FINTRAC), and has indicated it will develop
an dectronic reporting system. Given the fundamental importance placed on the role of the private
sector in detecting and reporting suspicious transactions, one of the most significant weaknesses of the
proposed Canadian legidation isthe lack of mechanisms to ensure compliance. The American
experience suggests that many regulated ingtitutions will fail to comply with transaction reporting in the
absence of mandatory compliance measures. The proposed legidation stipulates that FINTRAC will
carry out random audits of entities covered by Bill C-22. However, random audits to be undertaken by
one agency with limited resources may be insufficient to ensure widespread compliance. A more
prudent gpproach may be to follow the American modd and empower exigting regulatory bodies to
integrate compliance measures in their examinations and externad audits. The Federd Government
should dso ensure that an intensive awareness-raising and education campaign is undertaken around Bill
C-22 when it comes into force.

Summary: Transaction Reporting System

Pros Regulatory tool to address money laundering; provides both proactive (deterrence,
detection) and reactive (paper trail) measures, complements traditiona enforcement
approaches

Cons Often difficult to ensure compliance; raises anumber of privacy concerns, a

mandatory system may smply increase the quantity of referrds and not the qudity;
little hard evidence that the system contributes sgnificantly to organized crime
enforcement; this system may increase corruption within the financia services sector
as offenders will atempt to bribe employees to circumvent reporting requirements

Best Practices Audrdia AUSTRAC

Canadian While the proposed Canadian approach has learned from American and Austrdian

Assessment models, the limited measures to ensure compliance with legidation may result in
widespread non-compliance. Significant focus should be placed on ensuring
adherence to the provisons of Bill C-22, induding delegating compliance
respongibilities to relevant federd and provincia regulatory agencies. FinTrac should
also dedicate considerable resources to raising awareness and educating affected
businesses and the public on the new money laundering legidation.

4.1.3 Regulation of Vulnerable Industries. Marine Ports

Therole of officid marine ports of entry in transnationa crime activitiesis undiputed. Within Canada,
marine ports are a principa conduit for the in-bound smuggling of drugs, contraband, illegal weapons,
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and undocumented migrants, among others. They are dso used for the out-bound smuggling of
contraband, in particular golen cars. Police investigations and intelligence indicate that smuggling is
increesingly organized and controlled by crimina groups, which dso rely on corruption and infiltration a
Canada's marine ports.

One of the more innovative gpproaches to addressing this problem is the Waterfront Commission of the
New Y ork Harbor. The organized crime and corruption problems at the New Y ork and New Jersey
harbours were considered so endemic that a new ingtitution was created. This agency is unique due to
the centrdization of regulatory and enforcement powers within one agency, an emphasis on measures
that are both proactive (screening, licencing, audits, compliance examinations) and reactive
(invedtigations, civil and crimind injunctions and sanctions) as well as a multi-disciplinary gpproach (eg.,
police investigators, legal counsd, labour specidids, forensc accountants, etc.).

The Waterfront Commission of the New Y ork Harbor is one example of an innovative effort to address
adggnificant crimind problem by integrating and centrdizing regulaory, adminigrative, and crimind
enforcement tools within one comprehensive, strategic, and multi-disciplinary agency.

Within Canada, the regulation and policing of marine portsis shared by a number of public and private
sector organizations, including municipa police forces, the RCMP, Canada Customs and Revenue
Agency (CCRA), Citizenship and Immigration Canada, Trangport Canada and port corporations. With
respect to enforcement of organized crime activities, the primary agencies are the RCMP, CCRA,, and
to alesser extent, municipa police forces. Given increased evidence of smuggling and internd
conspiracies at Canada's maritime ports, the RCMP and CCRA have stepped up reactive enforcement,
while pursuing more proactive measures, including increased intelligence gathering and partnerships with
the private sector (port corporations, carriers, importers/exporters). However, these increased efforts
aredill largdy ad hoc, reactive, and decentraized among a number of different agencies. The scope
and nature of the organized crime at Canada s marine ports may require amore long term strategic and
comprehensive response smilar to that implemented at the New Y ork Harbor. One of the key
guestions to be addressed by policy makersis whether the problem of smuggling, organized crime, and
interna conspiracies at maritime ports can best be addressed through one agency with centraized
regulatory and enforcement powers or the current decentralized gpproach that currently exists within
Canada.

Summary: Regulation and Enforcement of Marine Ports

Pros Addresses ggnificant conduits and entry pointsin transnationa crimind pipelines
Cons Difficult to flush out smuggling, interna conspiracy and corruption problems dueto its
entrenchment at marine ports

Best Practices United States: The Waterfront Commission of New Y ork Harbor
Internationaly: WCO and various nationd customs agencies through the
implementation of forma partnerships with private carriers and port authorities
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Canada: CCRA partnerships with carriers and VVancouver Port Authority
Canadian Despite increased proactive and reactive measures by the RCMP and the Canada
Assessment Customs and Revenue Agency, there may be a need to explore the potentia for a
more grategic, centralized and comprehensive approach to organized crime and
corruption a marine ports of entry, epecidly in Montred, Hdifax, and Vancouver.
Thismay be accomplished through aforma multi-agency task force approach
(including crimind justice and regulatory agencies) or through the crestion of anew
agency smilar to that of the Waterfront Commission of the New Y ork Harbor.

4.1.4 Taxation Policiesand Programs

The powerful adminigtrative and crimind sanctions a the disposd of tax authorities represent a potent
complement to the arsend of law enforcement in combating organized crime. These powers are
especidly sgnificant given the current importance that has been placed on drategies that seek to deprive
crimina groups and individuals of their assets. While taxation inquiries are not ddliberately geared
toward the forfeiture of proceeds of crime, they nonetheless can indirectly contribute to this godl.
Moreover, the use of taxation assessments againgt organized crime figures may represent amore
efficient and cogt- effective approach reative to the forfeiture of assets through crimina proceedings.

In both the United States and Canada, there have been increased efforts to use taxation policies and
programs to help combat organized crime. In the United States, the IRS has formed a pecific unit
dedicated to targeting organized crime figures for tax avoidance and participates in multi-agency strike
forces. While CCRA investigators do not have peace officer satus as do IRS agents, the Specia
Enforcement Program does focus on targeting under-reported and unreported illicit wedlth of organized
criminas. The participation of CCRA investigators on the |POC units aso represent a significant step
forward in Canada s attempt to comprehensively target the profits and assets of crimina groups and its
members. There may aso be arole for SEP investigators on other organized crime task forces, such as
the Combined Forces Specid Enforcement Unit.

Summary: Taxation Policiesand Programs

Pros Cost-effective gpproach to depriving crimina groups of illicit assets, complements
crimind forfeiture of assets
Cons The sgnificant powers of taxation authorities may be abused, including potentid

abuse of confidentid taxation information for law enforcement purposes
Best Practices United States: Interna Revenue Service

Canada: CCRA Specid Enforcement Program
Canadian CCRA has taken sgnificant steps to target the unreported illicit profits of organized
Assessment crime through the Specid Enforcement Program and participation on 1POC units.
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There my be utility in examining the role of CCRA investigators on other multi-
agency task forces, such as the Combined Forces Specia Enforcement Unit.

415 Civil Sanctions

The use of civil sanctions to combat organized crime represents an exceptionaly powerful tool to fight
organized crime. In the United States, the use of civil injunctions, treble damages, and civil asset
forfeiture againgt criminal organizations and offenders under the RICO datute have proven highly
successtul in relation to awide array of crimina groups.

However, many have argued that RICO has over-stepped its original purpose and has been abused by
both justice officials and private citizens. As aresult, federd and state officials have taken stepsto curtall
the far-reaching civil asset forfeiture powers of RICO, including shifting the burden of proof back to the
prosecutor and ensuring due process is preserved for defendants.

South Africa has aso recognized the power of civil sanctions againgt professond criminals and has
prudently incorporated provisons to guard againgt infringements on due process. In addition, other
countries have enacted |legidation that has adopted the spirit of RICO, including increasing the power of
the state to seize and forfeit the proceeds of crime without a crimina conviction. Most recently,
legidation has been proposed in Austrdiathat will enable the Director of Public Prosecutionsto freeze
and then seize assets obtained through illegd activity without first convicting or charging the suspect.
Prosecutors would only have to prove it was likely on the balance of probabilities that assets were
obtained through crime. 11

It has long been argued that RICO, as it has been used and interpreted by the courts in the United
States, could never survive a Charter chalenge in Canada due to the gpplication of civil sanctions and
processesin criminal cases. However, the efforts undertaken in the United States, South Africa, and
Australia represent the type of measures that could potentialy pave the way for adaptation in Canada
that may be legdly and condtitutionally acceptable.

Summary: Civil Sanctions

11 At the time of this report, this legislation has not been presented to the Australian Parliament. (* Australia to boost powers to seize
criminal assets.” Reuters, April 19, 2000; "Canberra targets crime assets.” West Australian. April 19, 2000)
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Pros Powerful and cost-effective approach to organized crime enforcement; the use of
civil injunctions, treble damages, and civil asst forfeiture powers provides sgnificant
tools to combeat criminal organizations by prohibiting their involvement in the
legitimate and underground economy and by confiscating their assets.

Cons Significant potentid for abuse of due processin crimina cases

Best Practices  United States, South Africaand Audrdia, for their attempts to utilize civil asset
forfeiture, while minimizing potentid abuse of due process.

Canadian At present there is no gpplication of civil sanctions in Canadian (proceeds of crime)

Assessment crimind cases and it haslong been the opinion of the Department of Jugtice that a
RICO-type statute would not survive a Charter challenge in Canada. However,
recent amendments to RICO datute in the U.S. and less draconian civil sanctionsin
South Africaand Augtralia may represent prototypes of legidation thet would survive
a Charter chdlengein Canada.

4.1.6 Foreign Policy and Programs: Trade and Aid

The use of foreign aid and trade to assst source and trangit countries combet the production of illicit
narcotics or slem the flow of illegd migrantsisahighly atractive supply-sde complement to traditiona
enforcement efforts because it potentially represents both a preventative and cost-effective approach. It
is preventative because in theory it could address a Sgnificant problem before it arrives on Canadian
shores. It can also be cost-effective if the funds needed to eradicate or replaceillicit crops are less
costly when compared to interdicting shipments en route to or drug enforcement in Canada.

In practice, however, the use of extensive foreign aid and trade programs by the United States to
eradicate or replace cocaine crops - exemplified by the comprehensive Andean Trade Preference Act
- have met with mixed results. While cocaine production has been reduced in some regions, thereisaso
evidence that production has escaated in other regions to offset the decrease in supply and to meset
ongoing demand. Indeed, the most sgnificant problem with this supply-side approach is aslong as
demand for illegal commodities exids, there will be considerable incentive for the production of illicit
crops, especialy when their vaue greatly exceed that of legitimate crops.

Canadas recent White Paper on foreign policy identifies internationa crime as a notable “non
traditiond” threat to security and affirms the will of the Federd Government to use its foreign policy to
protect Canadians from transnaiond crime. To this end, the Department of Foreign Affairsand
International Trade established the International Crime Division to manage the Federd Government’s
rolein multilateral and bilaterd initiatives related to internationa and transnationd crimeissues. While
Canada s Minister of Foreign Affairs has identified foreign aid policies as an option to encourage
development of legd dternativestoillicit drug crops and enhancing the market for those crops, Canada
has not established forma policies and programs in this area. Canada does contribute indirectly to
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dternative development through its contributions to the multilateral drug control bodies (CICAD and
UNDCP). CIDA isdso engaged in some activities that fall under the rubric of "dternative
development,” dthough the primary objectiveis not to diminateillicit drug crops.

One recent innovative Canadian foreign policy proposal is the focus on the human security Sde of illegd
drugs and drug trafficking, including how drug enforcement can be enhanced while protecting human
rights. This proposed focusis sgnificant in light of traditiond interdiction and non-traditiona crop
subgtitution or eradication gpproaches that may not take into consideration human rights abuses or
damage to communitiesin source countries. Indeed, this new perspective forces policy makers and
enforcement agencies to evauate organized crime drategies from the perspective of human rights abuses
and harm to communities, taking into consderation that some strategies may hurt more than help. This
initiative contributes to the debate on how far crimina justice policies can go and serves as a counter-
weight to the arguments that crimina justice policies and enforcement strategies might have to impinge
on persond privacy and human rightsif they are to be successful in combeting transnationa organized
crime.

Summary: Foreign Policy

Pros Complements traditiond reactive supply-sde enforcement; potentidly preventetive
and cost-effective approach to organized crime enforcement through crop
eradication and subgtitution; may contribute to |egitimate economic development of
source country; may impact on production, but only if multilateral resources are
provided by advanced nations

Cons Little evidence that this approach significantly reduces globd supply; difficult to
convince loca populations to switch to different crops; crop eradication or
subdtitution may have negative impact on loca populations and environment

Best Practices United States Andean Trade Preference Act, for its comprehensive approach
utilizing both trade and aid incentives

Canadian At present Canada has no specific trade or aid policies or programs in the area of

Assessment crop eradication or subdtitution. A unilaterd effort by Canadawould have little
impact on global production given limited available aid resources. There may be
some potentia to explore Canadd s participation in amultilateral effort to provide
trade and aid incentives to source countries for crop eradication and subgtitution.
Recent foreign policy proposals addressing human security in the context of drug use
and enforcement is a Significant contribution to the enforcement debate. The creation
of the International Crimes Divison is an important step in coordinating and
managing Canada s foreign policies and programs on transnationd crime.
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4.1.7 National Security and Foreign Intelligence Agencies

Various countries have expanded the mandate of their foreign and nationa security intelligence agencies
to address serious, transnationd, and organized crime. Therole of national security and foreign
intelligence agencies would appear to be increasingly important given the transnationa nature of and
potential security threats posed by sophisticated organized crime groups and activities. Moreover, there
is ademondrated need for a comprehengve, multi-agency approach within which these agencies can fill
avery pecific niche, while complimenting traditiona law enforcement efforts. Findly, thereisa
continued need for a greater quantity and qudity of strategic intelligence on transnationd crime groups
that may potentialy be addressed by these agencies.

In countries such as the United States, Canada, and the United Kingdom, security and foreign
intelligence agencies have been given a mandate to gather information on crime groups and activities that
may threaten national security. Some obstacles and growing pains have been experienced by these
agencies, including CSIS which, according to the Security Intdligence Review Committee, has ill not
added vaue to organized crime intelligence gathering for ether crimina enforcement or nationa security
purposes. One of the most common problemsiis that information collected by security and foreign
intelligence agencies may not be used for tactica law enforcement operations, due to the risk of
disclosing sources in acourt of law.

Given theeinitid growing pains, the chalenge for these agenciesisto find arole that adds value within a
srategic, coordinated multi-agency approach, including contributing to nationa security gods and
benefiting law enforcement, while protecting source intelligence.

Summary: National Security and Foreign Intelligence Agencies

Pros Provides dtrategic intelligence, often from foreign sources, which is critica to
combating transnationd crime; can detect potential nationa security threats,
contributes to much needed multi-agency approach; complements traditiona
(tactical) law enforcement operations

Cons Inexperience of security agencies in addressing crime issues; need to protect source
intelligence may limit utility for enforcement agencies, turf wars have emerged
between law enforcement and security intelligence agencies, especidly given
differencesin law enforcement and national security mandates relative to the use of
intelligence information

Best Practices United States (CIA), Greet Britain (M15), and Canada (CSIS)

Canadian CSIS has played an increasing role in gathering intelligence on security threstsfrom

Assessment transnationa organized crime groups, which has been passed dong to law
enforcement; SIRC reviews of CSISinvolvement in transnationd crime intelligence
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question whether the agency contributes any additiond vaue.

4.2 Enhancing Traditional Law Enforcement through Multi-Agency Cooperation

One of the most significant and common weaknesses in traditiona enforcement of TOC isthe historical
lack of coordination and cooperation among enforcement agencies, which has been fostered by a
number of factors, including jurisdictiona boundaries, differing mandates, rivaries, and Satigtics-driven
enforcement.

In dl the countries studied, there have been decisve efforts to promote a coordinated enforcement and
intelligence gpproach across jurisdictions. During the course of the research, it was universdly agreed
that combating transnationa organized crime demands a coordinated effort among a number of different
agencies, both within and outside of the crimina justice sector.

The most prevaent of the current partnerships are between law enforcement agencies located in one
country. Internationa partnerships have aso been forged, however these are fewer in number due to an
even greater number of obstacles that redtrict effective transnationd enforcement coordination.

4.2.1 Domestic Police Partnerships

Coordination among domestic agenciesis essentid given the inherently multi-jurisdictiona nature of
TOC aswdl as the need to pool limited law enforcement resources. Casesidentified in thisresearch
included dozens of examplesin numerous countries of initiatives undertaken to promote (and even
compel) agrester coordination and cooperation among different agencies.

The United Kingdom was one of the first countries to recognize the need for inter-agency cooperation
through the creation of the Regiona Crime Squads in the early 1960s. The United States Government
began to fund and promote inter-agency partnerships in the early 1970s following Commissions that
criticized the parochid nature of law enforcement in addressing organized crime. Indeed, the United
States Government has used a number of policy tools, in particular specid program funding, as an
incentive for the various federa, sate, and municipa agencies to coordinate enforcement. Today, the
United States boasts a number of forma and informal task forces that focus on specific commodities
(drugs, fraud, migrant smuggling, etc.), crimind organizations (Eastern European, Itdian, Nigerian, €tc.),
and high-risk aress (cities, border regions, marine ports). In addition, in some countries law enforcement
agencies have benefited from the advanced technology of military agencies for interdiction purposes.
Countries such as Audtrdia, Italy, and the United Kingdom have taken extraordinary stepsto
coordinate enforcement efforts by creating new nationd inditutions. In Greet Britain, the scope of
organized crime necessitated the expangion of regiond crime squads into one Nationa Crime Squad
with regiond operations. In Italy, a new nationa authority was created from existing police agencies and
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provided speciaized powers and resources. In addition, a national prosecution office was created that is
specificaly dedicated to organized crime.

In Augtrdia, not only was a new nationd agency created to target organized crime, it was given powers
that exceed those of exigting federd and state law enforcement agencies.

In Canada, there has also been a great increase in inter-agency coordination in recent years. In
particular, there has been a greater reliance on a multi-agency task force approach to organized crime
enforcement, including the Combined Forces Specid Enforcement Unitsin Grester Toronto, the
Integrated Proceeds of Crime Units, the Integrated Border Enforcement Teams, and the Cornwall
Regiond Task Force, to name just afew. Like the United States, the Canadian Government has used
gpecid program funding to promote inter-agency partnerships.

The province of British Columbia has taken the unprecedented steps of dismantling its existing inter-
agency organized crime task force (the Coordinated Law Enforcement Unit) to be replaced by anew
agency - the Organized Crime Agency - that will atempt to avoid the wesknesses identified within its
predecessor. At the federa levd, there has been little impetus for the cregtion of a new nationa agency
to combat organized crime. It is generdly accepted that the RCMP operates as the country’s lead
national organized crime enforcement agency (with support and participation from other federd,
provincid, and municipa agencies).

However, in order to develop amore strategic and comprehensive response to organized crime, the
RCMP has recognized the need for greater cooperation and coordination across enforcement sections
and regions. Higtoricaly, most RCMP resources targeting organized crime have been dedicated to a
commodity-based approach. Through its newly created Organized Crime Enforcement Program, the
RCMP has recognized the need to coordinate interna federd enforcement resources in order to target
crime groups whose activities cut across different commodities, services and regions. The chdlenge for
thisinitiative will be to manage the linkages between a srategic enforcement approach that targets
organized crime groups with RCMP federa enforcement sections that targets commodities or
Services.

All of these initiatives are important examples of inter-agency coordination that stresses a strategic, risk-
grade approach to organized crime. This gpproach is particularly important given the threats posed by
large, sophigticated TOC groups, which transcend jurisdictions and product lines. This new Strategy
addresses the barriers to effective coordination among the rlevant RCMP federal enforcement sections
mandated to combat organized crime.

Summary: Domestic Police Partner ships

Pros The pooling of resources and speciaist expertise; cost-effective; access to different
information sources; the ability to blanket multiple jurisdictions; joint strategic
planning; overcoming inter-agency rivalries
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Cons Any negatives are minor and are greeatly over-shadowed by the positives of
coordination

Best Practices United States - United States Organized Crime Drug Enforcement Task Force, High
Intensity Drug Trafficking Areas, Nigerian Task Force, Border Coordination
Initictive
Canada - CFSEU, Smuggling Task Forces, IPOC, RCMP Organized Crime
Program
Audrdia- Nationd Crime Authority
United Kingdom - Nationd Crime Squad
Italy - Direzione Invedtigativa Antimefia

Canadian Canada has withessed numerous initiatives that are amed a promoting cooperation

Assessment and coordination among law enforcement agencies, gpecia program funding has
promoted cooperation; the RCMP has recognized the need to coordinate interna
resources that cut across traditional commodity-based enforcement approaches.

4.2.2 International Enforcement Partnerships

One of the mogt significant problems facing the internationa enforcement community is the growing
transnationa character of organized crime. This problem is especidly profound given the Sgnificant
barriersthat gill obstruct atruly transnationa enforcement approach. The internationa nature of
organized crime has prompted numerous efforts by governments and their crimind justice agenciesto
promote partnerships that cross nationa borders.

The internationa partnerships that have been forged are most often between countries sharing a border,
aswdl as culturd, language, and legd characteristics. The many partnerships between Canadian and
American enforcement agenciesis greatly facilitated by the shared traits of the two countries, as well as
crime problems that span the border. One of the most successful partnerships has been the Integrated
Border Enforcement Team (IBET) operating aong the U.S.-Canada border that straddles Washington
State and British Columbia The Cross-Border Crime Forum and the Binational Group on Cross
Border Tdlemarketing Fraud represent important joint initiatives at the strategic and policy level.

U.S. enforcement agencies, such asthe FBI, DEA, and U.S. Customs aso have dedicated a
considerable amount of resources to international enforcement, including partnerships with foreign
agencies. Perhaps the most remarkable development that has occurred only recently is the opening of a
permanent FBI office in Budapest. Nationa governments from around the world have relied on help
from foreign law enforcement agencies. However, by dlowing the FBI to open afully functioning office,
Hungary may have ceded more sovereignty than many other nations (the U.S. included) would ever
consider.

Alternative Approaches to Combating Transnational Crime

174
Final Report - March 31, 2000




The most ambitious attempts at multinationa enforcement has been undertaken in Europe through the
cregtion of Europol, an agency dedicated to increasing transborder enforcement and intelligence
partnerships. Europol has aso attempted to implement measures to expedite more efficient and
effective multilateral organized crime enforcement across numerous countries with differing languages,
lega systems, cultures, and crime problems.

The United Nations, as well as other internationa government organizations, such asthe FATF, have
aso undertaken sustained efforts at developing international legal and operational mechanismsto
overcome the differencesin nationd legd systems and facilitate grester and more efficient partnershipsin
the sharing of information, extradition, and joint investigations. Indeed, arguably the greatest chalenge
for TOC enforcement in the future will be forging and sustaining a greeter internationa cooperation and
coordination among foreign law enforcement and intelligence agencies. However, this god will remain
elusve, given the many barriers that continue to obstruct internationa cooperation and coordination in
organized crime enforcement.

Summary: International Enforcement Partner ships

Pros Essentid to combating transnationa crime; pooling of resources, expertise

Cons Numerous obstacles to internationa cooperation, including national sovereignty
concerns, differences in language, culture, and legd systems, and suspicions of
corruption in other countries; current level of transnationa cooperation amnong
enforcement agencies pales in comparison to cooperation among transnationa crime
groups

Best Practices Europol: Multilaterd efforts among a number of countries, including efforts to
overcome traditional obstacles to efficient and effective transnationd enforcement
United StatesHungary: Establishment of officid FBI offices in Budapest
Canada/United States: Integrated Border Enforcement Team

Canadian Canadian enforcement agencies have entered into a number of temporary and long-

Assessment term partnerships with foreign enforcement agencies, in particular those in the United
States. Thereisa continua need to expand on the partnerships with the United
States as well as source and trangt countries (for drugs, illega migrants, money
laundering). There also appears to be an increased need for multi-latera
partnerships, especidly in pursuing mechanisms to overcome legd and cultura
barriers to expedite more efficient and effective internationa cooperation.

4.2.3 Thelntelligence Function: Strategic and I nter-Agency Sharing

Law enforcement seeks to reduce global crime through arrests and successful prosecutions of TOC
leaders. Crimind intelligence is essentid to this effort because it provides both a strategic and tactica
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base for the targeting, interdiction, and prosecution of crime figures and the disruption of continuing
criminal enterprises.

While accurate, comprehensive, and timely intelligence has been a staple of law enforcement for years,
within the context of transnationa organized crime, it has suffered from two significant wesknesses: the
lack of inter-jurisdictiona sharing of information among enforcement agencies (especidly at the
internationd level) and ardaively week drategic intelligence component.

In Canada, dtrategic intelligence has often been forsaken for tacticd intdligence. This has partidly been
due to the emphasis on tactica operations and the lack of emphasis on long-term drategic planning in
organized crime enforcement. The sophisticated, continuing nature of TOC groups has meant that
enforcement operations must often be approached as along-term affair, which involves rategic
planning and resource dlocation based upon risk assessments. Strategic intelligence is particularly
important because it embodies many of the principles essentia to innovative and effective TOC
enforcement, including a proactive, preventative, coordinated, strategic, nationd and internationa focus.

Throughout the world, governments have created bodies through which nationd and regiona strategic
intelligence is developed. Agencies such as the United Kingdom's Nationa Crimind Intelligence
Searvice, the Audraian Bureau of Crimind Intelligence and the United States Drug Enforcement
Adminigtration Intelligence Program have placed a premium on drategic intdligence. Efforts by United
Nations agencies to conduct globa research projects on sgnificant and emerging organized crime
problems can aso potentidly make significant contributions to srategic enforcement efforts.

What these agencies also represent is an effort to collect, share, and pool information and intelligence
among various domestic law enforcement organizations. Thisis sgnificant because TOC enforcement
has dso suffered from alack of inter-agency intelligence sharing. This problem is especialy pronounced
in relation to the sharing of information among agencies from different countries.

In addition to the United Kingdom and Audtrdia, federd enforcement agencies in the United States have
coordinated domestic intelligence gathering and sharing through such inter-agency inteligence
cooperdtives as the El Paso Intelligence Center and the Financid Crimes Enforcement Network.

Aswith law enforcement in generd, one of the greatest obstacles to be overcome is the sharing of
information and intelligence among agencies on an internationd leve. The chdlenge for TOC
enforcement is how to share intdligence information among different agencies and across borders, while
ensuring thet the information and its source are adequately protected. Interpol has long been avictim of
the perception that information provided to this organization is shared too widely and may compromise
sources. Europol has perhaps emerged as a prototype for future intelligence sharing: aregiona body
with drict rules regarding the dissemination of source intelligence by member agencies.
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Any future enhancements to Canada s effort to combat TOC must place an increased emphasis on the
grategic inteligence function and the secure sharing of intelligence information domesticaly and
internationaly. This has dready been recognized. The RCMP Crimind Intelligence Directorate,
CFSEU, the newly-created RCMP Organized Crime Program, and the Crimind Intelligence Service of
Canada dl incorporate a strategic inteligence function and place a premium on the coordination and
sharing of information and intelligence among different sections or agencies.

Canadian enforcement and intelligence agencies dso actively share and recaive intdlligence information
from foreign counterparts, in particular American enforcement agencies. This has been buttressed by the
oversess presence of the RCMP, CIC, and CSIS intelligence specidists. The nature of transnationd
crime, and the need for a more strategic, coordinated, preventative, and cost-effective approach
demands that Canadian enforcement agencies continue to nurture foreign source intelligence and
emphasi ze the stationing of anaysts oversess.

A perceived obstacle to the sharing of intelligence by foreign enforcement agencies (and those in the
United States specificaly) with their Canadian counterpartsis the disclosure requirements dictated by
Canadian courtsin crimind trids. Interviews with law enforcement officids from both Canada and the
United States revealed a great reluctance on the part of U.S. enforcement agencies to share intelligence
with Canadian agencies for the fear that their sources will be reveded in Canadian courts. One of the
most sgnificant chalenges facing Canadain the internationa sharing of intelligence is how to address
perceived concerns that foreign intelligence sources will not be disclosed in Canadian courts.

Finally, there is a continual need for research to be conducted outside of law enforcement agencies,
using varied disciplines that may provide differing and indgghtful perspectives on the scope and nature of
organized crime and how it should be addressed. The use of such academic disciplines as economics,
sociology, systems theory, or palitical science may help provide a better understanding of this complex
phenomenon.

Summary: Thelntelligence Function

Pros Strategic intelligence and the sharing of information is the foundetion for a
coordinated and long-term effort to combat TOC
Cons Sgnificant obstacles exist to the sharing of intelligence, especidly at the internationd

leve; Inteligence can eadlly fdl into the wrong hands if disseminated too widdly;
TOC groups have developed sophisticated counter-intelligence

Best Practices  United Kingdom: Nationd Crimind Intelligence Service
Audrdian Bureau of Crimind Intelligence
Canada. RCMP Crimind Intelligence Directorate, Crimind Intelligence Service
Canada
United States: DEA El Paso Intelligence Center; Financia Crimes Enforcement
Network
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United Nations: Globd drategic research on sgnificant transnationd crime trends

Canadian Due to disclosure practices in Canadian courts, foreign enforcement agencies are

Assessment reluctant to provide information for fear of identifying sources in Canadian courts.
As such, there is a need to explore how concerns over Canada s disclosure
requirements can be addressed to facilitate increased international sharing of source
intelligence. There dso gppearsto be a need to utilize intelligence for more a
preventative focus and to expand TOC research beyond law enforcement to
different academic disciplines, gpproaches, and methods.

4.2.4 Multi-Sectoral Approaches

A comprehensive and strategic approach to combating transnational crime must extend beyond law
enforcement and include other key partnersin society. Indeed, despite the centra role that will aways
be played by crimind justice agencies, they represent Smply one level within society directly implicated
in the effort to combat transnationa organized crime.

One of the essentid partners that can contribute to combating organized crime is the private sector,
which is often on the "front ling" in the fight against anumber of transnationd crimind activities, including
money laundering, fraud, extortion, and smuggling. Currency and suspicious transaction reporting, which
places an unprecedented onus on the financial services sector to detect and prevent money laundering,
is an explicit recognition of the important role the private sector can play in asssting efforts to address
transnationd crimind activities

The pivota role of the private sector isincreasingly being recognized through the growing number of
partnerships between government and law enforcement agencies, on the one hand, and private sector
companies and associations, on the other. Within Canada, a number of public-private sector
partnerships have been pursued, including MOUSs between the RCMP and the banking industry, MOUs
between Canada Customs and Revenue Agency and private carriers and the Vancouver Port Authority,
and working groups between RCMP Customs and Excise Sections and the liquor industry, to name just
afew.

At theinternationd leve, the World Customs Organization has been at the forefront of effortsto

address smuggling through greater partnerships between nationd customs agencies and private carriers.
At the regiond levd, the European Commission and Europol have undertaken one of the most ambitious
attempts to forge a comprehensive strategy to combat transnationa crime through a coordinated, multi-
sectord forum involving the law enforcement sector, the crimind justice system, regulatory agencies, the
private sector, academia, and public adminigration.

In addition to these partnerships, many countries are beginning to become more aggressive in forcing the
private sector to assume greater internad controls to guard againgt their use by crimina organizations.
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For example, legidation has been introduced in many countries to mandate banking ingtitutions to detect
money laundering, while governments have pendized private carriersfor their rolein smuggling
operations. These initiatives can be seen as complementary to the more cooperative approaches.

Indeed, it isimperative that within Canada, there be continued emphasis placed on recruiting the private
sector and other key partners in combating organized crime. This must be placed in the context of
developing atruly nationd drategy with input from al relevant sectors of Canadian society.

Summary: Multi-Sectoral Approaches

Pros Law enforcement efforts greetly benefit from the private sector, which fillsan
important prevention and detection niche that can’t aways be addressed by law
enforcement.

Cons There is often areluctance by the private sector to dedicate appropriate

resources, violent nature of organized crime may pose risks in such a partnership;
organized crime may use internad congpiracies in private sector to capitdize on
partnerships with law enforcement.

Best Practices Canada - RCMP MOUs with Canadian Bankers Association, Canada Customs
and Revenue Agency (CCRA) MOU with private carriers and Vancouver Port
Authority; Industry Canada partnership with internet service providers.
Internationdly - World Customs Association MOU framework with private
carriers, European Commission/Europol Forum on organized crime prevention

Canadian Federdl agencies have undertaken a number of partnerships with key actors.

Assessment However, outside of the 1996 mullti-sectora forum sponsored by the Federd
Government, these partnerships have largely been ad hoc, with no underlying
strategy on the optimal role to be played by private sector. Thereisaneed to
continue to form partnerships between crimind justice agencies and private sector,
including identifying relevant private sector indudtries that should be involved and
exploring their optimal role.

4.3 Combating Transnational Crime Emergent Trends

4.3.1 Migrant Smuggling: Immigration Policy and Programs

In many respects, migrant smuggling has emerged as a microcosm for transnationa organized crime:
TOC groups have capitdized on profitableillicit services that are inherently transnationd in nature, while
using exigting smuggling “ pipelines’ and resources to fadilitate the trangport of and trafficking in people.

Some enforcement responses to migrant smuggling have dso come to symbolize the principles of
innovative transnationa enforcement gpproaches. One Canadian case study that exemplifies best
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practices in combating, not only in migrant smuggling but transnationd crimein generd, isthe oversees
enforcement work carried out by the RCMP Immigration and Passport Section and Citizenship and
Immigration Caneda.

RCMP and CIC-led enforcement operations that sem the flow of illegal migrants from source or transit
countries embody a number of the principles of innovative enforcement gpproaches. These operations
are proactive, in that they are based on intdlligence information that allows enforcement to anticipate a
problem, as opposed to react to it. It is preventative in that it stops the problem before it reaches
Canadian shores. It dso involves multi-agency cooperation among various countries. Findly, it is cost-
effective, in that the proactive, preventative enforcement gpproach isfar less costly than interdicting
migrant smuggling shipsin Canadian waters. The strategy of heading illegd migrants off & their point of
departure is cost- effective because it reduces the legd, medicd, socid, and adminigrative costs of illegd
migrants to Canadians. For example, it is estimated that the lengthy processing of anillegd migrant in
Canada (including the refugee claimant process, enforcement, socid services, etc.) costs an estimated
$50,000 annually. On average, it takes 20 months to process a claim, which brings the total to
approximately $91,500. Between 1996 and 1998, the RCMP estimates that their proactive overseas
efforts resulted in excess of 1,000 inadmissible migrants from entering Canada, saving taxpayersin
excess of $60 million (less the enforcement costs, which is afraction of thistotd).

The United States policy of boarding suspected smuggling ships in internationa waters dso represents a
cost- effective approach within the context of reactive interdiction efforts. Attempts by Audraiato
develop along-term, comprehensive plan on migrant smuggling, which includes preventative and
reactive measures, increased powersto law enforcement officias, multi-agency coordination, tregties
with source countries, legidative and operationa enhancements, and partnerships with the private sector
represents an important example of the development of anationa strategy to ded with a significant
transnationa crime problem. Thisimportant strategic approach is dso exemplified by the efforts of the
United Nations, which is ambitioudy attempting to empirically document the scope and nature of the
migrant smuggling problem, while testing and devel oping effective enforcement projects.

Summary: Migrant Smuggling Policiesand Programs

Pros Specific resources dedicated to combating escaating transnationd crime problem,
use of proactive, preventative, intelligence-based, multi-agency efforts.
Cons Limited resources restricts overseas stationing of Canadian enforcement officers

Best Practices Canada— RCMP 1&P Program; Citizenship and Immigration Canada |COs
United States - Policy of boarding suspected smuggling shipsin internationa weters
Audrdia— Nationd, comprehensive strategy to address escaating problem
United Nations - Strategic, empirica research and testing of effective enforcement
approaches
Canadian The RCMP and CIC have implemented innovative and effective migrant
Assessment enforcement smuggling strategies. U.S. policy of boarding suspected smuggling ships
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in international waters has been considered in Canada, but has been rgjected due to
concerns about legdity.

4.3.2 Environmental Crimes

Environmenta crimes undertaken by transnationd organized groups represent an increased internationa
threat due to the environmenta degradation that results from illegd and widespread dumping of waste
and the trade in endangered and protected species.

One of the most ambitious efforts to document and address this problem is being undertaken by the
United Nations through their exploratory study into the nature and extent of organized crime's
involvement in crimes againg the environment. This effort is sgnificant given the lack of information on
and undergtanding of the nature and scope of crimind organizations in environmenta crimes.

In Canada, efforts to address environmenta crimes have largely focused on wildlife smuggling through
inter-agency and multinationd efforts. Based on the evidence collected for this study, fewer efforts seem
to have been undertaken to address illegd dumping by crimina

organizations. Given thet illegd dumping by crimind organizationswill escalate in the future, as
environmenta controls are tightened, it isimportant that Canadian authorities begin to address the
problem more intensdly.

Summary: Combating Organized Environmental Crimes

Pros Dedicated resources and powers to ded with environmenta crime, especidly in the
area of wildlife smuggling; srong inter-agency coordination in North America

Cons Little is known about the scope of the involvement of organized crimein
environmenta crimes, which makesit difficult to develop appropriate enforcement
response.

Best Practices United Nations - Exploratory study to empiricaly document scope and nature of
problem
North America- Multilaterd efforts to address wildlife smuggling and trafficking

Canadian Little is known about the scope of the involvement of organized crimein

Assessment environmenta crimesin Canada. |mportant action has been undertaken by
Environment Canada to address wildlife smuggling. Transport Canada currently has
ggnificant adminidrative powers to potentialy ded with organized smuggling of
waste. However, in generd there is minimal dedicated resources to organized
environmentd crimes. Thereis a need for increase knowledge of the involvement of
crimind organizations in environmenta crimes, in particular illegal waste disposl.
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4.3.3 Internet-Based Transnational Crime

As the sophistication and international reach of the Internet grows, its use as a conduit for crimina
activities, including organized and transnationa crimind activities such as fraud and money laundering
will aso grow. Given that the Internet islargely unregulated and uncontrolled, combined with rapid
technologica advances and the legdl and sovereignty implications of its globa reach, enforcement of
Internet-related crimes will represent a significant challenge to policy makers and crimind judtice

agencies.

Within the United States, important efforts have been undertaken by relevant federd agencies, such as
the FBI and the Securities and Exchange Commission. These agencies have crested specidized units
and resources, including proactive work at identifying potentia fraud before they result in widespread
victimization.

The most ggnificant undertaking by the Federd Government in this area has been led by Industry
Canada, in concert with other federa agencies. The inter-department committee and proposed
drategiesis prudent as they recognize the need for a multi-disciplinary and multi-sectoral approach to
combat the dud (yet often digtinct) problems of illega content and offensive content. It o recognizes
the importance of acomprehensive and varied gpproach that avoids rdiance on the dmost impractica
task of government regulation of the Internet.

Summary: Combating Transnational Crime through the Inter net

Pros Increased resources, expertise, and coordinated action undertaken to address
Internet fraud and money laundering
Cons Internet provides numerous shields to fraudsters and hackers, fraud through the

Internet has escalated so rapidly that enforcement may not be able to catch-up; initid
enforcement efforts have been criticized as invading individuas privacy rights
Best Practices United States: Securities and Exchange Commission
Canada: Industry Canada
Canadian While dill only in the formative Stage, the multi- sectora, multi-pronged initiatives
Assessment proposed by the interdepartmental committee chaired by Industry Canada reflect
redigtic and practicd srategiesin addressing the complexities of controlling Internet
content.
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5 Conclusion

This research has identified a number of dternative and innovative approaches to combating
transnationd crime. Many of these gpproaches fal outsde of the traditiond enforcement efforts, while
others are geared toward enhancing traditiona enforcement efforts.

5.1 Principlesof Innovative and Effective Transnational and Organized Crime
Enforcement

While thisresearch is only exploratory in nature, a number of principles underlying innovative and
effective gpproaches to combating TOC can be gleaned from the case sudies. It isimportant to note
that due to the paucity of rigorous evauations, these principles are based largely on best practicesin
conceptud design or on sdlf-reported evauations by participating agencies. Some of the most important
principles of innovetive and effective approaches to combating transnationd crime are summarized
below.

1) Inter-agency cooperation and coor dination — Inter-agency cooperation and coordination has
emerged as the most important development in combating TOC in recent years. While most
coordination occurs between domestic law enforcement agencies, some of the more innovative and
effective partnerships have included partnerships between crimina justice agencies and other public
sector bodies (regulatory, policy, security intdligence, military, etc.) as wdl as multi- sectora
partnerships involving public, private, and NGO sectors. Some of the most innovative and effective
goproaches involve the creetion of new agencies that bring together personnd from existing crimina
justice agencies. To maximize the effectiveness of these partnerships, a multi-disciplinary approach
involving awide array of complementary professions and skills has been stressed.

2) Strategic approach, including a strong (strategic) intdligence function - The sophisticated,
complex, and transnationd nature of organized crime groups and activities demands that along-term
policy and enforcement gpproach be undertaken. Traditiond emphasis on “quick hits’ of lower
echelon members or seizures of illegal commodities have been replaced by sophisticated techniques,
such as undercover operations or financid investigations that target upper-echelon members and
seek to fully dismantle criminal organizations and operations. Law enforcement agencies that have
patiently nurtured source intelligence, collected information, developed long-term plans, coordinated
with other agencies and then conducted smultaneous operations have been the most successful in
targeting large, transnationa crime groups. In addition, many countries are increasingly developing
nationa and holigtic strategic plans to address the problem of transnationa organized crime.

Nationd drategic planning is an essentid component of a comprehensive gpproach that relies on the
use of different targeting foci (contraband, groups, routes, etc.), approaches (prevention,
deterrence, enforcement), sanctions (crimina, regulatory, civil), and key partners (public, private,
and NGO sectors). A drategic and comprehensive approach is an essential response to a complex
problem that is nationd and internationd in scope. Examples of countries and regions that have
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formulated comprehensive nationd plans include the United States (e.g. nationd and internationd
narcotics strategy; nationa and international money laundering enforcement strategy) Colombia(in
response to Sgnificant foreign aid and trade policies of the U.S.) the European Commission (which
is highly innovetive given the wide range of participants who have input into the plan and its
emphasis on prevention as well as enforcement) and Canada (including a nationd forum, workshops
on organized crime, and the creation of a Nationa Coordinating Committee).

Use of different (targeting) foci - Traditionaly Canadian law enforcement has attacked organized
crime through a commodity-based focus. Thisis exemplified by the RCMP s Federal Enforcement
Directorate, which includes such autonomous programs as Drug Enforcement, Customs and Excise,
Immigration and Passport, Proceeds of Crime, Commercid Crime, etc. The multi-faceted nature of
the products and services offered by many of the dominant transnationa organized crime groups
operating in Canada have forced the RCMP to complement this commodity-based targeting with a
focus on groups and networks that pose the greatest threat to Canadians. This gpproach
demondtrates the importance of the need for a diverse range of targeting. Innovative and effective
enforcement gpproaches should integrate a number of different, yet complementary targeting foci, all
of which are prioritized by risk and threat assessment and which become part of a strategic and
comprehensive gpproach to attacking transnationd crime. Specificaly, a normative, comprehensive
gpproach to organized crime should include the targeting of:

commodities (including contraband, services and illega product markets);

organized crime “genres’ (eg., Asan, Russan, biker gangs, etc.) and individua groups or
networks,

domestic geographic regions (e.g., cities, highways, border regions, etc.)

internationa geographic targeting (e.g., source and trangit countries, smuggling routes); and
vulnerable sectors of the economy (financia services sector, marine ports, construction
industry, tobacco and liquor industries, etc.).

Complement criminal enforcement with regulatory, civil, and administrative sanctions
Effective containment efforts have relied on the implementation and use of a variety of crimind, civil,
regulatory, and adminigtrative sanctions. Some of the most innovative gpproaches to organized
crime enforcement have taken place outside of the realm of policing. Regulatory enforcement in
particular has become an important component in some countries and has complemented law
enforcement through a strong proactive, preventative, and educationd role. Moreover, regulaory
sanctions can often be used in addition to or in lieu of crimind pendties. Complementing both
crimina and regulatory approaches are civil sanctions. Despite the controversy that has dogged it,
the RICO datute has enjoyed success in dismantling pervasive crimina organizations through civil
sanctions. Like regulatory enforcement, civil sanctions can be used to complement crimind
sanctions.
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3) Combination of prevention, deterrence, and enfor cement - Increesngly, reactive law
enforcement approaches have been complemented with measures that are preventaive in nature.
For the sake of this research, prevention in the context of combating transnationd crime has often
meant impeding organized crime groups, members, or activities from reaching Canadian shores.
With respect to money laundering, currency and suspicious transaction reporting is meant to be
preventative and to serve as a deterrent to money launderers (in addition to facilitating investigations
through the creation of paper trails). The role of regulatory agencies and private sector organizations
islargely one of prevention and deterrence. While not addressed by this research, thereisaso an
increased emphas's being placed on how crime prevention concepts and gpproaches (including
community-based, Situational, and socia development gpproaches) can be applied to organized
crime. In short, acomprehensive, strategic response to TOC involves complementing traditiona
enforcement gpproaches with prevention and deterrence.

6) Fully resourced - It isatruism that agencies with an ample supply of resources will generdly be
more successful than those with alimited supply. Innovations in enforcement efforts are often
determined by the leve of available resources. Within Canada, the IPOC units would not have
meaterialized across the country without specid federd program funding. Innovative smuggling
enforcement programs undertaken by the RCMP Customs and Excise program or Canada
Customs and Revenue Agency are contingent upon specid program funding provided through the
Anti- Smuggling Initiative. During the course of this research, participants from a number of
Canadian enforcement agencies lamented the resource shortages that curtailed their ability to offer
more innovative gpproaches.

7) Cost-effective - While fully resourced units are bound to be more successful, another important
characteristic of innovative and successful enforcement programs is that they pursue cost-effective
approaches. As a benchmark for innovation and success, cost-effectivenessis not smply afunction
of limited resources, but rather it reflects the fact that innovative approaches to combating organized
crime are often the most cost-€effective. Regulatory gpproaches that ensure preventative measures
arein placein the private sector are often much more cost-€effective that reactive investigative
gpproaches. Joint agency partnerships can be an extremely cost-effective approach to organized
crime enforcement through the pooling of resources. Migrant smuggling enforcement that shifts
resources to source countries has shown to be effective in interdicting illegd migrants and far less
cogily than processing illegal migrants once they have landed on Canadian soil.

5.2 Strengths and Weaknesses in Canadian Approachesto Organized Crime
5.2.1 Strengths

There are anumber of strengths, including innovative enforcement approaches, underlying recent
Canadian efforts to combat transnationa crime, including:
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increased inter-agency coordination among law enforcement agencies, as well as between
enforcement agencies and private sector organizations,

increased use of drategic intelligence, especidly in the operationd planning of police when
addressing sophisticated crime groups in Canada;

the recent introduction of new legidation, including anti-gang laws, corruption of foreign officids
laws, and suspicious transaction reporting laws,

increased nationa dtrategic planning and coordination by the Federd Government and individua
agendies, incdluding:

the 1996 Nationd Forum on organized crime, hosted by Solicitor Generd Canada and Justice
Canada, which brought together police, federd and provincid governments, the private sector,
the legd community, and academics to explore future Canadian enforcement;

the nationa Anti- Smuggling Initiative:

RCMP Nationd Organized Crime Enforcement Program;

Nationa Telemarketing Fraud Strategy Group;

1997 Regiona and Nationa Coordinating Committees on organized crime, made up of senior
members of police and provincid and federd governments;

Nationd srategy on immigration and organized crime (coordinated through CIC); and

the 1998 Joint Statement on Organized Crime between federd, provincid, and territoria
governments which underscores the need for partnerships.

increased drategic planning and coordination &t the provincid level, such as the crestion of the new
Organized Crime Agency in B.C. and the newly-created position of director of organized-crime
drategy in Alberta;

specid federd program funding to address enforcement priorities, such as proceeds of crime
enforcement and contraband smuggling; and

the existence of infrastructure, resources, powers and committed personnd within a number of
enforcement, regulatory, policy, and administrative agencies to address the problem of organized
and transnationd crime

5.2.2 Weaknesses
While Canadian approaches have increasingly incorporated many innovative principles, there sill exist a

number of sgnificant gaps in organized and transnationa crime enforcement. These are summarized
below.
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Thereisinsufficient emphasis on the use of regulatory, civil, and adminigtrative sanctions to combat
TOC in Canada;

Thereisinsufficient emphass placed on initiatives that serve to prevent and/or deter TOC activity in
Canada;

In many aress, law enforcement and regulatory agencies do not have sufficient resources to address
TOC, let dong undertake innovative initiatives that fal outside traditional enforcement approaches,

Within the context of a comprehensive nationd strategy, key partners other than law enforcement
agencies - such asregulatory agencies, the private sector, and academia- are under- utilized;

Thereis an over-rdiance on crimind justice research and definitions of transnationa organized crime
in Canada, while the utility of other relevant academic disciplines, such as economics, sociology,
systems theory, or political science, are under- utilized;

There has often been an inability by federal agencies to anticipate emerging trends and
developments in organized and transnationd crime. This particularly seems to be the case with
respect to tobacco smuggling, migrant smuggling, environmenta crimes, and Internet-based fraud.
Thisweakness in part ssems from past under- utilization of drategic intdligence in this country.

6 POLICY IMPACT ANALYSIS

This section congders the impact of the research findings and andlysis on future transnationd crime
enforcement policies and programs of the Federa Government. Thisincludes policy, program, and
research options that attempt to address the afore-mentioned gaps and weaknesses, while building upon
the strengths, innovations and effectiveness of current Canadian enforcement efforts. This section begins
by outlining some generd policy direction for the federd government, with some examples of specific
policy tools and programs. This s followed by recommendations for future policy research.

Thislist is not meant to be exhaustive. Moreover, these recommendations must be seen in light of the
fact that the research upon which they are based is exploratory in nature. Indeed, it is essentid thet
continued policy research be undertaken in order to better inform policy and program
recommendetions.

1) Continued Emphasis on a National Organized Crime Strategy - Thereis need for the federa
government to continue to develop and articulate a coherent, comprehensive, and inclusive nationd
drategy on (transnaiond) organized crime. This strategy should continue the important national
planning initiatives aready undertaken. Specificaly, anationa srategy plan should continue to:
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assess the nature and scope, aswell as current and future risks and threets, posed by organized
crime to Canada through srategic intelligence and empirica research;

take stock of and evauate existing enforcement efforts as well as evolving policies and
programs in the public, private, and NGO sectors,

examine the current and future capacity of dl key partnersin combating organized crime;
develop along-term, comprehensive plan, including measurable objectives and performance
indicators,

develop appropriate strategies that are comprehengive in nature (proactive/reactive,
prevention/enforcement, civil/regulatory/crimina sanctions, loca/regiona/nationd, etc.);
develop mechaniams to promote innovation and encourage participation by and partnerships
among al key players,

target high-risks groups, geographic areas, emerging crime trends, and vulnerable sectors of the
economy; and

provide appropriate resources for both the strategic planning and operations

Increased emphasis on coor dinated, integrated approach - Federa enforcement agencies
should continue to pursue formd and informa partnerships, not only among federal enforcement
agencies but dso with federa and provincia regulatory bodies. Moreover, federd agencies, such as
the RCMP and CCRA, should aso pursue partnerships with relevant private sector organizations,
epecidly in areas rdevant to transnationa crime, such asfinancid service intermediaries, carriers
and (marine) transport companies, port corporations, importersexporters, and immigration lawyers,
to name jugt afew. Innovative multi-agency and multi-disciplinary task force approaches, such as
the IPOC Units, the Cornwall Smuggling Task Force, and the Combined Forces Specid
Enforcement Units, should be viewed as templates for future TOC enforcement efforts. At ahigher
level, the Canadian government should continue to fortify partnerships on the internationd level with
other governments, in particular, the U.S. Government. Federd officids, including those from
Jugtice, Salicitor Generd, and CCRA, and Finance should gpproach rdevant provincia ministries
about increased coordination and cooperation.

Increased role for regulatory bodies- An expanded role for regulatory bodies in transnationd
and organized crime enforcement should be pursued. Emphasis should be placed on a proactive,
preventative agpproach that includes increased due diligence for business licences in this country,
factoring money laundering prevention into compliance examinations, rasing avareness, and
providing education and training to regulated industries. Particular emphasis should be placed on a
greater role of regulatory agencies responsible for the financial services sector, particularly those at
the provincid levd.

Mandate/encour age feder al/provincial regulatory bodiesto ensure compliance with new
transaction reporting requirements- OSH should be mandated with the responsibility to ensure
federdly-regulated companies comply with the reporting provisonsin Bill C-22. These provisions
should be factored into al compliance examinations administered by the OSFl. The OSFl should

Alternative Approaches to Combating Transnational Crime 188
Final Report - March 31, 2000



5

6)
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10)

a0 require regulated indtitutions to have sufficient policies and programs in place to address money
laundering. The federd government should encourage provincia regulators of financia inditutions to
adopt smilar measures.

I ncreased emphasis on proactive, preventative approaches- Policy, enforcement, and
regulatory agencies must explore approaches that place greater emphasis on prevention. A
preventative gpproach is centra to other recommended approaches, including multi-agency
partnerships, strategic research and planning, a greater for regulatory agencies, and an expanded
OvVerseas presence.

I ncreased emphasis on varied and complementary tar geting - The adoption by Federd
enforcement agencies of amore holigtic gpproach to targeting organized crime groups through risk
asessments, strategic intelligence and planning, and project-style task forces should continue and
be encouraged. This approach should complement the traditional commodity-based focus. In
addition, equa emphasis must be placed on targeting other high-risk and vulnerable areas including
specific markets (financia services sector, marine ports), domestic geographic regions (e.g. Cities,
border regions, etc.), and internationa geographic targeting (e.g. source and trangit countries,
smuggling routes).

Increased emphasison strategic (intelligence) - Given the focus on sophisticated organized
crime groups, thereis aincreased need to intensify the Strategic intelligence function of both law
enforcement and nationa security agencies. This intelligence should be complemented by empirica
research conducted by individuas and agencies outsde the crimind justice sector.

Provide incentivesfor innovation and inter-agency coordination - Asapart of, of in lieu of, a
national strategy on organized crime, the federal government should establish specid program
funding to encourage innovative approaches to organized crime enforcement. Police forces could
apply for specid program funding to undertake innovative projects or to target high-priority
organized crime groups. Receipt of funding would be contingent upon satisfying certain criteria, such
as the promotion of inter-agency partnerships. Alternatively, program funding could be specificaly
geared toward specific problem areas, such as the case with the Organized Crime Drug
Enforcement Task Forces or HIDTA program in the United States.

Explore the creation of new, specialized institutions for vulnerable sector s - The conception
of FINTRAC to contribute to the fight againgt money laundering sgnds that the Federd Government
is not adverse to creating new and specidized ingtitutions to address sgnificant TOC activities.
Similar initiatives should be explored for other vulnerable sectors of the economy, in particular
officid marine ports of entry and the Internet.

Exploreinnovative legidative approaches- Existing and new indtitutions should be provided
with legidative tools that provides the mogt effective and cost-effective tools to combat TOC.
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Emphasis should be placed on how civil sanctions can be gpplied to crimind offenders, while
respecting due process and the Charter of Rights.

11) Increased emphasison corruption issueswithin public and private sector s— Increased law
enforcement and regulatory measures inevitably force organized crime to resort to interna
conspiracies and corruption of public and private sector officids. For example, the creation of
mandatory reporting requirements will lead to more intensive efforts by crime groups to corrupt
officidsin thefinancia services sector in order to avoid reporting requirements. The Federd
Government must anticipate and minimize the corruption issues that will inevitably result from
intengfied enforcement effortsin Canada

12) Increased emphasis on over seas presence (in source and transit countries) - Federa
enforcement agencies should increase their international presence, especidly in source and trangt
countries. This should not only include the expansion of RCMP Liaison Officersand CIC
Immigration Control Officers, but the intelligence, operations, and internationd training functions
should aso be expanded. Other principles of innovative enforcement, such as multi-agency
partnerships, afocus on high-risk crime groups, strategic planning, diverse targeting, and
preventative gpproaches, should be emphasized when gtationing federal enforcement personnel
overseas. Many of the principles of innovative and effective TOC enforcement can be integrated
into specidized task force enforcement units - Combined Overseas Forces Special Enforcement
Unit (COFSEU) - that can be located oversess, particularly in source and trangit countries. These
proposed overseas task force units continue the current momentum of stationing Canadian
enforcement officials overseas and build upon many of the principles of the CFSEU and the RCMP
|1& P and CIC overseas operationa and intelligence activities. Some of the proposed tenets of these
proposed unitsinclude:

Over seas presence - The units would be located in source and transit countries and would
work in close collaboration with local and nationd police agencies. Canadian officers would not
have full police powersin the country but would rely on a close working relationship with
domestic police.

Coordinated and integrated inter-agency, multi-disciplinary approach — These units
would embody atruly coordinated gpproach among dl relevant Canadian and foreign
intelligence, enforcement, and regulatory agencies, including: RCMP (Crimind Intelligence
Directorate, Immigration and Passport, Customs and Excise, Drugs, Integrated Proceeds of
Crime, and Commercia Crime); large municipd forces (Toronto, Vancouver, Montredl),
Citizenship and Immigration Canada, Canada Customs and Revenue Agency, Crimind
Intelligence Service Canada, Canadian Security Intelligence Service. Enforcement personnel
from the source country would also be part of the integrated team.

Preventative — The units would place particular emphasis on preverting crimind figures

Alternative Approaches to Combating Transnational Crime

1
Final Report - March 31, 2000 %



activities, or commodities from reaching Canada by obstructing their departure from source or
trangt countries or while in trangt.

I ntelligence - The unitswould have a srong inteligence function that involves nurturing
indigenous source intelligence and gethering information in tandem with the domestic law
enforcement community of the host country. The physical presence of Canadian enforcement
and andyticd personnd in the source and trangt countries will facilitate the ability of Canadian
agencies to screen information for reliability, validity, and accuracy.

Varied targeting - Emphasis would be placed on targeting crimina groups that pose a
particular threat to Canada, such as Eastern European, Asan, Nigerian, or Itaian crime groups.
Secondary emphasis would be placed on targeting contraband, and smuggling and transport
pipelines between the source or trangt country and Canada.

Cost-effective — The greatest potentia benefit to be ddivered by thisunit isthat it can
potentidly be the most cost effective gpproach to combating TOC for the federd government.
The costs of enforcing, processing, prosecuting and then jailing crimindsin Canada gregtly
exceed the (preventative) operationd and intelligence expenses that would be incurred by the
unitsin the hogt countries.

6.1 FuturePolicy Research Considerations
Future policy research is encouraged in the following aress:
Innovative legislative appr oaches

conduct further research into innovative legidative approaches worldwide (civil, crimind, and
regulatory)

monitor U.S. RICO amendments and the application of the Organized Crime Prevention Actin
South Africa

explore the possible replication of the civil forfeiture provisonsin the context of crimina
proceedings in Canada

research how exigting federd, provincid and municipa civil and adminidrative laws and regulations
can be used to combat TOC in Canada

Conduct formal evaluations of TOC enforcement in Canada
develop rigorous eva uation mode s for application to transnationa organized crime enforcement in

Canada
monitor and evaluate traditiona and innovative gpproaches to TOC enforcement in Canada
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Conduct primary research into innovative approaches

build upon this exploratory research by conducting intensive primary research of asdlect few case
gudies that can beredigticaly implemented in this country
integrate this research with formal enforcement eva uations conducted in Canada

Coordination and Cooper ation

place emphasis on conducting (evaluation) research of multi-agency partnershipsin Canada, with
comparisonsto traditiona unilatera enforcement efforts

conduct research that addresses such questions as what can be done to increase cooperation
between: police agencies, police and regulatory/policy/adminigrative agencies, the public and
private sectors, and internationally

Regulatory agencies

conduct research to identify the optimal role to be played by regulatory agenciesin combating TOC
address such key questions as. Which agencies should be involved? Whét role should they play?
What incentives are needed to increase efforts by provincia regulatory agenciesin this area?

Preventative Approaches
better define what congtitutes * prevention” in the context of containing organized and transnationd

cime
conduct research into the application of preventative gpproaches to combating TOC

Vulnerable Sectors

conduct policy research examining the most appropriate gpproaches to highly vulnerable sectors of
the economy, such on marine ports and the Internet

New Ingtitutions

Explore the need to create new ingtitutions, including:

=  Combined regulatory/enforcement agency for vulnerable sectors
= Nationd organized crime enforcement agency

= Nationa organized crime prosecution agency

= Nationd Anti-Corruption Commission
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