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April 14, 1999








To The Members of 


Canadian Portable Contribution Consortium Inc. (CPCC)


Dear Members:


This document is designed to provide guidance to the members and their auditors related to the completion of the compliance audits of the controls over the processes generating the information report by the members to the Central Funds Administrator (CFA).  


If you have any questions or comments regarding this plan our any other matters, please feel free to contact Ken MacLeod at (902) 421-3228.





Yours truly,





�


David J. Boomer
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Incumbent Auditors’ Reporting Requirements


Under the terms of the agreements between the Central Funds Administrator (CFA) and each of the Local Exchange Carriers (LEC’s), the LEC’s are required to have their Auditor conduct a full compliance audit of the control mechanisms used by each LEC to record and verify information required to be reported by each LEC to the CFA.  This requirement has been interpreted to mean that the LEC’s are required to have their auditors report on compliance in accordance with Section 5900 of the CICA Handbook. The audit reports are to be provided to the CFA.  Section 4.03(c) of the agreements between the CFA and the LEC’s provide details of the audit requirements.  The CPCC is working with the CRTC to modify and clarify the requirements of this section.  In particular, the CPCC anticipates that the CRTC will agree to having the initial 5900 compliance audit, for each LEC, completed no later than December 31, 1999.  





The purpose of this document is to develop guidance and consistent control objectives for LEC’s and their auditors for purposes of audit planning and execution. The anticipated outcome of this exercise will be a level of consistency over the development of control objectives by LEC’s and their auditors. To facilitate the development of consistent controls and objectives, Ernst & Young has been requested by the CPCC to prepare this document.  





This document is not intended replace the planning required by the auditor to ensure that they comply with professional standards.  The processes, systems, control functions and documentation requirements at each LEC will be unique; therefore, the auditor must plan and execute their audit based on the particular situation in accordance with Section 5900 of the CICA Handbook.  





In preparing for these audits, the auditor should familiarize themselves with the following documents:  


Central Fund Administration Agreement & First Amending Agreement:  This agreement specifies the reporting requirements of the LEC’s.  The audit requirements are contained in section 4.03(c).  Another section of the Agreement that auditors should be aware of is 4.05 which covers the LEC’s compliance with the Code of Conduct and the auditors requirement to report on non-compliance.


Unanimous Shareholders Agreement (Consortium Agreement)


CFA LEC Instruction Manual


CRTC Telecom Decisions 97-8, 07-9, 97-18, 98-1, 98-2, 98-6, 98-12, 98-17, 99-01


Tariffs covering contribution rates





All audit fees of the incumbent auditors will be the responsibility of each LEC.


In defining the control objectives, we are looking for feed back from the LEC’s and their incumbent auditors to help develop a consistent approach to the compliance audits.  All comments or questions may be directed to Ken MacLeod of Ernst & Young at (902) 421-3228; by fax at (902) 420-0503 or e-mail at ken.h.macleod@ca.eyi.com.


Guidelines for Compliance Audits


The CRTC has included a requirement for a compliance audit in the regulations covering LEC’s to ensure that all LEC’s had a consistent level of controls in place.   


General Approach


Documentation of Processes


Under the terms of the agreements between the CFA and LEC’s, the LEC’s are required to report monthly, the information contained in Appendix A.  The compliance audit is intended to report on the controls in place at each of the LEC’s over their processes which generate this information.  The initial step would therefore be to document the processes that generate the specific information required.  





Identification of Control Objectives


Once the processes have been documented, the control objectives should be developed.  The control objectives would be designed to ensure that the information provided by the LEC is accurate.  





For purposes of the compliance audits of controls, it is preferable to have a consistent level of controls in place at each LEC.  Given the nature of the LEC reporting requirements and our understanding of the typical processes that would be required to generate this information, we have developed some examples of the types of control objectives that we would anticipate being covered by the compliance audits.  These are presented in Appendix B.





The systems and processes in place to generate the information being reported to the CFA will be different for each LEC.  The LEC and their auditor must, therefore, develop the control objectives appropriate for the particular LEC based on their processes.





Documentation of Controls


Based on the control objectives developed, the LEC and their auditor must identify the controls in place that enable them to achieve the specified control objectives.  The specific controls in place at each LEC will likely be significantly different depending on their processes and specific procedures performed. 





Audit


The auditor would then conduct their audit in compliance with section 5900 of the CICA Handbook.  Specifically, the auditor would provide an opinion on the design and existence of control procedures at the LEC.  The auditor would determine whether the control procedures were suitably designed to provide reasonable, but not absolute, assurance that the stated internal control objectives of the system were achieved and whether the control procedures existed as at a point in time. 
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INFORMATION AND DATA TO BE PROVIDED BY LECs TO CFA IN RESPECT OF EACH REPORTING PERIOD





Under the terms of the agreements between the CFA and LEC’s, the LEC’s are required to report monthly, the following information to the CFA:  





(A)	Contribution applicable to contribution eligible conversation minutes of use:





	-	the number of contribution eligible minutes of use during the relevant reporting period, the applicable contribution rate(s) (as determined from time to time by the CRTC) and the Billable Contribution of such LEC (as calculated by such LEC):





		-	by ILEC territory


		-	by Preferred IXC and total of all other inter exchange carriers


		-	by originating/terminating


		-	by peak/off-peak





(B)	Contribution applicable on a per circuit basis:* 





	-	the weighted average number of circuits**, the applicable contribution rate(s) (as determined from time to time by the CRTC) and the Billable Contribution of such LEC (as calculated by such LEC):





		(i)	for WSP interconnecting circuits


			-	by rate category (to be determined by proceeding initiated by Telecom�		Order CRTC 97-590)


			-	by ILEC territory


		(ii)	for Canada-United States circuits


			-	by ILEC territory


		(iii)	for overseas access circuits


			-	by ILEC territory


		(iv)	for line-side connections


			-	by circuit-group size


			-	by ILEC territory





 (C)	Network access services:





	(i)	the number of Residential NAS in service as at the end of the relevant Reporting Period


		-	by Band


		-	by ILEC territory





	(ii)	the total number of network access services as at the end of the relevant Reporting Period (for verification purposes)


		-	by ILEC territory
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Examples of Control Objectives


The following are examples of control objectives that we would anticipate being appropriate for the compliance audits. The systems and processes in place to generate the information being reported to the CFA will be different for each LEC.  The LEC and their auditor must, therefore, develop the control objectives appropriate for the particular LEC based on their processes.  The following examples can be used as a basis in the development of the control objectives for each LEC.  





a) General Computer Environment Control Objectives


Controls implemented by the LECs over their generation of the data reported to the CFA cannot be relied upon if the computer environment in which they are operating does not have an appropriate level of controls. Some examples of the environment controls that would be expected are as follows:


System access: Access controls are exercised at the platform and application to adequately address the integrity and confidentiality of software and data;


Disaster recovery/Business Continuity Planning: Backup and recovery procedures are implemented and run in a manner that supports day-to-day operations as well as the business continuity plan.  The BCP is tested on an annual basis and updated as necessary for changes to technology, software and data requirements;


Facilities management: Physical and environmental controls are implemented and supported by management procedures which mitigates risk of damage to hardware, network components, software, and data to an acceptable level;


Communication: Network controls and management procedures are established which provide reasonable assurance over the integrity and confidentiality of data as it is transmitted over the telecommunications network;


Program Change Controls: Procedures, logging  and management practices are established and provide an acceptable level of control over development, testing, implementation and maintenance of computer software, hardware and network components;


Problem Management: Management facilities are established and operational which allows for the capture, tracking, resolution and measurement of problems as it applies to information systems; and


Operations Management: Evidence of management practices, organizational structure, and IS resource planning exist and are being carried out in support of information systems.


�
b) Contribution Eligible Conversation Minutes of Use  (Refer to diagram)


The diagram on the next page provides a high level overview of a typical process for capturing long distance information.


Based on this typical process, below are some examples of the control objectives that would be expected: 


Call Capture


Switch Security:  Controls exist to prevent or detect unauthorized physical or logical access to switches including log review and follow-up of unauthorized access;


Transmission of switch data:  Controls over the transfer of switch data (either physical controls over transfer of tapes or electronic transmission) to ensure integrity and reliability of transmittal including back-up and recovery process from the switch to the call processing system;


Retention of Switch Data:  Controls to ensure that the data retrieved from the switches is properly secured and retained;


Switch Software Maintenance:  Procedures in place for testing, implementing, and maintaining switch software;


Changes to Switch Software:  Controls exist to ensure that only authorized and tested changes to switch software are introduced to switches and other relevant network elements; and,


Data reconciliation:  Procedures exist to ensure that data obtained from the switches and transferred into the call processing/billing  system is accurate and complete.


The form of the information reported by the LECs’, for which the above control objectives are intended, include the number of contribution eligible minutes based on the ILEC’s local and toll calling boundaries during the relevant reporting period, the applicable contribution rate(s) (as determined from time to time by the CRTC) and the Billable Contribution of such LEC (as calculated by such LEC):


by ILEC territory;


by Preferred IXC and total of all other interexchange carriers;


by originating/terminating;


by peak/off-peak.
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Contribution Rating


Classification of calls:  There are adequate controls over identifying the Contribution Eligible Conversation Minutes of Use from the switch data and the classifying of minutes as 


peak/off peak 


by ILEC territory


by Preferred IXC and total of all other interexchange carriers


by originating/terminating


and trunk side/line side.


Control objectives for classification of calls should also consider the controls over the process for establishing the criteria for the above classifications and how these are implemented in the systems.


Data reconciliation:  Procedures exist to ensure that data obtained from the switches and input into the rating process is accurate, complete, and that all valid records are included;


Report Generation:  Controls over the generation of the reports of call data that ensure the required information is accurate and complete, and


General Computer Controls: Logical access, program change, back-up and recovery controls are in place to ensure call processing applications and data are appropriately secured (see part A above)


Customer Billing System


New Customers and Customer Updates:  Controls over the creation and update of  customer accounts including line information, address, etc.;


Data reconciliation:  Procedures exist to ensure that data obtained from the switches and input into the billing system is accurate and complete; and,


General Computer Controls: Logical access, program change, back-up and recovery controls are in place to ensure call processing applications and data are appropriately secured (see part A above).


�
c)  Residential NAS  (Refer to diagram)


The  LECs will likely generate information on the numbers of total and Residential NAS (Network Access Services) from their customer billing systems.  Thus, the LECs would have appropriate controls over the updates to the billing system, and ensure there are controls in place to reconcile the billing data with the switches.  The processes in place could be highly automated or may be manual.  Thus, the specific control procedures in place would vary depending on the nature of the process in place at a particular LEC.  Below, are examples of the type of control objectives we would expect to see in place at the LEC:


Updating:  Controls over adding new accounts or updating the switch data and billing system;


Residential vs. Business NAS:  Controls are in place to ensure the cataloging of NAS as residential or business is appropriate:


Assignment to Bands:  There are controls to ensure that the assignment to Bands is consistent with the CRTC rules.  This is generally based on the subscriber’s residence address but may be different if the NPA-NXX is not consistent with the residence address.  (The CFA agreement provides instructions for the assignment of NAS to Bands, see Appendix C.  The controls should be appropriate to ensure compliance with these instructions.);


Reconciliation of NAS:  Ongoing procedures to ensure that customer billing system information is consistent with NAS data from the switches; and,


Verification of Reports:  Procedures are in place to ensure the reporting of total NAS and NAS by Band is complete and accurate.


The form of the information reported by the LECs’, for which the above control objectives are intended, for Network Access Services include:


the number of Residential NAS in service as at the end of the relevant reporting period by Band and by ILEC territory; and


the total number of network access services as at the end of the relevant reporting period (for verification purposes) by ILEC territory. 


�
� EMBED Word.Picture.6  ���





�
d)  Cross border and WSP circuits


The LECs may generate information on their circuits from their customer billing and Carrier Access systems.  Below are the control objectives one would expect to see in the place at the LECs:


Updating:  Controls over adding new circuits or updating the Carrier Access oblique billing systems; and,


Reconciliation of Circuits:  Ongoing procedures to reconcile the Carrier Access oblique billing systems to agreements in place with interconnection companies.


Note:  As of April 1, 1999, the LEC’s will be reporting minutes of use for cross border circuits consistent with the contribution mechanism for domestic traffic of competing long distance service providers.  Thus, after April 1, 1999 control objectives for cross border traffic would be similar to the objectives discussed above under “Contribution Eligible Conversation Minutes of Use”.  





e)  Timely and Accurate Reporting of LEC Data to the CFA


It will be necessary to verify that controls exist to ensure that the summarization of the data from the various sources is done accurately, reviewed by the LEC management and submitted on a timely basis.  Further, the auditor will need to verify that any errors or omissions as identified are amended on a timely basis upon review and approval by LEC management, and verify the supporting data and related explanations.  The objective of these procedures is to ensure that the cash settlements are accurate and timely and not part of the late payment and interest process.
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RULES FOR ASSIGNING RESIDENTIAL NAS TO BANDS


For purposes of the monthly reports submitted to the CFA, the LEC’s are required to report their Residential NAS by Band.  Under the terms of the CFA agreement, the Residential NAS is to be assigned to Bands based on the following rules:





Where the location of the subscriber’s residence and the location of the exchange associated with the subscriber’s NPA/NXX are both within the same Band, the Residential NAS shall be assigned to that Band;


Where the location of the subscriber’s residence and the location of the exchange associated with the subscriber’s NPA-NXX are in different Bands, the Residential NAS shall (normally) be assigned to the Band that has the lower subsidy;


Where a Residential NAS is served by an NPA-NXX which serves areas in more than one Band, the Residential NAS shall be assigned to the Band in which the residence of the subscriber being served by the Residential NAS is located; and,


Exceptional circumstances may be referred to the CRTC for determination.





*  Note:  As of April 1, 1999, LEC’s will be calculating their contribution on a per-minute basis for international traffic consistent with the contribution mechanism for domestic traffic of competing long distance service providers.  Thus, after April 1, 1999 the reporting by the LEC’s will be minutes of use for international traffic rather than the circuits described here.  


** the weighted average number of circuits shall be determined by multiplying (a) each circuit quantity by (b) the number of days in the Reporting Period that the circuit quantity was in service, and dividing the sum of these products by the number of days in the Reporting Period
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