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Develop guidelines for the use of Account Passwords on LSRs.  This guideline should define when the use of a password is acceptable on LSRs, the criteria for rejects and the processes to determine the validity of a service order request without having the password provided.

Background:

The issue of account passwords was introduced by Bell Canada at a BPWG meeting of Sept. 15th-16th, 1999, to accommodate a Bell practice that predates the introduction of local competition. At the time, Bell explained that it infrequently offers to assign an account password when a residential customer contacts the Bell Business Office with a serious complaint regarding unauthorized access to account information or unauthorized changes to the customer’s services.  The serious circumstances (e.g. domestic disputes) that lead to some of the complaints was noted.

In the follow-on discussion, BPWG participants agreed on an interim basis that a Current LEC may require an account password on an LSR to protect the customer’s interests.  The New LEC was to be called by the Current LEC to provide a password where it was missing from an LSR.  An LSR was not to be rejected or jeopardized, however, by the absence of a password in these cases.  Furthermore, broad use of passwords by a LEC across most customer accounts was not to be accommodated in the same manner.

Following over a year’s experience with the interim policy, Bell Canada again raised the topic at a meeting of the BPWG on Jan. 18, 2001.  Bell had two concerns that it wished to address:

· The existing (interim) policy had been documented only in the minutes of a BPWG meeting and front-line staff was unaware of it and/or unable to access it.  Bell urged that the BPWG document an industry policy on account passwords in the Canadian Local Ordering Guidelines (C-LOG). 

· The increasing reliance on electronic interfaces to handle large order volumes and the desire for reduced service intervals was making it impractical for a Current LEC to call a New LEC when a password is missing or invalid on an LSR.  As a result, Bell unilaterally implemented a process where the message of an invalid or missing password is communicated through the standard LSC process (i.e. the LSR is rejected and should be resubmitted by the New LEC with a correct password).  Bell noted that the BPWG had reached a similar conclusion with respect to the topic of validation of end-user information.

As a result of the Jan. 18, 2001 discussion, the BPWG added the development of industry guidelines on passwords to the list of C-LOG action items.  The C-LOG currently has no provision for the handling of passwords, nor is there any existing field on the LSR that is specifically assigned for the exchange of a password.  The REMARKS field is currently being used for this purpose as an interim measure, but not a desirable long-term solution, pending resolution of this issue.

In July 2001, CNCI identified a concern to Bell Canada regarding the number of LSRs rejected by Bell due to missing or invalid passwords, particularly in Ontario.  In July 2001, CNCI experienced 112 password rejections in Ontario.  By November 2001, with the increased volume of CNCI residential orders, the number of password-related rejections had more than doubled and represented approximately 20 percent of all LSR rejections.  [Note: Bell has explained that more frequent usage of passwords among Ontario residents appears to account for the significant difference between Bell password rejections in Ontario and Quebec.]  Of further concern to CNCI was the lack of a workable solution when a customer forgets a password.  As a result of CNCI-Bell bilateral discussions and industry review:

· BPWG participants agreed to develop industry guidelines on a fast-track basis in support of a new CNCI-sponsored TIF on this subject.

· Bell Canada agreed to review its business practices to find a more acceptable solution to a forgotten password while continuing to provide reasonable consumer safeguards.

With respect to the latter point, Bell Canada has recently revised its LSR process.  When a password is invalid or missing, Bell rejects the LSR but identifies one or more details from the customer’s account (e.g. driver’s license number, credit card number, or S.I.N. (when volunteered by the customer)) that will be accepted in place of a password.  This approach is consistent with Bell’s retail practices.

For the awareness of the Commission, other ILECs currently apply the following practices with respect to account passwords:

· Aliant Telecom: Passwords are assigned to customer accounts only at the request of the end customer.  Passwords are infrequently used for both residential and business customers.  Since a password is manually recorded, the manner is which it is noted may be inconsistent.  As a result, password verification may also be inconsistent.  Where an account password is detected, an LSR will be rejected if it does not provide a correct password match.

· SaskTel: SaskTel does not currently use account passwords, although customers have occasionally requested such an arrangement and processes may be implemented in the future.  Pending the outcome of CISC discussions, SaskTel CSG will not be requesting a password when processing LSRs.

· MTS: MTS assigns passwords largely to residential accounts in serious situations.  LSRs must provide a correct password should one exist on an account.

· TELUS:  TELUS assigns identification numbers to some customer accounts, but does not require nor validate the customer PIN on an LSR.

Account passwords are used almost exclusively in the residential sector.  Currently, CNCI (operating in both Bell Canada and TELUS territory) and Eastlink (operating in Aliant territory) are the two primary CLECs serving the residential marketplace.  CNCI's operation in Bell Canada's Ontario market is receiving the vast majority of password-related LSR rejections, a few in Quebec and none in TELUS's territory.  Eastlink has received only one password-related rejection from Aliant.  

While BPWG participants agree that an industry guideline on account passwords is required, they have been unable to reach consensus on the approach. The BPWG requests that the Commission resolve this issue:

Some participants believe that an LSR should not be rejected on the basis of a missing or incorrect password. These participants argue that:

· Current industry rules (i.e. in the C-LOG) with respect to the validation of end-user information on LSRs provide appropriate authentication of the end-user account.

· Current industry rules (i.e. in the C-LOG) with respect to the requirement for the New LEC to obtain end-user authorization provide sufficient safeguards against unauthorized transfer of service ("slamming").

· The use of passwords on local accounts is analogous to the use of the PIC Restrict feature on long-distance accounts that was disallowed by the CRTC in an Aug. 16, 1995 letter decision (during a time when LD competition was more evolved than the current residential local market).  In Telecom Order CRTC 97-514 (Apr. 16, 1997), which upheld the letter decision against a NBTel “review and vary“ application, the Commission determined that:

· "…. in the current environment, the existing safeguards constitute an appropriate balance between protecting the consumer and ensuring the health of the competitive market."

· "While recognizing that unauthorized PIC changes do occur and that PIC Restrict could have value for some customers as a means of preventing unauthorized PIC changes, the Commission remains of the view that the benefits of the feature are outweighed by the harm it might cause to the competitive marketplace.”

· The use of a password to prevent a LEC from porting-in a customer is an artificial barrier to entry in the residential local market.  The benefits of a password are not circumvented by the LEC acquiring the customer.

· In light of the above, the industry guideline should prohibit a Current LEC from rejecting an LSR on the basis of a missing or incorrect password.

Other participants believe that the industry should acknowledge the situations that have given rise to the use of account passwords.  These participants argue that:

· The industry needs to retain reasonable consumer safeguards to protect against serious incidents of unauthorized service changes and access to customer accounts.

· Unlike the PIC Restrict feature:

· The use of passwords predates, and is unrelated to, the introduction of competition, and can and should be maintained as a viable industry practice.

· Customers do not have to contact the current local service provider to switch service to a competitor.  Therefore, some of the conditions that raised CRTC concerns in the PIC Restrict proceeding (e.g. customer reluctance to contact the current service provider, opportunity for the current provider to solicit the customer's business) are not present in the password context.

· On the basis of the above, the industry guideline should permit a Current LEC to reject an LSR when a password is invalid or missing, providing that the Current LEC also identifies one or more details from the customer’s account (e.g. driver’s license number, credit card number) that will be accepted in place of a forgotten password.

In an effort to provide as complete a record as possible to ensure a quick resolution of the issue, the BPWG has solicited comments from the Public Interest Advocacy Centre (PIAC).  PIAC’s views are:

· Password account protection is an important feature for some customers, and should therefore be available upon request.  Such protection should cover any changes to an account, including transfers to other service providers.

· An efficient process needs to be put in place to substitute for passwords where invalid or missing.  PIAC is not comfortable with Bell's approach of using credit card, Drivers licence no., or SIN, both because of privacy implications and because it will not necessarily stop unauthorized activity.   The current LEC should use a customer-defined question/answer, which is a common practice in ecommerce for dealing with forgotten passwords.

· Password account protection should continue to be available only upon request by the customer, and hence should not become the norm.  It is important that the process for authenticating LSRs with password protection be as streamlined as possible so as to minimize costs to the New LEC. 

The Commission’s decision on this issue will be included in a C-LOG Bulletin to update the Overview section of the guidelines.  This Bulletin will be posted to the CISC BPWG website.

Recommendations:

The BPWG recommends that the Steering Committee (SC) adopt this report, and that the Commission resolve the area of non-consensus.

The BPWG requests that the CRTC also consider and determine how LECs should deal with an installed base of customers in addition to the general policy on the use of account passwords on a going-forward basis.

The BPWG urges the Commission to provide a speedy decision on this issue to enable the parties to develop explicit guidelines and implement work process changes as soon as possible.
Further Activities:

The BPWG will complete the task with the issuance of industry guidelines once a Commission decision has been issued.
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