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Task Description(s): 


Develop guidelines for the use of Account Passwords on LSRs.  This guideline should define when the use of a password is acceptable on LSRs, the criteria for rejects and the processes to determine the validity of a service order request without having the password provided.

Background:

The BPWG’s Jan. 18, 2002 report, BPRE034a, was approved by the CISC Steering Committee on March 8, 2002 and forwarded to the CRTC for resolution of the non-consensus.  The Commission issued Telecom Decision CRTC 2002-42 on July 26, 2002 directing all ILECs, in cases of missing or invalid passwords, to accept a signed LOA as proof of customer consent for the transfer of password-protected accounts.

As identified in BPRE034a, the BPWG is now completing its task by applying the Commission’s decision on this issue and proposing changes to:

· the Customer Transfer Schedule (Schedule H) of the MALI

· the Overview section (Section 1) of the Canadian Local Ordering Guidelines (C-LOG).

Recommendations:

In its Jan. 18, 2002 report to the CRTC, the BPWG requested the Commission to determine whether current industry rules are sufficient for handling the transfer of a customer account between local service providers (LSPs) when the account has been singled out for additional protection by use of a password.   These current rules consist of the validation of end-user information on LSRs to authenticate the end-user’s account and the requirement for the new LEC, under some conditions (e.g. outbound marketing), to obtain proof of customer authorization to safeguard against unauthorized transfer of service ("slamming").  Industry participants had long ago reached consensus that the routine assignment by an LSP of unique identification numbers (e.g. PINs) to each of its customer accounts is an administrative practice that is not password protection as addressed by this consensus report.

In Decision 2002-42, the CRTC indicated that the unavailability of an account password “should not prevent the transfer of a customer’s password-protected account where an alternative means of authorization can be found”.  The Commission found that a signed letter of authorization (LOA) “is an effective alternative to the customer’s provision of the account password”.

Industry procedures, as detailed in the CRTC-approved Customer Transfer Schedule (Schedule H) of the Master Agreement for Local Interconnection Between LECs (MALI), endorse four methods for confirming a customer’s order as proof of a customer’s consent to transfer service:

1. Written Order Confirmation

2. Oral Order Confirmation, verified by an independent third party

3. Electronic Order Confirmation, through the use of a toll-free number

4. Electronic Order Confirmation, via the Internet

These procedures are currently required whenever the new LSP initiates contact with the customer in order to provide local service to the customer where the new provider will terminate service being provided to the customer by another LSP.

Under the current rules, proof of customer authorization is requested from the new LSP whenever the customer local transfer dispute process is invoked, regardless of which party (customer or LSP) initiated the original contact.  Proof of customer authorization is not exchanged between the new and current LSPs along with the customer transfer request.

It is assumed, based on discussions with CRTC staff, that the attached proposed changes to the Schedule and C-LOG are consistent with the intent of Decision CRTC 2002-42.  In particular, it is assumed that all four methods of order confirmation set out in the document are acceptable in the case of a missing or invalid account password, and that the Commission does not require the new LSP to provide this proof of customer authorization to the current LSP along with the customer transfer request.

In the attached revision to the Customer Transfer Schedule, the BPWG has extended the requirement for order confirmation to cases where the customer’s account with the current LSP is password-protected and a password is missing or invalid on the new LSP’s customer transfer request.

In the attached addition to the C-LOG, the BPWG has identified when and how password information should be exchanged and verified between local exchange carriers (LECs).  In particular, the current LEC must identify on its order confirmation to the new LEC whether a required account password is missing or invalid on an LSR.  When an account password is missing or invalid, the new LEC must complete the order confirmation process.

The BPWG recommends that the CRTC approve for a one-year trial period the proposed changes, for all local service providers, and that, upon approval, a revised version of the Master Agreement for Local Interconnection between LECs (MALI) be posted on the CISC website reflecting these changes. 
The BPWG additionally recommends that during the one-year trial period, all Local Service Providers will collect data, at a minimum on unauthorized transfers regarding password protected accounts, and preferably on all customer complaints regarding unauthorized transfers (distinguishing between password-protected and non-password-protected accounts), identifying to the extent possible, the types of complaints as follows:

(a)
No authorization in the first place:


(i)
Wrong person authorized


(ii)
Fraudulent authorization


(iii)
Unintentional authorization

(b)
Cancellation not effected

Following this one-year period, Service Providers will submit to the BPWG the statistics gathered as outlined above.  Providing that an assessment of this interim process demonstrates that further safeguards are not needed for those customers requesting password-protection, the above recommendations will be made final.  However, if repeated problems are found concerning password-protected accounts, then the BPWG will revisit the issue in order to correct any shortcomings. 
Further Activities:

Pending CRTC approval of this consensus report, the procedures as described will be treated as interim methods for the handling of a transfer of password-protected customer account between local service providers.  The procedures will be issued as a C-LOG Bulletin to industry participants and will be posted to the CISC BPWG website.

This report completes all activities and closes task BPTF0034.
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· BPTF0034

· Paragraph 2.5 from C-LOG Section 1 – Overview

· MALI Schedule H – Customer Transfer (separate document)
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Attachment #2

PROPOSED ADDITION TO C-LOG

2.5
END USER AUTHORIZATION

d. Passwords on End-User Accounts
When a Provisioning LEC assigns a password or personal identification number to a specific customer account as a means of providing additional account access security for the customer, the Ordering LEC must include the password in the REMARKS field of the LSR to the Provisioning LEC.

The Provisioning LEC must indicate in the REMARKS field of the LSC to the Ordering LEC if an account password is missing or invalid.  However, the Provisioning LEC must not reject or delay an LSR due to a missing or invalid password.

Pursuant to Telecom Decision CRTC 2002-42, in cases of missing or invalid passwords, the Ordering LEC must complete the order confirmation process in accordance with the Customer Transfer Schedule of the MALI.
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