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Task Description(s): 


Investigate alternatives to the current industry-standard process for electronic file transfer (EFT), and recommend a plan, if required, to implement a replacement service.

Background:

The former CISC Data Interchange Sub-Working Group (DISWG), now incorporated into the BPWG, established the current industry process for EFT in 1997 and documented it in the Canadian Data Interchange Guidelines (CDIG).  This process supports the electronic exchange of data files between companies in areas such as PIC/CARE (long-distance service transfers), BLIF (directory listings), LSR (local service transfers), and Billing & Collections data.  Some companies additionally use this process for certain non-mandatory services, and other industry business applications are likely to begin exchanging data electronically in the future.

The current industry process utilizes the Large File Transfer service provided by BCE Emergis.  Among industry participants, the service is commonly referred to as the “BGS Mailbox”, named for a forerunner to BCE Emergis, Bell Global Solutions.   This is a store-and-forward service in which companies connect to a central “hub” server and transmit data to mailboxes in an e-mail-like manner.  Recipients connect to the service independently from the sender community to download the data files that were placed into their respective mailboxes.

While the service has served the industry well for over 10 years, it has not kept pace with current technology.  The service was built on a first-generation e-mail platform and operates on an older computing environment.   As a result, access is limited to low-speed dial-up service from some areas, using older communications protocols, and industry participants are occasionally encountering serious support problems involving extended service outages.  The service cannot handle the larger data files created by some business applications. 

Although the current process continues to operate and there has been no indication from BCE Emergis of service termination, the industry recognized that it would require significant time to plan and carry out the conversion of the existing business applications to a new solution.  The industry therefore began examining service alternatives.

A Data Interchange task team was re-established to review ideas and proposals for a new EFT process.  The objective of this work was to find a solution that ideally would not require costly changes to business applications.

A few companies are interested in an advanced technical solution (e.g. using XML and APIs) in order to have an industry standard to which to migrate on a bilateral basis as business applications are enhanced or introduced.  These companies are meeting under the chairmanship of FCI Broadband, and in parallel with the main Data Interchange initiative, to consider this more advanced approach.

Business Requirements:

The Data Interchange Task Team reviewed the original set of selection criteria it used in 1997 to choose an industry solution, and confirmed the following characteristics for selecting a replacement solution:

· Low cost: software, hardware, ongoing operating costs.

· Security: access; data privacy; data encryption.

· Reliability: > 99%

· Speed of delivery: within a few minutes.

· Availability: 7/24.

· Accessibility: via Internet – web browser and automated script / API.

· Availability of software products on a variety of computing platforms from multiple vendors.

· Fault tolerance: service recovery; redundancy; disaster recovery.

· Auditability: acknowledgements; send/receipt logging; exception handling.

· File size: small (1Kb) to very large (currently estimated at 50Mb – this may increase in the future) 

· Technology evolution: Solution not likely to grow obsolete within a few years; Products and protocols are likely to evolve with standards and major technology changes.

In order to minimize implementation costs, the replacement solution must not require companies to modify business applications:

· The current methods of file acknowledgement will be maintained – no new industry requirements will be introduced at this time.  These current acknowledgements include use of the @TAG acknowledgment file and a variety of application-level acknowledgements (e.g. BLIF acknowledgements, LSR confirmations, PIC responses, etc.).

· The scheduling of data transfers will continue as it is today.

To ensure that the replacement solution meets the needs of most companies, each company must support data interchange both via manual access (e.g. via web browser) and automated system-to-system operation through the use of an API or script.

From an operational perspective, a store-and-forward (hub-and-spoke) service is preferred over a peer-to-peer direct-connect approach.  However, the cost of such a service may be prohibitive.

Background on ASn Standard
:

Applicability Statement 1 (AS1) and Applicability Statement 2 (AS2) protocols (collectively, “ASn”) are current specifications, developed by the Electronic Data Interchange (EDI) – Internet Integration (EDIINT) working group of the Internet Engineering Task Force (IETF), for transmitting data between parties over the Internet in a secure and reliable manner.

Although EDI standards (e.g. ANSI X12, UN/EDIFACT) are traditionally associated with highly-structured commercial data such as purchase orders, the ASn specifications developed by EDIINT are not tied to any specific data format.  The specifications, and the commercial software products that implement them, will work with almost any data type including EDI, binary, XML, ebXML, TXT, DOC, XLS, and proprietary formats.

AS1 defines an industry standard for S/MIME encryption and security over SMTP.  S/MIME (Secure/Multipurpose Internet Mail Extensions) is the standard means for sending Internet e-mail – it secures data with authentication, message integrity, non-repudiation of origin, and privacy features.  SMTP (Simple Mail Transport Protocol) is the standard used by e-mail systems for sending messages between servers.  SMTP provides for asynchronous, “store and forward” transmission of data.  

AS2 defines an industry standard for S/MIME over HTTP or HTTP/S as the transport protocol.  HTTP (Hypertext Transfer Protocol) and its secure form, HTTP/S, define how messages are transmitted, and what actions Web servers and browsers should take in response to various commands.  HTTP allows for synchronous, “real time” data transmission with immediate message delivery notices.

AS1 and AS2 secure data transmission with digital signatures and data encryption, ensuring that the sender and receiver are who they claim to be, and providing notification of message delivery and receipt.  The sender’s data is compressed and encrypted for transport.  Once the data arrives on the receiving side, it is automatically decrypted and validated - the recipient acknowledges receipt by returning an encrypted, signed or unsigned digital receipt to the sender.  The sender receives the digital receipt and automatically decrypts it.  This secure data transfer process uses recognized security standards, specifically S/MIME, HTTP/S and digital certificates.

The Uniform Code Council (UCC), in cooperation with the Drummond Group, Inc., sponsors an AS1/AS2 test program every six to nine months. This test program allows vendors to test the interoperability of their AS1 and AS2 products with those of other vendors in a setting that reproduces a customer environment.

Both AS1 and AS2 standards use the Internet to exchange data and, therefore, eliminate transaction fees and other charges associated with third-party, value-added networks (VANs).  Commercial software implementing the AS1 and AS2 standards is widely available from a variety of software vendors and for a broad base of computing platforms.

The benefit of AS2 over AS1 is that it offers real time, instantaneous notification of message delivery and receipt.  Since AS2 requires a dedicated server, however, a company would use AS1 if it did not have a server to host an AS2 solution, or if its server was not always accessible from the Internet.

The AS2 specification is a draft standard awaiting final adoption by the IETF.  Although AS2 has not yet been formally approved, it is a de facto standard that has been widely adopted by commercial software vendors and companies.  The software products used for the industry trial described below are currently in use by thousands of companies.  EDIINT is currently working on an AS3 specification that will define a standard for S/MIME over FTP (File Transfer Protocol).
ASn Trial:

As part of the solution investigation, the Data Interchange Task Team developed a test plan and conducted a trial of commercial software products from Inovis
 and bTrade that support the AS1 and AS2 protocols.

Seven companies (Aliant, Allstream, Bell Canada, Bell West, Call-Net, FCI Broadband, and SaskTel) participated in the trial to test the security, reliability, and functionality of the AS2 standard through a series of test cases co-ordinated by CGI.  The test cases included the following business situations:

	#
	Type
	Comments

	a
	Signed / Unsigned
	Encrypted data transmitted to non-PKI partner (i.e. not expecting encryption).  ASn software should flag this transmission and report this as an error to both sender and recipient.



	b
	Signed / Signed
	Encrypted data exchanged between trusted trading partners.  ASn software should accept this transmission and advise sender of successful transmission.



	c
	Unsigned / Unsigned 
	Transmission of clear text (no encryption) between trusted trading partners.  If recipient wishes to accept clear text, ASn software should permit this and advise sender of successful transmission.



	d
	Unauthorised Push
	Encrypted data transmitted sent to the recipient from an untrusted / unrecognized source.  ASn software should reject this transmission and report this as an error to both sender and recipient.



	e
	Authorized Push / Unauthorised data
	Encrypted transmission from a trusted source of data type unrecognized by recipient.  ASn software should reject this transmission and report this as an error to both sender and recipient.



	f
	ZIP Compressed Data
	Transmission of a file compressed with ZIP software.  ASn software should permit this transmission if the data type has been configured appropriately.  Recipient should UNZIP the file to ensure that the data has transferred successfully.  This test will also verify that an entire data file is being transmitted (i.e. if data is dropped, the ZIP / UNZIP process will fail).


	g
	File Size
	Transmission of data files of various sizes between trusted partners to demonstrate the throughput capability of the ASn software protocol:

< 100K

100K – 1M

1M – 10M

>10M



	h
	MDN* Sync received
	Response token immediately received by the sender from the recipient indicating successful receipt of the data. 



	i
	MDN Sync not received
	No response token received by sender.  ASn software should report this as an error to sender and recipient. 



	j
	MDN Async (HTTP)
	Response token received by the sender from the recipient within a configurable timeframe indicating successful receipt of the data. 



	k
	MDN Async (HTTP) – not received / timeout
	No Response token received by the sender within a configurable timeframe.  ASn software should report this as an error to sender and recipient. 



	l
	Failed transmission - restart
	Sender’s transmission failed and a restart of the transmission is required. 



	m
	Interoperability
	Encrypted data exchanged between trusted trading partners using ASn software products from different vendors.  ASn software should accept this transmission and advise sender of successful transmission. 




*MDN = Message Disposition Notification

All test cases were completed successfully with the exception of (i) and (k).  The test conditions for these two exceptions were difficult to create since they involved the interruption of communications at the exact moment between delivery of the data by the sender and acknowledgement of the data by the recipient.  In essence, data was so efficiently and quickly exchanged and acknowledged between the trial participants that it was impossible to interrupt the process at the appropriate moment.  For test case g(iv), a file size of 200Mb was successfully transmitted !! 

In addition to the planned tests, a few of the trial participants successfully exchanged data files using:

· AS2 with HTTP/S

· AS1 

The successful results of the trial highlighted ASn as a viable replacement solution for the current BGS Mailbox approach.

Recommendations:

The Business Process Working Group recommends that a secure, Internet-based approach based on the ASn protocol replace the BGS Mailbox as the standard industry solution to exchange data files between companies.  This approach should include the following characteristics:

· Data will be transmitted over the Internet using AS2 and HTTP/S wherever possible.  This will provide real-time data transfer and delivery receipt acknowledgement over secure data and control channels while in transit between servers.

· Each company receiving data must set up an AS2 server or make arrangements with a third party to provide the required services.

· Where a company is so small that it would be unreasonable to expect it to set up a dedicated AS2 server connected to the Internet, AS1 should be used as a viable alternative solution to deliver small data files in an asynchronous mode using e-mail services.

· Companies must use ASn’s functionality to maintain accurate logs of files sent and received for use in trouble-shooting file transfer problems.  These logs must be maintained for a period of at least 30 days.

· The current practice of ZIP’ing (i.e. compressing) files prior to transmission will be maintained.

· Parties must obtain S/MIME and server certificates from a recognized and trusted certificate provider (i.e. Any certificate vendor whose signing certificate is recognized by default by up-to-date web browsers from both Microsoft and Netscape) to digitally sign and encrypt the data within ASn (S/MIME), and to transmit these securely (HTTP/S) between servers.  These certificates must be exchanged between each of the trading partners.

· Each party will need to maintain an inventory of AS2 servers (IP addresses), along with a list of company contacts for resolution of security and application issues.

Apart from the initial set-up of the new file transfer environment by each company, conversion of the existing file exchange relationships is expected to be the most significant activity associated with this work.  Companies are expected to complete the implementation of the new file transfer infrastructure and conversion of the mandatory business applications by June 30, 2005.  Parties may extend their use of the current file transfer facility only by mutual agreement.

Further Activities:

Following CISC approval of this consensus report, the BPWG will draft updates to the Canadian Data Interchange Guidelines (CDIG), which serves as the formal data interchange industry standards document.

Following CISC and CRTC approval of the BPWG’s consensus report on this task, each industry participant will set up the required ASn infrastructure or engage a third party to do so on its behalf.  Once this infrastructure is in place, each company will plan and carry out a conversion of its current trading partner relationships from the current BCE Emergis Large File Transfer (LFT) platform to the ASn Internet-based environment.  

Should there be interest in an advanced technical solution, these recommendations will be submitted at a future date for review and approval.

Participants:

	NAME
	COMPANY

	Jamie Hutchings
	Xwave in support of Aliant Telecom

	Derrick Noseworthy
	Xwave in support of Aliant Telecom

	Ken Peacock
	Allstream

	Michele Ryan
	Allstream

	Sam Glazer
	Bell Canada

	Jim Dryer
	Bell Canada

	Frank Dalterio
	CGI in support of Bell Canada

	Sebastien Perrault
	CGI in support of Bell Canada

	Colin Fletcher
	Bell West

	Cindy McClocklin
	Bell West

	Peter Lang
	Call-Net

	Elvis Lee
	Call-Net

	Alexander Ng
	Call-Net

	Cindy Ah-Yuen
	Call-Net

	Mark Segal
	FCI Broadband

	Max Tchepour
	FCI Broadband

	Eduardo Lozano
	Group Telecom / 360 Networks

	Pascale Lacroix
	Microcell

	Simon Shum
	SaskTel

	Wayne Embree
	SaskTel

	George Hearn
	TELUS

	Ali Kassam
	TELUS

	Debbie Russell
	TELUS

	Louis Lamarre
	Vidéotron Télécom

	Joanne Bertrand
	Vidéotron Télécom

	Jean-Michel Therrien
	Vidéotron Télécom

	Rolando Manaog
	Vidéotron Télécom
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TASK TITLE:
Electronic File Transfer Service Replacement

TASK DESCRIPTION: 
Investigate alternatives to the current industry-standard process for electronic file transfer (EFT), and recommend a plan, if required, to implement a replacement service.

The former Data Interchange Sub-Working Group (DISWG), now incorporated into the BPWG, established the current industry process for EFT in 1997 and documented it in the Canadian Data Interchange Guidelines (CDIG).  This process supports the exchange of data between companies in areas such as PIC/CARE (long-distance service transfers), BLIF (directory listings), LSR (local service transfers), and Billing & Collections data.  Some companies additionally use this process for certain non-mandatory services.

The current industry EFT process has not kept pace with current technology and industry participants are occasionally encountering support problems.  The industry needs to begin examining service alternatives in order to plan for a timely conversion of the existing business applications.
PRIORITY:
Medium
DUE DATE: 2004-03-31 (Phase 1)

CROSS-IMPACTS:
OSWG – Access to ILEC Operational Support Systems (OSS)

However, unlike CLEC access to ILEC systems and data, the industry EFT process supports the exchange of data among all industry participants, including between a CLEC and another non-ILEC company (e.g. IXC, another CLEC, alternative operator services provider (AOSP), directory publisher);  911 file transfers.

WORKPLAN AND TIMEFRAMES:

February 12, 2003
Gain BPWG approval of TIF

February 28, 2003
Gain CISC Steering Committee approval of TIF

March 12, 2003
Develop survey for inventory of industry capabilities; Review and update original industry requirements.

April 11, 2003
Finalize industry requirements and determine next steps.

CURRENT STATUS:
In Progress

TASK ORIGINATOR:
Sam Glazer




Telephone: (416) 215-2345

Bell Canada




FAX: (416) 599-7141

250 Yonge Street, Suite 1200

e-mail: samuel.glazer@bell.ca

Toronto, Ontario

M5B 2L7

TASK TEAM:
Data Interchange Task Team

ACTIVITY DIARY:

	Serial
	Date
	Activity

	1
	February 12, 2003
	Draft TIF presented by Sam Glazer.  TIF to be immediately revised and re-issued with additional details and clarifications requested by participants in order to meet CISC SC schedule.

	2
	March 3, 2003
	TIF approved by CISC Steering Committee.  Checkpoint set up with Steering Committee for Phase 1 (development of requirements and determination of next steps). 

	3
	March 12, 2003
	Sam Glazer circulated the current version of the Canadian Data Interchange Guidelines (CDIG V2.1) and a brief list of file transfer parameters that were identified in the 1997 study.  Sam suggested that a task team review these and other documents to come up with an up-to-date list of business requirements.

It was noted that one of the important considerations when replacing the current file transfer service is to minimize the impact to existing business applications – ideally, the industry would like to “unplug” the old solution and “plug in” the new one with minimal effort.  This may influence the selection of the new solution. 

	4
	April 14, 2003
	Sam Glazer reviewed the TIF.

Following the March 12th meeting, all participants were to provide Sam with a name of a company rep. to participate on the task team.  Videotron, Futureway, Bell West, and AT&T Canada provided names.  Reps. are required from other companies:

· Call-Net (Action: Bruce Watson to follow up).

· TELUS (Noelle McKinley advised that Debbie Russell will represent TELUS).

· Group Telecom (Action: Sam to solicit a name).

· Eastlink (Action: Sam to solicit a name).

· Primus (Action: Sam to solicit a name).

Peter Lang indicated that he is planning to raise the topic of the BPWG’s search for a new file transfer solution during discussions of the upcoming ESWG.  Both AT&T Canada and Call-Net would like to see a common file transfer solution for all business applications, including 9-1-1.



	5
	June 12, 2003
	Kickoff industry conference call held to discuss scope, direction, and timing of activities to investigate the replacement of the current industry file transfer service.  Participants to submit contributions on business requirements and potential technical solutions by July 2, 2003 for review on July 10th.



	6
	July 10, 2003
	Participants reviewed comments submitted by Allstream, Bell West, and Eastlink.   If changes to business applications are to be avoided, the likely technical approach would be the use of a secure FTP solution.  Participants are to confirm their support of this direction for August 13th.



	7
	August 13, 2003
	Task Team met and participants generally supported an FTP solution, although feedback from corporate security groups indicated the need for some sort of data encryption when transmitting data over the Internet. Participants agreed to maintain the current practice of ZIP’ing and current methods of file acknowledgement – no new industry requirements would be introduced at this time.  A company should “push” its data file to a recipient’s FTP server rather than requiring the recipient to “pull” it.   Where a recipient does not have an FTP server, bilateral arrangements could be made to have the recipient “pull” a file from the sender’s server.

Some participants would like to consider a more advanced technical solution with standards that would support near real time data transfer.  A sub-task team may be created to look into this further, without delaying the main work of the Task Team.

	8
	September 18, 2003
	Sam Glazer provided an update on task team activities.

Most participants have confirmed their support for a FTP over SSL solution.  Some discussion was held regarding the timeframe for implementation and conversion – it was generally acknowledged that this work would extend through year-end 2004.  The task team will draft a consensus report for review by the full BPWG.



	9
	November 20, 2003
	Sam distributed and reviewed the draft Consensus Report from the DI Task Team.  Sam identified a few outstanding issues that still need to be resolved before the document can be completed:

· Additional wording to address what constitutes a trusted server certificate provider

· Review of recommendation to utilize non-expiring passwords to minimize operational complexity; and

· Further clarification of the impact of firewalls on the proposed process.  

Sam also noted that a sub-task team has been established to address a more advanced technical solution, but once the solution is finalized, it would only be implemented on a bilateral basis.



	10
	December 11, 2003
	Sam re-highlighted the 3 items from the December 9th meeting of the DI Task Team with respect to server certificates, passwords and firewalls.  For further detail, see the minutes from the DI meeting.



	11
	January 19-20, 2004
	Sam reported that progress on confirming a replacement file transfer solution has been slow.  DI Task Team participants were faced with having to shuttle back and forth between internal IT security experts and industry calls.  BPWG participants agreed that a meeting of task team reps. and their respective IT security experts is required to bring matters to a speedier conclusion.



	12
	February 18, 2004
	Sam provided an update on activities to find a replacement solution for electronic file transfer.   The DI Task Team met on Feb. 12th with additional company IT and Security experts.  Participants agreed that FTP over SSH2 (SFTP) would be an acceptable protocol, but there was interest also expressed for information on the ASn set of standards.  There was some debate as to the value of using a third-party network provider (like the current process) vs. a peer-to-peer approach.  The core Task Team will be meeting Feb. 19th to beef up the consensus report with background details and business requirements.  A follow-up call on Feb 24th with the broader participation will review some information to be provided on ASn standards.



	13
	March 13, 2004
	Sam reviewed the last TIF updates and he reported on recent activities of the Data Interchange Task Team re finding a solution to replace the BGS Mailbox service.  Allstream, Bell Canada, Bell West, Call-Net, Eastlink, FCI Broadband, and SaskTel are preparing for a trial of the ASn protocol in mid-April.  Bell Canada is co-ordinating the trial and arranging for trial (commercial) software.  There has been increasing interest in this protocol and the security, audit control and reporting features that it provides.  The team will target to have a consensus report drafted by mid-May in time for review by the BPWG and submission to the June 4th CISC Steering Committee meeting. 



	14
	April 22, 2004
	Sam reported on the status of the ASn trial.  Software from two vendors has been distributed to trial participants and CGI has assisted the companies with software installation and certificate registration.   Activities are running behind by approx. 1 week due to initial problems with the software arrangements.  There will be some timing pressure to complete the report for the May BPWG call – a separate call may be required for this item to meet the June CISC Steering Committee schedule.

 

	15
	June 4, 2004
	Sam reviewed the report of the Data Interchange Task Team recommending an ASn solution.  BPWG participants approved the consensus report for submission to the CRTC.




ACTION REGISTER:
	Serial
	Action
	Prime
	Status

	1
	Identify a company rep. to participate on the task team.
	All
	Completed

	2
	Circulate the next draft of the trial plan to BPWG participants.
	Sam
	Completed

	
	
	
	


TIF CONTRIBUTION LOG:

	ID#
	Date
	Originator
	Title

	BPCO052a
	July 4, 2003
	Allstream
	Future system requirements / specifications

	BPCO052b
	June 16, 2003
	Bell West
	Proposal

	BPCO052c
	Aug. 12, 2003
	Allstream
	System requirements / specifications for FTP

	
	
	
	

	
	
	
	


DATA INTERCHANGE TASK TEAM MINUTES:

	Date
	ID#

	June 12, 2003
	DIMI0301

	July 10, 2003
	DIMI0302

	August 13, 2003
	DIMI0303

	September 17, 2003
	DIMI0304

	October 17, 2003
	DIMI0305

	October 27, 2003
	DIMI0306

	December 9, 2003
	DIMI0307

	January 6, 2004
	DIMI0401

	January 22, 2004
	DIMI0402

	February 12, 2004
	DIMI0403

	February 19, 2004
	DIMI0404

	February 24, 2004
	DIMI0405

	March 16, 2004
	DIMI0406

	March 23, 2004
	DIMI0407

	April 2, 2004
	DIMI0408

	April 16, 2004
	DIMI0409

	May 3, 2004
	DIMI0410

	May 10, 2004
	DIMI0411

	
	


� 	Based on “AS1 and AS2 Information Sheet”, IPNet Solutions, Newport Beach, California, USA.


� 	Inovis acquired IPNet Solutions in Summer 2003.
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