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Synopsis of Changes – Version 3.0
	Section
	Change

	All
	Completely revised from Version 2.1


Conventions Used in This Guide

The following conventions are used throughout this guide.

	Convention
	Description

	(
	Provides references to other publications.
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	Important information
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Overview

Introduction

The Canadian Data Interchange Guidelines (CDIG) is a product of the Business Process Working Group (BPWGxe "DISWG") which was established by, and operates under the auspices of, the CRTC Interconnection Steering Committee (CISCxe "CISC").

The CISC and its constituent workgroups were established by the CRTC on August 1, 1996, through Telecom Public Notice CRTC 96-28 (PN96-28), Implementation of Regulatory Framework - Development of Carrier Interfaces and Other Procedures.  The CISC provides a forum for industry discussions to identify requirements, and to develop the corresponding technical interfaces, and administrative and support systems to facilitate the implementation of local competition.

In Telecom Decision CRTC 97-8, Local Competition, 1 May 1997, the CRTC requested the CISCxe "CISC" to undertake a number of specific activities including the investigation of “arrangements for electronic data interchange among LECs that will be most efficient for all parties”.

The investigation of data interchange arrangements was initiated by the CISC Data Interchange Sub-Working Group (DISWG) resulting in the publication of CDIG Version 1.0 in December 1997.  Activities of the DISWG were merged with other CISC initiatives into the Business Process Workgroup in January 1999.

This document contains industry guidelines for the electronic exchange of business data among telecommunications service providers.  These guidelines address the following business interfaces:

· Exchange of local order information

· Exchange of directory listings XE "directory listings" 
· Exchange of PIC/CARExe "PIC/CARE" requests and records

· Exchange of billing and collections data

These Guidelines are intended for those individuals who are responsible for the planning and implementation of inter-company data interchange.

This document will be revised by the BPWG as new or additional data interchange requirements are identified by the industry.

All questions and concerns regarding the introduction of a new interface, or revision of existing documentation arising from business and/or technological changes, should be brought to the attention of the BPWGxe "DISWG". The BPWG can be reached through the CRTC web site at http://www.crtc.gc.ca/eng/cisc.htm.

Scope

xe "mandate"These guidelines describe an electronic solution for the exchange of data between telecommunications service providers or their agents (e.g. directory publishers).

In specifying “service providers”, this scope does not include data exchange between a service provider and its customers or suppliers, except, in the latter case, where it relates specifically to the provision of unbundled network components for local service (e.g. local loops).

This document does not address data interchange in the areas of:

· The NPAC SMS (e.g. Uploading local number portability subscription requests).  Refer to CISC Local Number Portability documentation for these details.

· Telephone number administration (e.g. Obtaining Central Office or NPA/NXX codes).  Refer to the Canadian Steering Committee on Numbering (CSCN) for these details.

· Central Fund (e.g. Reporting of statistics, transfer of funds).   Refer to CISC Central Fund Administration for these details.

· 9-1-1 management databases.  Refer to CISC Emergency Services Working Group for these details. 

The CDIG does not contain data format and protocol specifications for each business interface.

Earlier versions of this document provided details on the development of the Guidelines with a focus on:

· Identifying business interfaces and associated requirements for which each data interchange is needed. 

· Developing a list of specification questions that assist in capturing details of a business interface of importance to the choice of an electronic solution. 

· Investigating a variety of relevant electronic solutions for data interchange and developing a set of solutions appropriate to local competition needs.
· Matching business interfaces with appropriate sets of data interchange solutions. 

The earlier versions of these Guidelines containing this history may be obtained from the CISC BPWG website at http://www.crtc.gc.ca/cisc/eng/cisf3e0.htm.
Registration

Each data interface which falls within the scope of these Guidelines must be registered with the BPWG.

The purpose of the registration process is to initiate an assessment of the interface for the development of a recommendation for a common, industry-wide data interchange standard which is efficient for all parties.

Requests for new registrations and changes to existing registrations must be sent to the BPWG XE "DISWG"  through a sponsoring CISC XE "CISC"  Working Group.

For registration purposes, the BPWG XE "DISWG"  will require the following information outlining the characteristics of the data interface.

	Attribute
	Description

	WG / Contact
	WG / Contact name.

	Interface Name
	Name of the Interface

	Description
	A description of the interface. What is it ? What is its purpose ?

	Who-to-Who
	Specify which parties between which the data will be exchanged. (e.g.  LEC to LEC, IXC to LEC, etc.)

	Volume of Transactions
	Outline the minimum, expected, and high threshold volume of transactions. Specify the period of time to which the volume applies (e.g. transactions per second, orders per day, etc.)

	Frequency
	Specify the frequency that the data interchange is expected to support (e.g. daily, weekly, hourly, frequently/real-time).

	Time of Day
	Specify if there are any specific time of day requirements (e.g. data must be transferred before midnight).

	Timeliness
	For the anticipated volume, specify the timeliness required for the transfer of data (e.g. within 5 seconds, one hour, etc.). This does not necessarily mean that the data was processed in this timeframe (e.g. time to transfer an order but not the time to process the order).

	Size of Transaction
	Specify the anticipated size of the transaction (approx. number of characters/bytes).

	Number of Locations
	Specify the approximate number of data transfer locations.

	Availability of Transfer Service
	Specify the expected availability of the transfer service (7/24, 9-5 business days, etc.)

	Security / Confidentiality
	Specify any special security requirements or confidentiality concerns that would require special needs (e.g. encryption, handling by CSG personnel only).

	Audit Requirements
	Specify any special audit requirements. For example, acknowledgment of transfer, file total/hashing checking, NIL files to indicate no transactions for the date, etc.

	Constraints
	Specify any other constraints.

	Exception Handling
	Specify any exception handling procedures necessary. For example, what happens if a transmission error is detected, or escalation is necessary.

	Data Format
	Specify the data format of the file/transaction as well as the encoding method (ASCII, EBCDIC).

	Comments
	Use this area to indicate any other comments about the interface that may be pertinent.


Testing

Telecommunications service providers are to arrange interface testing on a bilateral basis.

Points of Contact

Each telecommunications service provider is expected to provide telephone access to qualified personnel who will help resolve operational problems, take service escalation requests, perform inquiries or other requests which may arise during the operation of the data interchange.

It is normal practice for points of contact to be shared at the time that a business interface is established between two companies, and information may be subsequently changed from time to time.
Section

2
2 TC “Section ” \l 9 \n \f “s”

Business Functions
This section describes the common business functions or systems, in the context of local competition, for which the telecom industry has a need to electronically exchange data.

Wherever possible, references are provided to documents published by CISC Workgroups or standards organizations which provide more details on a given business data format or protocol.

Summary

The following table summarizes the data interchange solutions standardized for implementation by LECs and IXCs for local competition. A check mark indicates the acceptable data interchange option.  The BPWG will revise these guidelines whenever new or revised specifications are known and assessed.

	Interface
	Facsimile
	E-mailxe "e-mail"
	Electronic File Transfer

	PIC/CARExe "PIC/CARE"
	
	
	((

	Basic Listing Interchange Filexe "Basic Listing Interchange File" (BLIFxe "BLIF")
	
	
	(

	Directory File Service (DFS)
	
	
	(

	Local Service Requests (LSRs)
	(
	(
	(

	Billing and Collections EMI
	
	
	(

	Trouble Tickets (
	
	
	

	Abbreviated Access Service Requests (AASRs)
	(
	(
	

	9-1-1 Management Database Updates (
	
	
	


	(
	Indicates the standard method.

	(
	TAG file process in Section 4 does not apply.

	(
	Can be used for limited volume.

	(
	At the current time, it is anticipated that the flow of data for trouble ticket purposes will be addressed through CLEC access to the ILEC’s operational support system (OSS).

	(
	While some carriers have bilaterally established electronic solutions for exchanging AASR data, the use of Fax and E-mail is the current industry practice for AASR transmission.  The BPWG is not investigating or recommending any alternatives for this interface at the current time.

	(
	Data transfer methods are specific to each ILEC 9-1-1 Management System.  This business function is the responsibility of the CISC Emergency Services Working Group.  


The business functions described in this section handle sensitive customer account information and confidentiality is vital.  The data should be available on a need-to-know basis only, and should be protected from accidental or deliberate disclosure to non-authorized parties.

An accurate accounting of what and when files have been exchanged between parties is required for follow-up query purposes and potential investigations.  The data transfer process must be able to quickly determine that data has not been transferred successfully and distinguish this from a specific company not having any data to send on a given day.

In addition to the above list of common industry business applications which utilize Electronic File Transfer (EFT) to exchange data, telecommunications service providers may use EFT for other niche or company-specific business applications (e.g. Operator Services).  Parties should work out these arrangements on a bilateral basis.  
Electronic Mail (e-mail XE "e-mail" )

E-Mail typically refers to messages transmitted and received using the Simple Mail Transfer Protocol (SMTP) via the public Internet.  Messages can contain attached files.

E-mail is suitable for person-to-person communications involving personal correspondence and business documents.  While use of e-mail for data exchange is attractive because of its widespread use, e-mail is not suitable for process-to-process communication of critical data and/or ongoing exchange of data files as this process demands a robust and reliable solution that can support the required service intervals.

It is recognized that, in situations where the volume of local service requests to be exchanged is anticipated to be limited, parties may mutually agree to exchange orders via e-mail.  However, this is not the recommended approach.

Facsimile (FAX XE "FAX" )

Fax is defined as a standard Group 3 facsimile interface using the public switched telephone network (PSTN) for transport.  Fax documents may also use the public Internet for transport in certain cases. 

Due to the relatively high processing costs associated with exchanging documents by fax XE "fax" , this solution is not preferred.  However, it may be viewed as a "lowest common denominator" solution if no better-performing one is available or agreeable to parties requiring data interchange.

In particular, it is again recognized that, in situations where the volume of local service requests to be exchanged is anticipated to be limited, parties may mutually agree to exchange orders via fax.  However, this is not the recommended approach.

PIC/CARExe "PIC/CARE"
Primary Inter-Exchange Carrier / Customer Account Record Exchange (PIC/CARE) transactions are exchanged between a LEC providing Equal Access and long-distance service providers (also known as inter-exchange carriers or IXCs) with which it is interconnected.  Each IXC sends service subscriptions and queries to the LEC, and the LEC responds to each IXC with a variety of account information, notifications and confirmations.

Most LECs process PIC/CARE files and update their local switches once daily at the end of the business day.  Responses to IXCs are typically returned by the start of the following business day.
Each PIC/CARE record is 960 bytes in length, but only 50-300 characters are typically used.  The remainder of the record is filled with blank characters – data compression is very effective on this record.  The format of the data is based on an older version of the CARE standard developed by Subscription Committee of the ATIS Ordering & Billing Forum (OBF).  While OBF has since modified the standard, the Canadian telecom industry has retained the earlier format.
PIC/CARE has been widely deployed in Canada since 1994 using a method of Electronic File Transfer (EFT) that predates and differs in some respects from the general EFT process described in Section 3.  In particular, a @TAG file is not created for PIC/CARE files, rather PIC/CARE data is simply compressed and transmitted as a standalone data file.
PIC/CARExe "PIC/CARE" application-level routines rely on the proper sequencing of files and crosschecks of file record totals prior to processing individual records.  Early indication of sequence or record-count errors is a value-added feature.
	(
	Refer the PIC/CARExe "PIC/CARE" Handbook published by the Local Exchange Carrier for details on the file data specifications and format.


Directory Listingsxe "Directory Listings": Basic Listing Interchange File (BLIF)
Basic Listing Interchange File (BLIFxe "Basic Listing Interchange File"

xe "BLIF") is the industry standard for the exchange of residential and business subscriber directory listings between LECs, and between LECs and directory publishers and operator services providers for the purposes of providing telephone directories and directory assistance services.  BLIF contains primary straight-line listings and single straight-line listings “plus one” (i.e. an association of two related listings) XE "directory listings" . The frequency of the data interchange and the volume of data transferred are determined by the business requirements of the receiving party.
There are three types of BLIFxe "Basic Listing Interchange File"

xe "BLIF" filesxe "Directory Listings": the initial Master File, ongoing Update Files, and Acknowledgement Files.  The BLIF record is 795 characters in length, and it is structured with header and trailer records. 
	(
	Refer to the Basic Listing Interchange File (BLIFxe "BLIF")xe "Basic Listing Interchange File" Specification published by the CISC Operator Services and Directory xe "CISC"Listings Working Group..xe "DOSWG"


Directory Listingsxe "Directory Listings": Directory File Service (DFS)

Directory File Service (DFSxe "Basic Listing Interchange File"

xe "BLIF") is a mechanized process for the provision of a LEC’s residential and business subscriber directory listings to directory publishers for the purpose of publishing telephone directories, and to other carriers and operator services providers for the purposes of providing directory assistance services.  DFS contains fully-detailed directory listings including complex set-ups XE "directory listings" .  The specific file layout and frequency of the data interchange may vary by LEC.

	(
	Contact the specific LEC for details on its DFS service.xe "DOSWG"


Local Service Requests (LSRs)

LECs submit local service requests to one another in order to transfer an end-customer’s local service, port telephone numbers, and lease local loop facilities (primarily from ILECs).  There are typically hundreds of orders exchanged daily, and files of LSRs must be exchanged frequently throughout the business day.

The information exchanged is an electronic version of the Local Service Request (LSR) and Local Service Confirmation (LSC) as defined in the Canadian Local Ordering Guidelines (C-LOG) XE "CLOG"  published by the BPWG.  Records are variable in length ranging in size from 300 to 2400 characters.

It is recognized that, in situations where the anticipated volume of local service requests being exchanged is limited, both parties may mutually agree to exchange order forms by facsimile transmission (FAX XE "FAX" ) or e-mail.

	(
	Refer to the Canadian Local Ordering Guidelines (C-LOG) XE "CLOG"  published by the CISC xe "CISC"BPWG XE "OBSWG"  for more details about local service requests.


Billing and Collections

When carriers enter into a Billing and Collections arrangement they are required to exchange rated toll records for purposes of billing and collecting payment from end-customers. 

The data exchanged is based upon the Telcordia Technologies EMI format.  The frequency of file exchange varies by carrier. 
	(
	Refer to the Billing and Collections Technical Guidelines, published by the BPWG, for more information regarding the format and specifications for this interface.
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Electronic File Transfer (EFT) Using ASn
This section describes the industry procedures, technology and interface guidelines associated with using Electronic File Transfer.

As noted in the description for PIC/CARE, the method of Electronic File Transfer for PIC/CARE differs in some respects from the general EFT process.  The use of AS1 and AS2, however, is common to all business functions in this document for which EFT is the standard Data Interchange process.

Introduction

Electronic File Transfer is a term used to describe the transmission of a data file from one computer to another over a network. There are numerous types of file transfer protocols available and they support a number of network protocols. In many cases, the File Transfer utilities support additional features such as compression, character conversion, encryption, authentication, automation, and error detection.

The Canadian telecom industry has chosen AS1 and AS2 (collectively, “ASn”) as the data interchange solution to satisfy its business requirements. This system interface must be implemented by all telecommunications service providers.

Applicability Statement 1 (AS1) and Applicability Statement 2 (AS2) protocols  are current specifications, developed by the Electronic Data Interchange (EDI) – Internet Integration (EDIINT) working group of the Internet Engineering Task Force (IETF), for transmitting data between parties over the Internet in a secure and reliable manner.

Although EDI standards (e.g. ANSI X12, UN/EDIFACT) are traditionally associated with highly-structured commercial data such as purchase orders, the ASn specifications developed by EDIINT are not tied to any specific data format.  The specifications, and the commercial software products that implement them, will work with almost any data type including EDI, binary, XML, ebXML, TXT, DOC, XLS, and proprietary formats.

AS1 defines an industry standard for S/MIME encryption and security over SMTP.  S/MIME (Secure/Multipurpose Internet Mail Extensions) is the standard means for sending Internet e-mail – it secures data with authentication, message integrity, non-repudiation of origin, and privacy features.  SMTP (Simple Mail Transport Protocol) is the standard used by e-mail systems for sending messages between servers.  SMTP provides for asynchronous, “store and forward” transmission of data.  

AS2 defines an industry standard for S/MIME over HTTP or HTTP/S as the transport protocol.  HTTP (Hypertext Transfer Protocol) and its secure form, HTTP/S, define how messages are transmitted, and what actions Web servers and browsers should take in response to various commands.  HTTP allows for synchronous, “real time” data transmission with immediate message delivery notices.

AS1 and AS2 secure data transmission with digital signatures and data encryption, ensuring that the Sender and Receiver are who they claim to be, and providing notification of message delivery and receipt.  The Sender’s data is compressed and encrypted for transport.  Once the data arrives on the receiving side, it is automatically decrypted and validated - the recipient acknowledges receipt by returning an encrypted, signed or unsigned digital receipt to the Sender.  The Sender receives the digital receipt and automatically decrypts it.  This secure data transfer process uses recognized security standards, specifically S/MIME, HTTP/S and digital certificates.

The Uniform Code Council (UCC), in cooperation with the Drummond Group, Inc., sponsors an AS1/AS2 test program every six to nine months. This test program allows vendors to test the interoperability of their AS1 and AS2 products with those of other vendors in a setting that reproduces a customer environment.

Both AS1 and AS2 standards use the Internet to exchange data and, therefore, eliminate transaction fees and other charges associated with third-party, value-added networks (VANs).  Commercial software implementing the AS1 and AS2 standards is widely available from a variety of software vendors and for a broad base of computing platforms.

The benefit of AS2 over AS1 is that it offers real time, instantaneous notification of message delivery and receipt.  Since AS2 requires a dedicated server, however, a company would use AS1 if it did not have a server to host an AS2 solution, or if its server was not always accessible from the Internet.

The AS2 specification is a draft standard awaiting final adoption by the IETF.  Although AS2 has not yet been formally approved, it is a de facto standard that has been widely adopted by commercial software vendors and companies.  The software products used for the industry trial described below are currently in use by thousands of companies.  EDIINT is currently working on an AS3 specification that will define a standard for S/MIME over FTP (File Transfer Protocol).
Planning and Implementation

Setting Up an ASn Environment
Each telecom service provider sending or receiving data must set up an AS2 server or make arrangements with a third party to provide the required services.

Where a company is so small that it would be unreasonable to expect it to set up a dedicated AS2 server connected to the Internet, AS1 should be used as a viable alternative solution to deliver small data files in an asynchronous mode using e-mail services.

Data is to be transmitted over the Internet using AS2 and HTTP/S.  This provides real-time data transfer and delivery receipt acknowledgement over secure data and control channels while in transit between servers.

Parties must obtain S/MIME and server certificates to digitally sign and encrypt the data within ASn (S/MIME), and to transmit it securely (HTTP/S) between servers.  The certificates may be obtained either from a recognized and trusted certificate provider (i.e. any certificate vendor whose signing certificate is recognized by default by up-to-date web browsers from both Microsoft and Netscape), or self-generated and self-signed.  These certificates must be exchanged between each of the trading partners.

Each company will need to maintain an inventory of AS2 servers, along with a list of company contacts for resolution of security and application issues.  Each AS2 receiver (server) will be identified by its unique URL.
ASn Software Vendor
AS1 and AS2 software is available from a large number of software vendors.  
The Uniform Code Council, Inc.® (UCC®) and Drummond Group, Inc. (DGI), in joint partnership, operate a program to test and certify vendor software for standards compliance and interoperability.  Information on this program, and the software suppliers that have completed it, is available at the following websites:

http://www.ebusinessready.org/as1.html
http://www.ebusinessready.org/as2.html
Industry Technical Standards
The industry has standardized the following technical parameters for use of AS1 and AS2.

· AS2 Version: AS2 version 1.1 is the standard.  This version incorporates compression which is part of the interoperability test.

· Encryption Algorithm: DES3 168-bit is the industry standard.  This is used in the software interoperability test.

· Signing Algorithm: SHA1 160-bit is the industry standard.  This is what was used during the industry AS2 trial.

· MDN Mode: File receipt will be confirmed in synchronous (and signed) mode. The timeout should be set at 10 minutes – a file resend should result if file receipt is not confirmed in 10 minutes or less.

· Transport Layer: HTTPS is to be used to provide a secure method for client-server authentication at the transport level.

· Certificates: Companies must use SSL and S/MIME certificates.  Non-valid certificates will generate failed AS2 transactions – files should not be routed to the back-end applications.  Self-signed certificates are acceptable (refer to sub-section on “ASn PKI Management”).
· Client Authentication: Client authentication is the preferred mode of validating the sender’s identity when receiving a file (e.g. in a “DMZ” prior to permitting the file to be forwarded to the recipient’s internal network). IP Filtering at the firewall level is a less-favoured, but acceptable, alternative to client authentication.
· Exchange of ASn Filenames: Filenames should be identified using the “Content-Disposition” parameter of the MIME specification (RFC 2183).  

ASn File Naming Convention

Data files transported by AS1 and AS2 will be named in the following manner:
Assumptions:

· Sender partner is identified based on AS2-From header field.
· Recipient partner is identified based on AS2-To header field.
· “Subject” and “From” AS2 header fields are not implemented in a standard manner across software vendor products and the industry cannot, therefore, depend on these fields to distinguish between companies sharing the same AS2 server.

BNF Definition for Filename Structure:

· The file naming structure is based on an 8dot3 standard.
· No spaces are permitted in the filename.  Each filename must contain 8 characters, followed by “.”, followed by 3 characters.
· Where specific fields re not used, insert zeros (0) for placeholders.
File Name: 
	Field
	File Type
	Service Level Request
	Sender Organizational

 Unit
	Recipient Organizational Unit
	User Field
	Dot
	Sequence Number

	Position
	1
	2
	3
	4
	5
	6
	7
	8
	.
	9
	10
	11


MetaFileName :: = 


FileType


ServiceLevelRequest


SenderOrganiationalUnit


RecipientOrganizationalUnit


UserField

Dot


SequenceNumber

FileType ::= Base36Digit

ServiceLevelRequest ::= Base36Digit

SenderOrganizationalUnit ::= 2 * Base36Digit

RecipientOrganizationalUnit ::= 2 * Base36Digit

UserField ::= 2 * Character

SequenceNumber ::= 3 * Base36Digit

Character  ::= Letter | DecimalDigit

Base36Digit ::= DecimalDigit | UpperCaseLetter

Letter ::= "a..z" | "A..Z"

UpperCaseLetter ::= "A..Z"

DecimalDigit ::= "0..9"

Dot ::= "."

	[image: image2.wmf]
	Base36Digit consists of numerals (0 ... 9) and uppercase alphabetic letters (A ... Z). 


FileType


Position: 1

Values:
	File Type
	Base36Digit Code

	LSR / LSC
	A

	PIC/CARE
	B

	BLIF
	C

	Billing and Collections
	D

	Operator Services
	E

	Directory File Service (DFS)
	F

	[To be assigned by CISC]
	G ... U

	[Defined by Partners]
	V ... Z, 0 ... 9


ServiceLevelRequest

Position: 2

Values:

	Service Level Request
	Base36Digit
	Decimal Value

	Reserved
	0
	0

	Production
	1 ... 7
	1 ... 7

	Readiness
	8 ...9, A ... F
	8 ... 15

	Testing
	G ... M
	16 ... 23

	Development
	N ... Z
	24 ... 35


SenderOrganizationalUnit


Positions: 3 and 4

Values:
· Range from 00 to ZZ
· Total combinations: 1295
· If field is not used, the field should be populated with “00”.
· The first assigned value should be “01”.
· No blank characters are permitted – a zero (0) value must be present in position 3 if a null value is required. 

Description:

· Indicates from which entity within the sender organization the data has originated.
· Partners will define and agree to use specific field values.
· May be used to differentiate between inbound and outbound files associated with the same type of business application.  For example, a company that provides both local and long-distance voice service may need to distinguish between PIC/CARE files it receives as a LEC from other IXCs (“inbound”) vs. PIC/CARE files it sends out as an IXC to other LECs (“outbound”).
RecipientOrganizationalUnit 


Positions: 5 and 6


Values:
· Range from 00 to ZZ (00 is a reserved value)
· Total combinations: 1295
· If field is not used, the field should be populated with “00”.
· The first assigned value should be “01”.
· No blank characters are permitted – a zero (0) value must be present in position 5 if a null value is required.

Description:

· Indicates to which entity within the recipient organization the data is destined.  May be used to differentiate between inbound and outbound files associated with the same type of business application.
· Partners will define and agree to use specific field values.
UserField


Positions: 7 and 8


Values:

· Range from 00 to ZZ
· Total combinations: 1295
· If field is not used, the field should be populated with “00”.
· The first assigned value should be “01”.
· No blank characters are permitted – a zero (0) value must be present in position 7 if a null value is required.
Description:

· This data field is also known as UserDefined.
· UserField should be used by mutual agreement between trading partners.
SequenceNumber


Positions: 9, 10 and 11


Values:

· Range from 001 to ZZZ (000 is a reserved value)
· Total combinations: 46,655
· The first assigned value should be “001”.
· No blank characters are permitted – a zero (0) value must be present in positions 9 and 10 if null values are required.

Description:

· Provides unique sets of sequence numbering per trading partner, per direction of file transfer.
· A company sending files to its trading partners may choose to use only the range of numeric values for this field (i.e. values “001 to “999” inclusive).
· Gaps are permitted in the assignment of sequence number values to a series of files (e.g. “001”, “002”, “006”, “008” …)
· Companies should restart sequence numbers from the beginning (“001”) when they reach “ZZZ” (or “999”, if only numeric values are used).
ASn PKI Management

Introduction

This sub-section describes the certificate management procedures to be used with the ASn process.  In particular, the procedures explain how trading partners are to exchange their respective certificates, and describe the events for which notifications are to be issued.
This material should be used by pairs of trading partners for the exchange of contact information necessary for the certificate management process.  It should be reviewed by trading partners at least once a year to ensure the accuracy of the information it contains.

Overview

Each trading partner’s ASn infrastructure should provide secure data transport services, including the use of PKI authentication. Two kinds of certificates are to be used:

· Authentication of the external AS2 system: AS2 file transfers take place using HTTPS, and mutual authentication (SSL Server and SSL Client) at the transmission level is performed using each trading partner’s SSL certificate.

· Encryption and signing of both the messages and acknowledgments (MDNs): At the message level, the ASn messages and acknowledgments (MDNs) are encrypted and signed using each trading partner’s S/MIME certificate.

A trading partner may use a single certificate for both authentication (SSL) and encryption (S/MIME).

Certificate Management

It is recommended that a company’s certificates be valid for a maximum period of 2 years.  Exceptions should be reviewed on an individual case basis between trading partners.

To simplify the certificate management process, it is also recommended that each company align the expiry dates of its SSL and S/MIME certificates.  This is more easily accommodated when the company generates its own certificates rather than when it obtains its certificates from one or more Certificate Authorities (CAs).

Certificates from Trading Partners
It is recommended that each company monitor the validity period for its trading partner certificates and issue a notification to a trading partner prior to the expiry date of its certificate. For certificates issued by a CA, the company should provide notifications when a certificate is revoked. The CRL (Certificate Revocation List) is obtained from a web server designated by a URL contained in the certificate.

Non-valid certificates should be removed – only valid certificates should be kept within the system. Notifications should be directed to the Security Coordinators and Security Custodians responsible for the ASn system’s / trading partner’s certificate.  Companies are encouraged to issue e-mail notifications for the following events (refer to Appendix D for e-mail examples):

	Condition
	Result

	If the current certificate will expire in less than 30 days and no new certificate has been provided by the trading partner’s Security Coordinator.
	On a daily basis, the Security Coordinators and Security Custodians will get an e-mail to indicate that the certificate will expire and a new certificate must be exchanged.

	If a new certificate is successfully imported.
	After the new certificate has been successfully imported, the Security Coordinators and Security Custodians will get an e-mail to indicate that their trusted certificate has been imported.

	If current certificate has expired.
	The Security Coordinators and Security Custodians will get an e-mail to indicate the certificate has expired and a new certificate must be exchanged.

	If current certificate is revoked. (This event applies only for certificates issued by a CA. It does not apply for self-generated certificates.)
	The Security Coordinators and Security Custodians will get an e-mail to indicate that the certificate has been revoked.


Company’s Own Certificates
Each company should monitor the validity period for its own SSL and S/MIME certificates. The monitoring process should ensure that notifications are issued prior to the expiry date of a certificate. 

Non-valid certificates should be removed – only valid certificates should be kept within the system. Notifications should be directed to trading partner Security Coordinators and Security Custodians. Companies should issue an e-mail notification for the following events (refer to Appendix D for e-mail examples):
	Condition
	Result

	If current certificate will expire in less than 30 days.
	The Security Coordinators and Security Custodians will get an e-mail to indicate that the certificate will expire and a new certificate must be exchanged. This e-mail will be generated once, 30 days before the expiry date of the certificate.


Certificate Exchange Procedures

Group Responsible to Issue New Certificates
Certificates will be self-generated or issued by a Certificate Authority. Both partners will make their public keys available by exchanging their certificates. 

Frequency of Certificate Changes
Certificates should be valid for a maximum of 2 years.

Procedures
1. Each party must e-mail a completed copy of the “Certificate Management Contacts Form” (refer to Appendix E) to the other party to identify the Primary and Backup Key Custodians and Coordinators.

2. The Sending Coordinator will send the trusted certificate (public key) via e-mail along with the “Certificate Exchange Form” (refer to Appendix C).  Multiple certificates can be sent in one e-mail. For self-generated certificates, a digital hash of the public key will be performed at each end. The hashing mechanism should be SHA-1.
3. Upon receipt of a certificate:

a. For self-generated certificates: the digital hash will be verified by telephone between the Coordinators.
b. For certificates issued by a Certification Authority, the Receiving Coordinator will ensure that the certificate is valid by looking at the certificate path and will verify the signing key of the CA.  The Receiving Coordinator will acknowledge receipt of the certificate by filling out and e-mailing the “Acknowledgement of Receipt” section of the “Certificate Exchange Form” to the Sending Coordinator.


If the Sending Coordinator has not received the “Acknowledgement of Receipt” section of the “Certificate Exchange Form” within 3 business days, the Sending Coordinator will contact the Receiving Coordinator by phone to investigate.

4. On a specified effective date agreed upon by both Security Coordinators, the Coordinators will provide the Custodians with the certificates to be entered into the processing systems.

5. If the certificates cannot be entered into the processing systems by the effective date by either the Sending or Receiving Custodian, the affected Security Coordinator will notify the Security Coordinator at the other company by phone. All data exchanges will be suspended until the new certificate is entered into the processing system, or another certificate is exchanged following the Certificate Exchange Procedures. 

6. The SSL certificate file naming convention to be used is:  <PARTYNAME>SSL.CER (e.g. ACMESSL.CER) 

7. The S/MIME certificate file naming convention to be used is: <PARTYNAME>SM.CER (e.g. ACMESM.CER)
8. Where a single certificate is to be used for both SSL and S/MIME, the certificate file naming convention to be used is: <PARTYNAME>SSLSM.CER (e.g. ACMESSLSM.CER). 
9. The scheduling of certificate changes will take place by mutual agreement between trading partners. The Security Coordinators will schedule the effective date and time of a certificate change.  It is expected that certificate changes for normal situations (e.g. replacement of expiring certificate) should be accommodated within 7 calendar days.  In emergency situations (e.g. compromised security), certificate changes must be accommodated on the same or next business day.

10. Each trading partner must immediately notify the other trading partner of any suspicion of a certificate compromise, and issue a new certificate.  All Key Coordinators are expected to store their private keys in a safe location. Access to the private keys will be restricted to those supporting this process. In addition: 

· For the valid life of the certificates, the server hosting the private keys should be hardened behind a firewall and appropriate intrusion detection mechanism;

· Individuals without administrative access to the server must not copy (export) the private keys;

· Backups of the keys should follow the same access restrictions;

· It is recommended that companies restrict the number of people (e.g. maximum of 2) who have administrative access to the server.

11. Should the responsibility and/or availability of any of the identified Custodians or Coordinators change, the affected party must notify the Primary and Backup Security Coordinator of its trading partners and send them the appropriate information on the “Certificate Management Contacts Form” (refer to Appendix E).

12. A company must notify its trading partners and send out new certificates to them any time an individual that had access to a private key ceases to be employed by the company.
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Tag File Process

This section describes the industry procedures, technology and interface guidelines associated with using the Electronic File Transfer.

As noted in the description for PIC/CARE, the method of Electronic File Transfer for PIC/CARE differs in some respects from the general EFT process.   This chapter does not apply to PIC/CARE.

File Transmission

The EFT process supports both the transfer of data files and the necessary data transmission controls to facilitate the automation of the interface. This process is illustrated in Figure 1 on page 28.

Package Files

Package Files are used to transmit one or more data files.

A Package File is a PKZIP XE "PKZIP"  compressed file containing a data transmission packing slip file, referred herein as a @TAG XE "transmittal packing slip"  File, and optional data files.  A PKZIP file is also referred to as an Archive File.

	[image: image3.wmf]
	PKZIP is a compression software product from PKWARE Inc..  This product is available for a variety of operating systems and computing platforms.

While there are many compression software products and vendors in the marketplace, the acceptability of a product for the recommended EFT process is subject to its compatibility with PKZIP.



	[image: image4.wmf]
	PKZIP will determine and, if necessary, convert the encoding scheme for text files from ASCII to EBCDIC or EBCDIC to ASCII. 


@TAG XE "transmittal packing slip"  File

The purpose of the @TAGxe "TAG File"

 XE "transmittal packing slip"  File is to identify the contents and format of each data file in the transmission.  The @TAGxe "TAG File"

 XE "transmittal packing slip"  File may be used to automate the processing of the data files.

There are two types of @TAG Files:

1. A File Transmission @TAG XE "transmittal packing slip"  File which contains a list of all data files included in the transmission and their respective attributes.

2. An Acknowledgement @TAG File which contains acknowledgement records of a previously transmitted Package File.

The types of @TAG Files are denoted by the Signature value in the File Signature Record.

Acknowledgements

The EFT process requires the company receiving the data to quickly identify any errors in the Package File structure and, at the option of the Sender, to acknowledge successful receipt and validation of the Package File structure.

In this document, a Positive Acknowledgement refers to the acknowledgement of a file transmission in which there was no error detected in the Package File.  A Negative Acknowledgement refers to an acknowledgement of a file transmission in which there were errors of any kind in the Package File.  These errors correspond to the error codes (other than “0000”) listed in EFT Error Codes on page 39.

Please note that these Guidelines do not address errors in the contents of data files or acknowledgements or confirmations of data that are performed by a business function (e.g. BLIF, PIC/CARE).  These data file errors and acknowledgements / confirmations are to be forwarded to the originator as new data files independent from Package File acknowledgements.
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1.

The Sender creates a file called @TAG containing a list of all data files being transmitted.

2.

The Sender compresses the @TAG file and all data files into a Package File using PKZIP.

3.

The Sender sends the Package File via ASn to the Receiver.

4.

The Receiver retrieves the Package File.

5.

The Receiver uncompresses the Package File using PKUNZIP.

6.

The Receiver validates the contents of the @TAG File.

7.

If no errors are found in the @TAG File, the Receiver creates a Positive Acknowledgement @TAG File based on the

Sender's request, and saves the data files for subsequent processing. If one or more errors are detected in the @TAG

File, the Receiver creates a Negative Acknowledgement @TAG File and there is no further processing of the data

files.

8.

The Receiver compresses the Acknowledgement @TAG File into a Package File using PKZIP.

9.

The Receiver sends the Package File containing the Acknowledgement @TAG File via ASn to the Sender.  The

Receiver may process the data files in parallel with, or subsequent to, the acknowledgement of the Package File.

10.

The Sender retrieves the Package File.

11.

The Sender uncompresses the Package File using PKUNZIP.

12.

The Sender processes the Acknowledgement @TAG File.


Figure 1  EFT Process
Rules and Conventions

The following rules and conventions apply to the contents of the Package File.  It is expected that the Receiver will validate the Package File using these rules before processing any data files it contains.

· The name of the Package File may not exceed eight characters in length and must begin with an alphabetic (A through Z) character followed by up to seven alphabetic and/or numeric (0 through 9) characters.  No special characters are permitted in the name.  Where it is necessary for a company to uniquely identify a Package File (e.g. where multiple Package Files are being processed at one time), file names should be determined on a bilateral basis between the carriers.

· Each Package File must contain a single @TAG XE "transmittal packing slip"  File.

· The @TAG File must contain a single File Signature Record (see page 31 for details) and this must be the first record.

· The name of each data file within a Package File may not exceed eight characters in length and must begin with an alphabetic or @ character followed by up to seven alphabetic (A through Z) and/or numeric (0 through 9) characters.  No special characters are permitted in the name, and a data file may not be called @TAG.  Each data file in a Package File must be uniquely named.  The unique name for each data file must not be reused for a period of 90 calendar days.

· With the exception of NIL data files (see following note), there must be a one-to-one correspondence between each data file in a Package File and each File Transmission R XE "transmittal packing slip" ecord (see page 32 for details) in the @TAG File.  The File Name in the File Transmission Record identifies the corresponding data file.

· The File Transmission Record enables the Sender to advise a company that a file is not being transmitted for a particular business application.  This is accomplished through the use of a NIL File Flag.  No data file (empty or otherwise) should accompany a File Transmission Record that indicates a NIL File.

· Data fields in all @TAG File records must be separated by commas, even when the fields are not populated.  ASCII Carriage Return (CR) and Line Feed (LF) characters follow the last data field in every record.

· Upon receiving a Package File, a company must verify that it meets the above business rules and syntax edits.   The Receiver must identify and report as many Package XE "transmittal packing slip"  File errors as possible to the limit of one error per @TAG File record.  If any Package File errors are found, the entire Package File must be rejected and a Negative Acknowledgement @TAG File is returned to the Sender.  If no Package File errors are found, an optional Positive Acknowledgement @TAG File (see File Signature Record for further details) is returned to the Sender and data files are then available for processing.

· Some companies have the ability to send/receive Positive and Negative Acknowledgements to different mailboxes.  Where two carriers mutually agree to exchange Acknowledgements in this manner, Negative Acknowledgements could be processed on a priority basis. 

· An Acknowledgement is a Package File containing an Acknowledgement @TAG File.  This @TAG File consists of a single File Signature Record and an Acknowledgement Record for each File Transmission Record in the original @TAG File.

· Acknowledgements of Package Files may not be combined - each Package File must be individually and separately acknowledged.

· File Transmission Records for NIL files are to be acknowledged in the same manner as File Transmission Records for normal data files.

· It is expected that the Sender will retain a copy of the Package File should recovery or retransmission be required.

· As indicated previously in this section, Package Files contain both packing slips (i.e. @TAG files) and optional data files.  Since @TAG files contain variable-length, ASCII text data fields which are delimited by commas, if a field is not populated, it is omitted and a comma identifies its position.  Record layouts and rules for data files, however, are defined independently for each business application.  Service providers should refer to the guidelines associated with a particular business application (e.g. Canadian Local Ordering Guidelines (C-LOG) regarding Local Service Requests) for data formatting rules.

	[image: image6.wmf]
	Refer to EFT Error Codes on page 39 for more details.


The CDIG uses the following conventions for the population of data fields:

· Required (R) – the data field must be populated in the record.

· Optional (O) – the data field may or may not be populated in the record.

· Conditional (C) – the population of this data field is dependent on the presence or absence of another data field.

File Transmission @TAG Format

The @TAG File contains variable-length records of comma-delimited ASCII text.  Its purpose is to provide the Sender and Receiver with details about the data files in the Package File.

There are two types of records in the @TAG File: the File Signature Record which identifies the type of @TAG File and its attributes, and the File Transmission Record which describes a data file in the Package File.

File Signature Record

The File Signature Record must always be the first record of a @TAGxe "TAG File"

 XE "transmittal packing slip"  File. It is used to identify the file as a @TAG File and to indicate the version of the @TAG format contained within it.

	Data Element
	Req.
	Max Size
	Comments

	Signature
	R
	8
	Identifies that this file is a “TAGxe "TAG File"

 XE "transmittal packing slip" ” file and indicates the version of the TAG format.

Values can be:

“TAG00100” – Identifies the file as a TAG file. Version 1.00.

	From
	R
	32
	Identifies the Sender of the Package File (e.g.  mailbox name)
.

	Acknowledgment To
	O
	32
	Serves as a flag to indicate whether a Positive Acknowledgment should be returned to the Sender.

If the field is populated, a Positive Acknowledgement will be provided, as appropriate.  Otherwise, a Positive Acknowledgment is not required.

The actual value of this field is immaterial and is not used for delivery of an Acknowledgement.


File Transmission Records

There must be a File Transmission Record for each file included in the data transmission.  It is used to describe the characteristics of the data file.

	Data Element
	Req.
	Max Size
	Comments

	File Name
	C
	8
	Specifies the name of the file.

If a NIL File is indicated, no File Name is required and the field should be ignored.

	Sender Reference Identifier
	O
	32
	Where provided by the Sender, is used to reference the data transmission. The receiving party must return this information in the Acknowledgement Record for this file.

	Date Created
	O
	8
	The date that the file was created expressed in yyyymmdd format.

Where provided by the Sender, is used to reference the data transmission. The receiving party must return this information in the Acknowledgement Record for this file.

	Time Created
	O
	6
	The time that the file was created expressed in hhmmss format (24-hour clock).

Where provided by the Sender, is used to reference the data transmission. The receiving party must return this information in the Acknowledgement Record for this file.

	Created Time Zone
	O
	3
	The time zone for the Date and Time Created.

ADT – Atlantic Daylight Time

AST – Atlantic Standard Time

CDT – Central Daylight Time

CST – Central Standard Time

EDT – Eastern Daylight Time

EST – Eastern Standard Time

MDT – Mountain Daylight Time

MST – Mountain Standard Time

NDT – Newfoundland Daylight Time

NST – Newfoundland Standard Time

PDT – Pacific Daylight Time

PST – Pacific Standard Time



	Data Format
	R
	8
	Identifies the type and format version of the data contained in the file. Data Format Codes are assigned by the BPWGxe "DISWG" when the data specification is registered.  A list is provided in Appendix A: Registered Data Format Codes on page 41.

	Nil File Flag
	R
	1
	Indicates whether the Sender has no file to transmit for the particular business application associated with the data format.

Y-Yes, this is a Nil File. A corresponding data file will not be present in the Package.

N-No, this is not a Nil File. A corresponding data file will be present in the Package.


File Transmission Examples

@TAG XE "transmittal packing slip"  File Example #1
	TAG00100,SprintCanada_1,SprintCanada_2(

	FILE_A,UX12311,19980401,090000,EDT,DI103.1,N(

	FILE_B,UX12333,19980401,091000,EDT,DI102.1,N(

	,UX123x3,,,,DI104.1,Y(

	FILE_D,UX123x3,19980401,091000,EDT,DI103.1,N(


The above @TAG XE "transmittal packing slip"  file illustrates the following:

· This is a Version 1.00 of the TAG File format.

· SprintCanada_1 has originated the transmission.

· A Positive Acknowledgment is requested.

· Three files are being included in the Package File (FILE_A, FILE_B and FILE_D).  A NIL File is indicated for the third File Transmission Record.

· FILE_A and FILE_D are Local Order XE "PIC/CARE"  files (denoted by the DI103.1 data type), FILE_B is a BLIF file (DI102.1), and a NIL File is reported for Billing and Collections  XE "BLIF" 

 XE "Basic Listing Interchange File" (DI104.1).

@TAG XE "transmittal packing slip"  File Example #2
	TAG00100,MTS Allstream,(

	FILE_A,UX12311-314590-989776-43211-9659233-8644,19990402,131100,EDT,DI102.1,N(

	,,,,,DI103.1,Y(


The above @TAG XE "transmittal packing slip"  file illustrates the following:

· This is a Version 1.00 of the TAG File format.

· MTS Allstream has originated the transmission.

· A Positive Acknowledgment is not requested.

· One file is included in the Package File (FILE_A).  This is a BLIF file as denoted by the DI102.1 data type.  The Sender Reference Identifier for the file is longer than the permitted 32 characters.  

· A NIL File is indicated for the Local Order XE "PIC/CARE"  file (denoted by the DI103.1 data type).  No optional transmission reference information is included for this file.

Acknowledgement @TAG Format

The @TAG File used for acknowledgements also contains variable-length records of comma-delimited ASCII text.  Its purpose is to provide Acknowledgement details to the originator of an earlier data transmission.

There are two types of records in the file: the File Signature Record which identifies the type of @TAG File and its attributes, and the Acknowledgement Record which provides a status to the originator of the data files.

File Signature Record

The File Signature Record must always be the first record of a @TAGxe "TAG File"

 XE "transmittal packing slip"  File. It is used to identify the file as a @TAG File and to indicate the version of the @TAG format contained within it.

	Data Element
	Req.
	Max Size
	Comments

	Signature
	R
	8
	Identifies that this file is a “TAGxe "TAG File"

 XE "transmittal packing slip" ” file and indicates the version of the TAG format.

Values can be:

“ACK00100” – Identifies the file as an Acknowledgement TAG file. Version 1.00.

	From
	R
	32
	Echo from the original @TAG File.

	Acknowledgment To
	R
	32
	Echo from the original @TAG File.

	Receive Date
	R
	8
	The date that the file was received expressed in yyyymmdd format.

	Receive Time
	R
	6
	The time that the file was received expressed in hhmmss format (24-hour clock).

	Received Time Zone
	R
	3
	The time zone of the Received Date and Time.

ADT – Atlantic Daylight Time

AST – Atlantic Standard Time

CDT – Central Daylight Time

CST – Central Standard Time

EDT – Eastern Daylight Time

EST – Eastern Standard Time

MDT – Mountain Daylight Time

MST – Mountain Standard Time

NDT – Newfoundland Daylight Time

NST – Newfoundland Standard Time

PDT – Pacific Daylight Time

PST – Pacific Standard Time



	Error Code
	R
	4
	Refer to EFT Error Codes


Acknowledgement Records

There must be an Acknowledgement Record for each File Transmission Record in the original @TAG File.

	Data Element
	Req.
	Max Size
	Comments

	File name
	R
	8
	Echo of File Transmission Record.

	Sender Reference Identifier
	R
	32
	Echo of File Transmission Record.

	Date Created
	R
	8
	Echo of File Transmission Record.

	Time Created
	R
	6
	Echo of File Transmission Record.

	Created Time Zone
	R
	3
	Echo of File Transmission Record.

	Data Format
	R
	8
	Echo of File Transmission Record.

	Nil File Flag
	R
	1
	Echo of File Transmission Record.

	Error Code
	R
	4
	Refer to EFT Error Codes


When echoing back the contents of data fields from the Sender’s original @TAG File records, if the original data fields were not populated, the data fields on the acknowledgement should also not be populated.

If a Sender’s data field is longer than the maximum size permitted, the corresponding data field on the acknowledgement may be truncated to the maximum length, at the discretion of the Recipient, or echoed back exactly as it was originally sent.

Acknowledgement Examples

Acknowledgement @TAG file Example #1
	ACK00100,SprintCanada_1,SprintCanada_2,19980401,091000,EDT,0000(

	FILE_A,UX12311,19980401,090000,EDT,DI103.1,N,0000(

	FILE_B,UX12333,19980401,091000,EDT,DI102.1,N,0000(

	,UX123x3,,,,DI104.1,Y,0000(

	FILE_D,UX123x3,19980401,091000,EDT,DI103.1,N,0104(


The above Acknowledgement @TAG XE "transmittal packing slip"  File illustrates the following:

· This is a Version 1.00 of the TAG File format.

· No errors were found at the File Signature Record level.

· FILE_A and FILE_B were successfully received.

· A NIL File was successfully reported for Billing & Collections.

· FILE_D was rejected as an error (“Data File was not found” in the Package File).

· Since an error was found in the Package File, no data will be processed.  The Sender should correct the error and retransmit the Package File.

Acknowledgement @TAG XE "transmittal packing slip"  File Example #2
	ACK00100,Bell,Bell,19980401,091000,EDT,0000(

	FILE_A,UX12311-314590-989776-43211-9659,19990402,131100,EDT,DI102.1,N,0204(

	,,,,,DI103.1,Y,0000(


The above Acknowledgement @TAG XE "transmittal packing slip"  file illustrates the following:

· This is a Version 1.00 of the TAG File format.

· A Positive Acknowledgment has been requested.

· No errors were found at the File Signature Record level.

· FILE_A was rejected as an error (“Missing or invalid field – other File Transmission Record field”) since the Sender Reference Identifier was longer than permitted.  In the acknowledgement record, the echoed field has been truncated to the permitted length (at the option of the carrier acknowledging the transmission).

· A NIL File was successfully reported for the Local Order XE "PIC/CARE"  file (denoted by the DI103.1 data type).

· Since an error was found in the Package File, no data will be processed.  The Sender should correct the error and retransmit the Package File.

EFT Error Codes

The following table lists the various Error Codes used in the Acknowledgement @TAG File to denote abnormal conditions.

	Error Code
	Error Condition/Rule

	0000
	No error detected

	0100
	@TAG XE "transmittal packing slip"  File is missing.  A @TAG File must be included in each Package File.

	0101
	@TAG XE "transmittal packing slip"  File Signature Record is invalid.  Each @TAG File must begin with a File Signature Record.

	0102
	Unsupported @TAG XE "transmittal packing slip"  File version. The File Signature Record denotes a @TAG file format version which is not supported by the Receiver.  The Acknowledgement XE "acknowledgement"  File is returned in the most current format that the Receiver supports.

	0103
	Duplicate File Transmission Record

Two or more File Transmission Records in the @TAG XE "transmittal packing slip"  file have the same File Name.

	0104
	Data File was not found

A File Transmission Record points to a file, which is missing from the Package File.

	0105
	File Transmission Record was missing.

A data file was detected which does not have a corresponding File Transmission Record in the @TAG XE "transmittal packing slip"  File.

 NOTE: Not all Receivers may be able to support this verification test.

	0106
	Missing or invalid From field

	0107*
	Missing or invalid field – other File Signature Record field

	0201
	Missing or invalid File Name

	0202
	Missing, invalid, or unsupported Data Format.

The Data Format must be present and must be a valid format, which is supported by this Receiver.

	0203
	Missing or invalid NIL File Flag field

	0204*
	Missing or invalid field – other File Transmission Record field


*This error code may be used where optional fields are longer than permissible.
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Appendices

Appendix A: Registered Data Format Codes

Data Format Codes are assigned by the BPWGxe "DISWG" and are used by sending and receiving parties to specify the type and format version of a data file. The nomenclature for Data Format Codes is DIxxx.yy: where xxx indicates the type of file and yy indicates the format version.

Each of the following data formats has been registered with the BPWG XE "DISWG" .  For more information on how to register a data interface and corresponding format please contact the BPWG.

	Format Code
	File Type
	Responsible Organization

	DI101.1
	PIC/CARExe "PIC/CARE"
	BPWGxe "CTSWG"

	DI102.1
	Basic Listing Information File (BLIFxe "BLIF")xe "Basic Listing Interchange File"
	DOWGxe "DOSWG"

	DI103.1
	Local Orders (CLOG Version 4)
[No Longer Supported] 
	BPWG

	DI103.2
	Local Orders (CLOG Version 5) 
	BPWG

	DI104.1
	Billing and Collections Electronic Message Interchange (EMI)
	BPWG

	DI105.1
	Directory File Service (DFS)
	N/A


Appendix B: Acronyms
	Acronym
	Meaning

	ANSI XE "ANSI" 
	American National Standards Institute

	ASn
	Application Statement n (where n = 1, 2 or 3)

	ASCII
	American Standard Code for Information Interchange

	ATIS
	Association for Telecommunications Industry Solutions

	BLIF XE "BLIF" 

 XE "Basic Listing Interchange File" 
	Basic Listing Interchange File XE "Basic Listing Interchange File" 

	BPWG XE "BLIF" 

 XE "Basic Listing Interchange File" 
	Business Process Working Group XE "Basic Listing Interchange File" 

	CARE
	Customer Account Record Exchange

	CDIG
	Canadian Data Interchange Guidelines

	CISC
	CRTC Interconnection Steering Committee

	CLEC
	Competitive Local Exchange Carrier

	CLOG
	Canadian Local Ordering Guidelines

	CRTC
	Canadian Radio-television and Telecommunications Commission

	CSG
	Carrier Services Group

	DISWG XE "DISWG" 
	Data Interchange Sub-working Group

	DOWG XE "DOSWG" 
	Directory Listings and Operator Services Working Group

	EBCDIC
	Extended Binary-Coded Decimal Interchange Code

	EFT
	Electronic File Transfer

	ILEC
	Incumbent Local Exchange Carrier

	IXC
	Inter-Exchange Carrier

	LEC
	Local Exchange Carrier

	OBF
	Ordering & Billing Forum

	OSS
	Operational Support System

	PIC
	Primary Inter-exchange Carrier

	PSTN
	Public Switched Telephone Network

	SMTP
	Simple Mail Transfer Protocol

	WG
	Working Group


Appendix C: Certificate Exchange Form

Certificate Exchange Form

-------------------------

Description    : Application description for <Trading Partner’s name>

Application    : Application’s name

Certificate

Issuer
   : (TBD)

Data Transport : From <Trading Partner’s name> to <Trading Partner’s name>

To             : Primary Security Coordinator

               : Company

               : Address 1

               : Address 2

               : Address 3

               : Address 4

Tel            : Phone

Pager          : Pager

Fax            : Fax

E-mail         : E-mail ID

From           : Primary Security Coordinator
               : Company

               : Address 1

               : Address 2

               : Address 3

               : Address 4

Tel            : Phone

Pager          : Pager

Fax            : Fax

E-mail         : E-mail ID
Date           : ________/____/____    (YYYY/MM/DD)

File Name      : <PARTYNAME>SSL.CER and/or <PARTYNAME>SM.CER 






or <PARTYNAME>SSLSM.CER

Effective Date : ________/____/____    (YYYY/MM/DD)

Please note that no data exchange will be performed between trading partners without the use of valid SSL and S/MIME certificates. Expired, revoked or non-trusted certificates are NOT valid.

[Continued]
======================================================================

Acknowledgment of Receipt

-------------------------

Please return the following form to acknowledge receipt of the certificate.

To             : Primary Security Coordinator
               : Company

               : Address 1

               : Address 2

               : Address 3

               : Address 4

Tel            : Phone

Pager          : Pager

Fax            : Fax

E-mail         : E-mail ID

From           : Primary Security Coordinator

               : Company

               : Address 1

               : Address 2

               : Address 3

               : Address 4

Tel            : Phone

Pager          : Pager

Fax            : Fax

Email          : E-mail ID

We hereby confirm reception of the certificate(s) referenced above.

Date           : ________/____/____    (YYYY/MM/DD)

Appendix D: Sample E-mail Notifications

1. Certificate Will Expire Notification

Subject: Notice 1 – Your Certificate will expire for <application’s name>

Your certificate will expire. Please ensure you have provided your new certificate along with the Certificate Exchange Form.

For more information contact:

Key Coordinator: (TBD)
               : Company
               : Address 1

               : Address 2

               : Address 3

               : Address 4

Tel            : Phone

Pager          : Pager

Fax            : Fax
E-mail         : E-mail ID

Application    : Application’s name

Description    : Application’s description

Certificate

Purpose        : SSL and/or S/MIME

Please note that no data exchange will be performed between trading partners without the use of valid SSL and S/MIME certificates. Expired, revoked or non-trusted certificates are NOT valid.
2. Certificate Installed Notification

Subject: Notice 2 – Your certificate has been installed

Your certificate has been installed successfully within the Bell Canada processing environment.

For more information contact:

Key Coordinator: (TBD)
               : Company

               : Address 1

               : Address 2

               : Address 3

               : Address 4

Tel            : Phone

Pager          : Pager

Fax            : Fax
E-mail         : E-mail ID

Application    : Application’s name

Description    : Application’s description

Certificate

Purpose        : SSL and/or S/MIME

3. Certificate Expired Notification

Subject: Notice 3 – Your certificate has expired

Your certificate has expired. Please ensure you have provided your new certificate along with the Certificate Exchange Form.

For more information contact:

Key Coordinator: (TBD)
               : Company

               : Address 1

               : Address 2

               : Address 3

               : Address 4

Tel            : Phone

Pager          : Pager

Fax            : Fax
E-mail         : E-mail ID

Application    : Application’s name

Description    : Application’s description

Certificate

Purpose        : SSL and/or S/MIME

Please note that no data exchange will be performed between trading partners without the use of valid SSL and S/MIME certificates. Expired, revoked or non-trusted certificates are NOT valid.
4. Certificate Revoked Notification

Subject: Notice 4 – Your certificate has been revoked

Your certificate has been revoked. Please ensure you have provided your new certificate along with the Certificate Exchange Form.

For more information contact:

Key Coordinator: (TBD)
               : Company

               : Address 1

               : Address 2

               : Address 3

               : Address 4

Tel            : Phone

Pager          : Pager

Fax            : Fax
E-mail         : E-mail ID

Application    : Application’s name

Description    : Application’s description

Certificate

Purpose        : SSL and/or S/MIME

Please note that no data exchange will be performed between trading partners without the use of valid SSL and S/MIME certificates. Expired, revoked or non-trusted certificates are NOT valid.
5. Certificate will Expire Notification

Subject: Notice 5 – <<Trading Partner name>>’s certificate will expire in 30 days

<<Trading Partner name>>’s certificate will expire within 30 days. <<Trading Partner name>> will send you the new certificate along with the Certificate Exchange Form.

For more information contact:

Key Coordinator: (TBD)
               : Company

               : Address 1

               : Address 2

               : Address 3

               : Address 4

Tel            : Phone

Pager          : Pager

Fax            : Fax
E-mail         : E-mail ID

Application    : Application’s name

Description    : Application’s description

Certificate

Purpose        : SSL and/or S/MIME

Please note that no data exchange will be performed between trading partners without the use of valid SSL and S/MIME certificates. Expired, revoked or non-trusted certificates are NOT valid.
Appendix E: Certificate Management Contacts Form
	Title
	Information

	Primary Security Coordinator (Responsible for exchanging certificates)

	Name
	

	Title
	

	Mailing Address
	

	Phone
	

	Pager/Cell
	

	Fax
	

	E-mail
	

	Backup Security Coordinator (Backup for exchanging certificates)

	Name
	

	Title
	

	Mailing Address
	

	Phone
	

	Pager/Cell
	

	Fax
	

	E-mail
	

	Primary Security Custodian (Responsible for installing the certificates within the processing environment)

	Name
	

	Title
	

	Mailing Address
	

	Phone
	

	Pager/Cell
	

	Fax
	

	E-mail
	

	Backup Security Custodian (Backup for installing the certificates within the processing environment)

	Name
	

	Title
	

	Mailing Address
	

	Phone
	

	Pager/Cell
	

	Fax
	

	E-mail
	











� These rules (in particular, the use of Base36 values) apply only to the sequence number component of the AS2 filename and not to any sequence number that may be generated within the data file by the business application.





� If a company was populating this field with its electronic mailbox ID associated with the File Transfer Service described in earlier versions of the CDIG, it should continue to use this value.
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1. 	The Sender creates a file called @TAG containing a list of all data files being transmitted.
2. 	The Sender compresses the @TAG file and all data files into a Package File using PKZIP.
3. 	The Sender sends the Package File via ASn to the Receiver.
4. 	The Receiver retrieves the Package File.
5. 	The Receiver uncompresses the Package File using PKUNZIP.
6.	The Receiver validates the contents of the @TAG File.
7. 	If no errors are found in the @TAG File, the Receiver creates a Positive Acknowledgement @TAG File based on the Sender's request, and saves the data files for subsequent processing. If one or more errors are detected in the @TAG File, the Receiver creates a Negative Acknowledgement @TAG File and there is no further processing of the data files.
8. 	The Receiver compresses the Acknowledgement @TAG File into a Package File using PKZIP.
9. 	The Receiver sends the Package File containing the Acknowledgement @TAG File via ASn to the Sender.  The Receiver may process the data files in parallel with, or subsequent to, the acknowledgement of the Package File.
10. 	The Sender retrieves the Package File.
11. 	The Sender uncompresses the Package File using PKUNZIP.
12. 	The Sender processes the Acknowledgement @TAG File.�


