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At the CLG meeting of December 14, 2000 (conference call) all attending members agreed that the TELUS Security Clearance process as documented in contribution CLCO063B, has reached consensus.  All parties agreed that it constitutes a consensus for purposes of clarifying TELUS’ security clearance process.
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TELUS  COMMUNICATIONS  INC.

CO-LOCATION  SECURED  ACCESS  PROCEDURE


PROCEDURE

Initial card requests and any subsequent new cards
Co-locator to provide:

· Completed  “TELUS Application for Security Clearance/ID Card” (sections a & b only)

· Criminal record check (original)

· Passport color photo (or equivalent).  (Co-locator cannot have photo taken at TELUS Security).

· Cover letter requesting quantity of cards required by Co-locator, supplemented by the documentation as described above, for each card.


· Forward to GT&PS Contact:

Cal Misener

Co-location Project Manager

TELUS Global Trading and Partner Services

Phone:  (604) 663-5003

Fax:  (604) 689-7312

Email:  cal.misener@TELUS.com 

· Secured Access Cards will be presented to Co-locator, on site, at Co-location effective date or will be couriered to Co-locator, prior to Co-location effective date. 


· A 10 working day period is required for processing all new card requests.






Cards Quantity and Cost
· Quantity required by Co-locator – no limit

· Cost - $30.00 / card  (no cost for defective cards unless caused by Co-locator)






Keys for Co-location area and rooms
· No keys will be provided to Co-locator.

· Key cylinder will be installed at each Co-location room door for emergency use by TELUS only.
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Replacement of defective cards 
· Defective cards are to be reported to Global Trading and Partner Solutions for replacement.  The defective card is to be returned to GT&PS.

· GT&PS Contact forwards cards to Co-locator within 48 hours.






Lost cards
· Lost cards are to be immediately reported to GT&PS for de-activation and replacement (if required).

· GT&PS Contact forwards cards to Co-locator within 48 hours






After Hours Trouble Procedure


· Problems with the Safenet into the main Co-location site from public right of way:

1. IC employee to call their NOC

2. IC NOC to ensure that employee used card correctly

3. IC NOC to report Safenet trouble to TELUS Network Operations Centre at 1-888-530-7722.

4. TELUS NOC to dispatch Central Office maintenance technician

5. TELUS NOC reports Safenet trouble to Building Operations Control Centre (BOCC) at 604-432-5200.

6. TELUS Central Office maintenance technician to meet IC employee at C.O., and check IC employee identification.

7. TELUS Central Office maintenance technician to gain access to main Co-location site and provide IC employee with access.

8. TELUS will determine the cause of the problem and either repair the Safenet reader or issue a replacement Safenet card to the IC.

· Problems with the Safenet Access Card into IC’s Co-location room:

1. IC employee to call their NOC

2. IC NOC to ensure that employee used card correctly

3. IC NOC to report Safenet trouble to TELUS Network Operations Centre at 1-888-530-7722.

4. TELUS NOC to dispatch Central Office maintenance technician

5. TELUS NOC reports Safenet trouble to Building Operations Control Centre (BOCC) at 604-432-5200.

6. TELUS Central Office maintenance technician to meet IC employee at C.O., and check IC employee identification.

7. TELUS Central Office maintenance technician to gain access to main Co-location site and provide IC employee with access to the IC’s room

8. TELUS will determine the cause of the problem and either repair the Safenet reader or issue a replacement Safenet card to the IC



Business Hours Trouble Procedure
· During regular business hours, Co-locator should call Global Trading and Partner Solutions contact with any Safenet access issues.



Contacts:

Business Hours 7am – 4:30 pm (PST)

After hours, weekends and holidays

Global Trading & Partner Solutions

TELUS Network Operations Centre

Phone:   1-604-663-5003

Phone:   1-888-530-7722



Notes:

· Reader may take more than 1 attempt to grant access.  This may be a result of the reader downloading in the system, which may cause a minimal access time delay as the system searches its database and re-initializes the access card.  A flashing red/green light indicates this activity.  In this case, wait 1 – 2 minutes to present the card again.  It may take up to 5 presentations before access is obtained.  If after 5 attempts access is still not granted, report a trouble.

· When presenting card to reader, ensure that other persons with access cards are at least 3 feet away from reader.  Other cards may interfere with reader.

· Reader interference may also be caused if card is attached to a key ring with other cards and keys.

· Only one card is issued per person.

· A Co-locator employee or associated contractor with valid TELUS I.D. can escort other associated Co-locator employee(s) or contractor(s) into the Licensed Area.  The person with a valid TELUS I.D. must ensure that their identification is clearly visible while on TELUS premises and must remain with the person(s) being escorted at all times.  Any person(s) found inside a TELUS building without either a valid TELUS I.D. or an accompanying escort (with valid TELUS I.D.) will be asked to leave the premises immediately.  Such instances will be reported to both TELUS GT&PS Contact and the Co-locator. 


· Card cannot be transferred to other employees/contractors.


· Card must be worn at all times while on TELUS premises.


· Card access is 24 hours per day, 7 days per week.


· The Co-locator is responsible for their issued cards.  Loss of cards could compromise Co-locators room security.

· It is the responsibility of the Colocator to maintain a list of secured access users and to forward the list to GT&PS.



Attachment #2




   Application for Security Clearance / ID Card



Applicant to complete - PLEASE PRINT









a)

          SURNAME: _____________________________________________________________________________

          ALL GIVEN NAMES: _____________________________________________________________________

          DATE OF BIRTH: Day: _______  Month: _______  Year: _______                            Female: ___  Male: ___

          RESIDENCE ADDRESS & POSTAL CODE: __________________________________________________

          ___________________________________________________________   TELEPHONE: _______________



b) CONTRACTORS:  CONTRACT COMPANY / 3rd  PARTY MAINTENANCE PROVIDERS

          COMPANY NAME: ______________________________________________________________________

          CONTACT NAME: _______________________________________________________________________

          ADDRESS & POSTAL CODE: ______________________________________________________________

          TELEPHONE: ___________________  CONTRACT EXPIRY DATE: ______/______/______ ( Max 2 Year)

            Note: Contract Employee/ 3rd Party Maintenance Provider must supply original copy of Criminal Record History or 

            Clearance Letter from Law Enforcement.  Applicants outside Calgary and Edmonton must also provide passport photo.



c) TELUS EMPLOYEES ONLY

          I hereby authorize TELUS to undertake a criminal record check in connection with application for 

          Employment.

          Date: ________________  Signature: _________________________________________________________



TELUS SUPERVISOR to complete

d) CHECK TYPE REQUIRED:

          [__]   TELUS EMPLOYEE        [__]   CONTRACTOR         [__] 3rd PARTY MAINTENANCE PROVIDER



e) ACCESS REQUIREMENTS: (Check type and attach applicable forms)

          [__]  ID CARD        [__]   KEYS             [__]   CARD ACCESS           [__]   SYSTEM ACCESS

                                                 (Form 698  93/06)        (Form 10363  98/03)                    (Contact System Access)



f) TELUS SUPERVISOR

          NAME: ___________________________  PHONE # ________________

          TITLE: _____________________________________________________

          DEPARTMENT: _____________________________________________

          SUPERVISOR SIGNATURE: ___________________________________

          HR ADVISOR: ____________________________  LOCAL: __________


SECURITY USE ONLY

CARD #: ___________________

EXPIRY DATE: _____________

ISSUED BY: ________________

DATE RECEIVED: __________

DATE CLEARED: ___________

NOTE:
ID CARDS - Security North 493-3666, FAX 493-3998, Security South 530-6220, FAX 530-8805


KEYS - Form 698 (93/06), TELUS Intranet (http://corpcomm.tsl.TELUS.com/iosforms/), 493-6699, FAX 493-3998


CARD ACCESS - Form 10363, North 493-3698. South 530-6220


SYSTEM ACCESS - 493-3776




   Application Regulations for TELUS

Employees and Non- Employees   

1. All users who are employees of TELUS group of companies or non-employees must be cleared by TELUS Security before being given access to TELUS computers.

2. Other than the user’s own information, the user may only access TELUS information required to use the computer system or TELUS information to which access is specifically given by TELUS. The capability to access information does not imply permission to access information.

3. The user must not disclose to a third party, without written consent of TELUS, any work products including documents, information, or programs provided by TELUS, or produced for TELUS by the user.

4. The user must protect his/her terminal(s) against unauthorized use.

5. The user must protect I.D.’s and passwords against unauthorized use or disclosure.

6. Passwords suspected of being known by unauthorized persons must be changed immediately.

7. Any suspected security violations such as unauthorized use of terminals, I.D.’s and passwords, or unauthorized access to the user’s data files should be reported to TELUS Security. Confirmed security violations must be reported to TELUS Security.

8. Access to TELUS facilities for the purpose of installing and/or maintaining equipment not belonging to TELUS Corporation will be escorted at all times unless other arrangements have been agreed upon. It is the responsibility of the cardholder to contact the appropriate control center to make access/escort arrangements.

9. Should access privileges be used at any time for gaining unauthorized access to TELUS Corporation owned equipment or non TELUS equipment, access privileges will be revoked immediately and reported to TELUS Security to determine what other legal options are available.

ACKNOWLEDGEMENT

I have carefully read the above security regulations and understand their provisions.

_________________________________________


____________________________

Surname (Please Print)





Given Names (Please Print)

_______/_______/_______




____________________________

Date Signed (yy/mm/dd)





Applicant’s Signature.

TELUS CONFIDENTIAL

(When Completed)
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