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1.0 BELL CANADA

This section describes the procedures for co-locators to follow in order to gain authorized access to Bell Canada's central offices.

1.1 
Introduction

To assist in the protection of employees, only authorized personnel are to have access to Bell's facilities and/or leased premises.  To this end, Corporate Security Access Control (CSAC) issues each employee a personal identification (ID) card.  Temporary employees, contractors, consultants, Co-locators and visitors are also issued ID cards or passes.  As well, Bell has a Visible ID policy whereby every person inside a Bell facility must wear his/her identification card in plain view. Each employee has the responsibility to challenge anyone not wearing a visible ID card.

1.2 
Security Awareness

It is the responsibility of Bell management to ensure that all employees (including themselves), contractors and Co-locators (employees, contractors, sub-contractors and sub-licensees) are aware of security procedures in loss prevention and support Bell security programs.  They must ensure that employees (and others) at all levels fully comply with established security requirements.

Co-locators will ensure that their employees, contractors, sub-contractors and sub-licensees are properly instructed and understand the following minimum security requirements:

· The wearing of visible Bell Canada, CSAC issued ID is mandatory in all Bell locations.

· Door codes and electronic access cards must never be compromised.

· Door lock mechanisms must be concealed when keying in serials.

· All suspicious activity must be reported immediately.

· All unknown persons on Bell property must be challenged.

· The importance or vulnerability of any Bell facility or location must never be revealed.

· No "tailgate" access is permitted (i.e. every person with card access must swipe for record purposes).

· An authorized person shall NOT admit unauthorized person(s).

1.3 
Visible ID Security Program

It is Corporate policy that every Bell employee, consultant and contractor in the employ of Bell, and every visitor (including Co-locator employees, contractors, sub-contractors and sub-licensees) must visibly wear a valid, designated ID card at all times while on Bell premises.  Bell Management is responsible to implement and enforce the Visible ID Security Program in full compliance with this policy.

Employee ID cards will contain the following information:

· Company name 

· Employee name 

· Employee number 

· Picture of employee 

· Expiry date of ID card 

Employee ID cards or other electronic access cards must not be loaned to others under any circumstances.  A lost or damaged card must be reported to management immediately.

Daily building ID cards must not be removed from the premises and are to be returned immediately after use or at the end of each day.  A new day card must be requested for each subsequent day, if required.

1.4 
Building Security Regulations - Network Buildings

The following procedures must be followed at all Bell Network locations:

· All non-public areas to be secured at all times.

· All entrances to Bell areas to be locked at all times.  Where entrances are required to be open, they MUST be under continuous observation and supervision by Bell or Co-locator personnel, an authorized delegate or guard staff hired by Bell.

· Access to Bell areas for business will be permitted only to those that have legitimate reasons for visiting and have been properly authorized.  A resident Bell employee or authorized delegate will be responsible for any visitor(s) at all times during the visit.  (Note:  A "visitor" is defined as anyone other than a resident, Bell employee)

· Access to Bell areas by non-Bell personnel will be by pre-arrangement and "Bell sponsorship" only.  Authorized contractors or Co-locators will not be permitted to sign-in other contractors.  Sign-in access for contractors must be completed by a Bell resident manager or authorized delegate.

· All visitors must follow Bell Network admission and departure procedures (i.e. Sign-In / Sign-Out entrance logs, calls to Control Center, etc.).

· All Bell employees MUST challenge those they suspect of entering, having entered, or are attempting to enter, at any Bell area or location without proper authorization.

1.5
Photo ID/Access Cards

Photo ID/Access cards are issued to all Bell Canada personnel and contractors working on Bell Canada premises.  The purpose is two-fold.  First, it is an excellent means of visible identification that is a requirement of Corporate Security.  Second, it enables the Bell Canada CSAC group to control access to various premises.

In keeping with Bell Canada’s visible ID Policy, all employees and contractors working on company premises must have valid company identification.  This process is being extended to Co-locator employees, selected installation contractors, sub-contractors and sub-licensees.   

Photo ID/Access Cards can only be issued to each Co-locator’s designated card coordinator.  This card coordinator is responsible for the following:

· Completing requests for identification cards on proper form

Obtaining passport style photo of applicant

Submitting form and photo to the Carrier Services Group 

Distributing, retrieving and returning identification cards &                                 reporting lost, defective or damaged cards

The single point of contact at Bell Canada for obtaining Photo ID/Access cards will be the Co-locators’ representative within the Carrier Services Group (CSG) in Ontario & Quebec.  

1.6 
Process to Obtain Photo ID/Access Cards

The process for Co-locators to obtain Photo ID/Access cards from the designated CSG representative is as follows:

· The Co-locator submits a written request (letter or email) together with the appropriate passport style photos to the Carrier Services Group.

· Requests for Ontario should be addressed to: Senior Project Mgr. Carrier Services, Floor 11, 2 Fieldway Rd. Etobicoke Ont. M8Z 3L2.

· Requests for Quebec should be addressed to: Project Mgr. – Co-Location, Carrier Services, Floor 16 S1, 700 DE LA Gauchetiere O., Montreal, Quebec, H3B 4L1.

· Requests will be forwarded to CSAC who may contact the Co-locator coordinator for additional information.

· Once approved, cards will be returned to the Carrier Services Group representative for distribution to the Co-locator.

Where there is an immediate requirement for access (prior to receiving a permanent Photo ID/Access Card) or access is required for less than 3 months, a temporary ID/access card may be issued.  Temporary ID/access cards contain no photo, are only activated for a certain site, a predefined period of time and for a specific individual. 
All Co-locators' applications must be channeled through a Bell Canada designated CSG representative.  The responsibility and liability for obtaining and maintaining control over cards issued for employees, contractors, sub-contractors and sub-licensees rests solely with the Co-locator who signed the Central Office License Agreement (COLA).  Further, Bell Canada expects that Co-locator’s will maintain up to date records of all cards requested for employees, contractors, sub-contractors and sub-licensees and advise the CSG representative immediately should they wish to revoke access privileges.  Both Bell Canada and the CLEC may periodically request joint audits to ensure that access is controlled and that due diligence is exercised. 

Bell Canada fully expects that Co-locators will treat these Photo ID/Access Cards with the same secure operation as they would for access to their own sites by providing immediate notice, to the CSAC Center during off normal hours and their CSG representative during business hours, of all cards that are lost, damaged or are to be revoked.

1.7 
Photo ID/Access Cards for Type 1B, 2 & Virtual Co-location Areas

Access to a co-location area during any equipment installation must be authorized by the Network Installation Coordinator (NIC).  The NIC is responsible for the tracking and movement of all personnel in the CO and is responsible to arrange for access based on the intrusiveness of the activity. For all installation activity, the NIC must be made aware of the scope of work to assess any risk or potential impact to Bell’s network.   For example, some activities require a “Threat” and can only be completed during off-normal hours whereas less intrusive activities can be done during regular business hours. 

The NIC will ensure the Co-locator sponsored Photo ID/Access card has been activated prior to the start of installation activity in a non-segregated area of a Bell Canada CO.  To arrange activation the Co-locator can call the NIC identified on the Secondary Report. 

For card access problems during off normal hours contact CSAC at 1-877-550-2722.

1.8 
Unican Coded Door Locks

Some CO doors are equipped with Unican coded door locks that require a specific serial number to open the door.  Serials are typically changed across an entire territory on a scheduled basis.  Unplanned changes also occur to meet a specific security requirement in a particular CO.

As a result of Telecom Decision CRTC 2000-204 Bell Canada will provide Co-locators with the appropriate serial numbers required to access co-located equipment.  

For security reasons updated serials for coded door locks are only distributed in written format via email to a single coordinator.  No serials are given to anyone, including coordinators, via land line or cell phone.

As with ID/Access cards the single point of contact for Co-locators and their authorized representatives will be the Bell Canada Carrier Services Group.           

1.9 
Process to Obtain Serials for Coded Door Locks

The process for Co-locators to obtain updated serials for Unican coded door locks from their designated CSG representative is as follows:

· The Co-locator submits a written request (letter or email) for a specific CO to the Carrier Services Group.

· Requests for Ontario should be addressed to: Senior Project Mgr. Carrier Services, Floor 11, 2 Fieldway Rd. Etobicoke Ont. M8Z 3L2.

· Requests for Quebec should be addressed to: Project Mgr. – Co-Location, Carrier Services, Floor 16 S1, 700 DE LA Gauchetiere O., Montreal, Quebec, H3B 4L1.

· If the requirement is deemed appropriate the Carrier Services Group coordinator will forward the necessary serials to the Co-locator.

· For off normal hour emergency access contact CSAC at 1-877-550-2722.

Again, Co-locators must understand that due to security, safety and liability reasons, Bell will only reply to requests for coded door lock serials from the Co-locator coordinator and cannot accept requests for serials from any employee or companies sub-contracted by the Co-locator to perform day to day maintenance and/or to install equipment.  The responsibility and liability for, as well as safety of employees, contractors, sub-contractors and sub-licensees rests solely with the Co-locator who signed the COLA.  Further, Bell Canada expects that Co-locator’s will maintain up to date records of all employees, contractors, sub-contractors and sub-licensees and advise the CSG coordinator immediately should any situation arise when it would be prudent to change a specific serial.  This would include but is not limited to terminations, loss of serials, labor disputes, etc.    

In short, Bell Canada fully expects that Co-locators will treat these serials in the identical confidential manner they would for their own sites with immediate notice to the CSG representative of all potential security breaches.

2.0 MANITOBA TELECOMMUNICATIONS INC.

This section describes the procedures for co-locators to follow in order to gain authorized access to MTS' central offices.

2.1 Introduction


The MTS Corporate Security Department is responsible for the reasonable care of all property within the co-location space and has developed security policies to minimize risk and liability.  MTS assumes there will be more than one interconnect company occupying the same segregated space and, therefore, has adopted policies and procedures to protect all parties.  The procedures outlined in these pages are the same used by MTS and its contractors, and will be enforced to keep consistency among our 800+ sites.  Section 17 "Damage to Licensed Area" of the Central Office License Agreement provides information on co-locator liability.


2.2 Alarmed Sites


All MTS sites are alarmed to the MTS Security Control Centre (SCC).  Some sites are alarmed 24 hours, while others are not.  MTS has undertaken a province-wide upgrade of our alarm monitoring system and will be converting more sites to 24 hour monitoring.  To simplify procedures and provide consistency between locations, co-locators are required to book into our sites 24 hours a day, 7 days a week.  This is needed to identify the person using the card key at the door as the card access system only identifies the company it is issued to and not the individual.

2.3 Authorized access


The co-locator will provide to MTS, a list of all personnel (including contractors) authorized to enter the co-location space.  Should a person wish to access the co-location space and their name does not appear on the authorized list, the person will be asked to leave the building and report to their Head Office to gain the appropriate security clearance.  Personnel shall wear visible identification at all times while on MTS premises.

2.4 Call-in process


A call-in process ensures there is a record not only of the particular access card which was "swiped" to gain access, but also the specific person(s) using the card.  Therefore, should a co-locator find damage has been done to their "caged" area or their equipment, MTS can investigate who had access to the co-location space during the time in question.

2.5 Call-in/access procedures


Any authorized person accessing the co-location space must inform the SCC of their presence in the building.  Upon swiping their card access key, which gains them entry into the MTS building, the individual must immediately pick up the red phone (marked "Security Control Centre") which is located in each building's entrance.  The phone will automatically dial the SCC.  The individual must identify the location they are calling from, their name and company they represent, and the nature of their business.  


Upon exiting the building, they must again pick up the red phone and advise the Security Guard they are leaving the building permanently.  If they must exit and re-enter the building during the same visit because they are getting equipment or tools from their vehicle, MTS does not require them to report each access to the SCC.

If a co-locator fails to advise the SCC of their presence in the building and a Security Guard must be dispatched to a co-location site, the costs associated with dispatching the Security Guard will be charged to the company who did not follow procedure.

Specific to 166 Portage Avenue East
In locations where the co-location room does not have a separate external access door to the space, (i.e. basement of 166 Portage Avenue East), the individual requiring access must first go to the Security Desk at the adjoining building, main floor 191 Pioneer Avenue.  The individual will sign in with the Security Guard.  The Security Guard will provide a card access key which will be used to access the external doors at 166 Portage Avenue East.  The card access key can be used throughout the entire time the co-locator requires access to and from the co-location space during that visit.

The co-locator is required to go directly to and from the co-location space and is not permitted elsewhere in the building.

Upon permanently exiting the co-location space and the 166 Portage Avenue East building, the individual must report back to the Security desk at 191 Pioneer Avenue.  The individual will return the card key to the Security Guard and log out. 


2.6 Building security


Authorized personnel must ensure all exterior doors and all doors to the licensed area are closed at all times and are not propped or left open as per Schedule C, Section 3.09 of the Central Office License Agreement.


2.7 Access methods


All card keys, pass codes and door keys will be obtained from MTS Security via the Carrier Services Group.
Card Key - Provides co-locator access to the exterior door of the MTS building. 
Pass Code -  Provides co-locator access to the segregated co-locate space via a coded Unican lock.  
Individual Cage Door Key - Provides individual co-locator access to their assigned cage space.

2.8 Card key cost


A once-only $50 administration fee per card is charged to the co-locator.  The co-locator must report any lost card(s) immediately to MTS for deactivation.  Issuance of a new card(s) will be subject to the administration fee.  Should the co-locator recover their original card within 30 days of deactivation, MTS will reactivate it at no charge.  Cards no longer required by the co-locator must be returned to MTS.

2.9 Unican codes


Access to the segregated co-location space is via a coded pushbutton lock (Unican).  The co-locator will be advised of the access codes for all co-location sites.  MTS reserves the right to change the access code at any time.  The co-locator will be advised a minimum 24 hours in advance of any changes to be made to the access code.  

2.10 Card key audit


Card access keys will be programmed for six-month intervals.  This ensures an audit is conducted regularly to confirm which cards the co-locators still have in their possession, that they are responsible and accountable for the cards, and, if any have been lost, they can be identified and cancelled.  

MTS Corporate Security will conduct a card audit at the first of every January and July.  Any unaccounted card access keys will automatically expire on January 30th and July 30th.  Cards which are accounted for will be reactivated. 


2.11 Emergency access procedures


8:00 am to 4:00 p.m. Monday to Friday
Should a co-locator encounter difficulty accessing an MTS building during normal business hours, the co-locator will contact the Carrier Services Group who, in turn, will contact MTS Security to investigate the problem and provide access to the building.

4:00 p.m. to 8:00 am Monday to Friday, Saturday, Sunday or Holidays
Should a co-locator encounter difficulty accessing an MTS building after 4:00 p.m., they will call 943-1200.  This call is directed to MTS's SCC at 640 Corydon.  The caller will identify themselves and the location they cannot access.  The SCC will contact Inner-Tec Security who in turn, will dispatch an Inner-Tec Security Guard. There could be a 20-minute to 2-hour wait, depending on guard availability.  The Inner-Tec Security Guard, upon receiving proper identification from the person and confirming they have authorized access, will provide access to the building. 

2.12 Escalation process for after hours access


If after two hours the co-locator still has not gained access into the co-location area, the co-locator can call the MTS Test Centre at 941-4400.  At that point the Test Centre will contact the on-duty Security Manager to escalate the process.

2.13 Cage security


The City of Winnipeg Building Code stipulates that no device shall be put on an entrance/exit that could accidentally close or lock, preventing egress from that space.  Under no circumstances can a co-locator put another locking device (i.e. padlock) or modify the existing locking system on their cage doors.


2.14 MTS access


MTS reserves the right to access the licensed area as required per Section 8.09 of the Central Office License Agreement. 


2.15 Alarms on cages


MTS will permit the use of co-locator owned monitoring equipment to track traffic into their licensed area.  MTS will comply with any call-in requirements visibly posted by the co-locator on the exterior of the caged area.
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