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ABSTRACT:
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NOTICE:
GT Group Telecom Corp has prepared this consensus report on behalf of itself and members of the CBC to assist the Co-Location Group in its discussions, and is not to be considered a binding proposal on GT Group Telecom Corp. or member of the CBC.  GT Group Telecom Corp. and the CBC participants reserve the right to amend, modify, or withdraw this consensus report at any time.

INTRODUCTION

In the CLG Meeting of June 25/26 2001 the CBC was asked if there was a preference for how Bell Canada's, MTS and TELUS' Co-location Cards are programmed.  While Bell Canada, MTS and TELUS did not indicate they would be able to deliver such provided configuration, the information would be useful in planning future upgrades to access systems.

This consensus report recommends programming and process for the LEC community to insure higher integrity for all parties having ownership and permitting access to Co-location facilities.

1.0 EXISTING ACCESS CARD MATRIX


Cards are issued by the ILEC upon request of a CLEC for their employees or contractors.  It has been established that all cards issued have twenty-four hours a day, seven days per week access (24x7) and that there is no national standard or consistency on how the ILEC issued cards are labeled.  Sites specific access is performed in different manner by each ILEC.  As an example, Bell Canada has enabled different levels of access, which includes building, city, or NPA tier access depending upon CLEC requirements while Telus does not currently have any site specific or tiered access 

2.0 EVALUATION OF CATEGORIES 


In response to CLRE013b, the CBC members propose the following ILEC Access Card Matrix:
Table 1: Recommended ILEC Card Matrix

Access Level Category
ILEC Existing Levels of Access
CBC Recommended Levels of Access



Access Control by
24x7
Access Control by
Time of Day

CLEC Employee
Bell
site
24x7
Site
24x7

Common Contractor
Bell
CLEC Sponsored by site
24x7  & TOD/DOW
Site
TOD/DOW

CLEC Employee
Telus
Province
24x7
Site
24x7

Common Contractor *
Telus
LEC Sponsored*
TOD/DOW
Site
TOD/DOW

CLEC Employee
MTS
site
24x7
Site
24x7

Common Contractor
MTS
CLEC Sponsored by site
24x7  & TOD/DOW
Site
TOD/DOW

CLEC Employee
SaskTel
 Site
 24/7
Site
24x7

Common Contractor
SaskTel
CLEC Sponsored by site
24x7  &  TOD/DOW
Site
TOD/DOW

CLEC Employee
Aliant
site
24x7
Site
24x7

Common Contractor
Aliant
CLEC Sponsored by site
24x7  & TOD/DOW
Site
TOD/DOW

* Not applicable to Telus Inc. but may apply to Other LECs within the industry.

The following table defines terms used within this submission. 

Table 2: Definitions 
CLEC Employee – A individual who is fully employed by a CLEC

Common Contractor –A Contractor who is employed by multiple LECs within the industry to perform specific works or tasks.

Letter of Authorization – Letter supplied by the contracting LEC identifying specific Common Contractor and the approved permissions for TOD/DOW.

 TOD/DOW - Time of Day and Day of Week that work is permitted (as indicated on the letter of authorization to be carried by Common Contractor 

3.0 GENERAL IMPROVEMENTS (PROCESS CHANGES FOR ALL access card
 LEVELS)

In considering the general issues facing both the ILEC’s and the CBC, the following general improvements are recommended:

Table 3 General Improvements

1. All Access Cards must have the cardholder’s company identified and a picture of the cardholder as a minimum level of Identification.  Other details may be added such as company Employee number and ILEC Card Number or expiry dates.

2. Mutual interest of CLEC/ILEC in maintaining high level of security for common areas (Type 2) within a co-location.

3. Common Contractor Cards will have Contractor name Branding on Access Cards.  This will easily and quickly identify individuals that may be questionably working in a CLEC/ILEC restricted areas.

4. Access requirements will be more closely monitored and controlled by use of a more detailed method of access permissions.  These permissions must be managed by the  CLEC and requested from the ILEC 

5. Employees of Common Contractors should be pre-qualified by the ILEC and each issued one Access Card.  This will eliminate multiple cards and additional paperwork for industry specific contractors.

6. Upon Selection of a Common Contractor, the CLEC will notify the ILEC of permissions and issue an authorization letter to the Common Contractor (on an individual card base), which is to be presented to an ILEC employee as requested.

7. An Access Card List should be exchanged between ILEC and CLEC security departments’ on a semi annual basis.  This exchange of lists does not remove the CLEC responsibility to inform the ILEC of any immediate or sudden change in an individual Access Cardholder.

4.0 CROSS IMPACTS 

Both the ILEC and CLEC will have to become more proactive in managing and tracking individual Access Cards and permissions.  These increased activities (exchange of records & authorization letters) will reduce the risk of non-scheduled interruption of services at all levels. 

The CBC recognizes that not all ILECs may be willing to implement the identified categories or TOD/DOW access permissions.

5.0 TIMELINE COMMITMENT 

All participants would benefit from the above-described changes.  As the access control systems are maintained by the ILECs, their appropriate timeline would be associated with reducing risk and exposure to common ILEC Co-location accessible sites. 

While these recommendations are not binding or mandatory, the ILEC may wish to adopt all or specific items for implementation within their regions.
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