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Task Description(s):  Define a standard process for the transfer of end-users between a cable carrier and a third party ISP or between third party ISPs.  It also defines the processes to safeguard end-users during the transfer process. 

Conclusions:

General

This contribution sets out a standard process for the transfer of end-users between a cable carrier and a third party ISP or between third party ISPs.  

The process assumes that a third party ISP requesting an end-user transfer has entered into a TPIA service agreement with the cable company.  For the purposes of this process, a cable carrier is considered to be an ISP.

It is assumed that the modems deployed at the end-user’s premise are the property of the ISP providing the high-speed service.    It is the responsibility of the ISP requesting the transfer to ensure that the end-user possesses a cable modem that can be used to access the ISP's service.  Where the end-user leases a modem from his/her current (pre-transfer) ISP, the rights of the end-user and the current ISP with respect to use or return of the modem are governed by the contract between the current ISP and the end-user.

A 
Transfer Process

1. With the exception of transfers of end-users resulting from the transfer of a customer base between ISPs due to a merger or acquisition, an ISP or its agents shall obtain the end-user's authorization in accordance with the End-User Protection Procedures described in the cable carrier's tariff prior to requesting the transfer of the end-user.  (See Schedule 6 to the Vidéotron and Shaw TPIA tariffs and Schedule C to the TPIA Service Agreement of Rogers and Schedule D to the TPIA Service Agreement of Cogeco.)

2. The ISP shall contact the CSG of the cable carrier to request the end-user transfer through the business interface system.  The ISP shall include in the request the following information:

(i) End-user name

(ii) End-user premise address (civic address)

(iii) Proposed transfer date

(iv) Name of current ISP

(v) IP and/or MAC address of the cable modem currently being used by the end-user

(vi) Name of new ISP

(vii) IP and/or MAC address and serial number of the cable modem to be installed, if applicable

3. The cable carrier will verify that TPIA service has been successfully initiated to the end-user or that the end-user subscribes to the cable carrier's Internet access service.

4. The CSG shall advise the ISP of any discrepancies in the transfer request through the business interface system.  The CSG will confirm or reject the proposed transfer within 2 business days of the initial transfer request.  (A longer confirmation period may be required to process bulk customer transfers due to a merger or acquisition.)  A transfer request may be rejected if TPIA service has not been initiated to the end-user or the end-user does not subscribe to the cable carrier's Internet access service.  If the request is accepted, the CSG will specify the effective date of the transfer in the confirmation notice.  

5. On the effective date of the transfer, the CSG will transfer the end-user to the ISP requesting the transfer, and authorize service to the new modem and terminate service to the previous cable modem, if applicable.  .  Assuming that the end-user has possession of the cable modem required to access service from the ISP requesting the transfer by the date of the scheduled transfer, the end-user shall experience no significant discontinuity of service.

6. The cable carrier will bill the ISP an end-user transfer charge as specified in the cable carriers’ General Tariffs.

7. If the transfer of an end-user is validly disputed by the end-user or by another ISP on behalf of the end-user, the end-user will be transferred back to the last ISP that was validly authorized to provide service to the end-user (the "Authorized ISP"). The CSG shall notify the ISP that requested the transfer that the transfer has been disputed and that the ISP must provide evidence to the cable carrier's CSG proving that the end-user transfer was authorized in accordance with the cable carrier's End-User Protection Procedures.  If acceptable evidence of end-user authorization for the transfer is not provided within 15 business days from the date of the request by the cable carrier's CSG, the ISP will be deemed to have requested an unauthorized transfer. (Refer to Section B for the End-user Safeguard Procedures).

8. An ISP that requests an unauthorized transfer shall pay a $60 charge or such rate as approved by the CRTC to the Authorized ISP for each unauthorized transfer.

9. Disputes concerning end-user transfers will be resolved in accordance with the cable carrier's End-User Protection Procedures.

B
Consumer Safeguards 

For the purpose of this Schedule, the term “End-User” means the ISP’s customer, and is the ultimate user of the ISP’s services sold on a retail basis, and, in the case of a multi-person household, is the person within that household responsible for changes to Internet access services.  An agent must have authority from the End-User to act on the End-User’s behalf.  Another member of the household could be an agent of the End-User.

1) With the exception of transfers of End-Users resulting from the transfer of a customer base between ISPs due to a merger or acquisition, the ISP or its agents shall obtain the End-User’s authorization to provide TPIA-based high-speed Internet access services to the End-User. 

2)
Whenever the ISP or its agent initiates a contact during which an order to provide service is obtained, End-User order confirmation is required. The End-User confirmation, as defined in B 3) below, must be obtained prior to submitting an End-User transfer request to the cable carrier.  One of the following four methods of End-User order confirmation shall apply:

i)
Obtain the End-User’s written order confirmation;

ii)
Obtain the End-User’s oral order confirmation verified by an independent third party;

iii)
Obtain the End-User’s electronic order confirmation by the use of a toll-free number;

iv)
Obtain the End-User’s electronic order confirmation, via the Internet.

3)
The End-User order confirmation must represent a clear statement regarding the End-User’s choice of ISP and must include an explanation of what occurs when the End-User’s choice of an ISP is changed. The confirmation must include the following information:

i)
ISP name;

ii)
End-User billing name and civic address and, where the End-User is not an individual, the name of the authorized representative of the Person;

iii)
Date of End-User order confirmation;

iv)
Choice of ISP as evidenced by End-User signature, third party attestation or electronic equivalent as referenced in B 2) (i)-(iv) above, respectively.

4)
The following terms and conditions apply to each form of End-User order confirmation:

i)
Written Order Confirmation

The End-User’s signature on a document which clearly states that the End-User’s TPIA-based high-speed Internet access service will be transferred to the ISP constitutes confirmation of the service order. The End-User must be fully informed as to what he or she is signing.

ii)
Oral order confirmation verified by an independent third party

The independent third party shall be an appropriately qualified, bonded and independent party operating in a location physically separate from the ISP or its agents. The ISP and its agents shall have no ownership interest in the independent third party nor shall the independent third party perform any telemarketing, direct mail or other sales solicitation functions for the ISP or any affiliates of the ISP. Compensation of the independent third party shall not be based on the number or percentage of sales confirmed.

In the course of contact with an End-User, representatives of the ISP are permitted to transfer the End-User directly to the independent third party to complete the confirmation. 

In the performance of confirmation functions, the independent third party must confirm that they are speaking to the End-User, and must confirm the information set out in B 3) (i)-(iv) with that person.

If an End-User order confirmation obtained via an independent third-party is required to be produced, it must be transcribed into an appropriate written format containing the information set out in B 3) (i)-(v), accompanied by certification by the ISP that the transcribed record is an accurate representation of the End-User order confirmation. The certification must also include the name of the independent third party organization who contacted the End-User and the date that the independent third-party contacted the End-User.

iii)
Electronic order confirmation through the use of a toll-free number.

The ISP must provide toll-free access to the End-User for the purpose of accessing an electronic order confirmation system. 

In the course of contact with an End-User, representatives of the ISP are permitted to transfer the End-User directly to the electronic order confirmation system to complete the confirmation.   The electronic order confirmation system must include security measures to verify End-User identity before the confirmation is processed.

Calls to the toll free number will connect the End-User to an interactive voice response (IVR) unit (or a touch tone pad input device or a similar device), which will record the following information: evidence of security measures as required to verify End-User identity, date and time, and ISP name to confirm the End-User’s choice of ISP. The IVR system must require the End-User to take some action (e.g., pressing a key on their dial pad) to positively confirm the service order.

If an End-User order confirmation obtained by this means is required to be produced, it must be transcribed into an appropriate written format containing the information set out in B 3) (i)-(v), accompanied by a certification from the ISP that the transcribed record is an accurate representation of the End-User order confirmation.

iv)
Electronic Order Confirmation via the Internet.

The ISP must use at least one of the following methods of security to ensure privacy and authenticity of information sent between the two parties (the ISP and the End-User):

· A secure link between the ISP and the End-User;

· A key server, to allow a party to encrypt messages that only a key holder can decrypt;

· A unique password between the ISP and the End-User.

The ISP may use another form of “off-line” or “on-line” identification (e.g., toll-free number or customer password sent to the billing address) in order to further verify the authenticity of the End-User and to confirm the End-User’s request.

The Internet order confirmation process must confirm the information set out in B 3) (i)-(iv) and must also include an explicit indication from the End-User that they are the authorized account-holder for their Internet access service.

The ISP must appropriately notify its End-Users of the potential for risk in doing business over the Internet, so that End-Users are aware of the need for safeguards on both ends to ensure confidentiality and security.

If an End-User order confirmation obtained by this means is required to be produced, it must be transcribed into an appropriate written format containing the information set out in B 3) (i)-(v), accompanied by a certification from the ISP that the transcribed record is an accurate representation of the End-User order confirmation.

5)
In the case of a mass transfer due to a merger or acquisition of an ISP, an ISP is required only to notify End-Users of the change. The acquiring ISP must send a notification to the individual End-Users, within 90 days, that includes, among other information, details of the impact, if any, on the End-User’s service, including any change in rates, billing frequency, contract terms or other conditions of service. Further, where the acquiring ISP makes any material change in the rates, terms or conditions of the acquired End-User’ service prior to the end of the 90 day period, notification must be received by the End-Users prior to the effective date of any such change.

6)
Each request for a bulk End-User transfer resulting from the transfer of a customer base between ISPs must be accompanied by written authorization.  For acquisitions, the authorization must be signed by authorized representatives of both affected ISPs.  For mergers, the authorization must be signed by an authorized representative of the merged ISP.

C
Resolution of Conflicting Requests 

1)
When the cable carrier receives valid End-User transfer orders for the same co-axial drop at the same residential address from more than one ISP, the following procedures will be used to determine which order takes precedence:

i)
when the respective dates of End-User authorization on the orders are different, the order with the most recent End-User authorization shall take precedence;

ii)
when the respective dates of End-User authorization on the orders are the same, the End-User will remain with the current ISP.

2)
In each case described in 1) above, the cable carrier will inform each ISP of the disposition of its transfer request.

D
Cable Carrier Procedure for ISP-Transfer Dispute Resolution

An ISP-transfer dispute occurs when an End-User claims that the End-User’s TPIA-based high speed Internet access service has been changed from one ISP to another without the End-User’s consent.

The cable carrier’s Competitor Services Group (CSG) shall be responsible for the resolution of disputes concerning End-User ISP changes, whether identified by the End-User or by an ISP on behalf of the End-User.  For the purposes of this section, references to the cable carrier shall be deemed to be references to the CSG.

1)
Where the End-User contacts the cable carrier to report an ISP-transfer dispute, the cable carrier must advise the End-User to contact the End-User’s previous ISP in order to initiate the dispute and to have the End-User’s service restored with the previous ISP.

2)
Where the End-User contacts the ISP against whom the End-User’s complaint is directed (“Disputed ISP”), that ISP must advise the End-User to contact the End-User’s previous ISP in order to initiate the dispute and to have the End-User’s service restored with the previous ISP.

3)
Where the End-User contacts the ISP recording and initiating a dispute on behalf of the End-User (“Initiating ISP”), that ISP must obtain a positive response from the End-User to the following questions prior to initiating a dispute:

i)
Do you want [Initiating ISP] to initiate a dispute against [Disputed ISP] on your behalf for transferring you without your permission?

ii)
Are you reasonably certain that neither you nor any other authorized adult member (authorized employee) of your household (business) requested the change?

iii)
[Initiating ISP] may only initiate a dispute if you were transferred without your permission and not for any other complaint you have with [Disputed ISP]. Do you understand?

iv)
Do you understand that your high speed Internet access service will be restored with [Initiating ISP]?                   

If all of these questions are answered in the affirmative, the ISP initiates a dispute through the cable carrier and co-ordinates restoration of the End-User’s previous TPIA-based high speed Internet access service.

4)
In order to initiate a dispute through the cable carrier, the Initiating ISP shall provide cable carrier with, at a minimum:

i)
Name of the End-User

ii)
Civic address, MAC address of the modem or other information to identify the End-User

iii)
Date that the End-User notified the Initiating ISP of the ISP-transfer dispute

5)
Upon receiving the information set out above, the cable carrier shall record the details of the ISP-transfer dispute, and determine the elapsed interval between the date that the disputed ISP transfer was implemented, and the date that cable carrier was notified that the ISP transfer was in dispute.

i)
If the elapsed interval exceeds 90 calendar days, the dispute shall be considered invalid, and cable carrier shall so advise the Initiating ISP.

ii)
If the elapsed interval is 90 calendar days or less, cable carrier shall accept the dispute, and shall perform checks to determine the validity of the dispute including whether the End-User was previously assigned to the Initiating ISP.

iii)
Disputes involving ISP transfers resulting exclusively and directly from the transfer of the customer base between ISPs due to a merger or acquisition do not constitute valid ISP-transfer disputes.
6)
If the dispute is determined to be valid, the cable carrier shall reinstate the previous ISP selection (provided the Initiating ISP confirms as specified in B 5) above that this is the desire of the End-User) and inform the ISPs involved of the change.

7)
After reinstatement of the last authorized ISP, cable carrier shall assess whether or not the previous ISP transfer was authorized, including:

i)
Request that the Disputed ISP provide a valid End-User order confirmation as defined in Section B. The valid End-User order confirmation must be provided to the cable carrier within 15 business days. If the Disputed ISP was acquired by another ISP subsequent to the date of the ISP-transfer dispute, the acquiring ISP effectively becomes the Disputed ISP and assumes responsibility for the resolution of the dispute, including the provision of valid End-User order confirmation.

ii)
If the valid End-User order confirmation is received within 15 business days as defined in 7)(i) above, the Disputed ISP shall not be deemed to have performed an unauthorized ISP transfer. However, consistent with the expressed wishes of the End-User, the current ISP selection shall remain in effect.

iii)
If no valid End-User order confirmation is received within 15 business days as defined in 7)(i) above, the Disputed ISP shall be deemed to have performed an unauthorized ISP transfer and will be assessed such charges as specified in the cable carrier’s tariff.

iv)
If the End-User order confirmation is received within 15 business days as in 7)(i) above, but the cable carrier determines that the End-User order confirmation provided by the Disputed ISP does not meet the requirements as defined in Section B 3) (i)-(v), the Disputed ISP shall be deemed to have performed an unauthorized ISP transfer.

8)
In the event that the Disputed ISP challenges the validity of the dispute, the Disputed ISP will provide a written request to the cable carrier within the 15 business day period as in 7)(i) above.  This request does not eliminate the need, nor extend the deadline, for the Disputed ISP to provide cable carrier with a valid End-User order confirmation per 7)(ii) above.  

9)
If the cable carrier receives a dispute challenge within the 15 business day period in 7)(i) above, the cable carrier will request from the Initiating ISP a dispute record created by the Initiating ISP containing the details of an alleged unauthorized transfer.  The dispute record must include the following:

i)
End-User name

ii)
Civic address, MAC address, or other information to identify the End-User

iii)
Name of ISP representative who handled the End-User complaint

iv)
Date and time of complaint

v)
Attestation that the End-User has provided oral confirmation to each of the four questions in Section B 4) ii).

10)
The dispute record shall be made available by the Initiating ISP to the cable carrier within 5 business days of a request from the cable carrier to validate a dispute.

11)
If the cable carrier receives a valid dispute record within the 5 business day interval, then the cable carrier will determine the outcome of the dispute based on the End-User order confirmation requested from the Disputed ISP as in Section D

12)
If no valid dispute record is provided to the cable carrier within the 5-business day interval, the original dispute will be considered invalid.

13)
The cable carrier shall monitor the volume of unauthorized ISP transfers generated by each ISP. If an ISP is repeatedly generating unauthorized ISP transfers, the cable carrier shall initiate discussions with the ISP to determine the reason for the unauthorized ISP transfers and request the ISP to correct any problems.  An ISP who in the cable carrier’s reasonable assessment, generates excessive unauthorized ISP transfers will receive notice from the cable carrier that additional authorization measures will be required to enable the processing of the ISP’s requests to transfer End-Users.  The additional authorization measures may include the requirement by the cable carrier that the ISP provide written proof of End-User order confirmation to the cable carrier prior to each End-User transfer request being accepted. Upon receipt of the notice from the cable carrier, either party may contact the CRTC.
Recommendations:

The HSWG recommends that the Steering Committee approve this Consensus Report which is supported by all Cable Carriers and potential TPIA service customers.

Further Activities: 

None envisaged.

Participation:

High Speed Working Group

Attachments:

