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Mr. Gerry Lylyk

Director, Consumer Affairs

Telecommunications Branch

Canadian Radio-television and 


Telecommunications Commission

Ottawa, Ontario

K1A 0N2

David B. Elder

Vice President 

Regulatory Law

Dear Mr. Lylyk:

Re: 
Request for Report re Information Obtained by Data Brokers, 

File no. 8665-C12-200512483
This is in response to your letter of 18 November 2005, in which you requested that Bell Canada report to the Commission outlining the details of the disclosure of telephone records described in the 21 November 2005 edition of Maclean’s magazine, and describing the safeguards in place at Bell Canada to prevent unauthorized access.

The Company notes at the outset that certain information contained in this letter and attachment is highly confidential, and is accordingly being filed in confidence pursuant to section 39 of the Telecommunications Act.  An abridged version is being provided for the public record.  In particular, information regarding our customer validation practices is extremely sensitive, since greater public knowledge of these practices can only assist information brokers by affording them greater knowledge of the safeguards they need to try to overcome.  Similarly, disclosure of information respecting our analysis of broker techniques would assist such operators in subverting these opportunities to detect and police unauthorized access. For this reason, the Company consistently treats this information as confidential.  
Upon being notified, on 10 November 2005, of the apparent disclosure of the personal telephone records of the Privacy Commissioner of Canada, an immediate investigation was undertaken to determine generally how the records in question came to be disclosed to the Maclean’s reporter, as well as to verify the integrity of our information technology and to assess our call centre practices and procedures.

Bell Canada

110 O’Connor Street

Floor 7

Ottawa, Ontario   K1P 1H1

Tel:  (613) 785-6285

Fax:  (613) 560-0579

E-Mail:  david.elder@bell.ca
The Company learned from the Maclean’s reporter, Jonathan Gatehouse, that he obtained the telephone records in question from LocateCell.com, a US-based information broker, based on a request that he made on 2 November 2005.  Mr. Gatehouse apparently received the information via eMail from LocateCell.com on 
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that same day.  The services offered by LocateCell.com are advertised freely on their website: www.locatecell.com.

The Company also contacted the Office of the Privacy Commissioner of Canada (OPC) directly and ##                                                                                                              

              .##
The review of the Company’s information technology systems by a multi-department Critical Incident Response Team confirmed definitively that these systems (which include internal databases and communications networks, as well as web-enabled customer interfaces) had not been breached. Bell Canada remains confident that these systems are fully secure. 

The Company has established that no written or electronic Bell Canada records were provided to LocateCell.com.  ##                                                   

                      .##
The Company notes that it would appear that partial call detail information was fraudulently obtained over the telephone through “pre-texting”, a form of impersonation to fraudulently obtain billing and calling details.  The Company understands that, armed with some personal information respecting a customer, information brokers are sometimes able to convince customer service representatives that they are the subscriber or the subscriber’s authorized representative, thereby obtaining information by telephone.  In addition to such fraudulent pretexts, such firms appear to also engage in intimidation of representatives in an attempt to persuade them to disclose information by telephone.

While a review of the Company’s call centre practices and procedures revealed that they were designed to verify the identity of callers and were generally consistent with those of the industry, we have nevertheless strengthened our procedures to make them even more robust. This kind of industry response to new or increased threats to the safeguarding of personal information is consistent with principles of fair information practices. To that end, Bell Canada remains committed to reviewing its procedures as necessary and working with the industry to ensure appropriate procedures are in place to guard against such fraudulent practices. 

Effective Monday, November 14th, Bell Canada reinforced its customer validation procedures for call centre representatives through a communiqué issued to call centre employees (see CONFIDENTIAL attachment entitled “Important reinforced customer validation procedure”). This new procedure is to be used in all cases where a customer is calling from a telephone number other than the account billing telephone number. After having confirmed the billing telephone number as well as name and address on the account, the representative is required to obtain two additional pieces of information that would match information already recorded on the Company’s customer profile. 
## File in confidence with the CRTC.
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These changes were made with a view to balancing the demands of our customers for legitimate, timely access to their account information with the need to protect that information from unauthorized disclosure. The Company has been working with call centre representatives to ensure that they remain vigilant, are aware of the techniques employed by data search firms, apply the new procedures and quickly alert their managers to any suspicious inquiries. The Company is also monitoring the effectiveness 
of and reaction to these new procedures in order to gauge the impact on customer service and their effectiveness in protecting the unauthorized disclosure of customer information.

Bell Canada also issued a news release on 14 November 2005 (copy attached).
The Company continues to investigate a variety of legal avenues, both in Canada and the United States, that could be pursued in order to curtail the type of deceptive search activities, described above, that are carried out by firms such as Locatecell.com.
Finally, the Company note that the Privacy Commissioner of Canada has also requested that Bell Canada, TELUS and Rogers report on the same incident and safeguards as raised in the Commission’s letter, each with an eye to investigating and preventing any unauthorized disclosure of personal information. In an effort to reduce duplication of efforts and ensure a common understanding of facts surrounding this incident, we would like to suggest that the Office of the Privacy Commissioner consider the benefits for all concerned of coordinating its investigation into this incident with the OPC. 

Please contact me if you have further questions or concerns.

Sincerely,
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David B. Elder

Vice-President – Regulatory Law
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