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5 June 2006
Mr. Gerry Lylyk

Director, Consumer Affairs

Telecommunications Branch

Canadian Radio-television and 


Telecommunications Commission

Ottawa, Ontario

K1A 0N2

Re:  File no. 8665-C12-200513483 – Confidential Customer Information
Dear Mr. Lylyk,
1. We are in receipt of your letter dated 24 April 2006 requesting that Bell Canada respond to a list of specific questions.
2. The Company notes at the outset that this letter including the various attachments contains confidential customer information as well as sensitive commercial information about Bell Canada's fraud and security management practices and investigations.  These fraud and security management practices and investigations were designed and implemented to prevent unauthorized access to confidential information and therefore should not be made public as they could serve to assist third party fraudsters which in turn would cause specific and direct harm to the Company or its customers.  Therefore, this letter and all the various attachments are filed in confidence on behalf of Bell Canada pursuant to section 39 of the Telecommunications Act and section 19 of the CRTC Telecommunications Rules of Procedure.  We are not providing an abridged version of this letter or any of the various attachments for the public record as they would not be meaningful in abridged form.
3. The Company has established that there is no evidence that the Company's information technology or IVR systems were compromised in any way and remain fully secure.  There was no failure of any Bell Canada automated system whether online or via telephone access through an IVR.  There was also no evidence of suspicious internal activity involving any Bell Canada employee.  In particular, it was through the use of the fraudulent practice known as "pretexting" or "social engineering" that limited call details were disclosed over the telephone by a CSR resulting in both the customer and the Company being victims of this fraudulent behaviour.
4. To the best of our knowledge, this was essentially an isolated incident and the Company is not aware of any customer complaints to the Commission regarding a similar form of unauthorized disclosure.  Nevertheless, as outlined in the various attachments, the Company has reinforced its customer validation procedures to further protect against similar forms of unauthorized disclosure.  We do note that Bell Canada customers and those of other carriers have provided feedback that they are frustrated with the increased authentication requirements.  Therefore, consistent with ongoing business and operational practices, and the respect for fair information principles, the Company will continue to balance the need to protect customer information from unauthorized access with the ability for customers to receive efficient customer service and convenient access to their customer information.
5. As explained in our correspondence of 9 May 2006, the activities of data brokers in the United States have been significantly curtailed by the various legal and legislative actions taken thereby substantially reducing the risk of similar fraudulent activities in the future.  The locatecell.com website ceased operations shortly after Bell Canada initiated its lawsuit.

6. Since the incident in question, Bell Canada has cooperated with the Office of the Privacy Commissioner of Canada (OPC) in a very detailed and thorough investigation into the facts surrounding this incident including the Company's practices and safeguards in place at the time of the incident and any changes that have since been made to the Company's practices.  By and large, any information relevant to the incident in question has already been provided to the OPC.  It may therefore be helpful for the Commission to review our various submissions to the OPC as this will ensure consistency in the information provided.  The Company anticipates that this information would be sufficient to answer any of the Commission's questions or concerns regarding the incident.  
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7. Finally, consistent with her mandate, the Privacy Commissioner will be issuing her report (including recommendations) in due course.  May we respectfully request that the Commission await that report to determine whether the Commission's concerns have indeed been addressed.

8. Please find attached to this letter the following documents:
· Attachment 1 – Bell Canada responses to 24 April 2006 Commission questions;

· Attachment 2 – Completed table included as Attachment 2 to the 24 April 2006 Commission letter;
· Appendix A – OPC correspondence dated 22 November 2005;

· Appendix B – OPC correspondence dated 6 December 2005;

· Appendix C – OPC correspondence dated 23 January 2006;

· Appendix D – OPC correspondence dated 24 March 2006 
# 
#;
· Appendix E – 
#

# 
#;
· Appendix F – 
#; and
· Appendix G – 
#
# Filed in confidence with the CRTC.
9. Please do not hesitate to contact me should you have further questions or concerns regarding this incident.

Sincerely,

(Original signed by David B. Elder)
David B. Elder

Vice-President – Regulatory Law

& Bell Privacy Ombudsman

Attachments

*** End of Document ***

Bell Canada
110 O'Connor St., 7th Floor
Ottawa, Ontario   K1P 1H1

Tel:   (613) 785-6285
Fax:  (613) 560-0472
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