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Questions to Bell Canada

Q1. Please refer to page 2, fourth full paragraph of your letter dated 28 November 2005 in which you state that "it would appear that partial call detail information was fraudulently obtained over the telephone through 'pre-texting', a form of impersonation to fraudulently obtain billing and calling details."
a) Please provide a full explanation as to how Bell Canada determined that the alleged incident involved 'pre-texting'.

b) Please provide a full report of the investigation conducted by Bell Canada with respect to this matter, including but not limited to what information was divulged, by what means, how the customer's identity was validated, etc.
A1.
Please see the attached CONFIDENTIAL correspondence with the Office of the Privacy Commissioner of Canada (Appendices A through D) hereinafter referred to as "OPC Correspondence".

Q2. Please refer to page 2, second full paragraph of your letter dated 28 November 2005 in which you state that a multi-department Critical Incident Response Team (CIRT) confirmed that the company's information technology systems had not been breached.  Provide full details, including the terms of reference, when and what was done and the results, analysis and recommendations, if any.  Provide copies of all related documentary reports.
A2.
Please see the attached CONFIDENTIAL 

#


#

# (Appendix E).

Q3. Please refer to page 3, first paragraph of your letter dated 28 November 2005 in which you indicate that you are "monitoring the effectiveness of and reaction to these new procedures in order to gauge the impact on customer service and their effectiveness in protecting the unauthorized disclosure of customer information".  Provide full details of the monitoring activities referred to above, including when and what was done and the results, analysis and recommendations, if any.  Provide copies of all related documentary reports.  

A3.
Please see the attached CONFIDENTIAL correspondence with the Office of the Privacy Commissioner of Canada (Appendices A through D).


See also the attached CONFIDENTIAL 
# 
# (Appendix F).

Similar to all required CSR procedures, the Company continues to monitor as part of quality assurance monitoring the application of its reinforced customer validation procedures to ensure their adoption by CSRs and to gauge their impact on customer service. 

#


#

#. As a result of ongoing quality


# Filed in confidence with the CRTC.

assessment monitoring of calls, coaching opportunities are provided to team leaders to coach back to individual CSRs. Appropriate steps are being taken to ensure the procedures are being followed, including disciplinary measures up to and including dismissal as appropriate. 
Q4. What changes, if any, have been made to Bell Canada's practices and procedures, as a result of the monitoring activities referred to above?
A4.
Please see the attached CONFIDENTIAL correspondence with the Office of the Privacy Commissioner of Canada (Appendices A through D).
Q5. Please refer to pages 1 & 2, third and fourth paragraphs of the attachment to your letter dated 28 November 2005, which is the 14 November 2005 Communiqué to call center employees, which indicates that: ##

#

#

#

#

#

#

#

#
a) 
#

#

#

#
b) 
#

#

#
A5.

#

#
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#
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#

#Please see the attached CONFIDENTIAL correspondence with the Office of the Privacy Commissioner of Canada (Appendices A through D).
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Q6. If your company does not prohibit CSRs from volunteering any confidential customer information, please comment on the appropriateness of establishing such a safeguard.  If your company does prohibit CSRs from volunteering confidential customer information, provide a copy of any written guidelines outlining this procedure.
A6.

#

#

#

#

#

#
Q7. Consider a situation where an individual identifies himself/herself as an employee of the company or an agent of the company, prior to requesting confidential information from a CSR.

a) Describe the procedures in place for CSRs, at the time the alleged incident took place, to safeguard against an individual falsely identifying himself/herself as an employee of the company or an agent of the company.

b) Describe the procedures currently in place for CSRs to safeguard against an individual falsely identifying himself/herself as an employee of the company or an agent of the company.
c) Describe the circumstances, both before and since the alleged incident, in which CSRs are required to re-validate the identity of a customer and what this entails.
d) If CSRs rely on information provided by call display service, describe whether identification by that methodology may be inaccurate and therefore unreliable.
A7.
a) to d)


#

#

#

#

#

#

#

#

#

#
Please see the attached CONFIDENTIAL correspondence with the Office of the Privacy Commissioner of Canada (Appendices A through D).
# Filed in confidence with the CRTC.
Q8. In the 28 November 2005 issue of MacLean's, it was reported that there exists a computer software that enables a caller to assume another person's identity by making that person's telephone number appear on call display, regardless of where the call is really coming from.  Provide your company's view as to whether this is possible.  If it is possible, indicate the appropriateness of relying on call display information to validate a customer's identity. 

A8.
As noted in response to Q7 above, 
#

#

#

#
Q9. Describe the safeguards in place to protect against unauthorized electronic access to your company's information technology systems (internal databases, communications networks, web-enabled customer interfaces, etc.) at the time the alleged incident took place.  Identify any changes made to the safeguards subsequent to the alleged incident.
A9.
The Company has limited its responses to providing additional details regarding the alleged incident of disclosure of confidential customer information referred to in the 21 November 2005 edition of MacLean's magazine.  The Company has established that there is no evidence that the Company's information technology or IVR systems were compromised in any way and remain fully secure.  There was no failure of any Bell Canada automated system whether online or via telephone access through an IVR.  There was also no evidence of suspicious internal activity involving any Bell Canada employee.  The Company has not made any changes to these information technology systems or internal processes as a result of the incident.
Q10. Please explain why the safeguards in place to protect against unauthorized electronic access are considered appropriate.  Include in your answer a description of what your company a) has done and b) is doing on an ongoing basis to verify the adequacy of the safeguards and to ensure adequate protection against evolving methods of unauthorized electronic access.

A10.
See response to Q9 above.
Q11. For each acceptable piece of identification required to validate the identity of a customer, listed in the chart contained in Attachment 2, indicate to what extent that information is publicly available.  For example, name, address and postal codes are readily available on the Internet.  In addition, the MacLean's article dated 21 November 2005 stated that the Privacy Commissioner of Canada's date of birth was obtained from publicly available property deed and mortgage papers in Montreal.  To the extent that any of the pieces of identification is publicly available, explain and justify the appropriateness of using such identification to validate the identity of a calling party.

A11.


#


#


#


#


#
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#

#  The Company is otherwise unaware to what extent individual customers may have made their personal account information publicly available.  The Company is similarly unaware to what extent governments at any level make information about their citizens publicly available, except in well-known examples such as in the context of court proceedings.
Q12. Provide your view as to whether customers should be allowed to request that their confidential customer information not be disclosed by specified methods, such as over the phone, by facsimile, etc.

A12.
To begin, there would be a myriad of possible preferences that could be contemplated by such an approach that would be very difficult and expensive to administer. Furthermore, depending on the systems in place, an automated process for implementing and administering these preferences may not be possible without significant changes to existing systems. 



#


#


#

# The Company wishes to remind the Commission that, pursuant to Article 11 of the Company's Terms of Service, all customer information that the Company holds about a customer is "confidential customer information" except for name, address and listed telephone number. 

In the event that a customer was to make such an unusual request, the Company would suggest that the customer password protect their account.  Customers are at liberty to add a password to their account and change it at any time.  
#

#

#

#

#

#
Q13. Apart from what is referred to in other questions, since the alleged incident, has your company or any third party engaged by your company done any investigations, mystery shopper calls, audits, reports, etc. related to the accessibility of confidential customer information?  If so, provide full details, including the terms of reference, when and what was done and the results, analysis and recommendations, if any.  Provide copies of all related documentary reports. 

A13.
Please see the attached CONFIDENTIAL correspondence with the Office of the Privacy Commissioner of Canada (Appendices A through D).  Additional information is provided below.

#



#


#  A review of previously known websites and approximately 40 websites listed as "Online Data Brokers" identified by the
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Electronic Privacy Information Center (EPIC) were reviewed.  
#



#

#  The majority of the other web sites were no longer active. 
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#

#
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Ongoing Reviews of Customer Validation Procedures:


#

#

#

#

#

#

#

#
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#

#

#

#

#

#

#

#
Consistent with ongoing business operations, the Company will continue with necessary fraud prevention and compliance monitoring.

Q14. If your company has undertaken any of the activities referred to in question 13, what changes, if any, were made to the company's processes and practices as a result?

A14.
Please see the attached CONFIDENTIAL correspondence with the Office of the Privacy Commissioner of Canada (Appendices A through D).
Q15. Please provide any and all written policies and procedures with respect to the confidentiality of customer information that a) were in force at the time of the alleged incident and b) which are currently in force.

A15.
Please see the attached CONFIDENTIAL correspondence with the Office of the Privacy Commissioner of Canada (Appendices A through D).
Q16. On 10 February 2006, the Federal Communications Commission (FCC) launched a proceeding, with a Notice of Proposed Rulemaking (NPRM)
, to examine whether additional security measures could prevent the unauthorized disclosure of sensitive customer information held by telecommunications companies.  Among other items, the FCC seeks comment on the feasibility and advisability of:  1) requiring carriers to adopt a consumer-set password system to protect access to confidential customer information; 2) requiring carriers to establish audit trails that record all instances when a customer's records have been accessed, whether information was disclosed, and to whom; 3) data stored by the carrier being encrypted; 4) whether confidential customer information should be deleted when it is no longer needed and, if so, how long it should be kept; 5) whether certain types of requests for the release of confidential customer information should trigger an advance notification requirement; 6) whether customers should be notified after the release of their confidential customer information; 7) requiring carriers to permit customers to put an absolute 'no release' order on their confidential customer information.


If it is not your company's policy to a) require all customers to password-protect their account; b) establish an audit trail that records all instances when a customer's records have been accessed, whether information was disclosed, and to whom; c) encrypt stored data; d) delete confidential customer information when
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it is no longer needed; e) notify the affected customer if a request for the release of that customer's confidential customer information has been received; f) notify customers after release of their confidential customer information; and g) permit customers to put an absolute 'no release' order on their confidential customer information, address the feasibility and appropriateness of establishing such a policy for each of a) – g).

A16.
Please see the attached CONFIDENTIAL correspondence with the Office of the Privacy Commissioner of Canada (Appendices A through D).  
#


#


#

#  Those comments are equally applicable to the list above. 
Furthermore, the Company wishes to remind the Commission that it has been subject to the Personal Information Protection and Electronic Documents Act (PIPEDA) since 2001 and is therefore required to retain personal information only as long as necessary for the fulfilment of identified business purposes and to protect customer information by security safeguards appropriate to the sensitivity of the information. The Company notes that, unlike Canada, there is no private sector privacy legislation in the United States. 
Consistent with ongoing business and operational practices and the respect for fair information practices, the Company is constantly reviewing the "feasibility and appropriateness" of changing existing or implementing new business procedures or practices to balance the need to protect customer information from unauthorized access with the ability for customers to receive efficient customer service and convenient access to their customer information.  As part of its review of the "feasibility and appropriateness" regarding the implementation of existing or new procedures, the Company will continue to consider all relevant factors including feedback from customers regarding these procedures, the impacts on average handling time of customer calls and cost to the Company. The framework provided by PIPEDA favours a more flexible approach to meeting one’s privacy obligations in an effort to allow organizations to meet changing business requirements, technological evolution and customer expectations, rather than the more rigid micro-management model that is being contemplated by the FCC.
Q17. With respect to d) in question 16 above, list by item the company's retention periods for confidential customer information.
A17.
Generally speaking, the following are the different types of "confidential customer information" that the Company may have about a particular customer:  name, address and telephone number; account numbers/identifiers; credit information; product and service related information; call detail records; customer preferences; and customer correspondence and complaints.  Some of this information is collected directly from the customer at time of service activation (e.g. name and address, driver's licence number, etc.) or when the customer contacts the Company (e.g. customer correspondence and complaints, preferences such as being removed from the Company's marketing lists), while other information is generated by the Company as a result of providing service to the customer (e.g. billing information).
As noted in Q16 above, the Company has been subject to the (PIPEDA) since 2001 and is therefore required to retain personal information only as long as necessary for the
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fulfilment of identified business purposes.  Therefore, consistent with fair information practices, most of the confidential customer information will remain in the Company's systems and accessible by the customer upon request as part of an ongoing business relationship.  Certain operational information regarding a particular customer, 
#


#


#


#

#  The Office of the Privacy Commissioner of Canada has reviewed certain of the Company's practices in the context of investigating customer complaints and found them to be in compliance with PIPEDA. 
Q18. If it is not your company's policy to notify customers when their account information has been modified, comment on the feasibility and appropriateness of establishing such a policy.

A18.
See response to Q16 above.
Q19. If it is not your company's policy to encourage customers to password-protect their accounts, comment on the feasibility and appropriateness of establishing such a policy.

A19.
See responses to Q12 and Q16 above.


#

#

#

#

#
Q20. If it is not your company's policy to notify customers when their passwords have been changed, comment on the feasibility and appropriateness of establishing such a policy.
A20.
See responses to Q12, Q16 and Q19 above.
Q21. If it is not your company's policy to place a limit on the amount of confidential customer information, such as the number of calls for which call detail is provided, that may be distributed a) during one session, b) in total, comment on the appropriateness of establishing such a policy.

A21.
See responses to Q12 and Q16 above.  Please see the attached CONFIDENTIAL correspondence with the Office of the Privacy Commissioner of Canada (Appendices A through D).

The Company wishes to remind the Commission that, pursuant to Article 11 of the Company's Terms of Service, all customer information that the Company holds about a customer is "confidential customer information" except for name, address and listed telephone number.  
#

#
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Q22. For each type of confidential customer information that is allowed to be divulged, address why each method (e.g. mail, fax, etc.) chosen to distribute confidential customer information ensures that such information is likely to reach the real customer.

A22.


#


#


#


#


#


#


#


#

#The customer may visit a Bell World store and, after being validated, discuss certain of their account information with a store representative.
Q23. If your company faxes copies of customer bills on request, please comment on the appropriateness of establishing a safeguard that would require such information to only be mailed to the listed mailing address.

A23.
See response to Q12 above.

#

#
Q24. Please fill in the chart contained in Attachment 2.
A24.
The Commission has demonstrated its interest in obtaining additional details regarding the alleged incidents of disclosure of confidential customer information referred to in the 21 November 2005 edition of MacLean's magazine.  The Company has established that there is no evidence that the Company's information technology or IVR systems were compromised in any way and remain fully secure.  There was no failure of any Bell Canada automated system whether online or via telephone access through an IVR.  There was also no evidence of suspicious internal activity involving any Bell Canada employee.  We have therefore limited our responses to the Bell Canada processes associated with our call centre CSRs as this is in fact the method through which unauthorized access occurred for the incident in question.

As noted in the cover latter dated 5 June 2006, since the incident in question, Bell Canada has cooperated with the Office of the Privacy Commissioner of Canada (OPC) in a very detailed and thorough investigation into the facts surrounding this incident including the Company's practices and the safeguards in place at the time of the incident and any changes that have since been made to the Company's practices.  By and large, most of the information requested in the Commission's Attachment 2 to its letter dated 24 April 2006 has already been provided to the OPC and is attached as Appendices A to D.  Where appropriate, the Company has therefore referred the Commission to the OPC correspondence and only in those cases where the CRTC has requested additional information regarding the Company's practices is the information provided in response to the table.
# Filed in confidence with the CRTC.
� 	Federal Communications Commission, Notice of Proposed Rulemaking, CC Docket No. 96-115; RM-11277, FCC 06-10, adopted February 10, 2006 (RM-11277).
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