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�
Background and Purpose


At the 1999, 12, 07 Network Working Group meeting, “concerns” were raised about the impact of interconnection between conventional circuit-switched networks and those using Voice over IP (VoIP) technology.  Specifically, there appeared to be alarm over the fact that the IP characteristics are not apparent to the conventional voice networks, and that consequently some unforeseen and extremely subtle impacts might occur.  These concerns appear to have been fostered by the characterization of the gateway as a protocol converter.


Examples of these concerns may be found in NTCO049, an NTWG contribution by Bell Canada, and NTCO059, and an NTWG contribution by Telus.


This paper is written as a Technical Interface Contribution, for the purpose of addressing some of the concerns raised in the aforementioned documents.  It is based on an interpretation of the current MGCP and SIP specifications, and represents one way of providing VoIP services.  The intent of this paper is to demonstrate that the gateway is specified to appear to the conventional circuit-switched networks as just another switch.  As such, it should be expected to pass a set of Industry conformance tests intended to confirm compatibility with existing circuit-switched standards, as adopted by the NTWG. 


Discussion


Basic VoIP Access


Description


VoIP can provide end-to-end IP voice connectivity for telephony applications.  This may eventually lead to a requirement for IP interworking in “native mode”.  However, the current priority within the Canadian Industry, and the focus of this paper, is the use of VoIP between IP endpoints (i.e., phones or their equivalent) and gateways to the conventional circuit-switched world.  The prime objectives for VoIP access are straightforward and simple — 1) to reduce the cost of the endpoints so they are suitable for deployment in residences and small businesses; and 2) to gain transport efficiency of voice over the copper loop, or other physical facility.  A powerful fringe benefit of the technology is a greatly enhanced service creation capability.


The gateway performs many functions, several of which have no relationship to telephony.  The part that is of interest is that which interworks the IP endpoints with the PSTN, entirely under the control of a “call agent”.  The MGCP describes the control interface between said call agent and the gateway in copious detail, because this is intended to be an open interface.  From a reading of this specification, it is clear that the functionality being described is that of a conventional digital switch.  Thus, the functions of a gateway which interface with the PSTN should be viewed as a conventional switching matrix rather than a protocol converter.  Protocol conversion certainly occurs in the process of completing a call, but this is true in any digital switch.


�As shown in the following sketch, the VoIP network topology (contained within the large rectangle) is portrayed as a triangle with embedded client endpoint, gateway, and call agent at the three points.  The MGCP forms the side between the gateway and the call agent, and allows the latter to control all the activities of the gateway point.  An RTP (Real Time Protocol for packetizing voice) forms the side between the endpoint and the gateway, and Session Initiation Protocol (SIP) is used between the endpoint and the call agent, as required.  From a physical standpoint, the call agent can be stand-alone, co-located with the gateway, or co-located with a group of endpoints.


�������						


���������������Endpoints are simply terminations on the aforementioned switching matrix.  These terminations may be either physical or virtual — for example, a phone connection on the one hand, or access to a time slot within the circuit-switched network on the other.  The gateway provides connections amongst two or more terminations under the direction of a call agent.  It is equipped with traditional utilities that allow it to perform this function, such as various event detection mechanisms, signal generators, and memory to store instructions from the call agent.


The MGCP is a master-to-slave protocol that specifies a set of primitives to enable the essential call setup functions.  In this arrangement, the call agent is the master and the gateway is the slave.  The following example illustrates how the scheme works in the handling of a typical call.


Acting on previously downloaded instructions from the call agent, the gateway detects a request for service from an endpoint.  The gateway accumulates signalling data from the endpoint, as it was requested to do in instructions sent previously by the call agent.  After a pre-defined trigger has been activated, the gateway sends a notification to the call agent, together with the collected data.  The call agent analyzes the data, determines a course of action, and then sends a command back to the gateway.  Typically, this command would be a request to set up a connection.  Subsequently, assuming a successful call has been concluded, the gateway detects a call termination event and sends an appropriate notification to the call agent, complete with statistical data about the call for use in billing, station message detail, or network administration.  As its final act in this example, the call agent instructs the gateway to delete the connection.


Observations


Although Internet Protocols are used on all three sides of the VoIP triangle, the protocol ceases to exist upon entry into any one of the three points.  Thus, there is no through path from the IP protocol on one side of the gateway to the PSTN time slots on the other side.  In fact, the MGCP calls for the gateway to support a multiplicity of protocols on the IP side, as specified by the call agent at boot-up time.  The gateway normalizes the protocols on all its voice interfaces to a vendor-specific protocol for internal use in establishing connections (or associations), and this may even be a standard PSTN time slot.


Signalling from the endpoint to the gateway is rudimentary.  The gateway can be instructed to look for hook-switch status, DTMF tones, and the presence of fax or modem tones.  No other signals are possible at this time.  The gateway traps all such signals and sends them to the call agent — never directly into the PSTN.


Signalling from a call agent to the gateway consists of primitives.  These are: notification request, notification, create connection, modify connection, delete connection, request audit.  Given such an arrangement, generation of SS7 messages by the gateway towards the PSTN is implicit.  For example, the “create connection” primitive from the call agent leads to generation of an SS7 Initial Address Message by the gateway, if the call’s destination is in the PSTN.


In order to perform its functions properly, the call agent maintains a status map of all the endpoints under its control.  Thus, if the transport medium is becoming overloaded due to excess packets�, the option is available to deny new attempts rather than to allow progressive degradation of all existing connections.   


Delivery of Caller ID to the IP customer is consistent with TR-NWT-001188, GR-30-CORE, and TR-NWT-000031.  The SS7 caller ID fields towards the PSTN are currently populated by the gateway, in a manner identical to that provided by a PSTN switch.


IP stations have standard telephone numbers, which are assigned by the LEC.  The endpoints have IP addresses.  The call agent manages the translation between the two in the same way that a PSTN switch’s CPU matches a Directory Number (DN) to a Line Equipment Number (LEN).


Subtending Switches


Description


The MGCP is not intended to support subtending switches.  The endpoints are expected to be phones, not trunks.  Consequently, a viable method of signalling between these types of endpoints and the gateway is non existent.   However, work is proceeding in this area nonetheless, particularly with respect to IP PBXs.  This is because PBX vendors see evolution towards MGCP compatibility as essential to the continued relevancy of their products.


The solution for these vendors is to put the call agent in the subtending IP PBX where it can communicate with the PBX’s CPU via a proprietary bus.  Then there is no further need for signalling within the RTP and almost all functions can be supported.  The missing functionality is significant — direct interworking with SS7 via the equivalent of ISDN PRI signalling.


The above solution is intended for IP PBXs.  However, this method has potential for expansion to any remote switch.  All that is needed is for the remote switch to emulate the characteristics expected of an endpoint.  However, the need to maintain these characteristics makes the results predictable and consistent with the model provided by MGCP.


Observations


When a gateway is supporting subtending switches, the endpoints are equivalent to trunks.  Consistent with traditional telephony practice, the call agent is aware of the busy/idle status of all the endpoints it controls.  Thus, when all the endpoints (i.e., trunks) are in use, conventional blocking takes place.  This can be measured.


The transport facility supporting the endpoints being used as trunks should be engineered to support simultaneous use of all the endpoints.  The gateway provides packet-handling statistics at the end of each connection and these can be used to determine packet loss and average delay for engineering purposes.  These anomalies, when and if they occur, contribute to noise and distortion, not blocking.


IP designers see the gateway as an opaque wall that blocks access to capabilities previously available via ISDN PRI.  There will be ongoing pressure to liberalize access to certain SS7 parameters, notably CLID and CNAM.  However, this access should continue to be tightly controlled by the gateway, in that portion of its functionality that emulates a PSTN switch.


RTP and IP Signalling, end-to-end (native mode)


Description, IP Signalling


As stated at the outset, this paper assumes that end-to-end signalling will use Session Initiation Protocol (SIP).  SIP is a peer-to-peer protocol for communications amongst entities of equivalent status — in this case, call agents in different gateways.  (Refer to the sketch.)  H.323 is also available for this purpose, but is not used in this example.  The SIP protocol is currently favoured by “netheads” because of its ability to support “person locator” services.  The SIP Universal Resource Locator (URL) is assumed to be based on a phone number, given that numeric user names are supported in the protocol and most phones will be restricted to the use of a keypad for some time to come.  Accordingly, the URL is of the “user and host” form, <SIP:6132265029@metronet.ca>.  Being system-generated, this address will not seen by phone users.  A Domain Name Service (DNS) translates the domain name (“metronet.ca”) into an IP address for routing to the appropriate host server.  This function is analogous to Global Title Translation (GTT) in the SS7 world.


The first step in setting up a call via SIP is to locate the user.  This may be handled directly by the local server.  Failing this, the local server may simultaneously broadcast requests to any number of remote servers and analyze their responses for success.  Once the user has been located, permission is obtained to set up the call, taking into consideration the busy/idle status of the called party and the latter’s willingness to accept a call from this particular caller.  The goal is to reach near certainty that the subsequent call will be successful, both in terms of having the right parties available at the specified locations, and of having agreement from the parties to talk at this time.  The association (i.e., the call) is established only after this level of confidence has been reached. There is no need for traditional call management services in such a scenario.


Description, RTP


Numerous audio coding schemes are available, the purpose of which is to packetize voice in the most efficient manner possible.  It is currently possible to squeeze up to 10 simultaneous VoIP conversations into the bandwidth occupied by a single PSTN circuit.  In the process, the transport facility has moved from one of 100% guaranteed availability for digitized voice in the PSTN to one where congestion and, ultimately, total failure is a real possibility.  This possibility exists because of the aforementioned efficiency, and because there are no physical constraints in the transport facility, such as a finite supply of “trunks”.


Before the advent of digitized voice, a multiplicity of analogue voice circuits were multiplexed for transport over a single high-capacity analogue facility.  As many as 1200 voice circuits often shared the same facility.  Although the number of circuits provided a physical upper limit, simultaneous application of the maximum power level on each would produce a combined power level that would grossly overload the common pipe.  Such an overload would drive the various amplification devices into regions of non-linearity, resulting in intermodulation distortion.  The net result was noise on each and every circuit.


The maximum load for an analogue facility, in numbers of circuits, is determined by a mathematical formula.  Statistics such as sample size and speech characteristics play a major role in the calculations.  Similar techniques can be applied to VoIP, resulting in each call agent receiving a budget for simultaneous associations in a particular cross section.  Operational measurements on average packet delay can then be used to fine-tune the budget.  The result, when the load of calls is heavy, is traditional blocking.


Observations


In terms of supporting new types of services, end-to-end SIP can provide more functionality than SS7.  It has orders of magnitude more throughput.  It is much faster.  Its global title translation process is not encumbered by having a limited number of service identifiers.  Thus, there appears to be no need to interwork signalling between IP networks and SS7, other than in the implicit mode described earlier.


The primary function of the gateway, in the current context�, is to set up calls between IP-based users and those served by traditional circuit-switched networks.  Therefore, there is no need to enrich the interface described under Basic VoIP Access, unless additional capabilities are being made available to PSTN users by the traditional LECs.


When (and if) the circuit-switched network is used to provide an end-to-end voice path between IP-based users (either within the same VoIP service provider’s network, or between two VoIP networks with appropriate business agreements in place), Caller ID is not needed.  Instead, a Business Group ID and a matching token are required, and these may be inserted into the Caller ID fields.


Because of its high efficiency, real-time VoIP transport of voice packets is subject to congestion, resulting in lost packets.  Lost packets result in data errors and noise.  This is equivalent to the intermodulation noise that plagued the analogue transport systems of the past, and can be addressed with similar remedies.   


At some point, the proliferation of “person locator” services is going to force interworking of IP networks in native mode.  Many of the issues identified by the NTWG (see the following section) suggest that it might be time to tackle such interworking.  Using one or more of the existing protocols, the NTWG will have to agree on the method to be used to share the information.  There will also be a need to coordinate the assignment of IP addresses across the Industry (see issue 3). 


The NTWG List of Issues


The following are opinions on each of the issues raised by the NTWG and reflect the network topology discussed above.  A hypothetical task called “Interworking in Native Mode” (INM) is postulated as the forum for work on some of the issues:


Various types of switch (EO, Access Tandem, Toll Switches, local tandem) and CCS7 elements are well understood in the CS environment.  Will new element names and definitions need to be developed for VoIP (e.g., Routers, Gateways, etc.)?


The only element name of concern to the NTWG, within the currently defined task, is “Gateway”.  In the future, when INM is addressed, many other names may need definition, such as the various servers required to implement a Person Locator type service. 


DMS or Lucent technology (in addition to Telcordia/Cisco)?


These technologies should be anticipated.


How can CCS7 point codes be assigned to IP devices (i.e., non CCS7 Signalling Points)?


SS7 Point Codes need only be assigned to Gateways.  While the IP nodes have to have point codes, these need not (and should not) be associated with SS7.  Coordinated assignment of these codes should be addressed in the INM task. 


How can subsystem numbers be assigned to functionalities residing in an IP device (i.e., non CCS7 Signalling Point)?


The functionalities residing in IP devices that are required to interwork with the PSTN will use appropriate conventional SSNs (the actual numbers used are network-specific).  Additional IP functionality, that is unique to the VoIP network, will communicate end-to-end using SIP and SSNs will not be required.


What would constitute network changes in a VoIP network?  What impact would it have on the interconnecting networks?


In the task at hand, any network changes would appear to the PSTN as a parameter change at the Gateway.  Such changes would be in the range normally associated with a PSTN network switch — e.g., change the LRN, SS7 Point Code, SSN, etc.  Changes on the VoIP side would be equivalent to adding or changing a remote line peripheral on a conventional switch.


What are the public sources for VoIP network information, and how are these sources accessed by non-VoIP carriers?


Non-VoIP carriers have no need to know about changes within a VoIP network, such as assignment of IP point codes.  VoIP Service Providers have an obligation to use the existing vehicles of communication for information that needs to be made known to LECs, such as changes at the Gateway that are apparent to the PSTN.  The existing vehicles are sufficient. 


Are there any additional network information needs to be interchanged?


No.  However, additional information will need to be exchanged with the advent of INM.


Will VoIP CLECs participate in the LERG process?  How will the information be input/reflected in the LERG?


A VoIP CLEC should have the same obligations as any other CLEC.


Could a VoIP  “loop” support more than one customer?  If yes, how would NAS forecast be reflected?


This is probably possible, but is not planned.  However, loops will be supporting more than one equivalent telephone line for the same customer.  Multi-line key systems for residential and small business customers are anticipated.


If a VoIP loop can support multiple customers, how would traffic volume be reflected on a per “line” basis?


A line has a theoretical maximum capacity.  This is apportioned amongst equivalent telephone lines, Internet access, and other types of services using the line.  Each of these is considered an endpoint, and is managed individually by the call agent.  This imposes hard limits on simultaneous associations.


Would calls be allowed between pure IP stations versus voice sets and will there be addressing issues?


Yes, such calls will be allowed.  All stations will have IP addresses based on phone numbers as the user ID�, including those with ordinary voice sets.  The pure IP stations may have an additional IP address which resembles the user’s e-mail address.


Protocol conversion is required to convert IP signalling to SS7 messages.  Will there be protocol conversion issues?


This is an erroneous assumption.  As discussed in the body of this contribution, the call agent sends a “create connection” request to the gateway and this causes a standard SS7 IAM message to be generated by the gateway.  This is not “protocol conversion”.  There will be no new SS7 messages because of VoIP interworking.


ISUP/GN versus TCAP: will the test plan approved by the Commission apply?


The CNAM functionality resides entirely within the gateway, at the present time.  The test plan approved by the Commission will apply because nothing new is being introduced.  VoIP LECs will be required to state their intention of using the ISUP or TCAP method.


How would it apply to a VoIP network that offers ACB/RC?


These features will work according to the standards adopted by the NTWG.  Alternative method of providing the equivalent functionality may be provided internally, in the native interworking mode.  However, interworking between an internal IP station and a PSTN station will always observe the agreed-upon PSTN rules.


Blocking versus delay: need to understand what work is being done in the standard body if we are not tackling it — need follow up?


In the current context, blocking can be configured to occur before delay becomes a concern to users.  It is a more complex challenge in an interexchange scenario, but the goal of each service provider should be to cause blocking before noticeable degradation occurs.  This issue would be worthy of further consideration in an INM task.


How would the performance of the common trunk group be expressed?


The capability exists to express performance in terms of blocking, per the existing guidelines, and this should be the method used.


How would IXCs receive and deliver IX traffic to/from a VoIP network?


The IXC should interface with the gateway as a standard Class 5 switch or local access tandem.


Is there anything within the IP portion of the VoIP networks that makes it difficult to adhere to the World Zone 1 numbering plan?  Are the rate centre, exchange concepts as per Telecom Decision CRTC 92-12 maintainable?


There is no difficulty adhering to the existing numbering plan.  Every endpoint that needs to be accessed by the PSTN will have a traditional TN.  The gateway and subtending call agent will handle all aspects of conversion from TN to IP address.  Adherence to Decision CRTC 92-12, in terms of rate centres, is a provisioning issue.


The specifications for the CCS7 interface are quite clear that these standards must be met.  For the CNAM PCD it was argued by several LECs that since the PCD is part of the CCS7 network and this network is essential then the PCD should be reviewed by the Industry to ensure specifications are not or would not harm any LEC that is interconnected with the network containing the PCD.  Since the IP – CS gateway is essentially a PCD from IP to CCS7 (and vice versa) then the Industry must be assured that reliability is maintained and undue message processing delay is avoided.  Are the IP – CS gateways compliant to these standards when facing the CS network?  Are there messages in the CCS7 environment that are not convertible to the IP environment?  Are there messages in the IP environment that are not convertible to the CCS7 environment?  If so then are these messages essential to interworking?  Are there messages produced that are not necessary, either CCS7 to IP or IP to CCS7?


The fundamental premise of this issue is erroneous.  As discussed previously, the gateway is not a PCD.  Therefore, comparisons between the gateway and the CNCF used for CNAM are inappropriate.  The gateway should be expected to meet all the existing SS7 interface requirements, and conformance testing should be carried out on each new vendor’s product to confirm this.   There are messages in the SS7 network whose contents are not currently available to the IP network — e.g., Business Group ID.  All the relevant IP network messages can be satisfactorily converted to SS7 messages (and vice versa) for completion of a call to or from a PSTN station.  The messages that cannot currently be converted are not part of the Minimum Message Set.  Hence, all essential messages can be accommodated. 


 The Consensus Report specified the use of ISUP to connect and release calls from end switch to end switch.  This end switch to end switch signalling procedure may not be applicable to the IP - CS interconnection as the IP equipment may not have CCS7 interface capability.  If this is the case, is something additional required?


Looking into the VoIP service provider’s network from the PSTN, the end switch for the PSTN is the gateway.  Call setup and takedown on the IP side of the gateway was described earlier, and is equivalent to the processes that take place in a switch with distributed processing.  Nothing additional is required.


This Consensus Report specifies the use of CCS7 signalling between the LEC end office and the IXC.  Similar to item 3 above, this signalling procedure may not be applicable to the IP – CS interconnection.  Is something additional required?  The IXC process for settlements utilizes the measuring of time between call setup and teardown.  Does adding onto the CCS7 control structure of the gateway and IP network elements impact settlements?  Does the above have impact on the end to end delay performance?


As stated in the previous issue, the end switch for PSTN is the gateway.  Nothing additional is required.  The impact of the IP components on the total time for setup and takedown is negligible, especially on the scale used for settlement purposes.  There is no measurable impact on delay performance, one way or the other.  Internet signalling is inherently faster than SS7 signalling because higher speed transport facilities are used for the links — DS1 or higher, versus DS0. 


Conclusions


The gateway is intended to be a point of demarcation between VoIP networks and conventional circuit-switched networks.  Various IP protocols enter on one side of the gateway, and are either converted to a vendor-specific protocol for transiting the integral matrix, or terminate within the gateway.  RTP exemplifies the former and MGCP the latter.  If an unrecognized message is encoded into the RTP, it will emerge in the PSTN as noise or tone in a particular circuit (assuming a connection is in place; otherwise nothing at all will emerge).  The suite of recognized messages is small, and consistent with traditional telephony practice for loops.  There is no connection whatsoever between the MGCP and the PSTN.  SS7 messages emerge from the gateway implicitly, because of certain orders received via the MGCP — for example, “create a connection”.


It has been claimed that Internet technology is not state conscious.  This is certainly true for routers, and may be true for end-to-end VoIP telephony.  However, it is not true in the VoIP PSTN access model defined by MGCP.  The call agent is intended to know the status of all endpoints at all times, and an audit capability is provided to ensure accuracy.  Thus, it is capable of monitoring the number of simultaneous conversations in a cross section and taking appropriate action.  Therefore, agreed upon performance monitoring of common facilities can be supported.


The functionality described in MGCP is that of a distributed switch.  The embedded endpoints are remote peripherals, the gateway is the matrix, and the call agent is the CPU.  It is not appropriate to characterize the matrix component of this switch as a protocol converter.  Accordingly, the gateway appears to the circuit-switched network as a fully compatible network switch and should be treated as such.  As stated at the outset, it should be expected to pass a set of Industry conformance tests intended to demonstrate compatibility with existing circuit-switched standards, as adopted by the NTWG.


References


ANSI: Signaling System No 7 (SS7) — SCCP, T1.112-1992


IP Telephony @ Videotron, Jun, 1999, Videotron Communications Inc


Netheads versus Bellheads: research into Emerging Policy Issues in the Development of Internet Protocols, Nov 11, 1999, T. M. Denton Consultants, Ottawa


PacketCable™ Network-Based Call Signaling Protocol Specification, Pkt-SP-EC-MGCP-101-990312, Mar 12, 1999, Cable Television Laboratories, Inc


SIP: Session Initiation Protocol, request for comments 2543, Mar, 1999, Handley et al


� The total load can be estimated by the call agent with fair accuracy, based on engineering limits for the transport facility and the number of simultaneous active associations in the cross section.  Refer to the heading, Description, RTP, for a comparison with analogue multiplex facilities. 


� As stated at the outset, the gateway performs many functions.  These are primarily of a routing and concentration nature, allowing endpoints access to a multiplicity of data sources and sinks.


� The phone number serving as the user ID may be fictitious.  It is not necessarily the same as the number as seen and used for access by the PSTN.  Separation of physical numbers from those that identify users is an essential component of user mobility.
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