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Background

1. The objective of NTTF014 is to develop an IP-to-IP interconnection interface guideline that will consider the following:

· Interconnection between Telephony service providers under the jurisdiction of the CRTC.

· The functionalities of the approved CCS7 minimum message set.

· Service functionalities to be supported and the information that needs to be exchanged across the network-to-network interface.

· IP standards and protocols that are commonly used for carrier-to-carrier interconnections.  The initial focus will be on the Session Initiation Protocol, but other protocols will not be excluded.  Carrier specific implementation requirements will not be considered in this TIF.

· Relevant standards-developing bodies and current IP standards development processes within these standard bodies.
2. Recently, a group of companies have joined to create the SIPConnect.info interface specification v1.0.  This interface is a UNI interface.

3. Xit telecom submits that this specification can be used as a baseline from which to derive the functionality that will need to be supported on an NNI basis between Canadian carriers.

4. The content of the specification has been included in this WORD document as an embedded Adobe Acrobat document.  The full URL to this document is: http://web.memberclicks.com/mcdatafiles/bbattach/48604/SIPconnect_Version_1_Draft_2-2-2005.pdf 

[image: image2.emf]Adobe Acrobat 7.0  Document


5. A marketing oriented version of this document giving the rationale is also available here: http://web.memberclicks.com/mcdatafiles/bbattach/48602/SIPconnect_Analyst_Whitepaper_FINAL.pdf 

6. A one pager marketing document giving the rationale is also available here: http://web.memberclicks.com/mcdatafiles/bbattach/48603/SIPconnect_Summary_Sheet_Final_with_Lower_Case_Headers.pdf  
Conclusion

7. Xit telecom proposes NTWG to adopt this baseline specification as the UNI from which to derive the necessary NNI specification.

8. Xit telecom proposes Canadian carriers to employ this specification to provide IP-based interconnection to their VoIP users on a UNI basis over line side IP trunks until such time as the NNI interconnection specification is completed.

*** END OF DOCUMENT ****

5
2

_1169457929.pdf
CONNETCT

The SIPconnect Interface Specification

An Industry Standards-Based Approach to Direct IP
Interoperability between SIP-Enabled IP PBXs and
SIP-Enabled VolP Service Provider Networks

Draft Version 1.0
February 2005

Copyright © 2005 by Cbeyond Communications





The SIPconnect Interface Specification Ver. 1.0 February 2005

TABLE OF CONTENTS

[. ACKNOWLEDGEMENTS ...t e et e e ees 3
L.OINTRODUCTION . ..ot e e e e e e et e e eaaeeeens 4
2.0 FUNCTIONAL ARCHITECTURAL COMPONENTS ..., 5
2.1 Functional Component DeSCIIPLIONS .......cvvvviiiiieii e 5
3.0 STANDARDS SUPPORT ...ttt 6
4.0 OVERVIEW OF SIPCONNECT ..o 8
4.1 SIPconnect Implementation GUIdeliNeS ...........coovvviiiiiiiiiiiiiiiiiiiieeeeeeeee 8
4.2 Recommended SIP Interconnection Model ..., 9
5.0 PARENT AND CHILD USER ACCOUNTS ...t 12
6.0 CALL CONTROL SERVER REQUIREMENTS ......cooiiiiiiiiie e 13
7.0 IP PBX REQUIREMENTS ... .o 14
7.1 General IP PBX REQUIFEMENTS ....coovviiiiiiiii e e 14
7.2 Communicating End-Station/User Identification..........cccccvvvviiiiiiieccieeeeeiiinnnn, 14
7.2.1 Option 1: Utilizing the “FROM” FIeld ........ccooiviiieiecee et 15
7.2.2 Option 2: Utilizing the “FROM?” field + “P-Preferred-Identity” Field ...........ccccoooveviiiiiennnne. 16

8.0 AUTHENTICATION OF INVITES ... 19
9.0 FEATURE REQUIREMENTS ... ittt e e 20

Copyright © 2005 by Cbeyond Communications Page 1





The SIPconnect Interface Specification Ver. 1.0 February 2005

10.0 NETWORK INFRASTRUCTURE AND SPECIFIC IP PBX

REQUIREMENTS AND CONSIDERATIONS ... 21
10.1 DNS Support and REAUNTANCY .....cceuuuiiiiiiieeieeiiiiiiiie e 21
02 O Yo L= Toan S T o] o o ] & AR 21
10.3 Voice Sample Transport ProtoCOl........ccoveiiiiiiiiiiiiee e 22
10.4 EChO CaANCEIAtioN ......ueii e 22
10.5 Transportation Of DTIMF TONES ........uuuuuuiiiiiiiiiiiiiiiiiiiieeeeeeaaee 22
10.6 SESSION NEGOTIALION ...iiiiiieiiii et e et e e e e e e eaee s 22
10.7 Locally Generated and In-Band Call Progress TONeS........cccccceeeeeeeeeeeveennnnns 23
10.8 ISUP / Q.931 Cause Code MapPiNg.....cceeeeeeeeeeieieiiiiiieeeeeeeeeeeeiiiian e e e eeeeeeeennnnnns 24
10.9 Fax and Modem CallS .......c..ouiiiiiiiiiiie e 26
10.20 QUAITY OF SBIVICE .. . 26
10.11 Additional CONSIAEIatiONS .........uuuuuiiiiiiiiiiiiiiiiiiiii e 27

11.0 EXAMPLE CALL FLOWS ... 28
11.1 Example 1: Parent User Registration ..........cccoovvuiiiiiiiieeeeeieeiiie e 28
11.2 Example 2: Parent User INVITE — Option L.......cccoeiiiiieiiiiiiiiiiiieee e, 30
11.3 Example 3: Child User INVITE — Option 1 ..........uuuuiiiimiiiiiiiiiiiiiiiiiiiiiiiineianennes 38
11.4 Example 4: Parent User INVITE — Option 2.........cccoiuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiinens 46
11.5 Example 5: Child User INVITE — OPtion 2 .....ccouuuiiiiiiieiiieeeeiiice e 54

Copyright © 2005 by Cbeyond Communications Page 2





The SIPconnect Interface Specification Ver. 1.0 February 2005

. ACKNOWLEDGEMENTS

We are grateful to the following individuals for their contribution to this document.

Company Name E-mail

Cbeyond Communications Chris Sibley (Editor) chris.sibley@cbeyond.net &> CBEYON
Chris Gatch (Editor) chris.gatch@cbeyond.net communierTons

Avaya Matthew Lazaro mlazaro@avaya.com AVAyA

Broadsoft, Inc. Scott Hoffpauir scott@broadsoft.com .
Alex Doyle alex@broadsoft.com BROADSOFT

Centrepoint Rob Brown rbrown@talkswitch.com CENTREPOINT

Technologies Natalie Gagnon ngagnon@talkswitch.com TECHNOLOGIES

Cisco Systems, Inc.

Mitel Networks

Vikas Butaney
David Sauerhaft
Yuan Cai

Jim Davies
Sonya Fullarton

vbutaney@cisco.com
dsauerha @cisco.com
yuanca@cisco.com

jim_davies@mitel.com
sonya_fullarton@mitel.com

Cisco SYSTEMS

GO ™iTeEL

Copyright © 2005 by Cbeyond Communications

Page 3





The SIPconnect Interface Specification Ver. 1.0 February 2005

1.0 INTRODUCTION

The deployment of IP PBXs among enterprises of all sizes is increasing exponentially.
According to leading industry market research, including studies conducted by Frost & Sullivan,
Synergy Research and CompTIA, IP PBX revenues are expected to surpass traditional TDM-
based PBXs for the first time during 2005. Additionally, SIP, or Session Initiation Protocol, is fast
becoming the dominant industry standard. Many new IP PBXs support SIP phones and SIP
routing between one or more PBXs. Deployment of SIP infrastructure by service providers is
also increasing, driven by the demand for commercial VoIP offerings. The result of these
parallel deployments is an emerging need for direct IP peering between SIP-enabled IP PBXs
and SIP-enabled service providers.

Direct IP peering between the enterprise and service provider allows for greater network and
cost efficiencies, and provides a higher quality of service. Specifically, direct IP peering serves
to eliminate extraneous gateways from the network, reduce voice latency, and provide for end-
to-end SIP signaling between IP PBXs at different user locations. End-to-end SIP signaling and
a pure IP bearer path lay the foundation for improved feature transparency and bearer path
options, which are essential to the future of packet-based communications.

Existing SIP standards define a comprehensive set of building blocks that are currently used to
achieve basic interconnection between SIP-enabled IP PBX systems and a service provider’s
SIP-enabled network. While such an interconnection allows the service provider to build service
offerings for traditional PSTN call origination and termination, implementation details vary
considerably among PBX vendors and support for the delivery of personalized services to end-
users of the IP PBX is typically limited.

The SIPconnect Interface Specification (SIPconnect) was created to address these limitations.
SIPconnect defines the protocol support, implementation rules, and features required to enable
direct IP peering between SIP-enabled IP PBXs and SIP-enabled VolP service providers and
provide robust support for personalized end-user services.
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2.0 FUNCTIONAL ARCHITECTURAL COMPONENTS

The functional components required to define SIPconnect can be illustrated as follows:

PBX SBC
(Optional)

D Eﬁ PSTH
o ;

2.1 Functional Component Descriptions

PBX — The PBX is the customer’s Call Control Server capable of originating and terminating
“off-net” calls via SIP.

SBC — The Session Border Controller is an optional element provided by the customer or
service provider to translate the customer’s private IP addressing scheme to a public scheme
routable by the service provider.

CCS - The Call Control Server is a SIP server within the service provider’'s network that
functions as the default proxy and registrar servers for the customer’s IP PBX.

TGW — The Trunking Gateway interfaces with the PSTN and converts packetized voice to TDM
format.

MS — The Media Server provides network-based media functions such as announcements, IVR,
voicemail, conference bridging and other enhanced media services.
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3.0 STANDARDS SUPPORT

The SIPconnect Interface Specification REQUIRES support of the functionality described in the
following RFCs by the components of the SIPconnect solution as outlined below:

R(RO)
BLANK

RFC #

RFC 3261
RFC 3262
RFC 3263
RFC 3264
RFC 3265
RFC 3515

RFC 3892

RFC 1321
RFC 3323

RFC 3324

RFC 3325

RFC 3581

LEGEND

MANDATORY (Send and Receive)
RECOMMENDED (Send and Receive)
RECOMMENDED (Receive Only)
NOT REQUIRED

Description

SIP: Session Initiation Protocol

Reliability of Provisional Responses
in Session Initiation Protocol
(SIP)

Session Initiation Protocol (SIP):
Locating SIP Servers

An Offer/Answer Model with Session
Description Protocol (SDP)

Session Initiation Protocol (SIP)-
Specific Event Notification

The Session Initiation Protocol (SIP)
Refer Method

The Session Initiation Protocol (SIP)
Referred-By Mechanism

The MD5 Message-Digest Algorithm

A Privacy Mechanism for the Session
Initiation Protocol (SIP)

Short Term Requirements for
Network Asserted ldentity

Private Extensions to the Session
Initiation Protocol (SIP) for
Asserted ldentity within Trusted
Networks

An Extension to the Session
Initiation Protocol (SIP) for
Symmetric Response Routing

CCS

PBX

TGW MS
M M
M M
M M
M M
M M
R R
M M
R R

SBC
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RFC # Description CCs PBX TGW MS SBC

RFC 3725 Best Current Practices for Third M R(RO) R(RO) M M
Party Call Control (3pcc) in the
Session Initiation Protocol (SIP)

RFC 3361 | Dynamic Host Configuration Protocol R
(DHCP-for-1Pv4) Option for
Session Initiation Protocol (SIP)
Servers

RFC 3824 | Using E.164 numbers with the M R R R M
Session Initiation Protocol (SIP)

RFC 3891 The Session Initiation Protocol (SIP) R R R R R
"Replaces" Header

RFC 2833 RTP Payload for DTMF Digits, M M M M M
Telephony Tones and Telephony
Signals
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4.0 OVERVIEW OF SIPconnect

The SIPconnect interface specification focuses on two major objectives. The first is a baseline
set of implementation rules to guide interconnection efforts between SIP-enabled service
providers and IP PBX deployments.

The second is the definition of a specific SIP implementation model that addresses the

functionality requirements of PBX users and service providers when used for interconnection
between one another.

4.1 SIPconnect Implementation Guidelines

SIPconnect defines a common set of implementation rules for implementers who desire to
interface an IP PBX with a SIP-enabled service provider. It specifies which standards must be
supported, provides precise guidance in the areas where the standards leave multiple options,
and identifies a baseline set of features that should be supported by service providers.

In this way, SIPconnect is analogous to National ISDN (NI) and ETSI standards that evolved in
North America and Europe after disparate Primary Rate ISDN (PRI) implementations held back
adoption of the technology. These standards established a common agreement of functionality
to replace the plethora of vendor and country-specific implementations that had emerged in its
absence. SIPconnect will help SIP avoid these pitfalls by defining a “common ground” before an
uncontrollable number of vendor and/or service-provider-specific implementations emerge.
Some of the specific areas where SIPconnect provides implementation guidelines include:

1. The basic protocols (and protocol extensions) that must be supported.

2. Standard methods for negotiating protocols, protocol extensions, and exchanging capability
information between endpoints.

3. Standard methods of formulating protocol messages where multiple options exist.
4. Default values for CODEC support, packetization intervals, and negotiation.

5. Standard methods for handling fax and modem transmissions.

6. Standard methods to handle echo cancellation.

7. Standard methods for transporting DTMF tones.

8. Standard methods of conveying traffic priority to the service provider to support proper QoS
enforcement.

9. Basic features that should be embodied in a SIPconnect-compliant service.
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The SIPconnect Interface Specification is focused specifically on the call control and media
elements of such an interface and intentionally does not address many other important
elements, including:

1. Layer 3 network design and QoS considerations, including per-call QoS mechanisms such
as RSVP

2. Element management, network management, and OSS considerations.

3. Network and/or service security.

4.2 Recommended SIP Interconnection Model

The focus of SIPconnect revolves around the specific issue of interfacing an IP PBX with a SIP-
enabled service provider while retaining the ability for the service provider to offer personalized
features to end-users of the PBX. The unique dilemma posed by this scenario arises from the
dual nature of an IP PBX.

At one level, the service provider needs to view the PBX as a single entity for purposes of
authentication, providing enterprise-wide (group) features, enforcing call-type restrictions, and
billing. On the other hand, the service provider desires to preserve the ability to deliver
personalized features to individual users, devices or telephone numbers “behind” the PBX.

SIP currently provides for two basic interconnection models under existing standards, both of
which view the PBX as a peer proxy server. In the first model, the customer’s IP PBX generates
a registration (or relays the registration) for each local endpoint (user) to a third party registrar
server - in this case the service provider’s Call Control Server. This model implies that each
endpoint managed by the IP PBX has a separate address-of-record for which the service
provider maintains subscriber information and authentication credentials. In addition to
authenticating each of these endpoints the service provider must also logically group them
together in order to deliver enterprise-wide features, enforce call-type restrictions and perform
billing functions.

This approach is challenged by diminished privacy and control of the IP PBX, complicated
provisioning, and undesirable numbers of registration messages that must be processed by the
service provider’s Call Control Server. Further, there may be logical entities that warrant a
unique feature profile that are not associated with a UAC that registers with the PBX itself.

In the second approach, the customer’s IP PBX is authenticated by the service provider using
the Transport Layer Security (TLS) protocol, and all signaling received over the encrypted TLS
session is considered trusted.

While SIPconnect does not preclude the use of TLS for optional transport layer security, the
concept of requiring TLS or using TLS as the primary means of authentication and billing
traceability is presently challenged by several issues.
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The more onerous of these issues are of a practical nature. TLS is currently not widely
deployed on enterprise IP PBX systems and even less deployed on service provider
infrastructure solutions. Further, the very encryption that makes TLS secure also makes SIP
messages unreadable by other devices in the signaling path. This creates meaningful
complications for systems commonly used by service providers that rely on reading and/or
manipulating SIP messages such as Application Layer Gateways, Session Border Controllers,
and signaling analysis/trouble-shooting systems.

Encryption is also computationally expensive and therefore may not scale effectively on the
service provider’s Call Control Servers. Many CCS implementations today already rely on
extremely large, multi-processor servers to reach higher call rate capacities. The additional
burden of encryption on these systems cannot be approached lightly. This fact is best
summarized by RFC 3261, which states:

“It may also be arduous for a local outbound proxy server and/or registrar to maintain many
simultaneous long-lived TLS connections with numerous UAs. This introduces some valid
scalability concerns, especially for intensive ciphersuites. Maintaining redundancy of long-lived
TLS connections, especially when a UA is solely responsible for their establishment, could also
be cumbersome.”

Finally, billing traceability is complicated by the introduction of TLS. In most existing SIP
infrastructure products billing information is derived from a SIP header field, authentication
credentials or both. To guard against one user masquerading as another, one would assume
that billing traceability using TLS would require the placement or mapping of data from the
digital certificate of an authenticated IP PBX into the CDR for each call received from that PBX.
This approach seems to imply that the TLS session should be terminated on the CCS that is
responsible for generating the billing record for each call, and such approach leads to the
scalability concerns mentioned above.

TLS should be viewed with great potential for future version of SIPconnect, but the
aforementioned concerns led to the conclusion that it should be optional in this version of the
specification.

SIPconnect addresses the concerns left by the previous two approaches by defining a third
method for the service provider to interface with an IP PBX as a single logical entity while
maintaining the ability to deliver personalized features to unique identities behind the PBX. In
this model, the service provider views the PBX not as a peer proxy server, but as a SIP user
agent client (UAC).

This concept is supported by a new requirement that the PBX associate itself with a service
provider using one or more high level ‘parent’ accounts. The parent account is best viewed as a
primary account that the service provider will authenticate and use to define a unique billing
domain for the customer. To preserve the ability to deliver features on a per user, device or
telephone number basis, each parent account may also have multiple lower level ‘child’
accounts. Child accounts are alternative identifies of the parent account, which can represent
unique end-users, devices, telephone numbers or any other logical entities that can be
expressed in the form of a SIP URI. These accounts always inherit the contact information and
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security credentials of their parent, but retain the ability to provide services unique to each
account.

The more specific goals of the SIP interconnection model defined by SIPconnect are as follows:

1. Define a method for an IP PBX to associate itself with a service provider using one or more
high-level ‘parent’ accounts.

2. Allow each parent account to associate with a service provider using a “REGISTER”
request. This provides application-layer authentication and makes possible dynamic address
translation in SIP Application Layer Gateways (ALGs) and/or Session Border Controllers
(SBCs).

3. Define a method for the service provider to associate and route pre-defined sets of E.164
numbers to the parent account and deliver personalized features unique to alternative
identities of that same account (i.e. behind the PBX).

4. Provide a standard method for the communication of parent and child identification
information in the SIP messages sent from the IP PBX to the service provider’s Call Control
Server(s).

5. Provide a method to limit the volume of authentication-related SIP messages received from
IP PBXs with large numbers of end-users.

These recommendations use and build upon guidelines published in RFCs dealing with the SIP
family of protocols. The SIPconnect guidelines are intended to compliment (and potentially
guide implementation) of these RFCs. Accordingly, the SIPconnect guidelines should not in any
way be interpreted as a replacement for these RFCs.

SIPconnect is not intended to be a protocol; rather, it is a recommended set of
interoperability guidelines for the interconnection of a SIP-enabled IP PBX to a service
provider’'s SIP-enabled VoIP infrastructure.
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5.0 PARENT AND CHILD USER ACCOUNTS

Central to the SIPconnect specification is the previously defined concept of parent and child
users. Existing Call Control Servers typically support only the concept of individual user
accounts. Each user account requires unique authentication credentials, contact information,
and its own feature profile.

The Parent/Child user scheme allows the PBX to associate itself with a service provider using
one or more parent user accounts. In general, the PBX initiates a single registration per parent
user account that affects the contact URI for all user accounts associated with it on the CCS.

This relieves the PBX from having to send a registration request for every user on the PBX. In
addition, this allows any SBCs or SIP ALGs in the network path to build the appropriate
translations required to support the PBX. Without such a mechanism, these devices must rely
on static provisioning to establish the requisite translations, or “pinholes”, required for inbound
calls to the IP PBX.

It is worth noting that the concept of parent and child user accounts as described in the
SIPconnect Interface Specification are consistent with RFC 3261, which states:

“UACs representing many users, such as PSTN gateways, MAY have their own device-specific
username and password, rather than accounts for particular users, for their realm.”
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6.0 CALL CONTROL SERVER REQUIREMENTS

SIPconnect requires the CCS to support the new user account designations of ‘Parent’ and
‘Child’. Specifically:

1. A Parent user is associated with zero or more child users.
2. Child users are always associated to one parent user only.

3. The Call Control Server MAY optionally allow the configuration of static/default contact
information for a given Parent user. This contact information MUST only be utilized in the
absence of any dynamic contact information learned from a Parent user registration.

4. When processing a "REGISTER” request from the Parent user, the Call Control Server
MUST challenge the message, only accepting the authentication credentials of the Parent
user.

5. When processing an “INVITE” request from the Parent user, the Call Control Server MUST
challenge the message, only accepting the authentication credentials of the Parent user.

6. When processing an “INVITE” request from a Child user, the call control server MUST
challenge the message, only accepting the authentication credentials of the Parent user.

7. A Child user MUST inherit the IP address and port information of its parent user and use it
to build a dynamic registration entry.

For example, assuming the Parent user pbx@userdomain.com has an active registration
(static or dynamic) with a contact URI of pbx@sip.userdomain.com:5060, the call control
server would create a dynamic registration for the Child user mary@userdomain.com with
a contact URI of mary@sip.userdomain.com:5060.

8. The Parent account MUST represent a unique billing domain within the CCS, and the name
of the Parent Account must be populated in each Call Detail Record (CDR) associated with
that account.

9. The CCS SHOULD support more than one Parent Account per customer PBX and/or
enterprise. A good CCS implementation will anticipate this scenario and provide enhanced
features to support it. Examples include shared call type restrictions, private dial plans,
group billing designations in CDRs, multi-account hunt groups, roll-over between accounts,
etc.
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7.0 IP PBX REQUIREMENTS

An IP PBX SHOULD register the current location of each Parent Account to the service
provider's CCS on a periodic basis. This registration is used to publish the current location of
both Parent AND Child users associated with the PBX on the CCS. In the event the IP PBX is
unable to perform a REGISTRATION request for its Parent Account(s), the service provider
MUST provision static contact information for the Parent Account(s) on the CCS.

7.1 General IP PBX Requirements

The SIPconnect specification defines the following specific requirements for Parent user
account registration:

1. The PBX SHOULD periodically send a “REGISTER” message in accordance with RFC 3261
to the service provider’'s CCS for each Parent Account. The SIPconnect Interface
Specification RECOMMENDS a maximum registration expiration value of one hour.

2. If the timeout value received in the response to the “REGISTER” message is less than the
timeout value requested, the PBX MUST honor the timeout value specified in the response.

3. The contents of the FROM and TO fields of the “REGISTER” message MUST contain the
user name of the Parent user account being registered.

4. When challenged by the call control server, the PBX MUST respond with the authentication
credentials of the Parent user account.

5. The PBX MAY register more than one Parent Account.

6. The PBX SHOULD permit the configuration of multiple Parent Accounts, each with its own
Parent Account name, realm, authorization username and password. Using this approach,
multiple Parent Accounts can function on the PBX as distinct routes or billing accounts with
one or more service providers.

7.2 Communicating End-Station/User Identification

In the SIPconnect model, the CCS must be able to associate each call originating from a PBX
with a single parent account. In addition, the capability must also exist for the parent user to
convey its desired identity to the CCS on a per-call basis in order to receive the proper feature
set.
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The SIPconnect Interface Specification provides two methods of passing the parent user’s
preferred identity from the customer’s IP PBX to the service provider’s Call Control Server.
Manufacturers of IP PBX systems MUST implement at least one of these methods. Call Control
Servers MUST support both methods in order to ensure interoperability with all SIPconnect-
compliant PBX systems.

It is recommended that, when possible, IP PBX systems implement the first option as it reflects
the purest implementation of published IETF standards. However, should this option not prove
viable, the second option can still be utilized with relative safety as it is based fully on published
standards and widely implemented informational RFCs.

7.2.1 Option 1: Utilizing the “FROM” Field

The first method for passing end-station information uses the “FROM” field described in RFC
3261. When using this method, the SIPconnect Interface Specification defines the following
specific requirements:

1. The “FROM” field MUST contain a SIP or SIPS URI containing the end-station’s address-of-
record. In the event the end-user does not have an associated address-of-record, the
address-of-record associated with the PBX Parent User Account MUST be used to populate
the “FROM” field.

2. The format of the end-station’s address-of-record MUST be expressed as one of the
following three options (listed in order of preference):

a. RFC 3824 E.164 format + customer domain name when using SIP or SIPS URIs. For
example:

INVITE sip:+17705551211@abccorp.com SIP/2.0

Via: SIP/2.0/TCP useragent.cisco.com;branch=z9nG4bK-alll

To: <sip:+17705551211@abccorp.com>

From: "John Doe" <sip:+16789905555@abccorp.com >;tag=9802748
Call-ID: 245780247857024504

CSeq: 1 INVITE

Max-Forwards: 70

b. Full unformatted 10-Digit telephone number + customer domain name when using SIP or
SIPS URIs. For example:

INVITE sip:7705551211@abccorp.com SIP/2.0

Via: SIP/2.0/TCP useragent.cisco.com;branch=z9hG4bK-alll

To: <sip:7705551211@abccorp.com>

From: "John Doe" <sip:6789905555@abccorp.com >;tag=9802748
Call-ID: 245780247857024504

CSeq: 1 INVITE

Max-Forwards: 70
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c. Other RFC-3261-compliant address-of-record format agreed upon by the service
provider and customer when using SIP or SIPS URIs. For example:

INVITE sip:7705551211@abccorp.com SIP/2.0

Via: SIP/2.0/TCP useragent.cisco.com;branch=z9hG4bK-alll
To: <sip:7705551211@abccorp.com>

From: "John Doe" <sip:johndoe@abccorp.com >;tag=9802748
Call-ID: 245780247857024504

CSeq: 1 INVITE

Max-Forwards: 70

7.2.2 Option 2: Utilizing the “FROM” field + “P-Preferred-ldentity” Field

The second method defined by the SIPconnect Interface Specification for passing end-station
identification utilizes the P-Preferred-Identity field as described in the informational RFC 3325.
The SIPconnect Interface Specification requires that this method only be used in situations
where the PBX manufacturer chooses to implement a shared group appearance (i.e. common
calling name and number) for all calls originated by its users to the service provider.

In such an implementation, the “FROM” field would be populated with the parent user’s address-
of-record for all “INVITES” sent to the service provider. Since no end-station information can be
obtained using just this information, the service provider would be unable to provide line-side
features for that PBX’s end-users.

The SIPconnect Interface Specification addresses this issue by requiring that PBXs
implementing a shared group appearance feature MUST provide originating end-station (user)
information to the service provider by utilizing the “P-Preferred-Identify” and “Privacy” SIP
header field as described in RFC 3325.

It is important to note that for the purposes of the SIPconnect specification, the customer PBX is
considered part of the service provider’s ‘Trust Domain’.

When utilizing option 2, the PBX should format all INVITES sent to the service provider’s call
control server according to the following rules:

1. The PBX MUST populate the “FROM” header field with the address-of-record associated
with the Parent User Account of the PBX. The PBX SHOULD provide any available group
calling name information.

2. The PBX MUST include a “Privacy” field that requests ‘id’ privacy.

3. The PBX MUST populate the “P-Preferred-ldentify” header field with one of the options
below (listed in order of preference):
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a. The end-station’s 10-digit telephone number in RFC 3824 E.164 format + customer
domain name and (optional) desired display name information when using a SIP or SIPS
URI. In the event the end-station does not have an associated telephone number, the
telephone number associated with the PBX Parent User Account MUST be used to
populate the P-Preferred-Identity field. For example:

INVITE sip:7705551211@abccorp.com SIP/2.0

Via: SIP/2.0/TCP useragent.cisco.com;branch=z9hG4bK-alll

To: <sip:7705551211@abccorp.com>

From: "ABC Main" <sip:+16789901234@abccorp.com>;tag=9802748
Call-ID: 245780247857024504

CSeq: 1 INVITE

Max-Forwards: 70

Privacy: id

P-Preferred-Identity: "John Doe" <sip:+16789902000@abccorp.com>

b. Full unformatted 10-Digit telephone number + customer domain name when using SIP or
SIPS URIs. In the event the end-station does not have an associated telephone number,
the telephone number associated with the PBX Parent User Account MUST be used to
populate the P-Preferred-Identity field. For example:

INVITE sip:7705551211@abccorp.com SIP/2.0

Via: SIP/2.0/TCP useragent.cisco.com;branch=z9hG4bK-alll

To: <sip:7705551211@abccorp.com>

From: "ABC Main" <sip:6789901234@abccorp.com>;tag=9802748
Call-ID: 245780247857024504

CSeq: 1 INVITE

Max-Forwards: 70

Privacy: id

P-Preferred-ldentity: "John Doe" <sip:6789902000@abccorp.com>

c. Other RFC-3261-compliant address-of-record format agreed upon by the service
provider and customer when using SIP or SIPS URIs. In the event the end-station does
not have an associated address-of-record, the address-of-record associated with the
PBX Parent User Account MUST be used to populate the P-Preferred-ldentity field. For
example:

INVITE sip:7705551211@abccorp.com SIP/2.0

Via: SIP/2.0/TCP useragent.cisco.com;branch=z9hG4bK-alll

To: <sip:7705551211@abccorp.com>

From: "ABC Main" <sip:pbxparentuser@abccorp.com>;tag=9802748
Call-ID: 245780247857024504

CSeq: 1 INVITE

Max-Forwards: 70

Privacy: id

P-Preferred-ldentity: "John Doe" <sip:johndoe@abccorp.com>
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The SIPconnect Interface Specification also requires that Call Control Servers MUST use this
end-station identity information only for their own use in providing line-side features to the end-
user. When the Call Control Server forwards the “INVITE” to the service provider’'s packet voice
network for PSTN termination, it MUST consider this network to be outside of its ‘“Trust Domain’.
According to RFC 3325, this means that the Call Control Server MUST NOT forward the “P-
Preferred-ldentity” header field to any “upstream” network element. In addition, RFC 3325 states
that the Call Control Server MUST remove any “P-Asserted-ldentity” header fields as well as the
request for privacy.
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8.0 AUTHENTICATION OF INVITES

Careful consideration must be given to the authentication of “INVITE” messages to ensure
complete traceability of each call to its unique Parent (i.e. billing) Account.

1. If the “FROM" field is populated using Option 1, the CCS MUST challenge every “INVITE”
from an IP PBX. This challenge will force the PBX to provide the authorization credentials of
the Parent User Account in response. The CCS MUST match these credentials with the
associated Parent User address-of-record and populate this value in the Call Detail Record
(CDR).

2. If the “FROM” field is populated using Option 2, the CCS SHOULD challenge “INVITES” at a
ratio configured in the CCS. (The SIPconnect specification recommends that the service
provider choose the highest possible ratio that does not negatively impact performance on
the call control server.) The CCS MUST include the Parent User address-of-record
contained in the “FROM” field in each Call Detail Record (CDR).

Copyright © 2005 by Cbeyond Communications Page 19





The SIPconnect Interface Specification Ver. 1.0 February 2005

9.0 FEATURE REQUIREMENTS

One of the primary reasons for implementing a SIPconnect-compliant solution is the ability to
provide line-side features to PBX end-users. Accordingly, the SIPconnect Interface Specification
defines the following features that SHOULD be implemented by manufacturers of call control
servers and supported as part of any SIPconnect service offering:

Call Forwarding Unconditional per DID

Call Forwarding No-Answer per DID

Call Forwarding Busy per DID

Calling Number Delivery

Calling Name Delivery

Calling Number Delivery Blocking

Calling Name Delivery Blocking

Call-Type Blocking (900, 976, International, etc.)
Call Transfer

CoNooOrwWNE
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10.0 NETWORK INFRASTRUCTURE AND SPECIFIC IP PBX
REQUIREMENTS AND CONSIDERATIONS

An underlying IP network is required between an IP PBX and Service Provider. This network
should be designed to provide very low packet loss, delay, and jitter for voice signaling and
media packets. SIPconnect further requires that the service provider is capable of providing
Packet <> PSTN handoff. Unless otherwise specified, network design considerations are
beyond the scope of this document.

10.1 DNS Support and Redundancy

The SIPconnect Interface Specification requires that IP PBX systems MUST utilize DNS SRV
queries as described in RFCs 2782 and 3263 to determine the IP address, protocol, and port
number of the service provider’s Call Control Server. Accordingly, the service provider MUST
provide a DNS server for general customer use that is capable of handling these DNS SRV
requests.

The SIPconnect Interface Specification strongly recommends that service providers deploy
redundant Call Control Servers to handle customer traffic. In this case, the service provider
MUST utilize the capability outlined in RFC 2782 to provide a prioritized list of contact
information for these servers in DNS SRV records. The IP PBX system MUST honor this
prioritized list of contact information, trying each contact in the designated order until either a
reply is received or no additional contacts exist. The total number of attempts made per contact
address as well as time interval between attempts SHOULD be a configurable option on the IP
PBX system.

10.2 Codec Support

The SIPconnect Interface Specification requires that IP PBXs, Trunking Gateways and Media
Servers MUST support the ITU G.711ulaw PCM CODEC with a packetization rate of 20 ms for
all voice calls handled by the service provider’s network. Voice Activity Detection (VAD) and any
other techniques that require mutual modification of the media content should not be used,
unless otherwise specified herein.

It is important to note that the SIPconnect specification does not preclude the use of other
Codecs, packetization intervals, and VAD. The specifications listed above, however, SHOULD
be the minimum default settings for any SIPconnect-complaint device.

Any deviation from these minimum requirements MUST be negotiated between endpoints using
Session Description Protocol (SDP) as described in RFC 2327 in conjunction with the
offer/answer model described in RFC 3264.
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10.3 Voice Sample Transport Protocol

The SIPconnect Interface Specification requires that customer I[P PBX systems and service
provider trunking gateways MUST use the real-time transport protocol (RTP) as described in
RFC 1889 to transport voice samples between the IP PBX and the service provider's VolP
network.

10.4 Echo Cancellation

The SIPconnect Interface Specification requires that IP PBX systems and Trunking Gateways
MUST provide ITU G.168 compliant echo cancellation.

The SIPconnect Interface Specification further requires that IP PBX systems and trunking
gateways MUST recognize in-band 2100 Hz tones (+/- 15 Hz) in conjunction with phase
reversals at 450 ms intervals (+/- 25 ms). Upon detection of this tone, echo cancellation MUST
be disabled and remain disabled for the duration of the call or until one of the following events
occurs:

1. No single-frequency sinusoid is present as defined in Section 7 of G.168.

2. The end of the call is detected.

3. The end of data transmission is detected by the lack of modem or fax tones on the
channel.

10.5 Transportation of DTMF Tones

The SIPconnect Interface Specification requires that service provider trunking gateways MUST
support the ability to transport DTMF tones in-band when using the G.711 CODEC. In addition,
service provider trunking gateways MUST also support the transportation of DTMF tones using
the RTP telephone-event payload format as described in RFC 2833.

Customer IP PBX systems MUST support at least one of these two methods for transporting
DTMF tones. In situations where the IP PBX supports both methods, the decision to utilize
DTMF relay or in-band signaling SHOULD be a user-configurable option. In addition, PBX
systems that support both methods SHOULD default to using RFC 2833 DTMF relay if not
explicitly configured by the user.

10.6 Session Negotiation

The SIPconnect Interface Specification requires that customer IP PBX systems and service
provider trunking gateways MUST utilize the Session Description Protocol (SDP) as described
in RFC 2327. In addition, the trunking gateways MUST utilize SDP in conjunction with the
offer/answer model described in RFC 3264 to communicate session information (IP address,
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port number, media type, send/receive mode, CODEC, etc) for all voice calls handled by the
service provider’s call control server.

10.7 Locally Generated and In-Band Call Progress Tones

The SIPconnect Interface Specification requires that customer IP PBX systems MUST locally
generate the designated call progress tones in response to the following subset of standard SIP
response codes:

SIP Response Code Call Progress Tone
180 Ringing Ringing Tone
400 Bad Request Reorder Tone
403 Forbidden Reorder Tone
408 Request Timeout Reorder Tone
480 Temporarily Unavailable Reorder Tone
482 Loop Detected Reorder Tone
483 Too Many Hops Reorder Tone
486 Busy Here Busy Tone
500 Server Internal Error Reorder Tone
503 Service Unavailable Reorder Tone
504 Server Time-out Reorder Tone
600 Busy Everywhere Busy Tone
604 Does Not Exist Anywhere Reorder Tone

NOTE: In the event the IP PBX has multiple routes to the dialed destination, all applicable
alternate routes SHOULD be tried first before generating a Reorder Tone.

In addition to the response codes outlined above, IP PBX systems SHOULD generate some
form of call progress tone for the remaining set of standard SIP response codes (where a call
progress tone is applicable). Selection of the particular tone is at the equipment manufacturer’s
discretion.

In order to support delivery of in-band announcements and call progress tones, the SIPconnect
Interface Specification specifies that customer IP PBX systems MUST upon receipt of SDP
information in any SIP “183 Session Progress”, “200 OK”, or “202 Accepted” message
immediately cut-through the media path and disable any locally generated call progress tones.
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10.8 ISUP / Q.931 Cause Code Mapping

The SIPconnect Interface Specification requires that the device in the service provider’'s network

responsible for performing PSTN signaling translation (CCS or external signaling gateway)
MUST implement the following ISUP cause code to SIP response code mappings:

SS7 Cause Name

PO 0o~ WNEPE

0

17
18
19
21

22
27
28
29
31
34
37
38
41
42
43
44
45
47
50
53
57
58

63
65

Code

Unallocated number

No route to network

No route to destination

Vacant

Channel unacceptable

Prefix O dialed in error

Prefix 1 dialed in error

Prefix 1 was not dialed when
required

Normal call clearing

User busy

No user responding

No answer from the user

Call rejected

Number changed

Destination out of order

Address incomplete

Facility Rejected

Normal unspecified

No circuit available

The user cell rate was unavailable

Network out of order

Temporary Failure

Switching equipment congestion

Access information discarded

Requested channel not available

No VPI/VCI available

Resource unavailable

Requested facility not subscribed to

Service operation violated

Bearer capability not authorized

Bearer capability not presently
available

Service/option not available

Bearer capability not implemented

SIP Response Code

404 Not Found

404 Not Found

404 Not Found

500 Server Internal Error
500 Server Internal Error
500 Server Internal Error
500 Server Internal Error
484 Address Incomplete

BYE or CANCEL

486 Busy Here

408 Request Timeout
480 Temporarily Unavailable
603 Decline (User)

403 Forbidden (Server)
410 Gone

502 Bad Gateway

484 Address Incomplete
501 Not Implemented
480 Temporarily Unavailable
503 Service Unavailable
503 Service Unavailable
503 Service Unavailable
503 Service Unavailable
503 Service Unavailable
500 Server Internal Error
500 Server Internal Error
500 Server Internal Error
503 Service Unavailable
500 Server Internal Error
500 Server Internal Error
403 Forbidden

503 Service Unavailable

500 Server Internal Error
488 Not Acceptable Here
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69 Requested facility not implemented 500 Server Internal Error

79 Service or option not implemented 501 Not Implemented

81 Invalid Call Reference 500 Server Internal Error

88 Incompatible Destination 503 Service Unavailable

91 Invalid transit network selection 500 Server Internal Error

96 Mandatory information element 500 Server Internal Error
missing

97 Message type nonexistent or not 500 Server Internal Error
implemented

99 Information element nonexistent or | 500 Server Internal Error
not implemented

100 Invalid information element contents A 500 Server Internal Error

101 Message not compatible with call 500 Server Internal Error
state

102 Recovery on timer expiration 504 Gateway Timeout

111 Protocol error — unspecified 500 Server Internal Error

127 Interworking error — unspecified 500 Server Internal Error

In addition to the mappings outlined above, the PSTN interconnection device MUST also
provide cause code to SIP response code mappings for the remaining set of standard codes not
listed here. Selection of the applicable response code is at the equipment manufacturer’s
discretion.
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10.9 Fax and Modem Calls

Upon recognition of a 2100 Hz tone (+/- 15 Hz) tone, the SIPconnect Interface Specification
requires that customer IP PBX systems and service provider trunking gateways MUST:

1. Renegotiate the active CODEC in use on the call to G.711 (if a CODEC other than
G.711 was previously in use).

2. Disable the high pass filter.

3. Disable voice activity detection (VAD) and comfort noise generation (CNG).

4. Switch from any adaptive/dynamic jitter buffer in use to a fixed-length jitter buffer. (The
SIPconnect Interface Specification RECOMMENDS a depth of 200-ms when switching
to a fixed-length jitter buffer.)

Renegotiation of the active CODEC and VAD MUST be performed using the SIP RE-INVITE
method as described in RFC 3261 in conjunction with the SDP offer/answer model as described
in RFC 3264.

The SIPconnect Interface Specification acknowledges that superior performance of fax
transmissions across packet networks is achieved by utilizing the ITU T.38 fax relay
specification. Accordingly, the SIPconnect Interface Specification states that service provider
trunking gateways MUST support this specification and, where economically feasible, IP PBX
systems SHOULD support this specification. It is also important to note that the steps outlined
above do not apply (for fax calls only) to implementations utilizing T.38 fax relay.

10.10 Quality of Service

The SIPconnect Interface Specification requires that customer IP PBX systems and service
provider trunking gateways MUST mark all signaling and media packets with pre-defined values
in the IP packet header. This provides the service provider with a standard mechanism for
identifying and prioritizing voice-related packets at the edge and in the core of the VolP network.

In order to accomplish this goal, the SIPconnect Interface Specification requires the use of the
Differentiated Services Field as specified in RFC 2474. In particular, IP PBX systems and
trunking gateways MUST support the following default values for packet marking as described
below:

Packet Type DSCP Value Decimal / Binary Equivalent
Value
SIP Signaling Cs4 Decimal = 32, Binary = 100000xx
Message
RTP Media CS5 Decimal = 40, Binary = 101000xx
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10.11 Additional Considerations

In situations where the IP PBX does not remain in the media stream for the duration of the call,
the SIP endpoint (i.e. IP phone) terminating the call MUST meet the same requirements as the
IP PBX system as defined in this document.

In situations where the IP PBX or CCS encounters an unrecognized SIP header field, the
SlIPconnect Interface Specification requires that these headers MUST be ignored and forwarded
without modification UNLESS the header is considered to be a known security threat, in which
case the header MUST be removed before forwarding.
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11.0 EXAMPLE CALL FLOWS

Note that the following assumptions apply for the purposes of interpreting these call flows:

1. The parent user account on the SP CCS is ‘6783971234’
2. The child user account on the SP CCS is ‘6783972000
3. The SP CCS is acting as a B2BUA between the customer PBX and SP TGW

11.1 Example 1: Parent User Registration

I REGISTER F1 I

F1 REGISTER PBX -> CCS

REGISTER sip:acmerockets.cbeyond.net SIP/2.0

Via: SIP/2_.0/UDP

10.0.1.14:5060; rport;branch=z9hG4bK66FDC89CA4B74FC2A94F8BBF28534D6E
From: ACME Rockets <sip:6783971234@acmerockets.cbeyond.net>;tag=2133671204
To: ACME Rockets <sip:6783971234@acmerockets.cbeyond.net>

Contact: "ACME Rockets" <sip:6783971234@10.0.1.14:5060>

Call-1D: F187346F4956482EA7EEB5E02C97602F@acmerockets.cbeyond.net
CSeq: 62866 REGISTER

Expires: 1800

Max-Forwards: 70

Content-Length: O

F2 401 Unauthorized CCS -> PBX

SIP/2.0 401 Unauthorized

Via:SIP/2.0/UDP
10.0.1.14:5060;branch=z9hG4bK66FDC89CA4B74FC2A94F8BBF28534D6E ; rport
From:"ACME Rockets''<sip:6783971234@acmerockets.cbeyond.net>;tag=2133671204
To:""ACME Rockets''<sip:6783971234@acmerockets.cbeyond.net>
Call-1D:F187346F4956482EA7EEB5E02C97602F@acmerockets. cbeyond.net
CSeq:62866 REGISTER

WWW-Authenticate:DIGEST
realm=""acmerockets.cbeyond.net",algorithm=MD5,nonce="1101220574007"
Content-Length:0
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F3 REGISTER PBX -> CCS

REGISTER sip:acmerockets.cbeyond.net SIP/2.0

Via: SIP/2.0/UDP

10.0.1.14:5060; rport;branch=z9hG4bK18B600F05D844153848AEF0999D8A442

From: ACME Rockets <sip:6783971234@acmerockets.cbeyond.net>;tag=2133671204
To: ACME Rockets <sip:6783971234@acmerockets.cbeyond.net>

Contact: "ACME Rockets" <sip:6783971234@®10.0.1.14:5060>

Call-1D: F187346F4956482EA7EEB5E02C97602F@acmerockets.cbeyond.net

CSeq: 62867 REGISTER

Expires: 1800

Authorization: Digest
username="6783971234",realm=""acmerockets.cheyond.net",nonce="1101220574007",r
esponse=""718e757262331a90168362dc32a0b07e"" ,uri="sip:acmerockets.cbeyond.net",
algorithm=MD5

Max-Forwards: 70

Content-Length: 0

F4 200 OK CCS -> PBX

SIP/2.0 200 OK

Via:SIP/2.0/UDP
10.0.1.14:5060;branch=z9hG4bK18B600F05D844153848AEF0999D8A442 ; rport
From:"ACME Rockets"<sip:6783971234@acmerockets.cbeyond.net>;tag=2133671204
To:""ACME Rockets''<sip:6783971234@acmerockets.cbeyond.net>
Call-1D:F187346F4956482EA7EEBS5E02C97602F@acmerockets.cbheyond.net
CSeq:62867 REGISTER
Contact:<sip:6783971234@10.0.1.14:5060>;9=0.5;expires=1799
Content-Length:0
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11.2 Example 2: Parent User INVITE — Option 1

PBX CCS PSTN Gateway

I
| INVITE F1 | |
R > |
I 401 F2 | |
e — | |
| ACK F3 | |
R —— > |
| INVITE F4 | |
R — > |
| 100 F5 | |
|<-———— - | INVITE F6 |
| e —— >
| | 100 F7 |
| et — |
| | 180 F8 |
| S |
| 180 F9 | |
|<————— - | 200 F10 |
| |<--mmmmm - |
I 200 F11 | |
R |
| ACK F12 | |
|- > |
I | ACK F13 |
| R >
| Both Way RTP Media |
I< >
| BYE F14 | |
|- > |
| | BYE F15 I
| R —— >
| | 200 F16 |
| ——— |
| 200 F17 | |
|<-mmmmmm - | |
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F1 INVITE PBX -> CCS

INVITE sip:6784242400@acmerockets.cbheyond.net SIP/2.0

Via: SIP/2.0/UDP

10.0.1.14:5060; rport;branch=z9hG4bKC7C14AACBD924BF3AB6DC621B48D5B66
From: Acme Rockets <sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To: <sip:6784242400@acmerockets.cbeyond.net>

Contact: <sip:6783971234@10.0.1.14:5060>

Call-ID: 261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq: 29577 INVITE

Max-Forwards: 70

Content-Type: application/sdp

Content-Length: 289

v=0

0=6783971234 727986 728026 IN IP4 10.0.1.14
s=Generic UA

c=IN IP4 10.0.1.14

t=00

m=audio 8000 RTP/AVP 0 8 3 98 97 101
a=rtpmap:0 pcmu/8000

a=rtpmap:8 pcmas/8000

a=rtpmap:3 gsm/8000

a=rtpmap:98 iLBC/8000

a=rtpmap:97 speex/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

F2 401 Unauthorized CCS -> PBX

SIP/2.0 401 Unauthorized

Via:SIP/2.0/UDP
10.0.1.14:5060;branch=z9hG4bKC7C14AACBD924BF3AB6DC621B48D5B66 ; rport
From:"Acme Rockets''<sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To:<sip:6784242400@acmerockets.cbeyond.net>
Call-1D:261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq:29577 INVITE

WWW-Authenticate:DIGEST

realm=""AcmeRockets" ,algorithm=MD5,nonce="1101224710568""

Content-Length:0

F3 ACK PBX -> CCS

ACK sip:6784242400@acmerockets.cbheyond.net SIP/2.0

Via: SIP/2.0/UDP

10.0.1.14:5060; rport;branch=z9hG4bKC7C14AACBD924BF3AB6DC621B48D5B66
From: Acme Rockets <sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To: <sip:6784242400@acmerockets.cbeyond.net>

Contact: <sip:6783971234@10.0.1.14:5060>

Copyright © 2005 by Cbeyond Communications Page 31





The SIPconnect Interface Specification Ver. 1.0 February 2005

Call-1D: 261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14
CSeq: 29577 ACK

Max-Forwards: 70

Content-Length: O

F4 INVITE PBX -> CCS

INVITE sip:6784242400@acmerockets.cbeyond.net SIP/2.0

Via: SIP/2.0/UDP

10.0.1.14:5060; rport;branch=z9hG4bKCF3C46E86FE94D9F94E11294A139B4D1

From: Acme Rockets <sip:6783971234@acmerockets.cbeyond.net>;tag=36785140

To: <sip:6784242400@acmerockets.cbheyond.net>

Contact: <sip:6783971234@10.0.1.14:5060>

Call-ID: 261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq: 29578 INVITE

Authorization: Digest
username="6783971234", realm=""AcmeRockets' ,nonce="1101224710568", response=""969
b15e57ca872006fc6246e8023cc89" ,uri=""sip:6784242400@acmerockets.cbeyond.net",a
Igorithm=MD5

Max-Forwards: 70

Content-Type: application/sdp

Content-Length: 289

v=0

0=6783971234 727986 728026 IN IP4 10.0.1.14
s=Generic UA

c=IN IP4 10.0.1.14

t=00

m=audio 8000 RTP/AVP 0 8 3 98 97 101
a=rtpmap:0 pcmu/8000

a=rtpmap:8 pcmas/8000

a=rtpmap:3 gsm/8000

a=rtpmap:98 iLBC/8000

a=rtpmap:97 speex/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

F5 100 Trying CCS -> PBX

SIP/2.0 100 Trying

Via:SIP/2.0/UDP
10.0.1.14:5060;branch=z9hG4bKCF3C46E86FE94D9F94E11294A139B4D1 ; rport
From:"Acme Rockets''<sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To:<sip:6784242400@acmerockets.cbeyond.net>
Call-1D:261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq:29578 INVITE

Content-Length:0
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F6 INVITE CCS -> PSTN Gateway

INVITE sip:6784242400@pstngateway.cheyond.net:5060;user=phone SIP/2.0
Via:SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541490-1851456932-1101224710754

From:"Acme

Rockets'"'<sip:6783971234@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754
To:<sip:6784242400@pstngateway.cbeyond.net:5060;user=phone>
Call-1D:SS1045107542311042131415137@sspi-ext.cbeyond.net
CSeq:856541490 INVITE

Contact:<sip:sspi-ext.cbeyond.net:5060>
Allow:ACK,BYE,CANCEL, INFO, INVITE,OPTIONS,PRACK,REFER ,UPDATE ,NOTIFY
Supported:100rel

Accept:application/sdp,application/dtmf

Max-Forwards:10

Content-Type:application/sdp

Content-Length:283

v=0

0=SSPI 22711 1 IN IP4 10.0.1.14
S=-

c=IN IP4 10.0.1.14

t=00

m=audio 8000 RTP/AVP 0 8 3 98 97 101
a=rtpmap:0 pcmu/8000

a=rtpmap:8 pcmas/8000

a=rtpmap:3 gsm/8000

a=rtpmap:98 iLBC/8000

a=rtpmap:97 speex/8000
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

F7 100 Trying PSTN Gateway -> CCS

SIP/2.0 100 Trying

Via: SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541490-1851456932-1101224710754

From: "Acme

Rockets''<sip:6783971234@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754

To:

<sip:6784242400@pstngateway .cbeyond.net:5060;user=phone>;tag=1 1101 t36973 69
82

Call-ID: SS045107542311042131415137@sspi-ext.cbeyond.net

CSeq: 856541490 INVITE

Content-Length: O
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F8 180 PSTN Gateway -> CCS

SIP/2.0 180 RINGING

Via: SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541490-1851456932-1101224710754

From: "Acme

Rockets'"'<sip:6783971234@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754

To:

<sip:6784242400@pstngateway .cbeyond.net:5060;user=phone>;tag=1 1101 t36973 69
82

Call-1D: SS1045107542311042131415137@sspi-ext.cbeyond.net

CSeq: 856541490 INVITE

RSeq: 1

Require: 100rel

Contact: <sip:6784242400@pstngateway.cbeyond.net:5060>

Content-Length: 211

Content-Type: application/sdp

v=0

0=- 43595 0 IN IP4 172.255.100.42
s=Cisco SDP O

c=IN IP4 172.255.100.42

t=00

m=audio 16666 RTP/AVP 0 101 105
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=rtpmap:105 X-NSE/8000
a=fmtp:105 192-194

F9 180 CCS -> PBX

SIP/2.0 180 Ringing

Via:SIP/2.0/UDP
10.0.1.14:5060;branch=z9hG4bKCF3C46E86FE94D9F94E11294A139B4D1 ; rport
From:"Acme Rockets''<sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To:<sip:6784242400@acmerockets.cbeyond.net>;tag=1981509586-1101224710839
Call-1D:261D4CAC-7716-4BD5-AA1F-97EOE8F11688®10.0.1.14

CSeq:29578 INVITE
Allow:ACK,BYE,CANCEL, INFO, INVITE,OPTIONS,PRACK,REFER ,UPDATE ,NOTIFY
Supported:100rel

Contact:<sip:sspi.cbeyond.net:5060>

Content-Type:application/sdp

Content-Length:210

v=0

0=SSPI 22713 1 IN IP4 172.255.100.42
S=-

c=IN IP4 172.255.100.42

t=00

m=audio 16666 RTP/AVP 0 101 105
a=rtpmap:101 telephone-event/8000

Copyright © 2005 by Cbeyond Communications Page 34





The SIPconnect Interface Specification Ver. 1.0 February 2005

a=fmtp:101 0-15
a=rtpmap:105 X-NSE/8000
a=fmtp:105 192-194

F10 200 OK PSTN Gateway -> CCS

SIP/2.0 200 OK

Via: SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541490-1851456932-1101224710754

From: "Acme

Rockets'"'<sip:6783971234@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754

To:

<sip:6784242400@pstngateway .cbeyond.net:5060;user=phone>;tag=1 1101 t36973 69
82

Call-1D: SS1045107542311042131415137@sspi-ext.cbeyond.net

CSeq: 856541490 INVITE

Contact: <sip:6784242400@pstngateway.cbeyond.net:5060>

Content-Length: 211

Content-Type: application/sdp

v=0

0=- 43595 0 IN IP4 172.255.100.42
s=Cisco SDP O

c=IN IP4 172.255.100.42

t=0 0

m=audio 16666 RTP/AVP O 101 105
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=rtpmap:105 X-NSE/8000
a=fmtp:105 192-194

F11 200 OK CCS -> PBX

SIP/2.0 200 OK

Via:SIP/2.0/UDP
10.0.1.14:5060;branch=z9hG4bKCF3C46E86FE94D9F94E11294A139B4D1 ; rport
From:"Acme Rockets'<sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To:<sip:6784242400@acmerockets.cbeyond.net>;tag=1981509586-1101224710839
Call-1D:261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq:29578 INVITE
Allow:ACK,BYE,CANCEL, INFO, INVITE,OPTIONS,PRACK,REFER ,UPDATE ,NOTIFY
Supported:100rel

Accept:application/sdp,application/dtmf
Contact:<sip:sspi.cbeyond.net:5060>

Content-Type:application/sdp

Content-Length:210

v=0
0=SSPI 22713 2 IN IP4 172.255.100.42
S=-
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c=IN IP4 172.255.100.42

t=0 0

m=audio 16666 RTP/AVP O 101 105
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=rtpmap:105 X-NSE/8000
a=fmtp:105 192-194

F12 ACK PBX -> CCS

ACK sip:sspi.cbheyond.net:5060 SIP/2.0

Via: SIP/2.0/UDP

10.0.1.14:5060; rport;branch=z9hG4bK27E34BCDCODB402BB2AF89A57E400BF7

From: "Acme Rockets" <sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To: <sip:6784242400@acmerockets.cbeyond.net>;tag=1981509586-1101224710839
Contact: <sip:6783971234@10.0.1.14:5060>

Call-ID: 261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq: 29578 ACK

Max-Forwards: 70

Content-Length: O

F13 ACK CCS -> PSTN Gateway

ACK sip:6784242400@pstngateway.cbeyond.net:5060 SIP/2.0

Via:SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541490A1851456932-1101224710754

From:"Acme

Rockets'"'<sip:6783971234@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754
To:<sip:6784242400@pstngateway.cbeyond.net:5060;user=phone>;tag=1 1101 t36973
6982

Call-1D:SS1045107542311042131415137@sspi-ext.cbeyond.net
CSeq:856541490 ACK

Contact:<sip:sspi-ext.cbeyond.net:5060>

Max-Forwards:10

Content-Length:0

F14 BYE PBX -> CCS

BYE sip:sspi.cbeyond.net:5060 SIP/2.0

Via: SIP/2.0/UDP

10.0.1.14:5060; rport;branch=z9hG4bK0987E77129324C5B8073AB66BC908184

From: "Acme Rockets" <sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To: <sip:6784242400@acmerockets.cheyond.net>;tag=1981509586-1101224710839
Contact: <sip:6783971234@10.0.1.14:5060>

Call-ID: 261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq: 29579 BYE

Max-Forwards: 70

Content-Length: O
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F15 BYE CCS -> PSTN Gateway

BYE sip:6784242400@pstngateway.cheyond.net:5060 SIP/2.0

Via:SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541492-1851456932-1101224710754

From:"Acme

Rockets'"'<sip:6783971234@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754

To:<sip:6784242400@pstngateway.cbeyond.net:5060;user=phone>;tag=1 1101 t36973
6982

Call-1D:SS1045107542311042131415137@sspi-ext.cbeyond.net
CSeq:856541492 BYE

Max-Forwards:10

Content-Length:0

F16 200 OK PSTN Gateway -> CCS

SIP/2.0 200 OK

Via: SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541492-1851456932-1101224710754

From: "Acme

Rockets''<sip:6783971234@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754

To:

<sip:6784242400@pstngateway .cbeyond.net:5060;user=phone>;tag=1 1101 t36973 69
82

Call-ID: SS1045107542311042131415137@sspi-ext.cbeyond.net

CSeq: 856541492 BYE

Content-Length: O

F17 200 OK CCS -> PBX

SIP/2.0 200 OK

Via:SIP/2.0/UDP
10.0.1.14:5060;branch=z9hG4bK0987E77129324C5B8073AB66BC908184 ; rport
From:"Acme Rockets''<sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To:<sip:6784242400@acmerockets.cbeyond.net>;tag=1981509586-1101224710839
Call-1D:261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq:29579 BYE

Content-Length:0
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11.3 Example 3: Child User INVITE — Option 1

PBX CCS PSTN Gateway

I
| INVITE F1 | |
R > |
I 401 F2 | |
e — | |
| ACK F3 | |
R —— > |
| INVITE F4 | |
R — > |
| 100 F5 | |
|<-———— - | INVITE F6 |
| e —— >
| | 100 F7 |
| et — |
| | 180 F8 |
| S |
| 180 F9 | |
|<————— - | 200 F10 |
| |<--mmmmm - |
I 200 F11 | |
R |
| ACK F12 | |
|- > |
I | ACK F13 |
| R >
| Both Way RTP Media |
I< >
| BYE F14 | |
|- > |
| | BYE F15 I
| R —— >
| | 200 F16 |
| ——— |
| 200 F17 | |
|<-mmmmmm - | |

Copyright © 2005 by Cbeyond Communications

Page 38





The SIPconnect Interface Specification Ver. 1.0 February 2005

F1 INVITE PBX -> CCS

INVITE sip:6784242400@acmerockets.cbheyond.net SIP/2.0

Via: SIP/2.0/UDP

10.0.1.14:5060; rport;branch=z9hG4bKC7C14AACBD924BF3AB6DC621B48D5B66
From: Chris Sibley <sip:6783972000@acmerockets.cbeyond.net>;tag=36785140
To: <sip:6784242400@acmerockets.cbeyond.net>

Contact: <sip:6783972000010.0.1.14:5060>

Call-ID: 261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq: 29577 INVITE

Max-Forwards: 70

Content-Type: application/sdp

Content-Length: 289

v=0

0=6783972000 727986 728026 IN IP4 10.0.1.14
s=Generic UA

c=IN IP4 10.0.1.14

t=00

m=audio 8000 RTP/AVP 0 8 3 98 97 101
a=rtpmap:0 pcmu/8000

a=rtpmap:8 pcmas/8000

a=rtpmap:3 gsm/8000

a=rtpmap:98 iLBC/8000

a=rtpmap:97 speex/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

F2 401 Unauthorized CCS -> PBX

SIP/2.0 401 Unauthorized

Via:SIP/2.0/UDP
10.0.1.14:5060;branch=z9hG4bKC7C14AACBD924BF3AB6DC621B48D5B66 ; rport
From:"Chris Sibley'<sip:6783972000@acmerockets.cbeyond.net>;tag=36785140
To:<sip:6784242400@acmerockets.cbeyond.net>
Call-1D:261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq:29577 INVITE

WWwW-Authenticate:DIGEST
realm=""AcmeRockets",algorithm=MD5,nonce="1101224710568"

Content-Length:0

F3 ACK PBX -> CCS

ACK sip:6784242400@acmerockets.cbeyond.net SIP/2.0

Via: SIP/2.0/UDP

10.0.1.14:5060; rport;branch=z9hG4bKC7C14AACBD924BF3AB6DC621B48D5B66
From: Chris Sibley <sip:6783972000@acmerockets.cbeyond.net>;tag=36785140
To: <sip:6784242400@acmerockets.cbeyond.net>

Contact: <sip:6783972000010.0.1.14:5060>

Call-1D: 261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq: 29577 ACK
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Max-Forwards: 70
Content-Length: 0O

F4 INVITE PBX -> CCS

INVITE sip:6784242400@acmerockets.cbeyond.net SIP/2.0

Via: SIP/2.0/UDP

10.0.1.14:5060; rport;branch=z9hG4bKCF3C46E86FE94D9F94E11294A139B4D1

From: Chris Sibley <sip:6783972000@acmerockets.cbeyond.net>;tag=36785140

To: <sip:6784242400@acmerockets.cbeyond.net>

Contact: <sip:6783972000@10.0.1.14:5060>

Call-ID: 261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq: 29578 INVITE

Authorization: Digest

username="6783971234",realm=""AcmeRockets' ,nonce="1101224710568", response=""969
b15e57ca872006fc6246e8023cc89" ,uri=""sip:6784242400@acmerockets.cbeyond.net",a
Igorithm=MD5

Max-Forwards: 70

Content-Type: application/sdp

Content-Length: 289

v=0

0=6783972000 727986 728026 IN IP4 10.0.1.14
s=Generic UA

c=IN IP4 10.0.1.14

t=00

m=audio 8000 RTP/AVP 0 8 3 98 97 101
a=rtpmap:0 pcmu/8000

a=rtpmap:8 pcmas/8000

a=rtpmap:3 gsm/8000

a=rtpmap:98 iLBC/8000

a=rtpmap:97 speex/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

F5 100 Trying CCS -> PBX

SIP/2.0 100 Trying

Via:SIP/2.0/UDP
10.0.1.14:5060;branch=z9hG4bKCF3C46E86FE94D9F94E11294A139B4D1; rport
From:"Chris Sibley'<sip:6783972000@acmerockets.cbeyond.net>;tag=36785140
To:<sip:6784242400@acmerockets.cbeyond.net>
Call-1D:261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq:29578 INVITE

Content-Length:0
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F6 INVITE CCS -> PSTN Gateway

INVITE sip:6784242400@pstngateway.cheyond.net:5060;user=phone SIP/2.0
Via:SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541490-1851456932-1101224710754

From:"Chris

Sibley''<sip:6783972000@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754
To:<sip:6784242400@pstngateway.cbeyond.net:5060;user=phone>
Call-1D:SS1045107542311042131415137@sspi-ext.cbeyond.net
CSeq:856541490 INVITE

Contact:<sip:sspi-ext.cbeyond.net:5060>
Allow:ACK,BYE,CANCEL, INFO, INVITE,OPTIONS,PRACK,REFER ,UPDATE ,NOTIFY
Supported:100rel

Accept:application/sdp,application/dtmf

Max-Forwards:10

Content-Type:application/sdp

Content-Length:283

v=0

0=SSPI 22711 1 IN IP4 10.0.1.14
S=-

c=IN IP4 10.0.1.14

t=00

m=audio 8000 RTP/AVP 0 8 3 98 97 101
a=rtpmap:0 pcmu/8000

a=rtpmap:8 pcmas/8000

a=rtpmap:3 gsm/8000

a=rtpmap:98 iLBC/8000

a=rtpmap:97 speex/8000
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

F7 100 Trying PSTN Gateway -> CCS

SIP/2.0 100 Trying

Via: SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbheyond.net-
192.168.20.82V5060-0-856541490-1851456932-1101224710754

From: "Chris

Sibley''<sip:6783972000@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754

To:

<sip:6784242400@pstngateway .cbeyond.net:5060;user=phone>;tag=1 1101 t36973 69
82

Call-1D: SS045107542311042131415137@sspi-ext.cbeyond.net

CSeq: 856541490 INVITE

Content-Length: 0O

Copyright © 2005 by Cbeyond Communications Page 41





The SIPconnect Interface Specification Ver. 1.0 February 2005

F8 180 PSTN Gateway -> CCS

SIP/2.0 180 RINGING

Via: SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541490-1851456932-1101224710754

From: "Chris

Sibley''<sip:6783972000@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754

To:

<sip:6784242400@pstngateway .cbeyond.net:5060;user=phone>;tag=1 1101 t36973 69
82

Call-1D: SS1045107542311042131415137@sspi-ext.cbeyond.net

CSeq: 856541490 INVITE

RSeq: 1

Require: 100rel

Contact: <sip:6784242400@pstngateway.cbeyond.net:5060>

Content-Length: 211

Content-Type: application/sdp

v=0

0=- 43595 0 IN IP4 172.255.100.42
s=Cisco SDP O

c=IN IP4 172.255.100.42

t=00

m=audio 16666 RTP/AVP 0 101 105
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=rtpmap:105 X-NSE/8000
a=fmtp:105 192-194

F9 180 CCS -> PBX

SIP/2.0 180 Ringing

Via:SIP/2.0/UDP
10.0.1.14:5060;branch=z9hG4bKCF3C46E86FE94D9F94E11294A139B4D1 ; rport
From:"Chris Sibley'<sip:6783972000@acmerockets.cbeyond.net>;tag=36785140
To:<sip:6784242400@acmerockets.cbeyond.net>;tag=1981509586-1101224710839
Call-1D:261D4CAC-7716-4BD5-AA1F-97EOE8F11688®10.0.1.14

CSeq:29578 INVITE
Allow:ACK,BYE,CANCEL, INFO, INVITE,OPTIONS,PRACK,REFER ,UPDATE ,NOTIFY
Supported:100rel

Contact:<sip:sspi.cbeyond.net:5060>

Content-Type:application/sdp

Content-Length:210

v=0

0=SSPI 22713 1 IN IP4 172.255.100.42
S=-

c=IN IP4 172.255.100.42

t=00

m=audio 16666 RTP/AVP 0 101 105
a=rtpmap:101 telephone-event/8000
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a=fmtp:101 0-15
a=rtpmap:105 X-NSE/8000
a=fmtp:105 192-194

F10 200 OK PSTN Gateway -> CCS

SIP/2.0 200 OK

Via: SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541490-1851456932-1101224710754

From: "Chris

Sibley''<sip:6783972000@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754

To:

<sip:6784242400@pstngateway .cbeyond.net:5060;user=phone>;tag=1 1101 t36973 69
82

Call-1D: SS1045107542311042131415137@sspi-ext.cbeyond.net

CSeq: 856541490 INVITE

Contact: <sip:6784242400@pstngateway.cbeyond.net:5060>

Content-Length: 211

Content-Type: application/sdp

v=0

0=- 43595 0 IN IP4 172.255.100.42
s=Cisco SDP O

c=IN IP4 172.255.100.42

t=0 0

m=audio 16666 RTP/AVP O 101 105
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=rtpmap:105 X-NSE/8000
a=fmtp:105 192-194

F11 200 OK CCS -> PBX

SIP/2.0 200 OK

Via:SIP/2.0/UDP
10.0.1.14:5060;branch=z9hG4bKCF3C46E86FE94D9F94E11294A139B4D1 ; rport
From:"Chris Sibley'<sip:6783972000@acmerockets.cbeyond.net>;tag=36785140
To:<sip:6784242400@acmerockets.cbeyond.net>;tag=1981509586-1101224710839
Call-1D:261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq:29578 INVITE
Allow:ACK,BYE,CANCEL, INFO, INVITE,OPTIONS,PRACK,REFER ,UPDATE ,NOTIFY
Supported:100rel

Accept:application/sdp,application/dtmf
Contact:<sip:sspi.cbeyond.net:5060>

Content-Type:application/sdp

Content-Length:210

v=0
0=SSPI 22713 2 IN IP4 172.255.100.42
S=-
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c=IN IP4 172.255.100.42

t=0 0

m=audio 16666 RTP/AVP O 101 105
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=rtpmap:105 X-NSE/8000
a=fmtp:105 192-194

F12 ACK PBX -> CCS

ACK sip:sspi.cbheyond.net:5060 SIP/2.0

Via: SIP/2.0/UDP

10.0.1.14:5060; rport;branch=z9hG4bK27E34BCDCODB402BB2AF89A57E400BF7

From: "Chris Sibley" <sip:6783972000@acmerockets.cbeyond.net>;tag=36785140
To: <sip:6784242400@acmerockets.cbeyond.net>;tag=1981509586-1101224710839
Contact: <sip:6783972000@10.0.1.14:5060>

Call-ID: 261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq: 29578 ACK

Max-Forwards: 70

Content-Length: O

F13 ACK CCS -> PSTN Gateway

ACK sip:6784242400@pstngateway.cbeyond.net:5060 SIP/2.0

Via:SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541490A1851456932-1101224710754

From:"Chris

Sibley''<sip:6783972000@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754
To:<sip:6784242400@pstngateway.cbeyond.net:5060;user=phone>;tag=1 1101 t36973
6982

Call-1D:SS1045107542311042131415137@sspi-ext.cbeyond.net
CSeq:856541490 ACK

Contact:<sip:sspi-ext.cbeyond.net:5060>

Max-Forwards:10

Content-Length:0

F14 BYE PBX -> CCS

BYE sip:sspi.cbeyond.net:5060 SIP/2.0

Via: SIP/2.0/UDP

10.0.1.14:5060; rport;branch=z9hG4bK0987E77129324C5B8073AB66BC908184

From: "Chris Sibley" <sip:6783972000@acmerockets.cbeyond.net>;tag=36785140
To: <sip:6784242400@acmerockets.cheyond.net>;tag=1981509586-1101224710839
Contact: <sip:6783972000@10.0.1.14:5060>

Call-ID: 261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq: 29579 BYE

Max-Forwards: 70

Content-Length: O
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F15 BYE CCS -> PSTN Gateway

BYE sip:6784242400@pstngateway.cheyond.net:5060 SIP/2.0

Via:SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541492-1851456932-1101224710754

From:"Chris

Sibley''<sip:6783972000@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754

To:<sip:6784242400@pstngateway.cbeyond.net:5060;user=phone>;tag=1 1101 t36973
6982

Call-1D:SS1045107542311042131415137@sspi-ext.cbeyond.net
CSeq:856541492 BYE

Max-Forwards:10

Content-Length:0

F16 200 OK PSTN Gateway -> CCS

SIP/2.0 200 OK

Via: SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541492-1851456932-1101224710754

From: *"Chris

Sibley''<sip:6783972000@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754

To:

<sip:6784242400@pstngateway .cbeyond.net:5060;user=phone>;tag=1 1101 t36973 69
82

Call-ID: SS1045107542311042131415137@sspi-ext.cbeyond.net

CSeq: 856541492 BYE

Content-Length: O

F17 200 OK CCS -> PBX

SIP/2.0 200 OK

Via:SIP/2.0/UDP
10.0.1.14:5060;branch=z9hG4bK0987E77129324C5B8073AB66BC908184 ; rport
From:"Chris Sibley'<sip:6783972000@acmerockets.cbeyond.net>;tag=36785140
To:<sip:6784242400@acmerockets.cbeyond.net>;tag=1981509586-1101224710839
Call-1D:261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq:29579 BYE

Content-Length:0
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11.4 Example 4: Parent User INVITE — Option 2

PBX CCS PSTN Gateway

I
| INVITE F1 | |
R > |
I 401 F2 | |
e — | |
| ACK F3 | |
R —— > |
| INVITE F4 | |
R — > |
| 100 F5 | |
|<-———— - | INVITE F6 |
| e —— >
| | 100 F7 |
| et — |
| | 180 F8 |
| S |
| 180 F9 | |
|<————— - | 200 F10 |
| |<--mmmmm - |
I 200 F11 | |
R |
| ACK F12 | |
|- > |
I | ACK F13 |
| R >
| Both Way RTP Media |
I< >
| BYE F14 | |
|- > |
| | BYE F15 I
| R —— >
| | 200 F16 |
| ——— |
| 200 F17 | |
|<-mmmmmm - | |
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F1 INVITE PBX -> CCS

INVITE sip:6784242400@acmerockets.cbheyond.net SIP/2.0

Via: SIP/2.0/UDP

10.0.1.14:5060; rport;branch=z9hG4bKC7C14AACBD924BF3AB6DC621B48D5B66
From: Acme Rockets <sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To: <sip:6784242400@acmerockets.cbeyond.net>

Contact: <sip:6783971234@10.0.1.14:5060>

Call-ID: 261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq: 29577 INVITE

Max-Forwards: 70

Privacy: id

P-Preferred-Ildentity: "Acme Rockets" <sip:6783971234@acmerockets.cbeyond.net>
Content-Type: application/sdp

Content-Length: 289

v=0

0=6783971234 727986 728026 IN IP4 10.0.1.14
s=Generic UA

c=IN IP4 10.0.1.14

t=0 0

m=audio 8000 RTP/AVP 0 8 3 98 97 101
a=rtpmap:0 pcmu/8000

a=rtpmap:8 pcmas/8000

a=rtpmap:3 gsm/8000

a=rtpmap:98 iLBC/8000

a=rtpmap:97 speex/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

F2 401 Unauthorized CCS -> PBX

SIP/2.0 401 Unauthorized

Via:SIP/2.0/UDP
10.0.1.14:5060;branch=z9hG4bKC7C14AACBD924BF3AB6DC621B48D5B66 ; rport
From:"Acme Rockets''<sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To:<sip:6784242400@acmerockets.cbeyond.net>
Call-1D:261D4CAC-7716-4BD5-AA1F-97EOE8F11688®10.0.1.14

CSeq:29577 INVITE

WWW-Authenticate:DIGEST

realm=""AcmeRockets" ,algorithm=MD5,nonce="1101224710568""

Content-Length:0

F3 ACK PBX -> CCS

ACK sip:6784242400@acmerockets.cbheyond.net SIP/2.0

Via: SIP/2.0/UDP

10.0.1.14:5060; rport;branch=z9hG4bKC7C14AACBD924BF3AB6DC621B48D5B66
From: Acme Rockets <sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To: <sip:6784242400@acmerockets.cbeyond.net>

Contact: <sip:6783971234@10.0.1.14:5060>
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Call-1D: 261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14
CSeq: 29577 ACK

Max-Forwards: 70

Content-Length: O

F4 INVITE PBX -> CCS

INVITE sip:6784242400@acmerockets.cbeyond.net SIP/2.0

Via: SIP/2.0/UDP

10.0.1.14:5060; rport;branch=z9hG4bKCF3C46E86FE94D9F94E11294A139B4D1

From: Acme Rockets <sip:6783971234@acmerockets.cbeyond.net>;tag=36785140

To: <sip:6784242400@acmerockets.cbheyond.net>

Contact: <sip:6783971234@10.0.1.14:5060>

Call-I1D: 261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq: 29578 INVITE

Authorization: Digest
username="6783971234", realm=""AcmeRockets' ,nonce="1101224710568", response=""969
b15e57ca872006fc6246e8023cc89" ,uri=""sip:6784242400@acmerockets.cbeyond.net",a
Igorithm=MD5

Max-Forwards: 70

Privacy: id

P-Preferred-Ildentity: "Acme Rockets" <sip:6783971234@acmerockets.cbeyond.net>
Content-Type: application/sdp

Content-Length: 289

v=0

0=6783971234 727986 728026 IN IP4 10.0.1.14
s=Generic UA

c=IN IP4 10.0.1.14

t=0 0

m=audio 8000 RTP/AVP 0 8 3 98 97 101
a=rtpmap:0 pcmu/8000

a=rtpmap:8 pcmas/8000

a=rtpmap:3 gsm/8000

a=rtpmap:98 iLBC/8000

a=rtpmap:97 speex/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

F5 100 Trying CCS -> PBX

SIP/2.0 100 Trying

Via:SIP/2.0/UDP
10.0.1.14:5060;branch=z9hG4bKCF3C46E86FE94D9F94E11294A139B4D1 ; rport
From:"Acme Rockets''<sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To:<sip:6784242400@acmerockets.cbeyond.net>
Call-1D:261D4CAC-7716-4BD5-AA1F-97EOE8F11688®@10.0.1.14

CSeq:29578 INVITE

Content-Length:0
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F6 INVITE CCS -> PSTN Gateway

INVITE sip:6784242400@pstngateway.cbeyond.net:5060;user=phone SIP/2.0
Via:SIP/2_.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541490-1851456932-1101224710754

From:"Acme

Rockets'"'<sip:6783971234@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754
To:<sip:6784242400@pstngateway.cbeyond.net:5060;user=phone>
Call-1D:SS1045107542311042131415137@sspi-ext.cbeyond.net
CSeq:856541490 INVITE

Contact:<sip:sspi-ext.cbheyond.net:5060>
Allow:ACK,BYE,CANCEL, INFO, INVITE,OPTIONS,PRACK,REFER ,UPDATE ,NOTIFY
Supported:100rel

Accept:application/sdp,application/dtmf

Max-Forwards:10

Content-Type:application/sdp

Content-Length:283

v=0

0=SSPI 22711 1 IN IP4 10.0.1.14
S=-

c=IN IP4 10.0.1.14

t=0 0

m=audio 8000 RTP/AVP 0 8 3 98 97 101
a=rtpmap:0 pcmu/8000

a=rtpmap:8 pcmas8000

a=rtpmap:3 gsm/8000

a=rtpmap:98 iLBC/8000

a=rtpmap:97 speex/8000
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

F7 100 Trying PSTN Gateway -> CCS

SIP/2.0 100 Trying

Via: SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541490-1851456932-1101224710754

From: "Acme

Rockets''<sip:6783971234@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754

To:
<sip:6784242400@pstngateway.cbeyond.net:5060;user=phone>;tag=1 1101 t36973 69
82

Call-1D: SS045107542311042131415137@sspi-ext.cbeyond.net

CSeq: 856541490 INVITE

Content-Length: O
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F8 180 PSTN Gateway -> CCS

SIP/2.0 180 RINGING

Via: SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541490-1851456932-1101224710754

From: "Acme

Rockets'"'<sip:6783971234@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754

To:

<sip:6784242400@pstngateway .cbeyond.net:5060;user=phone>;tag=1 1101 t36973 69
82

Call-1D: SS1045107542311042131415137@sspi-ext.cbeyond.net

CSeq: 856541490 INVITE

RSeq: 1

Require: 100rel

Contact: <sip:6784242400@pstngateway.cbeyond.net:5060>

Content-Length: 211

Content-Type: application/sdp

v=0

0=- 43595 0 IN IP4 172.255.100.42
s=Cisco SDP O

c=IN IP4 172.255.100.42

t=00

m=audio 16666 RTP/AVP 0 101 105
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=rtpmap:105 X-NSE/8000
a=fmtp:105 192-194

F9 180 CCS -> PBX

SIP/2.0 180 Ringing

Via:SIP/2.0/UDP
10.0.1.14:5060;branch=z9hG4bKCF3C46E86FE94D9F94E11294A139B4D1 ; rport
From:"Acme Rockets''<sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To:<sip:6784242400@acmerockets.cbeyond.net>;tag=1981509586-1101224710839
Call-1D:261D4CAC-7716-4BD5-AA1F-97EOE8F11688®10.0.1.14

CSeq:29578 INVITE
Allow:ACK,BYE,CANCEL, INFO, INVITE,OPTIONS,PRACK,REFER ,UPDATE ,NOTIFY
Supported:100rel

Contact:<sip:sspi.cbeyond.net:5060>

Content-Type:application/sdp

Content-Length:210

v=0

0=SSPI 22713 1 IN IP4 172.255.100.42
S=-

c=IN IP4 172.255.100.42

t=00

m=audio 16666 RTP/AVP 0 101 105
a=rtpmap:101 telephone-event/8000
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a=fmtp:101 0-15
a=rtpmap:105 X-NSE/8000
a=fmtp:105 192-194

F10 200 OK PSTN Gateway -> CCS

SIP/2.0 200 OK

Via: SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541490-1851456932-1101224710754

From: "Acme

Rockets'"'<sip:6783971234@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754

To:

<sip:6784242400@pstngateway .cbeyond.net:5060;user=phone>;tag=1 1101 t36973 69
82

Call-1D: SS1045107542311042131415137@sspi-ext.cbeyond.net

CSeq: 856541490 INVITE

Contact: <sip:6784242400@pstngateway.cbeyond.net:5060>

Content-Length: 211

Content-Type: application/sdp

v=0

0=- 43595 0 IN IP4 172.255.100.42
s=Cisco SDP O

c=IN IP4 172.255.100.42

t=0 0

m=audio 16666 RTP/AVP O 101 105
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=rtpmap:105 X-NSE/8000
a=fmtp:105 192-194

F11 200 OK CCS -> PBX

SIP/2.0 200 OK

Via:SIP/2.0/UDP
10.0.1.14:5060;branch=z9hG4bKCF3C46E86FE94D9F94E11294A139B4D1 ; rport
From:"Acme Rockets'<sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To:<sip:6784242400@acmerockets.cbeyond.net>;tag=1981509586-1101224710839
Call-1D:261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq:29578 INVITE
Allow:ACK,BYE,CANCEL, INFO, INVITE,OPTIONS,PRACK,REFER ,UPDATE ,NOTIFY
Supported:100rel

Accept:application/sdp,application/dtmf
Contact:<sip:sspi.cbeyond.net:5060>

Content-Type:application/sdp

Content-Length:210

v=0
0=SSPI 22713 2 IN IP4 172.255.100.42
S=-
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c=IN IP4 172.255.100.42

t=0 0

m=audio 16666 RTP/AVP O 101 105
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=rtpmap:105 X-NSE/8000
a=fmtp:105 192-194

F12 ACK PBX -> CCS

ACK sip:sspi.cbheyond.net:5060 SIP/2.0

Via: SIP/2.0/UDP

10.0.1.14:5060; rport;branch=z9hG4bK27E34BCDCODB402BB2AF89A57E400BF7

From: "Acme Rockets" <sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To: <sip:6784242400@acmerockets.cbeyond.net>;tag=1981509586-1101224710839
Contact: <sip:6783971234@10.0.1.14:5060>

Call-ID: 261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq: 29578 ACK

Max-Forwards: 70

Content-Length: O

F13 ACK CCS -> PSTN Gateway

ACK sip:6784242400@pstngateway.cbeyond.net:5060 SIP/2.0

Via:SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541490A1851456932-1101224710754

From:"Acme

Rockets'"'<sip:6783971234@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754
To:<sip:6784242400@pstngateway.cbeyond.net:5060;user=phone>;tag=1 1101 t36973
6982

Call-1D:SS1045107542311042131415137@sspi-ext.cbeyond.net
CSeq:856541490 ACK

Contact:<sip:sspi-ext.cbeyond.net:5060>

Max-Forwards:10

Content-Length:0

F14 BYE PBX -> CCS

BYE sip:sspi.cbeyond.net:5060 SIP/2.0

Via: SIP/2.0/UDP

10.0.1.14:5060; rport;branch=z9hG4bK0987E77129324C5B8073AB66BC908184

From: "Acme Rockets" <sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To: <sip:6784242400@acmerockets.cheyond.net>;tag=1981509586-1101224710839
Contact: <sip:6783971234@10.0.1.14:5060>

Call-ID: 261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq: 29579 BYE

Max-Forwards: 70

Content-Length: O
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F15 BYE CCS -> PSTN Gateway

BYE sip:6784242400@pstngateway.cheyond.net:5060 SIP/2.0

Via:SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541492-1851456932-1101224710754

From:"Acme

Rockets'"'<sip:6783971234@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754

To:<sip:6784242400@pstngateway.cbeyond.net:5060;user=phone>;tag=1 1101 t36973
6982

Call-1D:SS1045107542311042131415137@sspi-ext.cbeyond.net
CSeq:856541492 BYE

Max-Forwards:10

Content-Length:0

F16 200 OK PSTN Gateway -> CCS

SIP/2.0 200 OK

Via: SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541492-1851456932-1101224710754

From: "Acme

Rockets''<sip:6783971234@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754

To:

<sip:6784242400@pstngateway .cbeyond.net:5060;user=phone>;tag=1 1101 t36973 69
82

Call-ID: SS1045107542311042131415137@sspi-ext.cbeyond.net

CSeq: 856541492 BYE

Content-Length: O

F17 200 OK CCS -> PBX

SIP/2.0 200 OK

Via:SIP/2.0/UDP
10.0.1.14:5060;branch=z9hG4bK0987E77129324C5B8073AB66BC908184 ; rport
From:"Acme Rockets''<sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To:<sip:6784242400@acmerockets.cbeyond.net>;tag=1981509586-1101224710839
Call-1D:261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq:29579 BYE

Content-Length:0
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11.5 Example 5: Child User INVITE — Option 2

PBX CCS PSTN Gateway

I
| INVITE F1 | |
R > |
I 401 F2 | |
e — | |
| ACK F3 | |
R —— > |
| INVITE F4 | |
R — > |
| 100 F5 | |
|<-———— - | INVITE F6 |
| e —— >
| | 100 F7 |
| et — |
| | 180 F8 |
| S |
| 180 F9 | |
|<————— - | 200 F10 |
| |<--mmmmm - |
I 200 F11 | |
R |
| ACK F12 | |
|- > |
I | ACK F13 |
| R >
| Both Way RTP Media |
I< >
| BYE F14 | |
|- > |
| | BYE F15 I
| R —— >
| | 200 F16 |
| ——— |
| 200 F17 | |
|<-mmmmmm - | |
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F1 INVITE PBX -> CCS

INVITE sip:6784242400@acmerockets.cbheyond.net SIP/2.0

Via: SIP/2.0/UDP

10.0.1.14:5060; rport;branch=z9hG4bKC7C14AACBD924BF3AB6DC621B48D5B66
From: Acme Rockets <sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To: <sip:6784242400@acmerockets.cbeyond.net>

Contact: <sip:6783971234@10.0.1.14:5060>

Call-ID: 261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq: 29577 INVITE

Max-Forwards: 70

Privacy: id

P-Preferred-Ildentity: "Chris Sibley" <sip:6783972000@acmerockets.cbeyond.net>
Content-Type: application/sdp

Content-Length: 289

v=0

0=6783971234 727986 728026 IN IP4 10.0.1.14
s=Generic UA

c=IN IP4 10.0.1.14

t=0 0

m=audio 8000 RTP/AVP 0 8 3 98 97 101
a=rtpmap:0 pcmu/8000

a=rtpmap:8 pcmas/8000

a=rtpmap:3 gsm/8000

a=rtpmap:98 iLBC/8000

a=rtpmap:97 speex/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

F2 401 Unauthorized CCS -> PBX

SIP/2.0 401 Unauthorized

Via:SIP/2.0/UDP
10.0.1.14:5060;branch=z9hG4bKC7C14AACBD924BF3AB6DC621B48D5B66 ; rport
From:"Acme Rockets''<sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To:<sip:6784242400@acmerockets.cbeyond.net>
Call-1D:261D4CAC-7716-4BD5-AA1F-97EOE8F11688®10.0.1.14

CSeq:29577 INVITE

WWW-Authenticate:DIGEST

realm=""AcmeRockets" ,algorithm=MD5,nonce="1101224710568""

Content-Length:0

F3 ACK PBX -> CCS

ACK sip:6784242400@acmerockets.cbheyond.net SIP/2.0

Via: SIP/2.0/UDP

10.0.1.14:5060; rport;branch=z9hG4bKC7C14AACBD924BF3AB6DC621B48D5B66
From: Acme Rockets <sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To: <sip:6784242400@acmerockets.cbeyond.net>

Contact: <sip:6783971234@10.0.1.14:5060>
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Call-1D: 261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14
CSeq: 29577 ACK

Max-Forwards: 70

Content-Length: O

F4 INVITE PBX -> CCS

INVITE sip:6784242400@acmerockets.cbeyond.net SIP/2.0

Via: SIP/2.0/UDP

10.0.1.14:5060; rport;branch=z9hG4bKCF3C46E86FE94D9F94E11294A139B4D1

From: Acme Rockets <sip:6783971234@acmerockets.cbeyond.net>;tag=36785140

To: <sip:6784242400@acmerockets.cbheyond.net>

Contact: <sip:6783971234@10.0.1.14:5060>

Call-I1D: 261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq: 29578 INVITE

Authorization: Digest
username="6783971234", realm=""AcmeRockets' ,nonce="1101224710568", response=""969
b15e57ca872006fc6246e8023cc89" ,uri=""sip:6784242400@acmerockets.cbeyond.net",a
Igorithm=MD5

Max-Forwards: 70

Privacy: id

P-Preferred-Ildentity: "Chris Sibley" <sip:6783972000@acmerockets.cbeyond.net>
Content-Type: application/sdp

Content-Length: 289

v=0

0=6783971234 727986 728026 IN IP4 10.0.1.14
s=Generic UA

c=IN IP4 10.0.1.14

t=0 0

m=audio 8000 RTP/AVP 0 8 3 98 97 101
a=rtpmap:0 pcmu/8000

a=rtpmap:8 pcmas/8000

a=rtpmap:3 gsm/8000

a=rtpmap:98 iLBC/8000

a=rtpmap:97 speex/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

F5 100 Trying CCS -> PBX

SIP/2.0 100 Trying

Via:SIP/2.0/UDP
10.0.1.14:5060;branch=z9hG4bKCF3C46E86FE94D9F94E11294A139B4D1 ; rport
From:"Acme Rockets''<sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To:<sip:6784242400@acmerockets.cbeyond.net>
Call-1D:261D4CAC-7716-4BD5-AA1F-97EOE8F11688®@10.0.1.14

CSeq:29578 INVITE

Content-Length:0
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F6 INVITE CCS -> PSTN Gateway

INVITE sip:6784242400@pstngateway.cheyond.net:5060;user=phone SIP/2.0
Via:SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541490-1851456932-1101224710754

From:"Acme

Rockets'"'<sip:6783971234@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754
To:<sip:6784242400@pstngateway.cbeyond.net:5060;user=phone>
Call-1D:SS1045107542311042131415137@sspi-ext.cbeyond.net
CSeq:856541490 INVITE

Contact:<sip:sspi-ext.cbeyond.net:5060>
Allow:ACK,BYE,CANCEL, INFO, INVITE,OPTIONS,PRACK,REFER ,UPDATE ,NOTIFY
Supported:100rel

Accept:application/sdp,application/dtmf

Max-Forwards:10

Content-Type:application/sdp

Content-Length:283

v=0

0=SSPI 22711 1 IN IP4 10.0.1.14
S=-

c=IN IP4 10.0.1.14

t=00

m=audio 8000 RTP/AVP 0 8 3 98 97 101
a=rtpmap:0 pcmu/8000

a=rtpmap:8 pcmas/8000

a=rtpmap:3 gsm/8000

a=rtpmap:98 iLBC/8000

a=rtpmap:97 speex/8000
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

F7 100 Trying PSTN Gateway -> CCS

SIP/2.0 100 Trying

Via: SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbheyond.net-
192.168.20.82V5060-0-856541490-1851456932-1101224710754

From: "Acme

Rockets'"'<sip:6783971234@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754

To:

<sip:6784242400@pstngateway .cbeyond.net:5060;user=phone>;tag=1 1101 t36973 69
82

Call-1D: SS045107542311042131415137@sspi-ext.cbeyond.net

CSeq: 856541490 INVITE

Content-Length: 0O
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F8 180 PSTN Gateway -> CCS

SIP/2.0 180 RINGING

Via: SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541490-1851456932-1101224710754

From: "Acme

Rockets'"'<sip:6783971234@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754

To:

<sip:6784242400@pstngateway .cbeyond.net:5060;user=phone>;tag=1 1101 t36973 69
82

Call-1D: SS1045107542311042131415137@sspi-ext.cbeyond.net

CSeq: 856541490 INVITE

RSeq: 1

Require: 100rel

Contact: <sip:6784242400@pstngateway.cbeyond.net:5060>

Content-Length: 211

Content-Type: application/sdp

v=0

0=- 43595 0 IN IP4 172.255.100.42
s=Cisco SDP O

c=IN IP4 172.255.100.42

t=00

m=audio 16666 RTP/AVP 0 101 105
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=rtpmap:105 X-NSE/8000
a=fmtp:105 192-194

F9 180 CCS -> PBX

SIP/2.0 180 Ringing

Via:SIP/2.0/UDP
10.0.1.14:5060;branch=z9hG4bKCF3C46E86FE94D9F94E11294A139B4D1 ; rport
From:"Acme Rockets''<sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To:<sip:6784242400@acmerockets.cbeyond.net>;tag=1981509586-1101224710839
Call-1D:261D4CAC-7716-4BD5-AA1F-97EOE8F11688®10.0.1.14

CSeq:29578 INVITE
Allow:ACK,BYE,CANCEL, INFO, INVITE,OPTIONS,PRACK,REFER ,UPDATE ,NOTIFY
Supported:100rel

Contact:<sip:sspi.cbeyond.net:5060>

Content-Type:application/sdp

Content-Length:210

v=0

0=SSPI 22713 1 IN IP4 172.255.100.42
S=-

c=IN IP4 172.255.100.42

t=00

m=audio 16666 RTP/AVP 0 101 105
a=rtpmap:101 telephone-event/8000
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a=fmtp:101 0-15
a=rtpmap:105 X-NSE/8000
a=fmtp:105 192-194

F10 200 OK PSTN Gateway -> CCS

SIP/2.0 200 OK

Via: SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541490-1851456932-1101224710754

From: "Acme

Rockets'"'<sip:6783971234@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754

To:

<sip:6784242400@pstngateway .cbeyond.net:5060;user=phone>;tag=1 1101 t36973 69
82

Call-1D: SS1045107542311042131415137@sspi-ext.cbeyond.net

CSeq: 856541490 INVITE

Contact: <sip:6784242400@pstngateway.cbeyond.net:5060>

Content-Length: 211

Content-Type: application/sdp

v=0

0=- 43595 0 IN IP4 172.255.100.42
s=Cisco SDP O

c=IN IP4 172.255.100.42

t=0 0

m=audio 16666 RTP/AVP O 101 105
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=rtpmap:105 X-NSE/8000
a=fmtp:105 192-194

F11 200 OK CCS -> PBX

SIP/2.0 200 OK

Via:SIP/2.0/UDP
10.0.1.14:5060;branch=z9hG4bKCF3C46E86FE94D9F94E11294A139B4D1 ; rport
From:"Acme Rockets''<sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To:<sip:6784242400@acmerockets.cbeyond.net>;tag=1981509586-1101224710839
Call-1D:261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq:29578 INVITE
Allow:ACK,BYE,CANCEL, INFO, INVITE,OPTIONS,PRACK,REFER ,UPDATE ,NOTIFY
Supported:100rel

Accept:application/sdp,application/dtmf
Contact:<sip:sspi.cbeyond.net:5060>

Content-Type:application/sdp

Content-Length:210

v=0
0=SSPI1 22713 2 IN IP4 172.255.100.42
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S=-

c=IN IP4 172.255.100.42

t=00

m=audio 16666 RTP/AVP 0 101 105
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a=rtpmap:105 X-NSE/8000
a=fmtp:105 192-194

F12 ACK PBX -> CCS

ACK sip:sspi.cbheyond.net:5060 SIP/2.0

Via: SIP/2.0/UDP

10.0.1.14:5060; rport;branch=z9hG4bK27E34BCDC9DB402BB2AF89A57E400BF7

From: "Acme Rockets" <sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To: <sip:6784242400@acmerockets.cheyond.net>;tag=1981509586-1101224710839
Contact: <sip:6783971234@10.0.1.14:5060>

Call-ID: 261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq: 29578 ACK

Max-Forwards: 70

Content-Length: 0O

F13 ACK CCS -> PSTN Gateway

ACK sip:6784242400@pstngateway.cbeyond.net:5060 SIP/2.0

Via:SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541490A1851456932-1101224710754

From:"Acme

Rockets"'<sip:6783971234@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754
To:<sip:6784242400@pstngateway.cbeyond.net:5060;user=phone>;tag=1 1101 t36973
6982

Call-1D:SS1045107542311042131415137@sspi-ext.cbeyond.net
CSeq:856541490 ACK

Contact:<sip:sspi-ext.cbeyond.net:5060>

Max-Forwards:10

Content-Length:0

F14 BYE PBX -> CCS

BYE sip:sspi.cbeyond.net:5060 SIP/2.0

Via: SIP/2.0/UDP

10.0.1.14:5060; rport;branch=z9hG4bK0987E77129324C5B8073AB66BC908184

From: "Acme Rockets" <sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To: <sip:6784242400@acmerockets.cheyond.net>;tag=1981509586-1101224710839
Contact: <sip:6783971234@10.0.1.14:5060>

Call-ID: 261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq: 29579 BYE

Max-Forwards: 70

Content-Length: 0
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F15 BYE CCS -> PSTN Gateway

BYE sip:6784242400@pstngateway.cheyond.net:5060 SIP/2.0

Via:SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541492-1851456932-1101224710754

From:"Acme

Rockets'"'<sip:6783971234@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754

To:<sip:6784242400@pstngateway.cbeyond.net:5060;user=phone>;tag=1 1101 t36973
6982

Call-1D:SS1045107542311042131415137@sspi-ext.cbeyond.net
CSeq:856541492 BYE

Max-Forwards:10

Content-Length:0

F16 200 OK PSTN Gateway -> CCS

SIP/2.0 200 OK

Via: SIP/2.0/UDP sspi-ext.cbeyond.net;branch=z9hG4bK-sspi .cbeyond.net-
192.168.20.82V5060-0-856541492-1851456932-1101224710754

From: "Acme

Rockets''<sip:6783971234@sspi -cbeyond.net;user=phone>;tag=1851456932-
1101224710754

To:

<sip:6784242400@pstngateway .cbeyond.net:5060;user=phone>;tag=1 1101 t36973 69
82

Call-ID: SS1045107542311042131415137@sspi-ext.cbeyond.net

CSeq: 856541492 BYE

Content-Length: O

F17 200 OK CCS -> PBX

SIP/2.0 200 OK

Via:SIP/2.0/UDP
10.0.1.14:5060;branch=z9hG4bK0987E77129324C5B8073AB66BC908184 ; rport
From:"Acme Rockets''<sip:6783971234@acmerockets.cbeyond.net>;tag=36785140
To:<sip:6784242400@acmerockets.cbeyond.net>;tag=1981509586-1101224710839
Call-1D:261D4CAC-7716-4BD5-AA1F-97EOE8F11688@10.0.1.14

CSeq:29579 BYE

Content-Length:0
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