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Background

1. ISPs who subscribe to the TPIA services of the cable carriers must become able to track all the IP addresses used by their end-users within a given month in order to be able to measure consumption and over consumption.

2. The objective of TIF 18 is to find a permanent solution such that cable carriers are no longer involved in the process of distributing the IP addresses to customer premise equipment of TPIA ISP end-users.

3. In the short term however, the inability of ISPs to precisely know which IP addresses have been in use by which end-users during a given month results in their inability to bill accurately the over consumption of their users.

4. Xit telecom submits that in Decision 2005-14, the Commission required ILECs to share access to their operational support systems. Xit telecom submits herein that the issues associated with ISPs gaining access to Cable Carrier OSS which would provide the needed IP address tracking information is significantly more trivial than the problems which were addressed by Decision 2005-14.

Background

5. Xit telecom submits that both Cogeco and Videotron exclusively use a solution called Cisco Network Registrar.

6. Xit telecom has more limited understanding of the solutions uses by Rogers and Shaw and will focus the present contribution on the solution that can be developed for the market in Quebec where interest for TPIA is the highest in Canada and where the solution is most urgently needed.

7. Xit telecom submits that Chapter 21
 of the Cisco Network Registrar manual is most telling regarding the solution proposed in this contribution.

Querying Leases
Network Registrar can work together with Cisco routers to provide enhanced provisioning capabilities. Part of the implementation of the Cisco uBR access concentrator's relay agent is to capture and glean information from DHCP lease requests and responses. It does this so that it can:

 •Associate subscriber cable modem and client MAC addresses with server-assigned IP addresses.

 •Verify source IP addresses in upstream datagrams.

 •Encrypt unicast downstream traffic through the DOCSIS Baseline Privacy protocol.

 •Avoid broadcasting downstream Address Resolution Protocol (ARP) requests, which can burden the the uBR as well as the subscriber hosts, and which can be compromised by malicious clients.

The uBR device does not capture all DHCP state information through gleaning. The uBR device cannot glean from unicast messages (particularly renewals and releases) because capturing them requires special processing that would degrade the uBR device's forwarding performance. Also, this data does not persist across uBR reboots or replacements. Therefore, the only reliable source of DHCP state information for the uBR device is the DHCP server itself.

For this reason the DHCP server supports the DHCPLEASEQUERY message, which is similar to a DHCPINFORM message. The DHCPLEASEQUERY message's number in the dhcp-message-type option (53) is 13. The uBR device's relay agent sends a DHCPLEASEQUERY request to the DHCP server. The request always yields either a DHCPACK or DHCPNAK response from the server. A DHCP server that does not support this type of message is likely to drop the DHCPLEASEQUERY packet.

Lease Query Requests
 In a DHCPLEASEQUERY request, the gateway IP address (giaddr) field must have the IP address of the requesting relay agent. The giaddr field is independent of the client address (ciaddr) searched and is simply the return address for any responses from the server. The relay agent can send one of these types of DHCPLEASEQUERY requests:

 •By IP address—The request packet includes an IP address in the client address (ciaddr) field. The DHCP server returns data for the most recent client to use that address. A packet that includes a ciaddr value must be a request by IP address, despite the values in the MAC address fields (htype, hlen, and chaddr) or the client-id option. This is generally the most efficient and should be the most widely used query method.

 •By MAC address—The request packet includes a MAC address in the hardware type (htype), address length (hlen), and client hardware address (chaddr) fields, and no value in the client address (ciaddr) field. The DHCP server returns all the IP addresses and most recent lease data for this MAC address in the associated-ip option of the DHCPLEASEQUERY packet. See the  "Lease Query Responses" section.

•By dhcp-client-identifier option (61)—The request packet includes a dhcp-client-identifier option value. The DHCP server returns a DHCPACK packet containing the IP address data for the most recently accessed client. If the request does not also include a MAC address, the server returns all addresses and their data for the requested dhcp-client-identifier. If the request includes the MAC address, the server matches the dhcp-client-identifier and MAC address with the client data for the IP address and returns that data in the client address (ciaddr) field or associated-ip option (161).

 Lease Query Responses
 The parameter-request-list option (55) in a DHCPACK response from the server should contain data pertinent to the requestor, such as dhcp-lease-time (51) and relay-agent-info (82) option values:

•The dhcp-lease-time (51) value is for the remaining time until the lease expires.

•The relay-agent-info (82) value is from the most recent DHCPDISCOVER or DHCPREQUEST message from the client to the server.

Network Registrar provides these options for responding to DHCPLEASEQUERY messages:

 •cisco-client-last-transaction (163)—Contains the most recent time a server accessed the client.

•cisco-client-requested-host-name (162)—Contains the host name that the client requested in the host-name option (12) or client-fqdn option (81).

 •cisco-associated-ip (161)—Contains data on all the IP addresses associated with the client.

8. Consequently, Xit telecom is of the opinion that the platform used by Cogeco and Videotron containts the means necessary to report all of the IP addresses that have been used behind a given MAC address of an end-user.

Conclusion

9. Xit telecom submits that Cable carriers must provide access to their OSS, such as Cisco Network Registrar, such that ISPs may be able to query this database to obtain the information necessary to track the IP address used by their end-users throughout a month

10. Xit telecom requests the cable carriers to investigate and propose a way to provide a report via a file transfer protocol that is in a format which can be parsed by a billing system.
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