CRTC Interconnection Steering Committee
NTLEBP02.doc
Network Working Group
Transmitted Electronically

September 23, 2005
To:
Mr. Peter Lang
Chair, Business Process Working Group
Subject:
VoIP Privacy – Technical Issues
The Network Working Group (“NTWG”) is in receipt of an email dated August 5, 2005 from Peter Lang, Chair of Business Process Working Group (“BPWG”), on behalf of the BPWG regarding the above mentioned subject.

BPWG Request

In the email, the BPWG requested that the NTWG provide comments on the availability of privacy safeguards for five different call routing scenarios associated with the implementation of VoIP technologies.
The privacy safeguards include the following:

1. Delivery of the privacy indicator when invoked by an end-customer,

2. Provision of automated universal per-call blocking of calling line identification,

3. Provision of per-line call display blocking to qualified end-customers,
4. Disallowance of Call Return to a blocked number, and

5. Provision of universal Call Trace.

The BPWG requested a preliminary feedback by September 7 and a complete response by October 3.
NTWG Comments

Due to the cancellation of the August conference call, the NTWG was not able to provide a preliminary feedback by September 7.  Instead, the NTWG discussed the issues at its September 13 meeting.  At the meeting, Peter Lang clarified that some companies at the BPWG had provided input with respect to their position and capability and that BPWG is seeking a high level, aggregated industry perspective from the NTWG.  The following is a summary of the discussion and the conclusion by the NTWG.
1. For all call scenarios involving connection with or via PSTN, SS7 signalling and TDM interface remain the standards.  Under these circumstances, existing privacy safeguards would be respected on the TDM networks and the need for enforcing any particular aspect of privacy would be transmitted and signalled across the network interface.  The capability of a VoIP service provider to correctly interpret the signalling information and invoke the appropriate safeguards is dependent on the technology platform and vendor equipment being used.
2. For IP-to-IP connection, there is currently no industry adopted Network-to-Network Interface standard.  As such, it is not clear if any of the privacy safeguards would be transmitted or respected between two networks.
3. It is noted that some aspects of the privacy safeguards are already addressed within the Commission approved Minimum Message Set for interconnection.  It is further noted that the NTWG currently has a task to develop an IP Interconnection Guideline.  The objective of this task is to map the Minimum Message Set to an equivalent set of IP-based protocol messages for industry-wide acceptance, initially focusing on using the SIP protocol.  The NTWG anticipates that this task, once completed, will provide the industry with a better understanding of the capability to provide privacy safeguards, for an IP-to-IP interconnection environment, equivalent to that which is currently available through the Minimum Message Set.

In conclusion, the NTWG is of the view that it is unable to assess, with certainty, the availability of privacy safeguards associated with the implementation of VoIP on an industry-wide basis.  Each individual service provider will have to disclose its capability to other service providers that it interconnects with, and declare its availability of privacy safeguards to its customers as mandated by the Commission.
Sincerely,
Sam Yung
Chair, Network Working Group

