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Brief Summary

The full account that follows is somewhat complicated. The short version is that the Per sonal
Information Protection and Electr onic DocumentsAct (theAct) will have only modest application
to most Canadian archives. However, its enactment does raise a number of issues about the
relationship of privacy laws and archives, the most problematic of which aretreated below in chapter
15 (including the threshold issues of jurisdiction and the risk of creating “privacy limbos’ within
archives).

The “authorized” interpretation of the Act set out by Industry Canadaisthat all archives are exempt
from itsrequirements (especialy if they arecovered by federal, provincia, or territorial dataprotection
legidlation), and there are no constraints on the ability of archivesto collect personal information.* If
recordsfrom an organi zation covered by the Act arein an archive, the Act does not imposeretroactive
coverage over them, sinceit has no retroactive effect. If recordsfrom an organization covered by the
Act aretransferred to an archive, these records lose the privacy protections offered by the Act.

However, the core message of this guide and commentary is that al personal information held in
archival settings should be handled in compliance with the fair information practices set out as a
national standard in Schedule 1 of the Act. Archives, large and small, regulated and unregulated
from a privacy perspective, need to figure out how to accomplish this goal in order to meet the
legitimate expectationsfor privacy and confidentiality of those personswhose records are sel ected for
archival retention.

Although official privacy protectorsshould remainvigilant about the practices of archiveswith respect
to the collection and disclosure of records that include personal information, the known track record
of major archivesto date suggests that they have successfully incorporated fair information practices
into their daily regime of archiva work.

Readers should be awarethat the author of thisreport wroteit under contract to the National Archives
of Canadainresponsetoitsrequest for services. However, theend product isvery much hisown view
of this particular world, which readers are welcome to disagree with from whatever perspective they
bringtoit. They should aso be guided by the table of contentsin terms of locating material that is of
direct relevance to their interests.

L Atthis point in time, | am inclined to accept the interpretation of the Act offered by the specialists within the Department of Justice
and Industry Canada, who have spent severa years advancing and shaping the legislation and are certainly clear about their intentions
asframerswith respect to the coverage of archives. Within the body of thisreport, however, | have sometimes adopted amore skeptical
approach to the scope of the Act, because, now that it has received royal assent, establishing the precise meaning and scope of its
language is in the hands of the Privacy Commissioner of Canada and, ultimately, the Federal Court of Canada. | should add, further,
that thisis one person’s view of the issues at stake in this arcane world.



1. Introduction: Archivesand the Act

A series of introductory points attempt to set the stage for the analysis that followsin this guide and
commentary, whichfocusesontherel ationship between the Canadian archival community and privacy
or data protection legislation.? They These preliminary observations, presented in abullet format, are
for the most part not controversia points:

. The House of Commons passed Bill C-6in April 2000, after which it received royal
assent as Statutes of Canada 2000, c. 5. Part 1, the privacy provisions, will go into
effect on January 1, 2001. Parts 2 to four enter into force on May 1, 2000.

. Archivists, asindividuals and as professionals, share with the public ademonstrated
commitment to compliance with thefair information practicesthat are at the heart of
privacy/dataprotection legidation in advanced industrial societies. Schedule1tothe
Act sets out such fair information practices in the form of a code or standard
specificaly developed for the private sector. As the Association of Canadian
Archivists stated in its submission to the House of Commons on Bill C-54,
“[alrchivists are professionals governed by aformal Code of Ethics fully capable of
self-policing on the disclosure and non-disclosure of persond information, as their
past record has clearly shown.”?

. The Code of Ethics for Archivists in Canada states in principle 3 (of 6) that
“[alrchivists encourage and promote the greatest possible use of therecordsin their
care, giving dueattention to personal privacy and confidentiaity and the preservation
of records.” The application of these principles contains two additional statements
that are al so directly relevant to the concerns of thisguide and commentary (and that
are further discussed in the pages below):

. A3.... Archivists discourage unreasonabl e restrictions on access or use, but
may accept asacondition of acquisition clearly stated restrictions of limited
duration and should suggest such restrictions to protect personal privacy.
Archivistsobserveall agreements made at thetime of transfer or acquisition.

. C2. Archivists make every attempt possible to respect the privacy of the
individuals who created or are the subject of records, especialy those who
had no voice in the disposition of the records....*

2 None of what follows should be construed as offeri ng legal advice to the archival community, since the author is not a lawyer.

Although counsel acting on behalf of the author has reviewed this guide and commentary, an archive that believesthat it requireslegal
advice on any matter raised by this presentation should obtain it through the usual channels. | am most grateful to Angela Westmacott
of the firm of Morley Ross Lovett & Westmacott in Victoria for her invaluable assistance to me.

8 See acaarchives calofficial.com/c54/c54brief.htm. Although the issue of how to make sanctions effective is aways a troublesome
one, the redlity is that this Code of Ethics only applies to members of the Association of Canadian Archivists, and membership in the
ACA is not a prerequisite for employment as an archivist or in an archives. The redlity of sanctionsis that an archive is likely to
discipline or fire an archivist who acted in breach of ethical standards.

4 See http://aca.archives.ca/publicat/general/code.htm



. Archivesthat are clearly inthe public sector are aready subject to privacy legidation
at national, provincial, and territoria levelsfor at least certain of their records. , since
theintroduction of the first federal data protection law was introduced in 1977.° It
should be some comfort to the archival community (if not to historians and
genealogists as users) that such legidation, long before the appearance of Bill C-54
(later Bill C-6) in 1998, has not posed insuperable burdens to the continued
functioning of archives at the national, provincia, territorial, and municipal levels.
Thearchival community has accepted the formalization of privacy rulesrequired by
such legidation, much asit will have to adapt to certain aspects of the Act when part
1 entersinto force on January 1, 2001.

. An important qualification of the point in the previous bullet is that public sector
privacy legidation tends to exclude from its scope “ materials placed in the archives
of apublic body [e.g. Ministry, crown corporation, university, hospital, municipality]
by or for aperson or agency other than the public body.”® Theoriginal intent of such
provisions was to make life easier for archivists by removing the need to ensure full
compliance with the rigours of such an Act for records that did not originate in the
public sector. Now that data protection has finaly developed for the private sector
and quasi-public sector, one unintended consequence is in effect to create a “data
haven” for private sector records that have been given, or will be given, to such an
archive. At minimum, thiswill require self-regulation to ensure that fair information
practices are in place for records.

. The other side of this coin isthe Alberta Freedom of Information and Protection of
Privacy Act which, uniquely in Canada, “does not affect access to records: (i)
deposited in the Provincial Archives of Alberta; or (ii) deposited in the Archivesof a
public body that were unrestricted before the coming into force of this Act.”” This
isin effect a grandfather clause for personal information in al records for which
accesswas unrestricted in the Alberta archives in 1995 (a province whose history
spans the twentieth century).?2 However, and most importantly from a privacy
perspective, the restrictions on access to records that existed on October 1, 1995
werekept in place. Thusaccessto such records, and those records acquired after the
October date, now occurs in compliance with the Alberta Freedom of Information
and Protection of Privacy Act.

5 For acase study of the development and application of such federal laws, see David H. Flaherty, Protecting Privacy in Survelllance
Societies (University of North Carolina Press, Chapel Hill, NC, 1989), part 4 and especially pp. 243-45.

6 B.C. Freedom of Information and Protection of Privacy Act, RSBC 1996, chapter 165, s. 3(1)(Q)-

7 AlbertaFreedom of Information and Protection of Privacy Act, Statutes of Alberta, Statutes of Alberta, 1994, Chapter F-18.5 with

amendments in force as of October 1, 1999, s. 3(b). This Act came into force on October 1, 1995.

8 |t makes practica sensethat recordsin the Alberta Archivesthat were freely accessible on September 30, 1995 should not be closed
to users the following day.



. The National Archives of Canada has recently made the following statement
concerning the general issues addressed in this guide and commentary: “ Theimpact
of access to information and privacy legidation upon the access of Canadians to
public records has been high. The archives exemptionsin the present acts have been
an important help to ensure access under certain carefully governed situations. It is
important to comment that there is a need to maintain a balance between allowing
access on the one hand while still protecting privacy.”®

. The genera operations of archives aready subject to existing data protection
legidation (such as the National Archives of Canada, the Manitoba Archives, the
British Columbia Archives, the City of Victoria Archives, or the Simon Fraser
University Archives) are in principle not affected by the introduction of the Act.
Similarly, all archives in the province of Quebec, perhaps without exception, are
subject to the purview of the two data protection laws of that province that cover the
public and private sectors.® However, it is possible that the Act will have an impact
on certain records and, possibly, certain activities of such archives that involve the
records of “organizations’ subject to the Act, because these are not the records of
public bodies as such.

. Privacy legidation continues to raise considerable anxieties among archivists,
genealogists, and historians, since, at one level of understanding, these laws appear
to threaten the continuance of their enterprises by restricting complete access to
personal records, at least for aperiod of time. Full enforcement, for example, of the
principles of data destruction and the right of an individual to be forgotten (le droit
d oubli) would substantially reduce the personal information available for archival
and historical preservation, thus depriving the country of acentral component of its
historical memory.™ As Danielle Lacasse, the president of the Association des
archivistes du Quebec, stated to the Standing Committee on Industry, “archivists
must constantly promoteafair balance between anindividual’ sright toforget and the
community’ sright tobuilditscollectivememory.”** Seeking such abalancewasaso
the theme of the submission by the Canadian Historical Association.

. Archivd activities in Canada, even in public archives, are not adequately funded.
Thus, arelevant redlity isthat most archives contain alarge volume of records that
have not been adequately catal ogued and inventoried, meaning that their contentsare
unknown. Thisisadata protection problem of some consequence that will need to

9 Response to Dr. John English regarding his consultations on the future role of the National Archives of Canada and the National
Library of Canada,” quoted on the Web Site of the Canadian Council of Archives: www.cdncouncilar chives.ca.

0 The ongoing debate in Quebec iswhether its legidation can regul ate the record keeping practices of federa entities, such asabank,
which isin part the rationale for The Act. The goal of the privacy advocate remains seamless coverage, which Quebecisalready in a
unique position to offer. See Act respecting access to public documents and the protection of personal information and the Act
respecting the protection of personal information in the private sector. The Commission on Access to Information, which oversees
these two laws, does not want The Act to apply to Quebec: Abridged Report 1998-1999 (Quebec, June, 1999), p. 17.

M gee Flaherty, Protecting Privacy in Surveillance Societies, p. 8 for alisting of data protection principles and practices such as
those mentioned in this sentence.

2 House of Commons, Standing Committee on Industry, Hearings on Bill C-54, February 18, 1999.



continueto be addressed by archivistsand officia privacy protectorsbefore accessto
personal information in such records can be granted (unless they are aready quite
old).

. Historiansand archivists, who areappropriatel y twinned in defense of their important
enterprises, made valiant efforts on February 18, 1999 to explain the importance of
their professiona work during the course of proceedings on Bill C-6 (formerly Bill
C-54) in the House of Commons.®® However, the redlity of the exercise of political
power in Canada today is that the proponents of the legidation, and their political
masters at Industry Canada, regarded such submissions as of minor consequencein
theoverall scheme of trying to promote el ectronic commerce by ensuring the privacy
rightsof individuals. Thereweretoo many political problemsin the offing for those
public servants advancing the legidlation to take scholarly and archival concernstoo
serioudly, especially sincethey believed that Part 1 of the Act will, in fact, have only
limited impact on archives in Canada. As noted further below Industry Canada
officialsregarded theexisting framework of thelaw asappropriately handlingarchival
concernsin particular. It isinstructive, in this regard, to be reminded that, beyond
some housekeeping and clarifying amendments, the House of Commons only made
truly significant changesto thebillsin response to law enforcement concerns (which
istypical of the enactment of such data protection legisation in Canada during the
past 25 years).*

. The god of the archival community should now be to ensure that their own
organizationsimplement the Act in amanner that is sensitiveto the privacy interests
of individuals and the broad goals of archives. This requires a process of ongoing
education of officid privacy protectors, privacy advocates,™ archivists, and users of
archives. Because this area of the law isin a state of flux, as are the personnel
involved on both sides, this effort at mutual education about respective roles and
obligations needs to be ongoing at federal, provincid, and territorial levels.*®

. Officia privacy protectorsand privacy advocates are conditioned to react with alarm
totheconsolidation of significant amountsof identifiable personal informationinone

13 See, in particular, Association of Canadian Archivists, “Brief to Parliament on Bill C-54: Personal Information Protection and
Electronic Documents Act (revised April 20, 1999), which is accessible from aca.archives.calofficiad.com”; Canadian Historical
Association, “Seeking a Balance: a response to Bill C-54,” February 18, 1999 at http://www.yorku.calresearch/cha/html/english/c-
54.html; seea so Joanne Burgess, “ The Right to Privacy in the Private Sector,” at www.yor ku.ca/r esear ch/cha/html/english/bur gess;

% The Industry Committee of the House of Commons did amend Bill C-54 before presenting arevised version for 2" reading in the
House of Commons on April 13, 1999 to meet some concerns of archivists: it removed the requirement for archiva institutions to be
designed by order of the Governor-in-Council; it amended section 7(3)(h)(I) to reduce the period prohibiting disclosure from 110 to
100 years, and it agreed to regular five-year reviews of the legidation.

15 Current leadersof the advocacy community include Pippa Lawson, Esg., of the Public Interest Advocacy Center in Ottawa; Valerie
Steeves of the Department of Law, Carleton University; Professor Colin Bennett of the University of Victoria; Dr. Michael Y eo of the
Canadian Medica Association; and Darrell Evans, the executive director of the B.C. Freedom of Information and Privacy Association.

8 1tis quite helpful in this regard that in places like Manitoba and the Y ukon, the official Archives plays a centra role in managing
freedom of information and protection of privacy issues on behalf of the government.



location, such as at the National Archives of Canada.” In fact, and this is hardly
surprising, privacy protectors are likely to have relatively modest knowledge of the
archival process, because most Canadiansknow very littleabout archives. However,
when various types of privacy protectors hear about the kinds of collections of
personal information from administrative records that are held by any archive, they
arelikely to react with somealarm and surprise.®® The archival community must deal
with thisfact on an ongoing basis. Officia privacy protectors, in particular, must be
encouraged, by a process of mutual education, to act in a pragmatic fashion with
respect to the interests of archives and archivists, since they have the authority to
cause significant problems.

. From the perspective of someone who is both a professiona historian and a privacy
advocate/officia privacy protector/privacy consultant, the issues of privacy relating
to the functioning of archives are quite manageable and in fact minimal, as| hopeto
demonstrate in the pages below.™ In any league table of current privacy issuesin
Canada, the data protection problems posed by archives would be relegated to close
to the bottom, compared, for example, to the health records of individuals. But
archivists, in particular, in a manner very comparable to statisticians, need to be
vigilant to protect their interests as professionals by promoting public understanding
of their work, because they are both engaged in activities that are not intuitively
regarded asprivacy friendly, and sincethey involvethe collection, use, and disclosure
of so much persona data. Given therealitiesof overburdened professionalsworking
in underfunded government archivesfor themost part, thisduty isaseriouschallenge
to the archival community.®

. In principle, if archivistscomply with fair information practices on astatutory or self-
regulatory basis, they can collect as much sensitive personal information asthey can
justify by archival standards and that public bodies and “organizations,” as defined
in the Act, will accept. In fact, an organization like the Ontario Archives has been
collecting, and permitting the use of, sensitive personal information for most of the
last century. These “government records’ include psychiatric clinical case files,
crimina investigation records of the provincia police, socia service case files, and
recordsof residential schools. Inthehandsof responsible custodians at the Archives,
researchers have used these records for legitimate purposes without apparent

17 Afine exceptiontothisruleis Peter Bower, the executive director for accessand privacy, Office of the Manitoba Ombudsman, since
he is the former provincia archivist.

8 TheDi rectory of Archival Repositories on the web site of the Canadian Council of Archivistsincludes, for example, referencesto
thefollowing specific, or types of, archives: Canadian Lesbian and Gay Archives, Montreal Holocaust Memorial Center; Peterborough
County, Ontario-City Health Unit; various hospitals; and many religious and ethnic organizations.

19 Full disclosure and notice to readers includes the factsthat | have worked on privacy issues since 1964, taught as an historian from
1965 to 1993, am a member of the Canadian Historical Association, served as the first Information and Privacy Commissioner for
British Columbia from 1993 to 1999, and currently consult on privacy and information policy issues for awide range of clients from
the public and private sectors.

2 The ongoing professional activitiesand aspirations of archivists can befollowed inilluminating detail on theweb site of the Canadian
Council of Archives(CCA), founded in 1985: www.cdncouncilarchives.ca. The Bureau of Canadian Archivistscomprisestwo separate
associations based on language: the Association of Canadian Archivists, established in 1975, and the Association des archivistes du
Quebec.



mishap.? At present, their collection and use is also subject to the oversight of the
Ontario Information and Privacy Commissioner.?

. Archives subject to existing privacy legidation appear to be coping adequately with
theburden it presents from a protection of privacy perspective, which isthefocus of
this guide and commentary. What is especialy ironic is that some such archives
appear to have somewhat more problems with “freedom of information” or “ access
to information” acts, which are intended to promote disclosure of government
records. Government departmentswith recordsstored inapublic archivecan till try
to deny access to them based on exemptions in such legidation, such as solicitor-
client privilege and law enforcement.

2. Some Facts about the Act

. The primary purpose of the Act isto extend fair information practices, over time, to
the private sector in Canada, where it has been largely unregulated, except for
innovative legidation in 1993 in the province of Quebec.*

. The Act largely responds to international pressures from the European Union to
protect transborder flows of personal data, which have nothing to do with archives
as such.

. The core problem posed by the Act, for purposes of this guide and commentary,

concerns the collection, use, and disclosure by archives of records of persona
information that originated with the private sector. Most people, including some
privacy protectors and data subjects, are not adequately aware that some private
sector records end up, by means of what isin fact a very sanitized and sanitizing
process, in the hands of both small and large public and private archives. Disclosure
of such archived records to researchers normally occurs several decades after the
creation of therecords. A typica exception would be persons seeking accessto their
own personnel records or military records held in an archive, such as the National
Archives of Canada.

. Theexistenceof different typesof archivesiscompletely irrelevant tothe Act, which
has asits primary concern protecting the privacy of individual residentsof Canadain
their current, contemporary rel ationshi pswith the private sector and thequasi-private

2L | owethis point to lan Forsyth, the archivist of Simon Fraser University.

2 Ann Cavoukian, the Ontario Commissioner, informed me that her Office has “had no problems with the Archivesin terms of their
handling of sensitive or confidential information.” There have been no “complaintsabout the manner in which the Archiveshas handled
thistype of information.” Her staff “could not recall any incident or allegation that personal information contained in archived records
was misused or inappropriately disclosed by the Archives.” (Personal communication, March 29, 2000)

2 |am grateful for guidance on thisissue to Mac Culham of the B.C. Archives.

2 Quebec, Act respecting the protection of personal information in the private sector



sector. Thelegidative concernisfocussed on €l ectronic commerceinvolving banks,
tel ecommuni cation companies, and amultitude of service providers, not on archives.
There is a risk, however, that archives could become accidental, or at least
unintended, targets of such legidation.

TheActincorporatesthefundamental premisethat individuals(ascustomers, clients,
and employees) have reasonabl e expectations of confidentiality and security for their
personal information, whether in the custody and control of a particular company or
transferred to an archive. They wish to exercise informational self-determination.
Thereisno question, in my view, that such individual expectationsof confidentiality
diminish over time, athough they never entirely disappear.® Thusit would require
considerable effortsto identify real privacy problemsfor nineteenth century records
held in any Canadian archive, whereas personal information in records for the last
twenty yearsthat are already in archivesaremuch morelikely to be sensitivein some
circumstances. That is why major archives and even privacy laws, such as in
Manitoba, recognize that all records are completely open after one hundred years.
However, | favour an accessto information regime for archives that seeksto ensure
fair information practices are followed for controlling accessto all personal records,
especially the most sensitive ones (juvenile delinquency, adoption, social work case
files, psychiatric and menta health records, for example).

Archivistsand historiansmadetheir concernsand anxi etiesknown during the process
of legidative hearingson Bill C-6 (seebelow). Official dataprotectorsand advocacy
groupsfor privacy would be unwiseto ignore that testimony, although it had limited
impact on the contents of the Bill.

The consent requirementsin the Act may pose some practical problemsfor various
kinds of archives, which need to be addressed. Theissueiswhether individuaswho
givetheir personal information to an organization now covered by the Act have any
ideathat their datamay betransferred to an archive at somefuturetime. Therealities
of archival purging, retention, and disposal practices are such that most personal
information will not bearchivedinany event. However, employees, for example, are
in adifferent situation from customersin most cases. |n my idedistic opinion, each
category of persona records held by an organization subject to the Act needs some
kind of notice of the possibility of archival storage in lieu of the need for explicit
consent. One problem withthisideaisthat the prospect of archival storageisremote
for most individuals in contact with such organizations, because most personal
recordswill be destroyed on the basi s of retention schedules, on thegroundsthat they

S n practice, the old private sector/public sector distinctions have broken down, and there are considerable flows of persona datain
dl directions. Again, the privacy advocate and the citizen want seamless data protection with the force of law and an oversight

mechanism, such as the Act will provide.

% AsInformation and Privacy Commissioner for British Columbia, | made several decisions that recognized the privacy rights of the
deceased. See Order No. 27-1994, October 24, 1994 at www.oipchc.org. All of uswould be astonished, of course, to think that our

passing might lead to the casual perusal of our medical or health records by simply curious persons and even by our hers.
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havenoarchival value? Historiansand archivistswho testified on Bill C-6 beforethe
House of Commons took the interesting position that archival retention is in fact
consistent with the origina purposes of data collection as a legitimate form of
secondary use. Asaptly stated by Joanne Burgess, president of theInstitut d’ histoire
de I’Amerique francaise, “[t]he principle we want to have recognized is that
secondary use for historical or other purposes, whether it's 10, 15, 20, 30, 40, 100,
or 150 years later, is not the same thing as secondary use for other administrative or
commercia purposes.”?® That plausible position is not one that the Act explicitly
recognizes.

Whether or not most archivesin Canadacan in fact be construed asfalling under the
ambit of the Act with respect at least to any of their activities that can be construed
as commercial, thereality isthat thislaw is establishing the de facto national
privacy standard, which any archive can only ignore at its peril for any
personal information initscustody and control. All archiveshavetofollow fair
information practices, whether required by law or self-regulation. The cavest,
of course, isthat most archivesin Canadaare not in fact “organizations’ engaged in
any significant way in commercid activitiesand thus, technically, are not covered by
the Act for the most part. Thistopic is considered below in detail.

The CorePrivacy Valuesin Schedule 1 of the Act

Part 1 of the Act, which addresses the protection of personal information in the private sector, isthe
heart of the legidation for purposes of this guide and commentary. Part 1 must be examined in the
context of Schedule 1, which lays out aset of principles that organizations must generally follow in
order to protect persona privacy.?® These principles reflect the core privacy values, or fair
information practices, that have been at the heart of national, state, provincia, and territorial
legidation in advanced industrial societies since the early 1970s*® They are also in a direct line of
intellectual inheritance from asimilar set of principles developed by the Organization for Economic

A financia ingtitution, for example, will only retain, even for a long-term relationship with an individual customer, very basic
information (e.g. account opening data) and not the details of regular transactions. The costs of storing paper and digital records and

then trying to access them after the fact are thus promoting privacy protection for the individual .

2 Standi ng Committee on Industry, Hearings on Bill C-54, February 18, 1999.

29 Section 5 of the Act etablishes the levels of obligation with respect to each principle (see below).

%0 Fair information practices represent the reasonable expectations of customers and employees of any organization as to how their
personal information will be treated. The concept of fair information practices devel oped simultaneously in both the United Kingdom
and the United Statesin the early 1970s. All of the privacy (meaning data protection) lawsin theworld (more than thirty countries have
them) incorporate these practices. See Colin J. Bennett, Regulating Privacy: DataProtection and Public Policy in Europeand the United

States (Cornell University Press, Ithaca, NY, 1992).
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Cooperation and Development (OECD) around 1980.**

Duringthefirst half of the 1990s representatives of the public and private sectorsin Canadamet under
the auspices of the Canadian Standards Association (CSA) to develop amodel code for the protection
of personal information in the private sector. Theintention wasto develop aself-regulatory code that
would reducethe need for statutory solutionsfor dataprotectioninthissector. Most privacy advocates
wanted Canadians to have privacy rights, with an oversight mechanism in the form of a Privacy
Commissioner, which would be enforceable by law as required. Simultaneously, the European
Directive on Data Protection was mandating similar standards for non-European countries that
wished to continue to trade in personal information with the European Union. In 1993, Quebec
enacted private sector legidation of its own.

In the Act, Industry Canada adopted the highly innovative CSA Code and gave it the force of law.
Schedule 1 (which incorporatesthe CSA Codeinto the Act) lays out ten principles, each onefollowed
by a more complicated articulation of best practices. These have aready served asthe basis for self-
regulatory codes by, among others, the Canadian Bankers Association and the tel ephoneindustry (the
former Stentor). IMS Health Canada Ltd. went one step further and had its privacy code, based on
the CSA standard, certified as such by the Quality Management Institute of the Canadian Standards
Associaion* | have summarized each of theten principlesbelow, with abrief commentary on what
they mean, since the archival community should comply with them in the course of being sensitive
to the protection of privacy in permitting access to personal records in their custody and control.

Although the principles establish aleve of privacy protection that archives should aspireto achieve,
Part 1 of the Act modifies the contents of these principles to some extent. Such modifications,
especialy with respect to the collection, use, and disclosure of personal information without the
consent of the individual, will be discussed further below. However, in order to try to understand a
very complex piece of legidation, one first hasto understand the principlesin Schedule 1.

Principle1- Accountability: “An organization is responsiblefor the personal information under its
control and shall designate an individual or individuals who are accountable for the organization’s
compliance with the following principles.”

From an archiva perspective, the requirements for compliance with this principle are laid out in a
straightforward manner in 4.1.4:

. Implement procedures to protect personal information;

. Establish procedures to receive and respond to complaints and inquiries;

. Train staff and communicate to staff information about the organization's policies and
practices,

3l gee Department of Justice, Canada, OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data:
Implications for Canada (Ottawa, 1985).

% seelMS Health, Our Commitment to the Protection of Personal Information (IMSHealth, Canada, November, 1999, PointeClaire,
Quebec). Its code/management system applies to IMS's management of personal information respecting health professionals. QMI
issues a certificate of registration to the standard with an expiry date.

3 one explanation from Industry Canada for the peculiar structure of the Act is that the “management standard” had to be in an

appendix to the law to avoid trade problems for Canada, with its major trading partners, before international trade tribunals.
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. Develop information to explain the organization’s policies and procedures.

The accountability principle requires both staff and clients of any archives to know what the rules
arefor collecting, using, and disclosing persond information. Inmy judgment, thehead of any archive
should bethe “designated individual” for purposes of compliance with the rules, but with day-to-day
responsibility delegated to other individual s (always including aHuman Resources person who deal's
with staff information, which raises a different kind of privacy issue).

Principle 2 - Identifying Purposes: “The purposesfor which personal information is collected shall
be identified by the organization at or before the time the information is collected.”

This should be arelatively uncomplicated issuefor archives. Theraison d' étre of archivesisto collect
and use records, including personal information, for historical, genealogical, and other research
purposes. Archives, even thoselocated within aspecific organization, such asabank, are established
for relatively precise purposes. They follow established principlesto determinewhat recordsareworth
preserving for archival purposes, which normally resultsin the elimination of routine, repetitive, and
trivial information.3 This requirement to identify purposes is much more complicated for private
sector commercial concerns, which are constantly inventing new waysto use personal information for
marketing purposes, such as the data warehouses devel oped during the 1990s. Explaining to donors
what will be done with their gifts or transfers of records containing personal information to an
established archiveisacomparatively simple matter, not least because donors of sensitive records can
eadly continue to exercise some control over how their records are used through donation
agreements.® At the same time, it is highly unlikely that corporate concerns with be transferring
personal information on customers to an externa archive, since such records are not kept very long
in practice.

Principle3: Consent: “ The knowledge and consent of theindividual are required for the collection,
use, or disclosure of personad information, except where inappropriate.”

For most data custodians, obtaining appropriate consent from individuals to collect and use their
personal information isthemost complex dataprotectionissue, eventhough the CSA Code, and hence
the Act, does not reguire explicit informed consent as such.

An archive that collects personal information from such diverse groups of individuals as employees,
customers and clients, individual donors, and potential donors should obtain consent from these
persons for specific uses of their information whenever possible. This is especially the case when
archives collect persond information directly from individuas. Archives currently subject to data
protection legislation (which would cover the maor archives in the country) may have aready

3 | redlizethat thisprocessishardly unproblematic, given therange of recordsin existencetoday in variousformats, and the difficulties
of predicting what scholars of the future will find relevant. However, | leave ongoing discussions of such issues to the archival

community and their funding masters.

The Archives at Simon Fraser University acquired the records of the John Howard Society for the lower mainland of British

Columbia, including case files of prisoners that the Society had worked with. The Society did not wish to be involved in access
decisions. The Archives is subject to the B.C. data protection legisation, but these particular records would not be covered. lan
Forsyth, the archivist, agreed to administer the John Howard Society papers in compliance with the principles and spirit of the B.C.
Freedom of Information and Protection of Privacy Act. | regard such a decision as exemplary from the perspective of ensuring fair
information practices. The B.C. Archivestakesasimilar position with respect to sensitive records of hospitals, children’said societies,

and other organizations, whose records are technically not covered by the B.C. Act.
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addressed these matters. An “unregulated” archive, such as that of a religious group (the United
Church Archivesin Toronto) or aspecidized historical archive of ardigious or ethnic group, should
obtain as explicit consent as possible for future uses of persona data collected by them, even though
the Act does not redlly requireit.®®

The much more serious issue for archives, in general, including those subject to existing privacy
legidation, is whether they can assume that data subjects have consented to placing their personal
information in an archive for consultation by scholars and other interested persons. For some
archivigts, this raises asignificant fear that the strict enforcement of the consent principle would put
them out of business in terms of collecting, storing, and allowing access to persona information
adready in their possession or custody. A purist application of principle 3 would even have ex-post
facto application to persond information held in archives from “organizations’ subject to the Act
(which hasretroactive effect for an organization, but not for an archivethat aready holdsrecordsfrom
such an organization), such asthe Bank of Montreal or the Hudson's Bay Company.® Infact andin
law, the responsibility of an organization is over when records are given to an archive, thus creating
a“privacy limbo” to use thefdicitous language of Heather Black, one of the framers of the Act from
the Department of Justice. Some common sense is obviously required with respect to personal data
that are already held by any kind of archive and that are aready available to qualified users under
controlled conditions. Inanideal world, agrandfather clausewould beread into the Act for reputable
archives(and no othersarelikely to continuein existence) with respect to personal datathat areaready
held by thearchive and made availableto legitimate users.* However, it ishighly unlikely that acourt
would read in such aqualification, let alone an entire grandfather clause. Fortunately, if archives do
fall within the scope of Division 1 of Part 1, they could be covered by the language contained in
section 7(2)(c), which indicates that knowledge or consent for use may not be possible or even
necessary, where the useis for scholarly study or research purposes. (See below)

Archivistsand historiansraised theissue of “informed consent” in their appearance before the House

% |n the course of the next four years, the largest provinces are likely to produce their own versions of the Act for areas subject to

provincia jurisdiction, which will mostly likely extend The Act’s standards officially to the entire private sector in Ontario, British
Columbia, and Alberta, for example, so any archive should self-regulate to the standards of Schedule 1. | am using thetermunregulated
archive to mean one that is not subject to existing data protection legislation and that the Act will not cover. A regulated archive,
however, can till hold unregulated records if, asis typicaly the case, such legislation does not cover records stored in an archive by
aperson or agency other than a public body.

% Inits submission on Bill C-54, the Association of Canadian Archivists pointed out that the requirement for knowledge and consent
of theindividual involved “isunduly cumbersome. It will drain already scarcearchival resourcesaway from critical archival preservation
tasks to the administration of this act, and it will seriously delay, inconvenience, and discourage researchers.” Furthermore, the
requirement to inform the Privacy Commissioner of Canada“whereit isimpracticable to obtain consent,” will impose “amajor burden
on archives’ and “will be a cause for long delays for researchers.” See aca.ar chives.ca/official.com/c54/c54brief.htm at p. 4. This
perspective is, in fact, amisreading of what the Act actually requires.

38 After their appearance before the House of Commons on Bill C-54, atrio of archivist and historians' groups complained about the
broad scope of the legidation: “It will impose retroactive controls on a host of manual or paper-based records containing personal
information. In effect, within the private sector asdefined in Clause 4, Bill C-54 will regulate all surviving persona information created
during the 20" century!” (Letter to Ms. Susan Whelan, Chair, Standing Committee on Industry, April 20, 1999, at
www.ar chives.calacal/official.com/c-54/index.htm

® Again, itisproblematic that the House of Commonsand Industry Canadadid not accept the proposal of the Association of Canadian
Archivists “that there shall be no retroactive application of the legisation to any private-sector records already under the custody and
control of an archival institution. It is unacceptable that records that have been ‘open’ for decades in some cases, and used by many
researchers, should now be closed to other researchers.” See aca.ar chives.ca/official.com/c54/c54brief.htm at p. 4.
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of Commons, emphasizing the exceptionsto the general rulein existing legidlation, such asin Quebec
andinthefedera Privacy Act, which recognize consistent uses of information, “without the consent
of theindividual, wherethisisconsistent or compatiblewith the original purpose[of datacollection].”
The groups “emphasized that even when informed consent is not required for the use or disclosure
of personal information, stringent protocols exist to ensure that the privacy rights of individuas are
safeguarded.” Strict enforcement of informed consent requirements would “make it extremely
difficult for companiesto maintain and develop an active ingtitutional memory.”“* The scholars and
archivists further warned:

Themost significant and detrimental consequencesof any such measurewould beto Canada'sarchival
heritage and history. It would of course be possibleto ask for explicit consent for future processing of
datafor historical or archival purposes. But giventhat historical inquiry isconstantly changinginterms
of subject, focus, and method, it would be virtually impossible to provide the kind of detailed
information required for truly informed consent with respect to potentia future scholarly, archival or
historical research, and to the range of potential safeguards for privacy. Core archival practices, for
example, currently run to several pages. In the absence of such nuance and complex consent forms,
itislikely that such measureswould result in ahigh refusa rate and the corresponding destruction of
largenumbersof records. Any widespread destruction would underminethescientific validity of many
future research endeavours and have perhaps unintended, but unfortunate consequences. It would
impoverish our archival heritage. It would undermine our ability to know and understand our past. It
would remove the rights of citizens to seek redress for injustices.**

The archivists and historians offered three recent examples in support of this last assertion: (i) the
Japanese-Canadian wartime remova compensation package; (ii) al Aboriginal and treaty claims,
includingthoserelating to residential schools; and (iii) therel ocation of I nuit communitiesintheNorth
during the 1950s. The argument of the submission on thispoint is so compelling that | quoteit infull:

Imaginethese three scenarios again. If a Japanese-Canadian being rel ocated in World War Two from
theWest coast, or an Aboriginal parent losing achild to aresidential school, or an Inuit survivor from
the High Arctic relocations, if these three had been asked, on forms then being filled out that were
designed to accomplish these unpleasant transactions, to consent to these forms containing their
personal information eventually being transferred to an archives for later historical use, the vast
majority would have checked "No" in alittle box on the form. They would have done so because they
are uninformed about the nature of archival activity or historica research, and the nuances of long
retention periods before release, archival appraisa and sampling methodol ogies, descriptive practices
to shield names, severing of personal identifiers from documents before release, codes of research
ethics, etc. They would check "No" simply because they don't want people or perhaps Big Brother
government snoopingintheir lives. Suchfearsarelegitimate, but they are uninformed about thenature
of and regulations governing archival work and historical research. Y et by checking "No" --unless
archival retention, as recommended above, is seen as being consistent with the original purpose, thus
not requiring consent-- these people would have destroyed the very records upon which later redress
settlements for themselves and their children have been based. Moreover, the point of history isthat
no oneat thetime could have predicted such future usesfor these records. In al three cases, and many
more like them, the destruction of these records would have been a national tragedy, and an
international scandal.

40| etter to Ms. Sue Whel an, Chair, Standing Committee on Industry, April 20, 1999, aca.ar chives.ca/c-54/index.htm at pp. 4-5.

4 1pid,, p. 5.
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This submission fully reflects what this guide and commentary has termed the redlities of life for
archivists and historians. No country in the world, to the best of my knowledge, requires informed
consent, as such, for archiva storage of information. These archivists and scholars make aplausible
argument that “archival retention and, after a reasonable passage of time, historical research is
consistent with the original uses for which personal information was gathered.”#2

Thenoteto principle 3 provides only limited guidance for archives with respect to obtaining consent,
although it acknowledges, in a very important way for archives, that “ organizations that do not have
adirect relationship with the individual may not always be able to seek consent.”* This particular
principle is in fact modified, considerably, by section 7 of the Act. These are such important
modifications for the continued functioning of archives that they must be addressed here (aswell as
below).

Section 7 sets out criteria that must be met if an organization is going to collect, use, or disclose
personal information without the knowledge or consent of the individual concerned. The most
relevant one for Archives is that “the collection is solely for journalistic, artistic or literary
purposes.” Although it would have been preferable if the drafters had added the words “ scientific”
and “scholarly” to thislist, the language is broad enough to cover the traditional activities of archives
andtheir patronsin termsof collecting personal information for archival purposes, especially with the
reference to literary purposes.** A secondary defence for an archive might be that it is not in fact
“collecting” personal information when it accepts a set of records, in whatever format, for inclusion
in an archive. It is aso regrettable that the legitimacy of collecting personal information for
journaligtic, artistic, or literary purposeswas not repeated, exactly, concerning the use and disclosure
of the sameinformation. For some reason, as noted in a subsequent paragraph, the drafters changed
the language from section 4(2)(c).*

The Concise Oxford Dictionary (7" edition, 1982) defines “literary” as “of, constituting, occupied
with, literature or books and written composition esp. of the kind valued for quality of form.” The
relevance of such adefinition isthe fact that courts will ook to dictionary definitions in interpreting
the plain meaning of the language used by legidative drafters.*® Thefederal Privacy Act, however,
explicitly sets out specific conditions in which the use or disclosure of persona information for
statistical or scholarly purposesispermitted. [ Section 8.2.j actually saysresearch or statistical purposes]

2 |bid., pp. 5, 6.

2 Although | am aware that section 2(2) removes the two notesin Schedule 1 from the Act, | encourage those seeking to comply with

the national statutory standard that it creates to look to the notes for guidance on best practices.

4 The framers and drafters of Bill C-6 worked in complete secrecy and were largely unable to share drafts with anyone outside of
government, including the various Privacy Commissioners across the country. One result isthat certain desirable minor changes were
not made in advance, and Industry Canada was very reluctant to make any changes during the legislative process for fear of opening
the floodgates. The Canadian Historical Association recommended adding the words “scholarly and stetistical purposes’ to Bill C-6.

See Canadian Historical Association, “Seeking aBalance,” http://www.yor ku.ca/r esear ch/cha/html/english/c-54.html at p. 2.

* There is apparently no technical reason why the language of section 4(2)(c) had to be repeated.

6 While the statutory language of “literary purposes’ would tend to cover the traditional activities of archives, there may be situations,
such asempirical studiesby epidemiologist and socid scientists, for example, which may not fall squarely within theseterms. Itisindeed
unfortunate that the drafters did not include the words “scientific’ and “scholarly” to this list of appropriate collection, uses, or

disclosures.
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It is also helpful to note that the European Directive on Data Protection, which sets minimum
standards for national data protection within the European Union and which inspired and pushed
Canadato enact the Act, makesthefollowing supportive statementsabout thekinds of usesof personal
records addressed in this guide and commentary:

([Recital] 20) Whereas the further processing of personal data for historical, statistical or scientific
purposes is not generally to be considered incompatible with the purposes for which the data have
previoudy been collected[,] provided that Member States [of the European Union] furnish suitable
safeguards; ...

Article 6 1. Member States shall provide that personal datamust be: ...

(b) collected for specified, explicit and legitimate purposes and not further processed in a way
incompatible with those purposes. Further processing of datafor historical, statistical or scientific
pur poses shall not be considered as incompatible provided that Member States provide appropriate
safeguards; [emphasis added)]

Article 9 Processing of personal data and freedom of expression

Member States shall provide for exemptions or derogations from the provisions of this Chapter,
Chapter 1V and Chapter VI for the processing of persona data carried out solely for journalistic
purposes or the purpose of artistic or literary expression[,] only if they are necessary to reconcile the
right to privacy with the rules governing freedom of expression. [This language likely explains the
indirect inspiration for the language used by the drafters of Bill C-6 in section 7.]

Sections 7(2) and 7(3) introduce similar modifications to the requirement of principle 3 for consent
for the use or disclosure of personal information from an archive, without the knowledge or consent
of theindividual, only if itisused “for statistical, or study or research, purposesthat cannot be
achieved without using the information, theinformation isused in a manner that will ensure
its confidentiality, it isimpracticable” to obtain consent[,] and the or ganization informs the
[Privacy] Commissioner [of Canada] of the use before the information isused.” Thereareat
least two problems with this set of five statutory controls on uses of personal information held by an
archive subject to the Act or that acts as if it is. The first is somehow ensuring that identifiable
personal information is used in away that ensuresits confidentiality (which does not appear in 7[3]).
While aresearcher using the records of employment in the shops of a particular company sixty years
ago will likely have no interest in using the names of employees other than for record linkages, for
example, a writer using persond information for the purposes of a biography for inclusion in the
Dictionary of Canadian Biography isin quite a different situation with respect to the publication of
names (and it can hardly be assumed that the Parliamentary framers of the Act intended to make it
impossible for archival sources to be used by their future biographers). The issue of biography is
especidly senditivewith respect toliving individual s, such as Pierre Eliot Trudeau or Brian Mulroney,
about whom considerable amounts of personal informationwill beheld by archives (althoughthey are
aso“publicfigures’ or celebrities, with fewer reasonable expectationsof confidentiality, inaway that
most Canadiansare not). It isthus necessary to read the qualification in the phrasein section 7 about
‘usinginformationin such away asto ensureitsconfidentiaity,” inamanner that will not prevent the
identification of biographical topicsin particular. Thisisagood example of where the drafters of the
Act paid no attention to important forms of legitimate schol arship, because they had so many “larger”

47 The French version refers to practically impossible,” or “impossible in practice,” which are more meaningful terms than

“impracticable.”
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issues to cope with in the exercise of their mandate.®®

The second problem is that archives acting in accordance with the Act should inform the Privacy
Commissioner in advance of granting access to identifiable persona information held in their
callections. Thiscould happen by one major notice of ongoing activities. Again, thereisasignificant
risk of scholars and genealogists, in particular, feeling that thisis akind of censorship clause that
appearstorequirevaidation by thePrivacy Commissioner (meaning hisstaff) beforearesearch project
involvingthe useof identifiablepersonal information can go forward.*® One can document the Privacy
Commissioner’s raising relatively purist positions on comparable matters in his relations with the
health and statistical communities in particular (which is admittedly part of the privacy watchdog
role).® Inanidea world, varioustypes of archives subject to the Act, or acting in compliancewith its
principles, will haveaconsultation processwith the Privacy Commissioner’ soffice (anditsprovincia
and territorial equivalents) in order to establish, well in advance, the legitimacy of how they collect,
use, and discloseidentifiable personal information for “journalistic, artistic or literary purposes.” This
should even betruefor the Nationa Archivesof Canada, whichisexplicitly exempt from Part 1 of the
Act. (See section 4(2)(a)

Section 7(3) of the Act addressesissues of disclosure of identifiable personal information without the
knowledge or consent of the data subject. This may only occur if the disclosureis “for statistical, or
scholarly study or research, purposes that cannot be achieved without disclosing theinformation, it is
impracticable to obtain consent[,] and the organization informs the Commissioner of the disclosure
beforetheinformationisdisclosed.” Notethat thesecriteriamust bemetintheir entirety. Section 7(3)
at least omits the qudification, “the information is used in a manner that will ensure its
confidentidity,” which is highly problematic concerning section 7(2), as discussed above. The
potential remedy of discussing standard disclosureswith the Privacy Commissioner, aspart of aninitial
consultation process, as discussed in the previous paragraph, has similar application here.

The treatment of consent in principle 3 in Schedule 1 contains many additional qualifications about
the process of obtaining consent for collection, use, or disclosure of personal information that are not
directly relevant to the traditional work of archivesin promoting uses of archival materials, dthough
they are appropriate to the much simpler process of collecting, using, and disclosing personal
information from staff and clients. In terms of 4.3.4 and 4.3.6, it seems unlikely to me that most
archives will be collecting sensitive personal information in the normal course of interactions with

8 Although | am thinking about traditional forms of scholarship as| write, | readily agree with the suggestions of the Association des
archivistes du Quebec that theterm “scholarly” should not “limit the use of personal information to academicsonly. Thiswould exclude
popular study and research, such as genealogical publications, popular history books or historical studies done by amateur historians.”
(Standing Committee on Industry, Hearings on Bill C-54, April 18, 1999) In fact, the French version of section 7(3)(f) refers to
disclosure of personal information “for statistical purposes or for the purposes of study or of learned research,” which language is more
supportive of popular uses of personal information than the English trandation. Both the French and English versions of the Act have
equal weight.

4 The Canadian Historical Associationinformed the Stand ng Committee on Industry that sections 7(2)(c) and 7(3)(f) were potentially
cumbersome and time consuming, raising the risk that access to information “will get bogged down in the bureaucracy and seriously
restrict what scholars are effectively able to research.” It recommended a clause like section 8(3) of the Privacy Act that gives the
National Archives of Canada the discretion to release records containing personal information that are non-sensitive and will not cause
injury. 1t added: “During the National Archives of Canada's administration of this permissive ‘archives clause,’ there has not been a
complaint regarding the release of personal information or a privacy violation in over fifteen years” See Canadian Historical
Association, “Seeking a Balance,” http://www.yor ku.ca/r esear ch/cha/htmi/english/c-54.html at pp. 2-3.

%0 see Privacy Commissioner of Canada, Annual Report 1998-1999 (Ottawa, 1999), pp. 13-16, 27-30 at www.privcom.gc.ca
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their employees and patrons, who will likely be filling out standard forms that can easily include
consent notices. If archivesexchange mailing listswith one another, they will haveto be quite careful
about getting consent from such personsin advance of doing so (see 4.3.7[b]).

Principle 4 - Limiting Collection: “The collection of personal information shall be limited to that
which is necessary for the purposes identified by the organization. Information shall be collected by
fair and lawful means.”

A strict application of suchafair information practiceas*limiting collection” toexisting archivescould
haveadisastrousimpact ontheir traditional activities(whichthedrafterscannot haveintended). While
it would be appesling to interpret principle 4 narrowly as applying to the present-day collection of
personal information from staff and patrons, not the traditional collection activities of any archive, it
isunlikely that the language of principle 4 supportsthisnarrow interpretation. Thusit would be safer
for archivesto set out their broad purposes in their mission statements or statements of goalsto the
effect that they do not collect personal information indiscriminately, that the amount and type of
information collected is limited to that which isnecessary to fulfil archival purposes(4.4.1), and that
this process occurs by fair and lawful means. Archives may find it burdensome to have to address
such matters, but it appears to be necessary to avoid undesired contact with the “privacy police.”
Sensitivity to privacy aways requires good housekeeping practices with respect to the handling of
personal information.

Principle 5: Limiting Use, Disclosur e, and Retention: “Personal information shall not be used or
disclosed for purposes other than those for which it was collected, except with the consent of the
individual or asrequired by law. Personal information shall be retained only aslong as necessary for
the fulfillment of those purposes.”

Asprevioudly noted, the CSA Codewasnot drafted with the needs of archives or scholarshipinmind;
it was intended to apply to the current needs of companies doing business with customers. Itisonly
in that sense that principle 5 has relevance to the work of archivesin dealing with its current patrons
and clients. The archivists and historians who testified on Bill C-6 before the House of Commons
wanted an amendment to principle5itsalf, stating that the* use and disclosure of personal information
for historical, statistical, scholarly or archival purposesshall not be deemed to beincompatiblewiththe
purposes for which it was collected.”* In fact, it was impossible to make changes to the CSA Code
duringthelegidative processand, again, archivists, scholars, and statisticianswere not present during
the development of the code itself.*

Archivistswill have particular reason to fear the second sentence of principle 5, sinceit incorporates
theprincipleof anonymization, or even destruction, of identifiabledataover time, including guidelines
on retention that include “minimum and maximum retention periods.” (4.5.2) In particular:

Personal information that is no longer required to fulfil the identified purposes should be destroyed,
erased, or made anonymous. Organizations shall develop guidelines and implement procedures to

51 Letter to Ms. Susan Whelan, Chair, Standing Committee on Industry, House of Commons, April 20, 1999,

aca.ar chives.ca/cb4/index.htm at p. 5.

52 The Canadian Standards Association’s Technical Committee on Privacy, which negotiated and drafted the code in the early 1990s,
wasmade up of corporate, industry, and consumer representatives, public servants, and some privacy officials. See Canadian Standards
Association, Model Code for the Protection of Personal Information (Canadian Standards Association, Etobicoke, Ontario, March
1996), pp. iv-vi. The one academic on the committee represented the Consumers Association of Canada.
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govern the destruction of personal information. (4.5.3)

However, sections 4.5.2 and 4.5.3 of the Schedul e both use theword “ should” indicating that
the principleis directory rather than mandatory.

Successive Privacy Commissioners of Canada have made positive noises about such practices asthe
destruction or anonymization of personal records, again without adequate regard to theinterests of the
archival community inthelong-term retentionin identifiableform, for legitimate secondary purposes,
of at |least some personal information. The judgment of what istransitory information, as opposed to
information of archival quality, should bethedomain of archivistsand record managersin consultation
with the official privacy protectors> This process normally occurs through the implementation of
record retention schedul es and donati on agreementsin cooperation among record managers, archives
staff, and government institutions.

The National Archives and the Association des archivistes du Quebec wanted an amendment to
schedule 4.5.3 to the effect that “[ o] rganizations shall develop guidelines and implement procedures
to govern the destruction of personal information not of historical or archival value. The response
from Industry Canadaisthat thefirst part of the sentences says that information does not have to be
destroyed, so such an amendment was unnecessary. Asnoted elsewhere, it wasin fact impossible (or
at the very least difficult) to amend the CSA Code during the legidative process on Bill C-6, since it
had evolved as a national standard (although in fact Parliament could have done so and could do so
in future); it is now unlikely that the Canadian Standards Association will exercise custody rights on
behdf of its offspring, sinceit has seemingly lost interest in the Code. It would be appealing to argue
that, in practice, the proposed amendment to Bill C-6 will have to be “read into it" during its
implementation phase, since no oneintendsto stop the functioning of archivesinthiscountry. Again,
the problem is that a court would be unlikely to read in such language. Faced with this question of
interpretation, thereisareasonabl e prospect that acourt would simply concludethat timelimitscannot
beimposed on archivesfor destruction of personal information, because of the nature of thefunctions
that they perform. Infact, acourt will likely never have achanceto interpret the destruction clausein
Schedule 4.5.3, sinceit is not on the specified list of what the Federal Court can review in section 14
of the Act. In addition, the clear purpose of archivesisto preserverecordsthat they chooseto archive,
not destroy them.

After their appearance before the Standing Committee on Industry of the House of Commons, the
Canadian Higtorical Association, the Ingtituted’ histoire de I’ Amerique francaise, and the Association
of Canadian Archivists commented as follows about the risk of more frequent destruction of records:

53 | continue to refer in this guide and commentary to the relationship between archivists and the officia privacy community, but the
Act has also spawned a national advocacy community (including this writer), which tends to promote very strict application of fair
information practices, especialy in the health field. Theintroduction of list. serves on the Internet has made possible the maintenance
of such codlitionsin the face of the spatial and time zone differences facing Canadians on adaily basis. Representative leaders of this
codlition are Pippa Lawson of the Public Interest Advocacy Centre in Ottawa, Darrell Evans, the director of the BC Freedom of
Information and Privacy Association, and John Westwood and Murray Mollard of the BC Civil Liberties Association. See John
Westwood, “Lifein the privacy trenches: Experiences of the BC Civil Liberties Association,” in

Colin J. Bennett and Rebecca Grant, eds., Visionsof Privacy: Policy Choicesfor the Digital Age (University of Toronto Press, 1999),
231-43.

5 Thus the access to information directory of the Manitoba government not only lists the categories of records available from

government departments, but also the retention or destruction schedules and the dates when at least some information is transferred to
the Manitoba Archives. My casual perusal of this directory reminded me of how much personal information is destroyed on aregular
basis, because it is not of archiva value, or the cost of long-term storage is prohibitive in terms of competing archival priorities.
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Wewould insist that thereis alegitimate public interest in the preservation of historical records and
the study of the past. We strongly oppose any measures that would result in collective amnesia.
Personal information should be protected by the reasonable passage of time, until it can no longer be
used against the person, not by destruction, whichisfinal and removes other protectionsand rightsto
which citizens are entitled.®

The power of this statement speaks for itself.

Principle 6 — Accuracy: “Persond information shall be as accurate, complete, and up-to-date asis
necessary for the purposes for which it isto be used.”

Again, thisisaprinciple that only appliesto archivesto the extent that they collect information from
employeesand clients/patrons on aone-time or an ongoing basis. Secondly, archiveshave nointerest
in collecting, using, and disclosing inaccurate information for archival purposes, but they are
dependent on the quality of such data that the original collectors entrusted to them.

Principle 7 — Safeguards: “Personal information shall be protected by security safeguards
appropriate to the sengitivity of the information.”

Thisis at least one fair information practice set out in Schedule 1 in which the interests of archivists
and official data protectorsfully coalesce, that iswith respect to the importance of ensuring security
for personal information held in varioustypes of records. Onewould expect an archivesto usethefull
range of methodsof protection outlinedin4.7.3, including physical measures(locking filing cabinets),
organizationa methods (training staff), and technological measures (the use of passwords and audit
trails). Even the concept of sensitive information in the Schedule has considerable relevance here,
since any archive should be more careful about the security of health information or personal diaries,
for example, than alist of members of an ordinary group or alist of customers of acompany. The
National Archives segregates some records physically from themain holdings; theserecordsare often
stored in specia vaults, have restricted finding aids, and are put into archival containers that are
marked in some way or other for special treatment. The practical difficulties of defining “ sensitive’
information should encourage archives to follow strong security practices for all of the personal
information in their custody and control.

Principle 8 — Openness: “An organization shall make readily available to individuas specific
information about its policies and practices relating to the management of persona information.”

Again, compliance with this principle should be a smple matter for a well-established archive in
Canada. TheNationa Archives, for example, a ready publishesasubstantial book! et (discussed below)
on how it controls access to persond information held in its archival collections, but it pertains only
to public and not private archival records. Section 4.8.2 of the Schedule outlines the following
requirements:

The information made available shall include

55| attertoMs. SusanWhel an, Chair, Standing Committeeon Industry, April 20, 1999 at aca.ar chives.ca/official.com/c-54/index.htm
ap. 2.
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€ the name or title, and the address, of the person who is accountable for the
organization’ s policies and practices and to whom complaints or inquiries
can be forwarded;

(b) themeansof gaining accessto personal information held by theorganization;

(© a description of the type of personal information held by the organization,
including ageneral account of its use;

(d) acopy of any brochures or other information that explain the organization’s
policies, standards, or codes; and

(e what personal information is made available to related organizations (e.g.
subsidiaries).

In preparing standard responsesto these categoriesfor their privacy codes, archives need to remember
that they hold personal informationintheir collections, but they a so collect persona informationfrom
those who work for the organization and from patrons and users of the archives. The brochures that
most archives have availablefor users and visitors should address such issues as concisely aspossible.

Principle 9 - Individual Access. “Upon request, an individual shall be informed of the existence,
use, and disclosure of his or her personal information and shall be given access to that information.
Anindividual shall be able to challenge the accuracy and completeness of the information and have
it amended as appropriate.” The attached noteis directly relevant to archives: “In certain situations,
an organization may not be able to provide access to all the personal information it holds about an
individual. Exceptions to the access requirement should be limited and specific. The reasons for
denying access should be provided to the individual upon request. Exceptions may include
information that is prohibitively costly to provide....”®

Compliance with principle 9 could be literally impossible for most archives, if it were construed to
mean that they were somehow responsible for informing arequester whether any information about
him or her was held in the entire archive, as opposed to records of employees, donors, users, and the
like. The National Archives, for example, would have no practica way of knowing whether an
applicant’ sname appeared in the employment records of thelocal operations of a particular company
without doing research on behalf of the applicant, which would lie beyond the normal duty of adata
custodian for thistype of archival information. Fortunately, the noteto principle 9 does acknowledge
that “[i]n certain situations, an organization may not be able to provide access to all the personal
information it holds about an individual,” athough, typicaly for Schedule 1 and the CSA Code, the
drafters wrote asif they have never reflected on an archive as a normal place for storing substantial
amounts of personal information.” This notelistsanumber of “limited and specific” reasonswhy an
organization may need to deny access, including anumber of considerations applicableto archivesas
well:

%6 Although | am aware that section 2(2) removes the two notesin Schedule 1 from the Act, | encourage those seeking to comply with
the national statutory standard that it creates to look to the notes for guidance on best practices.

57 acknowledge that this notes has no legal forcein the Act and is smply an example.
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. Information that is prohibitively costly to provide,

. Information that contains references to other individuas [third-party
information],
. Information that cannot be disclosed for legal, security, or commercial

proprietary reasons,
. Information that is subject to solicitor-client or litigation privilege.

A standard response from an archive, for its archival holdings, could be that applicants for access
would have to do their own research in the archives to learn what information exists about them in
relevant archival holdings.%®

Section 4.9.3 would require an archiveto inform requesterstowhomiit discloses personal information
collected from them for admini strative purposes, such asthe membershipinthefriendsand supporters
of aspecific archive. For the latter information, a data subject has rights of correction of inaccurate
information held about them. Neither consideration appears to be relevant to the normal work of an
archive,

Principle 10 - Challenging Compliance: “An individua shall be able to address a challenge
concerning compliance with the above principles to the designated individua or individuas
accountable for the organization’s compliance.”

This is a reference to those accountable under principle one. Principle 10 essentially requires an
archive to have a complaint-handling mechanism, which should aready be the case for well-
established archives. In practice, complaints against archives for breach of fair information practices
will be necessarily limited to complaintsthat the routine handling of administrative information about
specific personsissomehow not incompliancewith Schedule 1. Itisbarely conceivable, although not
unimaginable, that aperson could actually discover that an archive held information about him or her
without knowledge or consent and want theinformation excised. Finaly, thereisan obligation onan
archive to investigate complaints received.

4, The Realities of Archivesin Canada

8 It would be extremely hostile to the privacy enterprise to require an archive to somehow index its holdings so asto be
ableto indicate to an applicant what personal information it held about him or her on aglobal basis. The enactment of the
Swedish Data Actin 1973 led to theridicul ous situation whereby, in order to fulfill such accessrequests, therecord holdings
of Statistics Sweden had to be made searchable on the basis of individual names, which had not been previously possible.
See David H. Flaherty, Privacy and Government DataBanks: an international perspective(Mansell, London, 1979), p. 118.
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There are several separate issues here: the first is the wide variety of archives in this country, the
second is the kinds of personal data that they archive on a permanent basis, and the third is the
question of accessibility and how that information isshared or made publicly available.>® They require
brief attention here, as areminder to the archival community to keep its house in good order from a
privacy and data protection perspective (which means complying with fair information practices, an
issueto which | return below).

Archives in Canada, it should perhaps be said, will collect any significant historical records of the
Canadian past, including the records of corporations, companies, law firms, and banks and trust
companies® The National Archives of Canada, for example, houses records from Air Canada,
Massey Ferguson, the Bank of Montreal, the Canadian Pacific Railway, an Ottawa law firm (1808-
1973), Dominion Textiles Inc. (1860-1997), and the Molson family and business records (1619-
1992), including diaries. The National Archives has a mandate to acquire private sector records of
nationa significance. Provincial, municipal, local, and specialized archives have similar obligations.
In fact, it would normally be considered agreat coup for any archive to acquire the records of amajor
company, such as the Hudson's Bay Company’s voluminous and ongoing records held at the
ManitobaArchives. Itwould behard for anyone, including official privacy protectors, to argue against
such collection activities from any perspective, adthough the current initiative of the Privacy
Commissioner of Canada in seeking to limit access to the original records of early 20" century
censuses should make any commentator cautious in this regard.®*

A number of major Canadian companies maintain their own archives, such asHydro-Quebec, Ontario
Hydro, Manulife, SunLife, and Scotiabank, al of which are listed in the Directory of Archival
Repositories.®> A major forest products company like McMillan Bloedel sent its own archivesto the
University of British Columbia Archives after completion of a history of the company. The relevant
mora may simply be that there is no predicting which records of the padt, including personal
information, will survivein an archive or in what kind of archive.®® The purpose of an “archive’ is
to protect and disclose records of archival vaue.

Companiesfor themost part do not retai n consi derabl e amountsof personal information onemployees
and customersover time. They havedevel oped record retention schedulesthat follow largely legal and
consumer protection requirements for how long such records need to be retained (and to meet all of
the business and operational requirements of the firm) and then they are destroyed. During arecent

5 seethe Directory of Archival Repositories on the web site of the Canadian Council of Archivists: www.cdncouncilar chives.ca.
A 1989 survey included 700 Canadian archives. A 1996 Directory of Archivesis 442 pages in length and evidently described 520
ingtitutions, which can be categorized by jurisdiction (federal, provincial, and territorial), theme, and type.

6 Ahd pful definition of an archivesincludes the following: (1) “The non-current records of an organization or institution preserved
because of their continuing value; also referred to, in this sense, asarchival materials or archival holdings.” (2) “ The agency responsible
for selecting, preserving, and making available archival materials; also referred to as an archival agency.” Frank Evans, et a., A Brief
Glossary for Archivists, Manuscript Curators, and Records Managers (July, 1974).

6l See Privacy Commissioner of Canada, Annual Report 1998-99 (Ottawa, 1999), pp. 26-27 at www.privcom.gc.ca; and Canadian
Historical Association, Brief to the Expert Panel on Access to Historicad Census Records, February 9, 2000, at
http://www.yorku.calresearch/cha/html/english/census/censusbr_e.htm#top

62 See www.cdncoundilarchives.ca

83 A commentator on an earlier draft informed me that there are some few medical files, securely protected, in the holdings of private
records at the National Archives, aswell as legal files of law firms there and in other archival ingtitutions as well.
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privacy assessment that | undertook for a Canadian bank, | reviewed its record retention schedule,
which revealed that banking information on individual customersisnot stored for long periods, even
if one remains a customer of afinancia ingtitution for ten or twenty years. To put it simply, such
companies have no financial incentive to store such personal records for more than five to ten years,
at mogt, from the date of atransaction. Even the value of personal information on customersusedin
datawarehousesfor marketing purposes does not have avery long shelf life, because such companies
need the most current information possible in order to profile, categorize, and then target their
customers, or prospectivecustomers, with solicitationsfor particul ar productsand services. Ingtitutions
that do information-based marketing (and al commercia organizations do so) want a profile of their
customersin theimmediate past and the present. Thus records about individuals stored in hard copy
(paper and fiche) and digital information are destroyed on aregular basis. Since the advent of large-
scde automation in the early 1960s, it would be very surprising if companies had lists of individual
customers that were available ten years after the fact, whereas it is possible that the records of a
particular store or financia institution from earlier times might still have ledgers and registers in
existence covering persond information. Historians naturally fear that the ease of destroying digital
recordstoday, their transitory character, and thelack of incentivesfor acompany to spend money on
internal archives, will makeitincreasingly difficult towritein aninformed manner about the Canadian
past. Thus, | arguethat the privacy issues posed by archival records are de minimisfrom any kind of
broad perspective, because they contain so little personal information. Even such public institutions
as hospitals do not, in fact, keep patient records much beyond aten-year period, unless an individual
continues to be treated regularly by that hospital.* Similarly, it appears to be unheard of in Canada
for the patient records of an individua physician, or agroup medical practice, to be archived.

The likely main source of sensitive personal information in corporate records would be employee or
human resource records. Again, the redlities are, especially for the past forty years, that most
companies keep only skeletal records of a person’s employment over time. Good practices among
Human Resource professionalsisto cull files on an annual basisto remove irrelevant information or
datathat areno longer timely. Most union contracts require the destruction or removal of disciplinary
or grievance records after relatively brief periods. My experience in British Columbia was that
ingtitutions of higher education were less likely to clean out faculty files over time. For universities
created in the 1960s or thereafter, the file of a particular faculty member contained unnecessary
persond information from the past that proper archival procedures should address. In the private
sector, when an employeeretires, isterminated, or leavesfor another position, thelikelihood isthat his
or her recordswill be scheduled for destruction after arelatively short period of time. Moreover, the
modern corporation does not itself store very much sensitive information on employees. Disability
records are in the keeping of insurance companies. Companies that offer counselling services to
employeesusually employ specialized companiesfor that purposeand pay only for blocksof time, not
thereceipt of individualized records. An exception to therule of companiesnot collecting and storing
of personal information would be files on senior executives, such as a president and chief executive
officer.

Despite adl of these qudifications, officia data protectors will require assurances from various types

64 \When | located achurch-rel ated hospital in northern British Columbiathat had afull set of patient records dating back to the 1920s,
my interest, even as the Privacy Commissioner for British Columbia, was to ensure their survival and eventual location in an archive
under controlled conditions for accessto them, sincethey should proveto be so useful for illuminating the history of aparticular region
that contains many indigenous persons.  Thereality isthat the lack of an established archive for northern British Columbia makes the
survival of such records problematic. | had asimilar reaction to the actual survival of the patient records of afamous mental institution
in thelower mainland. Placing such recordsin an approved archives can meet the twin goals of preserving the Canadian past and being

sensitive to the privacy rights of those persons whose lives are chronicled in part in such extremely-sensitive records.
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of archives under their jurisdiction that there are procedures in place for ensuring and preserving the
privacy interests of personal information about individualsin their custody and control. Such issues
donot ariseso directly, if acompany maintainsitsown archives, asleading corporationsdo. However,
what happensto therecords of acompany like Eaton’ swhen it goes out of businesscompletely? One
would hopethat amajor archivewould acquireitsrecordsfor preservation, but how doesthat happen?
From aprivacy perspective, theplacement of personal recordsinany archivemust occur incompliance
with fair information practices, whether based on law or self-regulation (for which the Act sets the
national standard in amanner more precisely than public sector privacy laws). Thisisespecially the
caseasit hasbecome possiblefor archivesto storeall kinds of personal recordsin an electronic format
that iscompact and does not require the shelf space of paper records; such digital recordsarea somore
readily searchable and linkableto other databasesthat arein an electronic format. Electronic records
are thus very much of atwo-edged sword for the archival community: they are thought to be easier
to destroy and to store.

In general, and at the present time, a properly-functioning archives receives major and minor
collectionsof records on the basis of an acquisitionsagreement with thedonor that islikely to set some
restrictions on access to them. Thus, for example, the National Archives recent acquisition of the
records of a particular company includes films, video, artwork, plans, technica drawings, dides,
photographs, and textua records, including corporate minute books, correspondence of company
executives, cancelled share certificates, public relations records, price lists, legd records, financia
records, and labour relationsrecords. Based onalisting providedto meby the National Archives, none
of thismaterial appearsto be sensitive from aprivacy perspective, yet restrictions on access appear to
exis.® | wasinformed that corporate records of this particular company that were morethan 75 years
old would likely be open for consultation without restrictions, whereas records less than 15 yearsold
would likely be restricted at the request of the donor company. However “files containing personal
information onindividualswill berestricted to protect the privacy of theindividual,” including payraoll
records and union grievance files. The Manuscript Division of the Nationa Archives has guidelines
for that purpose.

Under sections 7 and 8 of the Privacy Act and its Regulation 6, the National Archives has atwenty-
five-page publication entitled Guidelines for the Disclosure of Personal Information for Historical
Research at the National Archivesof Canada(1995). Themost significant rulesincludethefollowing,
which | quote here to illustrate the kinds of rulesthat archivists are most likely to follow, or perhaps
should follow, with respect to the disclosure of at least certain persona information in their custody
and control:

. The code applies only to personal information from government records about a
livingindividual or to persons who have been deceased twenty yearsor less. [agood
principle]

. Government personal information held for archival or historical purposes may be

disclosed in accordance with the regulations for research or statistical purposes.
(Section 8[3] of the Privacy Act) [The majority of researchers obtain access to
personal information in archiva records through this provision. The invasion-of-
privacy test under it ensuresthat extremely sensitiveinformation remains protected.]

85 With the advent of the Act, it would be highly desirable for such access restrictions for corporate records to be fully spelled out at
the time of adonation. Template agreements for such purposes should not be difficult to fashion that could include the requirements
of the Act.

26



. Information disclosed for such purposes must be of such a nature that disclosure
would not congtitute an unwarranted invasion of the privacy of the individua to
whom the information relates (Regulation 6).

. Identifiable personal information may be disclosed for research and statistical
purposes, if thisisreasonably necessary for the purposefor disclosure (Section 8(2)(j)
of thePrivacy Act). [thisiscomparabletos. 7(3)(f) inthe Act] [Researchersrely on
this provision [8(2)(j)] infrequently for access to personal information arranged in
case files, which would include personnel, immigration, and unemployment
insurance records.]

. Obtainsawritten undertaking from the researcher that “ no subsequent disclosure of
theinformation will be madein aform that could reasonably be expected to identify
theindividual towhomit relates."” [auseful clausefor everything except biographical
and genealogical research]

Acting in accordance with Treasury Board policy, the National Archives has developed aninvasion-
of-privacy test to determinewhether disclosure of sensitiveinformation“would clearly resultinharm
or injury totheindividua towhom it pertains.” Thefour interrelated factorsin the test are asfollows:

. Expectations of the individual: For example, was the information compiled or
obtained under guarantees which preclude some or al types of disclosures?

. Degree of sensitivity of theinformation: highly sensitive (medical, criminal activity,
law enforcement, security, and finances) versus innocuous? Current information
versus information for which the passage of time has reduced the sensitivity?

. Probability of causing measurable injury to the individual in the form of “any harm
or embarrassment which will have direct negative effects on an individual’ s career,
reputation, financia position, health or well-being.”

. Context of the personal information in afile must be assessed inrelationto theentire
filein order to ensure that disclosure “does not form part of a crucial segment of a
larger picture that could reasonably be expected to be injurious to the individual.”

TheNational Archivesthushasdetailed rulesin placefor certain kindsof recordsrequiring aclear and
detailed research proposal, an outline of the specific recordsrequested, astatement of themethodol ogy
to be used to protect the privacy of individual subjects, and a statement of the accountability of the
applicant.® Finally, Treasury Board policy requires that “[w]hen a government ingitution is
transferring persona information for archival or historica purposes, the National Archives should
consult that organization for advice on records containing information which, is disclosed, could
congtitute an unwarranted invasion of privacy.”® Again, thisis a sound policy for any archive to

66 National Archivesof Canada, Guidelinesfor the Disclosure of Persona Information for Historical Research at the National Archives
of Canada (1995), pp. 6-7.

5 Ibid., p. 21.
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emulatewhenitisaccessioning personal records (and thereality isthat few recordsdo not contain any
personal information in them). Once such departmental records are at the National Archives, it has
the sole discretion, under section 8(3) of the Privacy Act, to disclose persona information to
researchers.

TheManitobaArchiveshasdevel oped somenove practicesinthesensethat all applicationsfor access
to recent government records in its custody and control have to be processed by the departments
concerned, including thosethat involve consi derable amounts of personal information.®® Thisfifteen-
year old practice is partly the result of the costs involved, and the expectation that individual
departments will have greater understanding of the sensitivity of personal information in their own
records. All government records are also scheduled for destruction or retention based on information
in the Access and Privacy Directory for the province.®® The Manitoba Archives also collects records
extensively inthe private sector from businesses, |abour groups, and churches. Accessto such records
is controlled by means of a donation agreement, a set of restrictions on access, and research
agreements with researchers for access to restricted records, which are obvioudly essential for any
sensiblearchival arrangements.” TheArchivesdiscussesprivacy considerationswith potential donors
and expectsto come to terms with them about any conditions, such as periods of time before records
are fully open. The Manitoba Freedom of Information and Protection of Privacy Act hasa 100-year
rule applicableto all records being open. Thismeansin practicethat privacy rights ceaseto exist one
hundred years after the creation of the record. The Hudson's Bay Company continues to give its
recordsto the ManitobaArchivesbut the company iscareful about thetransfer of, or accessto, records
coveringthelast fifty yearsof itshistory. Personal recordsareavailable after 50 years, genera records
after 30 years, and minutes after 15 years.

TheManitobaArchives hasastandard agreement with the Law Society of Manitobato collect records
of law firmsand legal practices. It houses the records as well of the Children’s Home of Winnipeg,
which was a private sector organization. It also houses records collected since the 1930s under the
Juvenile Delinquents Act and the Young Offenders Act. Theseareall categories of sensitive records.

The status of personal records obtained by any archive in the course of the past century is somewhat
different, in the sense that a formal agreement with donorsislesslikely to exist. The archives of a
Catholic or Anglican religious order or diocese would be agood case in point, since they werelikely

% | am grateful to Gordon Dodds, the Manitoba Archivist, for allowing me to interview him in Winnipeg on March 8, 2000 for

purposes of this guide and commentary.

6 Seehttp://www.gov.mb.ca/chc/ar chivesfippa mn.html. What shouldimpresslaypersonsand privacy official sabout thisdirectory
isthat most of therecordslisted appear to be dated for destruction rather than archival retention and eventual disclosure, thusreinforcing
the view that many mest personal records do not have historical value. Thisiscertainly truefor the vast anount of digital persona data
currently being produced in advanced industrial societies like Canada. The Manitoba Archives estimates that it retains4 to 5 percent
of the total government output of records, and approximately 1 percent of what is archived can be considered primarily personal
information (Personal communication, Gordon Dodds, March 30, 2000).

"0 These Manitoba model forms are deliberately written in general language, but attesst-they provide a good starting point for

discussions with both donors and researchers.  The Scotiabank Archives states that it keeps 0.5 percent of all of the records that the
bank producesin ayear: www.scotiabank.com/ar chist2.htm. With respect to archival retention, it is sensitive to what personal records
it retains and what it gives out to users. The archives handles the personnel files of senior executives very carefully.
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accumulated over time and retained for their obvious historical value, long before sensitivity to the
protection of personal privacy wasanissue, or at least anissue asvisible asit has been during the past
thirty years. Data protection legidation, such as in Quebec, applies to such archives (the archives of
religious groups at Bishop’s University are a current example) on an ex post facto basis.™ A related
redlity isthat many ongoing archives of specific organi zations contain records of personal information
for the second half of the twentieth century, which are inherently more sensitive from a privacy
perspective than older records. Thus the B.C. Archives, for example, holds court records and
correspondencethat containinformation restricted fromdisclosureunder thefederal Y oung Offenders
Act, as well as adoption records and divorce records. Its collection of "non-government records”

includes records from the Roya Jubilee Hospital in Victoria that contains patient registers and
admissionsand discharge books from the 1950s (but not patient files).” These are good examples of

how sensitive personal information is often buried deep within records that are otherwise completely
benign. Archivists have to keep fair information practices in mind as they contemplate permitting
access to such information for legitimate research purposesin particular.

Another redlity isthat surviving records of any corporate entity arelikely givento an external archives
without substantial knowledge on the part of the company of what they really contain, especialy if the
records are reasonably old, as in the case of some of the Dominion Textile records. A decision is
simply made to archive records that are till in existence and have not been destroyed according to
record management criteria. A manuscript archivist then undertakes the task of organizing the
collection and disposing of non-archival material. For example, depending on the size and age of a
collection of papers, the archivist will weed out and dispose of duplicates, standardized forms, and
records that are routine and transactiona in nature.”® Since public archives are never adequately
funded, some deposited records may simply remain uncatalogued for long periods. The Manitoba
Archives solicits funding for the organization of records before agreeing to archive them.

The National Archives has prepared selection criteria, or draft guidelines, for the archival retention of
businessrecords.™ Thisdocument states up front that only 2to 5 percent of thetotal records of afirm
will be of interest to an archive. The listed categories of desired and desirable records are
overwhelmingly of ageneral business nature. The most evident personal information would be the
personal correspondence, diaries, and oral histories of senior company officers.

n My understanding is that the data protection situation in Quebec is made even more complex for archives there by the consent

requirements established in the Quebec Civil Code. Joanne Burgess, the president of the Institut d'histoire de I'’Amérique frangaise,
stated asfollows: “The extensive revision of the Quebec Civil Codein 1994 further strengthened the protection of privacy in the private
sector by regulating the behaviour of individua s and organizations not subject to existing legidation. Articles 35 to 40 of the new Code
establish an extremely broad definition of privacy and of what constitutes invasion of privacy. Article 35 states that ‘ every person has
aright to the respect of hisreputation and privacy. No one may invade the privacy of a person without the consent of the person or his
heirs unless authorized by law.” The right to privacy is thus transformed into an inheritance which may be transmitted to one's heirs
and continue to flourish after death.” The author proceeds to discuss aspects of the Loi sur les Archives and the legidative review of
Quebec’s access to information and privacy legidation that render a complex situation even more complicated for archivists and
historians. See http://www.yorku.calresearch/cha/html/english/burgess_bull_e.html.

2 \nformation from Mac Culham of the B.C. Archives, which wisely administers access to such recordsin compliance with the B.C.
Freedom of Information and Protection of Privacy Act.

. However, records of individuals appear to be the kind of records that archives are most likely to retain in the form of wills, personal
correspondence, family papers and correspondence, oral histories, tax returns, photographs, memoirs, and diaries. See the Archives
Association of British Columbia's “Archivist’'s Toolkit” and, especialy, its Manual for Small Archives (1994 edition), which offers
detailed guidance on how to run such an archive, many of which depend solely on volunteer staff, often share space with a museum,
library, municipal hall, historical society, or a county museum, and largely depend on records of all sorts that are donated to them.

74 National Archives of Canada, “Archival Retention of Business Records,” Unofficial draft, revised by M. Stephen Salmon, Business
Archivist, December, 1998.
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One of the problems of small to medium-sized organizationsisthat records management systemsare
less likely to be in place than in larger companies. This means that personal records will not be
systematically destroyed on the basis of record retention schedules. Bill C-6 may force progress on
thisscore, but the problem of adequate resourcing for record management functionsisan ongoing one.
Infact, the culling of Human Resources or personnel records over time often does not happen, so that
more personal information continues to accumulate in employees files than is really necessary for
personnel management. Theirony in such practices is the prevailing wisdom that the vast majority
of personnel/Human Resources files have no permanent value from an archival perspective and are
thus dated for destruction after an individua’s working relationship (including pensions) with an
organization has ended.”™

The National Archives informed me that restrictions on access to records in its collections are
negotiated at the time of acquisition and on an individual basis. Typicaly, the restrictions are listed
in an accompanying binder. For the Molson Archives Fonds, for example, accessrequiresthewritten
permission of afamily member, which permission is usually granted. Such restrictions are loosely
based on privacy concerns and in keeping with the spirit of the federal Privacy Act. Corporate
proprietary information could also be restricted, perhaps for a period of 20 to 30 years.

A businessarchivist at the National Archives remarked on theinclusion of social insurance numbers
on boxes of payroll cards from mills of Dominion Textiles from the 1930s to the end of the Second
World War. These numbers were added later (it would have to be after 1963-64), when pensions
continued to be paid to particular individuals. From a privacy perspective, the existence of the socia
insurance number on a particular record is no more or less sensitive than information that could be
derived from payroll cards about sex, race, age, and home address. Proper controls on accessto this
particular set of recordsshould spell out, inaresearch agreement, what the qualified researcher intends
to do, and can do, with the datain question.” The Nationa Archives can be expected to be aleader
inthisregard. Smaller and less well-funded “archives’ would be in a different situation.

Historians, who are one of the primary professional users of historical records in archives, perhaps
naturally fear that signing research agreements will hinder the execution of their research and
perhaps even result in censorship of what they can accomplish.” | would argue, at least on the basis
of my experiencein British Columbia, that that isnot proving to bethe case, even though privacy rules
mandated by law do requirearchiviststo review recordsin their carefrom aprivacy perspective before
allowing scholarly accessto them (or controlling the process on the basis of research agreements).™
Tensions, in this regard, are most likely to arise in the context of biographical research on living or

® lam grateful to lan Forsyth, archivist of Simon Fraser University, for information on thisissue.

6 Provincial privacy acts, for examplein Ontario and British Columbia, provide for the disclosure of identifiable personal information
on the basis of research agreements, which likely include prohibitions on subsequent disclosurein identifiable form without the consent
of the public body holding the data. See Freedom of Information and Protection of Privacy Act, R.S.B.C., 1966, c. 165, s. 35.

” My primary concern here is research agreements for the protection of privacy, but archives subject to freedom of information and

protection of privacy acts are also imposing, or being required to impose by public bodies, enhanced research agreements to monitor
compliance with other types of exemptions from disclosure, such as solicitor-client privilege and law enforcement. The B.C. Archives
is an example of such practices, which run counter to the interests of archivists in promoting access to records held by them.

8 asascholar myself, | received direct requests from researchers for assistance in getting access to records covered by the B.C. Act.
Inat least severd instances, it took only onetelephone call to ensure that data custodians assisted the researcher with hisor her perceived
problem. My sensewasthat any complaints from academics about limits on research access (from a privacy perspective) did not reflect
reality. They need to plan and prepare adequately in advance to obtain access to certain archival records; they also need to understand
the public interest that is served by the existence of protective legidation, such asthe B.C. Act. When | indirectly encouraged senior
administrators to encourage those concerned about barriers to research access to consult with me, | heard nothing.
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recently deceased persons. | would compare the situation of historians under privacy legidation to
socid scientists and medical researchers attached to universities and university-affiliated research
institutionsin British Columbia, whose collection, use, storage, and disclosureof persona information
isnow subject to the fair information practices in the B.C. Freedom of Information and Protection
of Privacy Act.”” From my perspective as both a researcher and a privacy advocate, there must be
some tightening up, and consciousness-raising, about fair information practices, including consent,
among members of the scholarly community.® The various ethical codes of the national research
funding agencies also mandate such sensitivity, but without the force of law behind them.

5. The Purpose of Part 1 of the Act and its|ntended Application

The long title for part 1 of the Act indicates that it is intended “to support and promote electronic
commerce by protecting persona information that is collected, used or disclosed in certain
circumstances....” Traditional archives, at least to date, have little to do with electronic commerce,
at least so far, but they do engagein limited “ commercial” activities® More significantly, however,
section 3 states that the purpose of Part 1 is“to establish ... rules to govern the collection, use and
disclosure of personal information in amanner that recognizestheright of privacy of individualswith
respect to their personal information and the need of organizationsto collect, use or disclose personal
information for purposesthat a r easonable per son would consider appropriateinthecircumstances.”
(Emphasis added)

The “reasonable person” test is especialy important in terms of dealing with the issue of whether
customers, patrons, donors, and users have reasonable expectations of having personal information
about them stored in an archive. Most people (if they ever had occasion to think about it) would be
likely to find the archiving of certain kinds of information about them to be perfectly acceptable and
normal. Archivistsinvariouskindsand typesof organizations, however, need to keep the“reasonable
person” test in mind as they make decisions about whether to accept gifts of sensitive personal data
in particular.

The*“ reasonable person” test imports an objective rather than subjectivetest. In other words, a Court

7 See the results of a site visit that | conducted of the B.C. Cancer Agency as Information and Privacy Commissioner for British

Columbiaat www.oipchc.or g/investigations.

8 1 Forsyth, the archivist for Simon Fraser University’s archives, has found the privacy provisions and research agreementsin the
B.C. act relatively easy to work with in terms of accomplishing the dual goals of an archivist and a privacy protector (Telephone
interview, March 24, 2000). Forsyth states that he does not find it difficult to persuade researchers that they should comply with fair
information practices when they are working with the personal data of other people.

8L Byt if parts of the Actual holdings of a traditional archive were put on a web site, and charges were imposed for access to such
information (necessarily including persona information), then the activity would likely fall within the scope of electronic commerce.
A “commercid” activity of an archive could include charging for provision of photocopies and the lending of microfilm, the rental of
lockers, and user fees for access to records, if it “discloses the information outside the province for consideration.” (Section 30[1] of
the Act) Such commercial activities are admittedly incidental to the operations of a non-commercia entity (most archives), but a
decision on the coverage of such activitiesin practice will depend upon the Privacy Commissioner of Canada and the Federa Court of
Canada.
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applies an “objective’ test for determining what a“reasonable person” in the shoes of the customer
would conclude, as opposed to the “subjective” view of the customer in question. What this really
representsin practiceis ajudge’ s ability to apply hisor her own views on what is reasonable (which
is another reason why archives should be careful in their dealings with courts, judges, and officia
privacy protectors).

The personal records of alaw firm or amedical, psychiatric, or dental practice would be examples of
areas to be very careful about in terms of disclosure to a user.®? Because the Act calls for the proper
collection and disposal of personal information, thisissue can be re-stated as deciding when personal
information, already held for long periods by an archive, can be made available to researchers. The
qualifying reality test, however, is that many of the most sensitive persona records (psychiatric
records, for example) are regularly destroyed by those who created them.

Therelevant definitionsin section 2 could likely be construed to cover therange of archivesthat exist
in Canada and that are not already covered by earlier privacy legidation:

. An organization [which is what the Act covers] includes an association, a
partnership, and a person [including a corporation or company]

. Per sonal infor mation means information about an identifiable individual

. A record includesany correspondence, memorandum, photograph, film, microform,
videotape, and machine-readable record

The scope of thisintended coverage of persona information (which parallels existing provincial and
territorial legidation) isonereason why asub-theme of thisguide and commentary isthatany ar chive
should comply with the national standard established by the Act, whether they aretechnically
covered or not. Practically every archive will contain some records that the Act would likely cover.
Moreover, it will be cheaper for an archiveto act asif the Act coversit than it will beto pay lawyers
to provideopinionsonjurisdiction. Officia dataprotectorswill aso not enjoy beingtold that they have
no jurisdiction over certain collections of personal records (even if it istechnicaly true). Cultivation
of positiveworking relationshipswith thelatter should occur evenif, at theend of the day, compliance
is largely based on voluntary self-regulation. Those living persons whose records are stored in an
archive are also not going to be interested in Jesuitica distinctions over definitions and jurisdictions.

There are three additiona provisions in sections 2 and 30 of the Act that turn discussions of its
intended scope into quite muddled waters. The federal government can only act to exerciseitstrade
and commerce powers under the Constitution Act, 1867 and decisions of the Supreme Court of
Canada by regulating commer cial activity, which the Act defines asfollows:

“commercia activity” means any particular transaction, act or conduct or any regular course of
conduct that is of a commercia character, including the selling, bartering or leasing of donor,
membership or other fundraising lists.

82 Physicians in private practice in British Columbia normally destroy patient records six to ten years from the date of the last entry,
unless the patient is a minor. The expectation is that al patient records will be destroyed eventualy in a manner that preserves
confidentiality. These obligations do not cease even if aphysician ceasesto practice or sellsor transfersapractice. See Royal College
of Physicians & Surgeons of British Columbia, Policy Manual (June, 1995), pp. D2-1, and M4-1 to M4-2.
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This definition means that any organization that is in business and that collects, uses, or discloses
personal information in the course of doing business will be bound by the Act for al of its activities
(or, at thevery least, thosethat are of acommercial character). Ontheother hand, if any organization
isnot in business, such asacharitable or an educational organization, itsregular activitieswill not be
subject to the law, because they are not of a commercial character. However, if that organization
engages from timeto timein commercial activities, such as selling its membership lists, for example,
that particular transaction would be subject tothe Act.2* The House of Commons added this particular
clarifying sub-clause during third reading, which further illustrates the ambitiousreach of the drafters
and framers of Bill C-6. Thus the selling, bartering or leasing of donor, membership or other
fundraising lists by archives will fall under the coverage of the Act, if not already covered by a
provincid or territorial act.®

A second major definition dealing with the scope of the Act seemingly limitsits application to federal
works, undertakings, or businessesthat are withinthelegidative authority of Parliament. Thelist that
follows these terms at least includes navigation and shipping companies, railways, arlines, radio
broadcasting stations, and banks. Most such large organizations are likely to maintain some kind of
archive, which would thus be subject to the Act.

When Bill C-54, asit then was, was tabled in the House of Commonsin early October, 1998, it had
one great surprise in store, even for privacy advocates, in the form of section 30, the so-caled
transitional provisions, because Industry Canada effectively extended the reach of the Bill a
considerable way into the traditional jurisdiction of the provincesin order to seek to protect electronic
commerce by means of the exercise of itstrade and commerce power.®® Section 30(1) statesthat the
Act does not apply to any organization that collects, uses, or discloses personal information within a
province whose |egislature has the power to regulate such activities, “unless the or ganization does
itin connection with theoperation of afederal work, undertaking or business[avery limitedlist,
as just noted] or the organization discloses the information outside the province for
consideration.” By thisastonishing stroke of the lega pen, the Act applies almost immediately not
only tocommer cial usesof personal information by federal undertakings, but also to commercial uses
of personal information in the form of disclosures that cross provincial and territorial boundaries.
For the latter transactions to be covered, there must be a disclosure for commercial purposes, not just
an internal transfer of information within an organization. | do not know enough about commercial
uses of information by various kinds of archivesto understand whether thereisany likelihood of their
being captured by section 30's interprovincia reach. [HB: unlikely, since they are public bodies
anyway.] Inany event, the provisions of section 30(1) will not comeinto force until three years after
thelikely date of entering into force of the Act, which is January 1, 2001, unless an organizationisa
federal undertaking or engagesin commercial disclosur esof persona information outsideaprovince.

Now that the House of Commons has finally passed Bill C-6, organizationsin the private sector and
their trade associations will be bringing considerable pressure to bear on provincial and territorial

8 | am especialy grateful to Heather Black of the Department of Justice for clarifying the meaning of commercial activity for me as

well as many other aspects of the relationship between the Act and archives.

8 Since questions will necessarily arise as to whether the Y ukon or British Columbia privacy acts cover such aspects of the work of
the Y ukon Archivesor the B.C. Provincial Archives, both organizationswould be well advised to ensure that they comply with the spirit

of the Act for these purposes.

Although this “intrusion” into the sphere of the provinces will likely attract constitutional challenges from the largest provinces,
archives would be unwise to rely on them as a form of escape from the rigors of the Act.
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governmentsto adopt the Act asit iswritten, or to harmonizeitsown initiativesin responseto the Act
over the course of the next several years. The Industry Minister, John Manley, announced that
Quebec would be recognized in regulations as already having actsthat comply with the standards set
by the CSA Code and the Act. Thus, privacy standards and the oversight of the Commission on
Access to Information aready cover any archive located within the province of Quebec. This
Commission is very aware of data protection problems already posed by sensitive records held in
archives of religious organizationsin particular.

Section 4(1) sets out, most explicitly, the intended application of part 1 of the Act. Most
importantly, it "applies to every organization in respect of personal information that (a) the
organization collects, uses or discloses in the course of commercial activities” (Emphasis
added) Ironically, asecond qualification establishesthat the Act does not cover the employee
information of such organizations, unlessthe organization is afedera work, undertaking, or
business. Section 4(1) isthe federal government’s key exercise of its trade and commerce
power, but it does not have the legal authority to protect the personal information of private
sector employeesin general.® In practice, any archive should make sure that it ensures fair
information practices for the personal information of its employees, volunteers, and
consultants, whatever their legal status under the Act.

Section 4(2) takes the negative approach to the intended application of part 1 by specifying
what it does not apply to:

. Any government institution to which the Privacy Act applies; [Since the National
Archives of Canada (which is the repository of the Government of Canada) is
covered by that Act, Part 1 of the Act does not apply to it. The Nationa Archives
proposed an amendment, wisely, to the effect that records deposited in federal
ingtitutions, but created in the private sector, would remain subject to the provisions
of the Act. Thiswould at least have covered asignificant loophole, which will again
have to be addressed on a practicd basis.

. Any individual with respect to personal information that theindividual collects, uses
or disclosesfor personal or domestic pur poses and doesnot collect, use or disclose
for any other purpose; [the intention is to exclude from the scope of Part 1 personal
information that is used within a household or by an individual solely for what are
traditionally regarded asprivateactivities, such asaddresslistsof friendsandrelatives,
diaries, letters, persona e-mail, greeting cards, and photographs. Ironically, if such
records found their way to an archive, controls on accesswould likely haveto be put
in place to ensure compliance with fair information practices, since the uses of the
information would no longer be strictly persona or domestic. This best practice
should occur on alegal or self-regulatory basis]

. Any organization in respect of personal information that the organization collects,
usesor disclosesforjournalistic, artisticor literary pur posesand does not collect,
use or disclose for any other purpose. This is the same language discussed above
concerning section 7(1)(c). It essentially means that most persona information

8 This isasignificant limitation of the Act that provinces and territories will have to remedy. Quebec already offers such protections
to al employees in the province.
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collected by an archive will not be covered by Part 18" Theintent of the drafters of
the narrowly-framed language of section 4(2)(c) was to protect the broad rights of
freedom of expression set out in section 2(b) of the Charter of Rights and
Freedoms.® The Department of Canadian Heritageand I ndustry Canadagaveverbal
assurances to the National Archivesthat Bill C-6 would have little or no impact on
archives, because of section 4(2)(c). Again, my strong recommendation is that
archivestreat persona recordsin compliance with fair information practices and not
seek refuge in statutory exemptions, such as these ones. The motivation should be
there for all archives to be models of sensitivity to privacy, while at the same time
continuing with their important tasks of making ble the historical memory of
the country for legitimate purposes. The burden of achieving asuitable balance may
be greater for smaller archives, especially those that are non-public entities.

Section 4(3) is a paramountcy clause establishing that part 1 of the Act applies (after it comes into
force), unlessanother Act of Parliament specifiesthat aprovision operates despitethe provision of this
part. For example, arevised National Archives Act would haveto specify that it took precedence over
Part 1, if that was the intention of Parliament.®

6. How Part 1 of the Act modifies Schedule 1 and the CSA Code

Sections 5 to 10 of Part 1 qualify the principles set out in the CSA Code in Schedule 1. The
complexitiesin theresulting discussion are theresults of drafting practices, which the draftersbelieve
wererequired in the circumstances. The main changes from the Schedul e (section 7) haveto do with
when organizations can collect, use, or disclose information without the consent of an individual.
Industry Canada decided that since the CSA Code has an open-ended list of inappropriate activities,
it needed to close the loop with considerable precision as to what are acceptable and unacceptable
practices.

Section 5 sets out the standards for compliance with the obligations established in the Schedule,
subject to any other modifications set out in sections 6 to 9. Thelegal obligation to comply with the
principles and practices in the Schedule only derives from the use of the word shall in the Schedule.
When the word should is used in the Schedule, it indicates a recommendation, but not an

87 However, | do regard it as problematic that the House of Commons and the Industry Canada drafters did not accept the intelligent
proposal of the Association of Canadian Archiviststhat subsection 4(2)(c) “be extended without reservation, or any on-going reference
to or approvasfrom the Privacy Commissioner, toinclude ... ‘any organization in respect of personal information that the organization
collects, uses or discloses for archiva or heritage purposes, or for scholarly or detisticad research.’” See
aca.ar chives.ca/official.com/c54/c54brief.htm at p. 4.

88 Section 2(b) defines the following fundamental freedom: “freedom of thought, belief, opinion and expression, including freedom
of the press and other media of communication.”

8 I the fullness of time, | would support customizing the governing legislation of any federal, provincial, or territorial archive to

incorporate fair information practices in sectoral legislation more suitable to archival work than such omnibuslegidation asthe various
Privacy Acts or The Act.
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obligation.® All of the principles quoted above contain mandatory obligationsin the forms of shall
or shal not. The same obligations appear in most of the sub-sections of each principle, including
consent, so onthewholeit can be said that Part 1 of the Act givesfull legal forceto Schedule 1 (which
isthe only point that isimportant for archivists).

Section 5(3) also repeats animportant provisionin theform of ar easonablenesstest that al so appears
in the purpose clause (section 3). Thiswill likely becomean important tool in the hands of individuas
who choose to complain to an organization and/or the Privacy Commissioner about specific practices
of an organization. Thus, it bears repeated quotation in full here:

5(3) An organization may collect, use or disclose persona information only for purposes that a
reasonable person would consider are appropriate in the circumstances.

A considerable amount of caselaw existsin the Anglo-American legal world on the meaning of the
reasonable persontest. It isaso languagethat an archive canrely on for defense of traditional archival
practices, even if it is not covered by Part 1 of the Act. Alternatively, a reasonable person test may
warn an archive that an existing or contemplated collection or disclosure practice for personal
information is risky from a privacy perspective.

Section 7 deal sextensively withwhen an organi zation can | egitimately collect, use, or disclose personal
information without the knowledge or consent of an individual. Section 7(1) states that an
organization may collect personal information without the knowledge or consent of the individual
(principle 3) only if:

@ the collection is clearly in the interests of the individual and consent cannot
be obtained in atimely way;

(b) it is reasonable to expect that the collection with the knowledge or consent
of the individua would compromise the availability or the accuracy of the
information and the collection is reasonable for purposes related to
investigating a breach of an agreement or a contravention of the laws of
Canadaor a province; [generaly irrelevant to the work of an archive] or

(© the collection is solely for journaistic, artistic or literary purposes; [likely
relevant to the work of an archive and certainly relevant to users] or

(d) theinformationispublicly availableandisspecified by theregulations. [This
highly problematic concept isintended to apply to recordslikethelistingsin
a phone book]

Section 7(2) providesin part that an organi zation may use personal informationwithout theknowledge
or consent of the individual only:

% One of the great mysteries of the CSA Codeisitsmixing of “shall’s’ and “should’s’ throughout. The intention of the drafters was
to ensure that compliance by the private sector did not become too onerous; hence the deliciousirony inthe fact that this self-regulatory
code will now have the force of law.
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@ in the course of its activities, the organization becomes aware of information that it
has reasonable grounds to believe could be useful in the investigation of a
contravention of the laws of Canada, a province or aforeign jurisdiction that has
been, isbeing or isabout to be committed, and theinformation isused for the purpose
of investigating that contravention; [could apply, in unusual circumstances, to an
archive in the context of information about its patrons and clients, for example]

(b) itisused for the purpose of acting in respect of an emergency that threatensthelife,
health or security of an individud; [could apply to an archive, but again in very
unusua circumstances]

(© it is used for statistical, or scholarly study or research, purposes that cannot be
achieved without using theinformation, theinformationisused in amanner that will
ensure its confidentidlity, it is impracticable to obtain consent and the organization
informs the Commissioner of the use before the information is used; [discussed
above]

(d) it is publicly available and is specified by the regulations; [a contentious issue that
awaits clarification, but is unlikely to impact on archives] or

(e it was collected under paragraph (1)(a) or (b).

Section 7(3) provides in part that an organization may disclose personad information without the
knowledge or consent of theindividua only if: ...

(c.1) madeto agovernment institution or part of agovernment institution that has made arequest for
the information, identified its lawful authority to obtain the information and indicated that

(iii) the disclosure is requested for the purpose of administering any law of Canada or a
province;

(f) for statistical, or scholarly study or research, purposes that cannot be achieved
without disclosing the information, it is impracticable to obtain consent and the
organization informs the Commissioner of the disclosure before the information is
disclosed;

(g) made to an institution [meaning an archive] whose functions include the
conservation of recordsof historic or archival importance, and the disclosureismade
for the purpose of such conservation; [this provision allows organizations engaged in
commercial activitiestotransfer recordscontai ning personal informationto an archivewithout
having to seek the consent of theindividualsconcerned.] [Itisuseful that this clause does not
limititself to an “archive” assuch, sincelibraries and museumsin this country regularly have
archivesattached to them, which may housesignificant collectionsof “ records’ and“ personal
information” as defined in section 2 of the Act.]

(h) made after the earlier of

(i) onehundred year safter therecord containing theinformation wascreated,
and [this phrase lends further legitimacy to the archival practice of opening up
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records completely after the passage of one hundred years)

(ii) twenty years after the death of the individual whom the information is
about; [thisisin effect a rather attractive test of the period of time after which
personal information ceases to be especidly sensitive]

(h.2) of information that is publicly available and is specified by the regulations;

(i) required by law.

(4) Despiteclause 4.5 of Schedule 1, an organization may use persona information for purposes other
than those for which it was collected in any of the circumstances set out in subsection (2).

7. The Exercise of Access Rights: Sections8 and 9

The potential exercise of rights of accessto one's personal information is so complicated in the Act
that the issue istreated separately here. For an archive subject to Part 1 of the Act, an individual has
to be informed of how their personal information has been used, shall be given accessto it, and can
challengetheaccuracy and completenessof theinformati on and havearecord amended asappropriate.
(See Principle 9 above) The granting of access rights to any kind of information held by an archive
could become so burdensome in practice, that the details require some elaboration here. Thismay be
an area of information practices where an archive will have to have special exemptionsin practice,
sinceit will be highly impractical to try to inform any individual whether there is information about
him or her in aparticular archive. It ishard to imagine in practice that privacy rules will require an
archiveto do research on thisissue, asopposed to facilitating research by theindividual requester. The
practical redlity is that the National Archives is already responsible for private sector records that
occupy approximately 47 kilometers of space, so arequirement for archivesto search for information
about particular persons makes no sense and is practically impossible.

Section 8 providesthat arequest for accessto information hasto bein writing, an organization hasto
help anyone who asksfor help in preparing such arequest, and it hasto respond “with due diligence’
not later than thirty days after receipt of therequest. An organization can extend thesetime limitsfor
another thirty days if meeting the origina time limits “would unreasonably interfere’ with its
“activities,” or thetime required “to undertake any consultations necessary to respond to the request
would make the time limit impracticable to meet.” Alternatively, the organization may extend the
response time “for the period that is necessary in order to be able to convert the personal information
into an alternativeformat.” An organization hasto notify the applicant of atimeextensionandindicate
“their right to make a complaint to the Commissioner in respect of the extension.” As a practical
matter, thiswill largely become asource of aggravation to the staff of the Privacy Commissioner, since
thereislittlethat they can do about delays of this sort that are not systemicin character and, especially
in theintroductory phasesof thelegidation, some organizationswill have considerable problemseven
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locating records that individuals want to access.®* If an organization fails to respond within atime
limit, it is deemed to have refused the request, which will lead the Privacy Commissioner’s staff to
make suitable inquiries about available explanations for this state of affairs.

Section 4.9.4 of Schedule 1 mandates that an organization “shall respond to an individual’ s request

within areasonable time and at minimal or no cost to the individual.” (Emphasis added) But thisis
qualified by section 8(6) which sti pul atesthat an organization may charge anindividual for accessonly

if it hasinformed the person of the approximate cost, and theindividual hasnot withdrawn therequest.

| perceivethisasagreat source of potential conflict as non-archival organizationstry to recover some
of their costs of finding, severing, copying, and mailing records. The issue can be referred as a
complaint to the Privacy Commissioner and then, upon receipt of the Commissioner’ sreport, to the
Federd Court of Canada. (Sections11[1] and 14[1]) If an organization refusesto grant an individual

accessto hisor her data, they haveto givewritten reasons. A complaint to the Privacy Commissioner

can also challenge such arefusal. The organization aso has to retain requested information long

enough “to alow the individual to exhaust any recourse under this Part that they may have.”

Section 9 sets out a very complex process for refusing access to personal information in the first
instance, if it would reveal “third party information,” which meansinformation about individual sother
than the applicant. Most personal information filesin fact contain information that belongsto others
and not to the applicant, unlessthethird parties are reporting on the applicant, in which case theright
of access exists. Such third party information should be sever ed from the record in question, when it
ispossibleto do so (whichisusually possible). Severing such arecord isatedious process, especially
if arecord is lengthy or a number of persons appear in it;. At the very least, the person doing the
severing has to review the record on a line-by-line basis, unless he or she is absolutely certain, for
example, that the record is a standard form which normally contains no third party information.
Severingisnot required if thethird party consentsto the access (which will require consultation), “or
the individua needs the information because an individual’s life, health or security is threatened.”
That strikes me as arare eventuality.

Section 9(7) modifies principle 4.9 by setting out additional circumstances when access to personal
information may be refused:

1 the information is protected by solicitor-client privilege;

2. to do so would reveal confidential commercia information;

3. to do so could reasonably be expected to threaten the life or security of another
individud;

However, thereisan obligation to sever two categories of information that do not have to be disclosed
(confidential commercial information, or athreat to life or security of another individual).

My expectation is that there will be no obligation on archivesto grant accessto persona information
held in archival records as opposed to other categories of persona records held by archives for
administrative purposes, such as registration forms for patrons.

8. Complaints I nvestigated by the Privacy Commissioner of Canada (ss. 11-13)

o My point reflects my experience as Information and Privacy Commissioner for BC from 1993 to 1999.
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The enforcement mechanisms associated with the Act largely rely on the Privacy Commissioner of
Canada. A dissatisfied individual may file awritten complaint with the Commissioner concerning an
alleged contravention of aprovisionin Division 1 of the Act, or for an organization’ sfailureto follow
arecommendation in Schedule 1. The Privacy Commissioner may aso initiate a complaint on his
own, if he decides that there are reasonable grounds to conduct an investigation. The Privacy
Commissioner’ sOffice has operated essentially acomplaint bureau for thefederal private sector since
1978 and thus has awell-established routine for processing complaints.®? It isunlikely that aprivacy
complaint would be made against an archive for breach of a standard first information practice.®® It
ispossible, however, that adata subject could at |east complain hisor her information should not have
been archived without specific consent, but the record to datefor major archivesmakesthisasunlikely

prospect.

Section 11 specifies that the basis for a complaint must be a contravention of the measures for the
protection of personal information set out in Division 1 (sections 5 to 10), which are mandatory
obligations, or for not following a recommendation set out in Schedule 1. In practice, the scope of
potential complaintsis broad, because one can befiled against an organization for not following any
recommendation set out in Schedule 1 (the CSA Code). Someone could conceivably complain, for
example, that an archive was holding personal recordsin breach of the requirement for destructionin
principle 4.5.3 of the Schedule. Again, the absence of such complaintsin the past is a positive sign
for the future.

A complaint dealing with section 8 issues (i.e. failure to assist an applicant with atimely response to
arequest for personal information, or failureto meet statutory timelinesfor responding) must befiled
within six months of the actual occurrence of arefusal to respond, or the expiry of atime limit for
responding, to such arequest. Although the Privacy Commissioner may allow for aperiod longer than
six months, it would stand to reason that would be the exception and not the rule.

The Privacy Commissioner must give notice of acomplaint to the organization complained against.
If an archive, for example, was not previousdly aware of the particular complaint, it will have astrong
incentive, as noted above, to deal directly with the complainant to resolve any matter. The advantage
for the complainant of using the services of the Privacy Commissioner’s office is that a resolution
would likely be subject to approval by it aswell, making it harder for an organization to seek to brush
off the individual complainant. At present, the National Archives and the Office of the Privacy
Commissioner have a positive working relationship on issues that arise from complaints.

Section 12 sets out of the powers of the Privacy Commissioner with respect to investigations. These
powers are, in fact, the standard arsena available to a government official with investigative duties.
They sound more threatening and heavy-handed to an organization complained against than they are
likely to be in practice, unless such an organization provesto be resistant or recalcitrant in the face of
the exercise of statutory jurisdiction.

92 The web site of the Privacy Commissioner is http://www.privcom.gc.ca

9 There are severdl dozen complaints each year at present against the National Archives, but they concern such matters as delays in
granting accessto information or refusal sto grant accessto third party information with respect to military and civilian personnel records
housed in the Archives, or the records in the Archives of such agencies as the Canadian Security Intelligence Service, Corrections
Canada, Immigration, and Indian Affairs.
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Inthefirst instance, the Commissioner hastheright to require the production of any records or things
considered necessary for the investigation of a complaint. In fact, he or she may even order the
appearance of persons before the Commissioner and compel them to give oral or written evidence.
In this capacity, the Commissioner has the same powers as a superior court in aprovince or territory
(which means, in practice, that the Commissioner may seekshelpfrom such courts, if hisrequirements
are not satisfied). Based on the experience of the past twenty-two years, it would be highly unusual
for the Privacy Commissioner of Canada to have to take such draconian steps to compel evidence,
although John Reid, the Information Commissioner of Canada, hasrecently flexed hismusclesinthis
regard, because of what he views as excessive delays in responding to requests for access to general
information

The Commissioner has the power to administer oaths to those called to give evidence in the
investigation of acomplaint. Again, under normal circumstances, that would be an unusual practice,
just as it would be highly unusual for such an official to conduct an oral inquiry in the course of
investigating a complaint. Nevertheless, it would likely be a strong inducement for cooperation and
compliance for the Commissioner to be able to threaten an initially uncooperative organization,
including an archive, with an oral hearing.

The Privacy Commissioner hasthe power, at areasonabletime, to enter the premises occupied by an
organization like an archive after satisfying any security requirements of the organization with respect
to such premises. Once the Commissioner’s staff have exercised their right to enter the premises of
an organization for purposes of investigating a complaint, they may speak privately with any person
in these premises or make any other inquiries that they see fit, such as looking at paper files or
requiring accessto digital records. They may also examine or obtain copies of any records found on
the premises that contain “any matter relevant to the investigation.”

Despite these powers, the Act intends to promote resol ution of complaintsin asinforma amanner as
possible, so the Privacy Commissioner is not restricted as to ways of taking evidence and obtaining
other information deemed to be relevant, even if such “evidence” would not be admissible under the
strict rules of acourt of law, including the practice of cross-examination.

An essential requirement for dispute resolution also appears in section 12. Although the
Commissioner does not have to do so, there will be strong pressures on the incumbent and his or her
staff to resolve complaints by attempting mediation and/or conciliation between the complaint and the
organization complained against. Based onfederal, provincial, and territorial experiencewith privacy
complaints and related matters, the effort at mediation islikely to be highly necessary and productive,
given the limited and finite financia and human resources of those involved. Commission staff are
likely to use avariety of strategiesto find an accommaodation between the parties. The success of the
scheme will depend largely on the effectiveness of such approaches to problem solving with
organizations covered by the Act.

The Commissioner has one year to prepare a written report for the various parties to a complaint,
which must includethe Commissioner’ sfindingsand recommendations, any settlement that theparties
reached and, as appropriate, arequest for the organization’ s response with respect to actions taken or
not taken. Section 13(2) provides that the Commissioner is not required to prepare areport in the
following circumstances:

1 the complainant ought first to exhaust grievance or review procedures
otherwise reasonably available;
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2. thecomplaint could more appropriately bededlt with, initially or completely,
by means of a procedure provided for under the laws of Canada, other than
this part, or the laws of a province;

3. thelength of timethat has el apsed between the date when the subject-matter
of the complaint arose and the date when the complaint wasfiled issuch that
areport would not serve a useful purpose; or

4. the complaint istrivid, frivolous or vexatious or is made in bad faith.

This safety valve should help to protect an archive from endemic problems, such as disgruntled ex-
employees.

9. TheRole of the Federal Court of Canada (ss. 14-17)

Unlikecertain provincial andterritorid privacy legidation, thefederal Privacy Commissioner doesnot
have regulatory power as such (although there is an intelligent inclination among those regulated to
comply with hisrecommendations). The ultimate enforcement power inthe Act lieswith the Federal
Court of Canada-Trial Division, at least in certain circumstances.

A complainant who hasreceived the Commissioner’ sreport, or the Commissioner himself, may bring
asomewhat limited number of issues before the Federal Court, including information transferred to
athird party for processing (4.1.3), afailureto identify the purposesfor collecting information (4.2),
therequirement for knowledge and consent for collection, use, or disclosure (4.3), arefusal of service
based onrefusal of ademand for excessiveinformation (4.3.3), afailuretolimit datacollection towhat
is necessary for an organization's purposes (4.4), not limiting use, disclosure, and retention (4.5), a
breach of the accuracy principle (4.6), afailure to maintain security safeguards (4.7), and failing to
inform a person about the uses of his or her information and granting access to it (4.9) The
Commissioner may also appear before the court on behalf of any complainant. Thelaw instructsthat
an application “shall be heard and determined without delay and in a summary way,” which at least
indicates a desire for speedy justice. (s. 17)

It would be prudent for al archives to take steps to minimize a review by the Federal Court, since
judges have considerable latitude in fashioning solutions. Privacy Commissioners generally do not
have the same level of flexibility in interpreting their legidation (particularly on questions of
jurisdiction), as do the courts. The Act specifiesthat the court may rely onthefollowing remedies, “in
addition to any other remediesit may give:”

. Order an organizationto correct itspracticesin order to comply with sections
5to0 10;
. Order an organization to publish anotice of any action taken, or proposed to

be taken, to correct its practices;

. “award damagesto the complainant, including damages for any humiliation
that the complainant has suffered.”
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The prospect of civil damages should encourage organizations covered by the Act to comply asfully
aspossiblewithitsrequirements. Again, | find it highly unlikely that an archive would alow itself to
become embroiled in such judicial proceedings, not least because of the costs of legal representation
in such circumstances. Archives should resolve issues around the application of fair information
practices well short of the courtroom door.

10. The Privacy Commissioner’s Auditing Power s (sections 18-19)

A power that the Privacy Commissioner, or his delegate, is highly likely to undertake with respect to
an archive subject to data protection legidation is an audit of its*personal information management
practices.” The Commissioner is required to have “reasonable grounds’ for non-compliance before
taking such a step. | would strongly encourage al archives to invite the Commissioner, or his
provincid or territorial counterparts, to undertake an informal review to ensure that requirements are
being met, whether based on law or policy. If the Commissioner doesnot have “reasonable grounds’
to believe that the organization is in non-compliance, he cannot invoke his audit power under these
sections. However, he could discussthe statutory requirementswith an archive on an informal basis.

In British Columbia, | exercised auditing powers in the form of site visits, which were essentially
educationd (for my staff and me) and consciousness-raising exercisesfor staff of organizationsbeing
visited.* Given my emphasis elsewhere in this guide and commentary on the need for mutual
education of all concerned about the existence of fair information practices in archives, | would
strongly encourage archives to familiarize official privacy protectors with their operations on an
ongoing basis.

11. Miscellaneous Provisions (sections 20-29)

Archivists need only know that the Privacy Commissioner has various obligations and powers
including confidentiality and a power of publicity, as he and his staff conduct their work. These will
provide further inducements to archives to promote fair information practices and thus avoid
entanglement in such monitoring activities by careful compliance with them. The Commissioner has
plenty of power if he needs to exercise it against various kinds of suspected villainy. What would be
surprising about these requirements would be if they did not exist in a statute of thiskind.

TheAct containsavery innovative provision in section 23(1) encouraging the Privacy Commissioner
to consult with the provincesfor particular purposes of promoting compliance with the goals of the
Act. The Commissioner may decide to do so on hisown initiative, or at the request of an interested
person, who could be a complainant, a civil libertarian, a legidator, or a privacy advocate (among
others). The statutory languageisvery explicit about promoting theimportant goal of harmonization
of enforcement across the country, since the rationale in this section is to “ensure that personal
information is protected in as consistent a manner as possible.” It seems reasonably clear that the

9 See David H. Flaherty, “How to do a privacy and freedom of information act site visit.” This guide, which existsin various short
versions, is available on request from the author: David@Flaherty.com
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intent of this section isto encourage greater interprovincia and territorial cooperation than has been
the case in the past among those charged with the protection of privacy, which includes Privacy
Commissioners, Ombudsmen, and the Commission on Access to Information in Quebec. This can
only be in the public interest in a country with such a vast territorial expanse as Canada and such
limited public resources for data protection.

Archives, in particular, will want to have to dead with similar fair information practices in each
province and territory in order to minimize any costs of doing business. They will also have a
significant self-interest in making the official privacy protectorswell aware of their ongoing activities
in data collection, storage, and disclosure, evenif thereis no statutory requirement to do so. The Act
ingructs the Privacy Commissioner of Canada and those he consults with under this section “to
develop model contractsfor the protection of personal information that is collected, used or disclosed
interprovincia orinternationally.” (s. 23[2][c]) Archivistswill want to consider the adoption of similar
model contracts, or at least donation or accession agreements, for collections of records that they
acquire that would not otherwise be, or remain, covered by privacy legidation. Similarly, one of the
educationa and promotional roles of the Privacy Commissioner is to “encourage organizations to
develop detailed policies and practices, including or ganizational codes of practice, to comply with
sections5t0 10.” (Emphasisadded; s. 24[c]) Archiveswill want to have comparable codes of practice
in placefor recordsthat would otherwise be unprotected by law (“privacy limbo™) with respect to fair
information practices.

Thereisunusual protection in section 27 of the Act for whistleblower s, defined as*“any person who
has reasonable groundsto believe that a person has contravened or intendsto contravene aprovision”
of sections 5 to 10 on the protection of personal information. Such persons may notify the Privacy
Commissioner and ask that their identities be kept confidential.®® Moreinterestingly from an archival
perspective, section 27.1(1) extendssimilar protectionsto “ employees, actingin good faith and onthe
basis of reasonable belief,” who disclose information to the Privacy Commissioner in the following
circumstances:

. The employer or any other person has contravened or intendsto contravene
aprovision of Division 1;

. The employee ... has refused or stated an intention of refusing to do
anything that is a contravention of aprovision of Division 1;

. The employee .. has done or stated an intention of doing anything that is
required to be done in order that a provision of Divison 1 not be
contravened;

An archivist might be motivated to notify the Commissioner of a collection or disclosure of personal
records from an archive that he or she believed was in violation of established fair information
practices. The definition of employee also extends to independent contractors. (s. 27[3]) It isa
criminal offenceto contravene section 27.1(1), or to obstruct the Commissioner or hisdelegate“inthe
investigation of acomplaint or in conducting an audit....” (s. 28)

% The whistleblowers provision in the Alberta Freedom of Information and Protection of Privacy Act has been used severa times
(Information from Bob Clark, Information and Privacy Commissioner).
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12. Transitional and Coming into For ce Provisions (sections 30 and 72)

The Act will apply on January 1, 2001 to organizations that disclose personal information outside a
province for consideration. Whiletheintent of this provision isto cover the private sector as such, it
could conceivably regulate that particular aspect of the work of an archive that involved in return a
payment or aservice. Itisadmittedly difficult to giveapractical example, but archivesof various sorts
should be forewarned, because they do engage in limited commercia activities (as noted elsewhere
in this guide and commentary). Any archivethat exchanged mailing lists of donors across provincia
boundaries might be caught by this provision as well.

But the more important general significance of the transitional provision in section 30 isthat the Act
will apply on January 1, 2004 “to any organization in respect of persona information that it collects,
uses or discloseswithin aprovince,” unlessaprovince or territory actsto preempt federa jurisdiction
over its private sector. The various provinces are aready examining their options in this regard,
whether aconstitutional challenge to the scope of the Act (asislikely from Alberta), or adecision on
provincia dataprotection legidation for the private sector (asislikely from the other larger provinces).
Quebec isthe only province likely to be exempted from the Act because of section 26(2)(b). Thus,
archives not subject to the Act for whatever reason stand a strong prospect of being included in the
broad sweep of equivalent provincia or territoria legidation for data protection in the private sector
within four years.

13. Part 2 of the Act: Electronic Documents (sections 31-51)

The purpose of Part 2 is to provide for the use of electronic aternatives “where federal laws
contemplate the use of paper to record or communicate information or transactions.” (s. 32) The
specificintent isto permit federal authoritiesto use“ electronic meansto create, collect, receive, store,
transfer, distribute, publish or otherwise deal with documentsor information[,] whenever afederal law
does not specify the manner of doing s0.” (s. 33) This can include electronic payments to the
government of Canada, the creation of electronic versions of statutory forms, and the filing or
submitting of electronic documents with the government. (ss. 34-35)

From the perspective of the National Archives of Canada in particular, section 37 authorizes the
retention of afederal document in electronic form, if it is maintained in an accessible and readable
form “that does not change the information contained in the el ectronic document that was originally
made, sent or received,” and “any information that identifies the original and destination of the
electronic document and the date and time when it was sent or received is also retained.” The clear
intent is to legitimate the electronic world of recordkeeping in a statutory world that had a “ paper-
bias”% Statutes and regulations that allow the use of an electronic aternative will be listed in
Schedules 2 and 3 of the Act. (s. 38)

Section 39 of Part 2 authorizes a secureelectronic signatur e asasubstitute for aperson’ s seal under
specified circumstances, as a validation for an oath or affirmation (s. 44), and as a subgtitute for a
witnessed signature (s. 46). A related provision sets out expectations for processes to ensure the

% Helpful general and specific explanations of why the federal government acted with respect to Parts 2 to 5 of the Act can be found
in Michael Power, “Bill C-6: Federal Legidation in the Age of the Internet,” Manitoba Law Journal, 26 (1999), 242-54. Power was
the public servant intimately involved in the shaping of these Parts.
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unigueness of electronic signatures and the authentication of the user, including possible reliance on
cryptography asoneform of availabletechnologies. (s.48) Thiswill occur onthe basisof regulations
issued by the Crown on the recommendation of the Treasury Board of Canada. The goal isto make
it possible to use digital signature technology to prove who signed an electronic document. In this
connection, the federal government aready has a Task Force implementing the Government of
Canada s Public Key Infrastructure (PK1), which relies on public key cryptography.

Part 2 of the Act is permissive and not prescriptive. It puts electronic and paper media on the same
footing. Ministers, federal departments, agencies, and boards have the option of bringing the lawsfor
which they areresponsible under the purview of these provisionsand a so deciding when and by what
meansto offer services electronically to the public. Industry Canada, the Department of Justice, and
the Treasury Board havevariousresponsibilitiesand rolesinthisregard. The Association of Canadian
Archivistsandthe Canadian Historical Association protested invain against thislaissez-faireapproach,
sinceit could result in multiple methods of creating electronic records and digital signatures, creating
apotential nightmare for the archival preservation of electronic recordsthat are of enduring valuein
auseable format. Encrypted information, to give a prime example, must be decoded at some point;
otherwise, it will be unreadable.’”

In its submission on the draft legidation, the Association of Canadian Archivistswas“delighted” by
the “heightened focus’ on electronic records in Part 2, since it “properly underlines the growing
primacy of electronic records as the recording medium of choice (and necessity) in government and
businessfor many of their transactions.” The Association also welcomed the emphasison establishing
the reliability of electronic documents as evidence for commercial and legal purposes (s. 36) and the
accompanying requirements for record retention and documentation (s. 37).%

14. Parts3to5 of the Act: Amendmentsto the Canada Evidence Act, the Statutory
I nstruments Act, and the Statute Revision Act

Part 3 of the Act consists of detailed amendments to the Canada Evidence Act to permit the use of
electronic documents in court and their authentication as reliable, including such matters as:

. The authentication of electronic documents
. Satisfying the best evidence rule®
. Establishing the integrity and reliability of an electronic documents system

and an electronic document

. Evidentiary presumptions with respect to secure electronic signatures

97 Canadian Historical Association, “ Seeking a Balance,” pp. 3-4.

98 Association of Canadian Archivists, “Brief to Parliament on Bill C-54.”

% This incorporates the Uniform Law Conference of Canada’s Electronic Evidence Act (1998). See Power, “Bill C-6,” Manitoba

Law Journal 26 (1999), 249-51.

46



. Theability of the courtsto recognize various standards of electronic record-
keeping
A clear god of Part 3 isto offer a degree of certainty to persons who create and rely on
computer-generated records in judicia proceedings rather than having to produce original
paper records.

Part 4 of the Act consists of amendmentsto theStatutory I nstruments Act to acknowledge that notices
and actspublished el ectronically by the Queen’ sPrinter, especially theCanada Gazette, havethesame
legal force astheir paper equivalents.

Part 5 of the Act gives official status to the electronic version of the Consolidated Statutes and
Regulations of Canada by amending the Satute Revision Act (R.S.C. 1985, c. S20), which now
becomes the Legislation Revision and Consolidation Act. The available electronic consolidation is
unofficial. It will take some time to achieve the goal of on-line access to an official electronic
consolidation of statutes and regulations as opposed to the unofficial versions that are currently
available from the Department of Justice.'®

In the case of both Parts 4 and 5, the original statute or regulation prevailsin case of adiscrepancy or
inconsistency between the electronic and paper versions.

15. The Application in Practice of Part 1 of the Act to Archives. somefinal issues

The Transfer of Private Sector Recordsto Archives

A private sector organization that is subject to the Act should not be able to transfer records to any
archives, if such records will be exempt from the fair information principles and practices that they
enjoyed whilein the custody and control of theorganization. Such companiesshould ensurethat their
personal records are located in an external archive that can provide equivalent or adequate privacy
protection. In my opinion, such organizations should use contractual or other means to provide a
comparable level of protection once such information isheld in an archive. Thelatter, for their part,
shouldinsistonsuch practicesin on agreementsand thereby ensurethat thevariousstated goal's
of archives are satisfied.

Thusitisinappropriate, in my view, for the National Archivesto take any solace from the fact that it
is not subject to the Act in the technical sense, since data protectors could wisely insist that private
sector records should not be transferred to it for permanent storage, if the effect would be that the
privacy protections available under the Act werein fact lost. In fact, the Association des archivistes
du Quebec specifically argued“ that privatearchival holdingsgiventotheNational Archivesof Canada
for archiva or historic purposes must enjoy the same protection as federal government archives. In
order to avoid any ambiguity in this regard, our association recommends that the National Archives
of Canada be explicitly subject to Bill C-54. At the moment, it is difficult to tell what the drafters

origina intentions are, and this creates a significant legal vacuum.”*** Parliament did not make the
requested change, (as it did not make most of the changes recommended to it) but that does not

100" see Power, “Bill C-6,” Manitoba Law Journal 26 (1999), 253-54.

101 Standing Committee on Industry, Hearings on Bill C-54, February 18, 1999.
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mitigatetheforce of thisrecommendation with respect to how private sector records should betreated.
For this purpose, the National Archives of Canada should request that the Department of Justice
amend the Privacy Act for the particular purpose of legally ensuring that all personal recordsit holds
are properly protected through fair information practices.

Asnoted above, acquisition or donation agreements and contracts should regul ate transfers of private
sector records to any archive, and the exercise of control over the use and disclosure of the records
themselves, if the archive in question does not come under the protective umbrella of the Act.
Ultimately, an organization subject to the Act has, in my opinion, obligations under Schedule 1 that
includeidentifying persona informationinitsrecordsthat hasarchival valueand ensuring, inanideal
situation, that its own moral and legal responsibilities are transferred to an archive in an appropriate
manner, such as by contractual terms or other means. Alternatively, such an organization should
maintain its own archive, as some large companies do, which would mean that the protective
requirements of the Act are kept in place.

Principle 4.1.3 of Schedule 1 imposesresponsibility on an organization subject to the Bill for personal
information initspossession or custody, includinginformationthat hasbeentransferredto athird party
for processing. Theorganizationisrequiredto usecontractual or other meansto provideacomparable
level of protectionwhiletheinformationisbeing “ processed” by athird party. By analogy, such duties
could cover transfers of records to an external archive as well. However, from a strict lega
perspective, it is doubtful that the term “processing” would encompass the permanent transfer of
recordsto apublicarchive. Whileorganizations subject tothe Act should, ideally, not beableto escape
from fair information practices by permanently transferring their records to an archive, the working
of Schedule 1 and the Bill itself falls short of imposing this responsibility to ensure such duties cover
the transfer of records to an external archive.

Section 7(3)(g) authorizesdisclosure of personal information to an archive, without the knowledge or
consent of theindividual, but thereis no implication that such information thereby loses all statutory
protections, including the oversight of such practices by the Privacy Commissioner of Canada.
Organi zationssubject to the Act should not consider transferring their personal informationtoarchives
that do not intend to follow the spirit and | etter of the Act, and all archives, regardless of whether they
are subject to the Bill, should apply the standards of the Act to the personal information that they hold
that is not already covered by data protection legidation. Whilel fully appreciate that all archivesare
overburdened at present, like most other public ingtitutions, they risk become marginalised, if they do
not deal satisfactorily with the aspects of their ongoing work that should be protective of the privacy
interests of individuals whose records are in their collections.

| recognize the related problem for archives that some persona information in their holdings was
acquired, used, and managed by an organization (as defined in s. 2[1] of the Act) before it was
transferred tothearchives. Thearchival obligation, | would argue, isto ensurethat an organization has
alegitimate right to transfer personal information for archival purposes, and then for the archive to
ensure that the personal information continues to receive an adequate level of data protection in
accordance with the Act and progressive archival practices, such asthose of the National Archives of
Canadaand thevarious provincial archives.’® From astrict lega perspective, of course, it isfar from
clear that an archive has the responsibility to ensure that an organization has a legitimate right to
transfer persond information to the archive —that isthe legal responsibility of the organization itself.
However, archives should be in an ideal position to clarify such lega rights as part of their

102 The National Archives of Canada Act (1987), c. 1 does not provide detailed guidance on data protection principles and practices.
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consideration of potentia archival material. Archives should aso ensure that, once transferred,
personal information receives an adequate level of data protection, although it need not meet the
standard set out in the Act, if that Act isnot going to apply. The latter point illustrates the difference
between alegal and amoral obligation.

The problem in archival settingsisthat personal information in its holdings was acquired, used, and
managed by someone else beforeit wastransferred to the archives. Theessential considerationisthat
thechain of accountability for such information should not be broken just because the custody and
control of the personal information has changed from the organization to an archive. In fact, the
donation agreement should ensure that this chain of accountability is not broken with respect to
compliance with fair information practices and that, in fact, the protective web is seamless.

Self-Regulation by Archivesfor Data Protection

Depending onitslega status, an archives covered by existing privacy legidation (federal, provincial,
or territorial), or the Act, may simply choose to indicate to interested parties by notices on signs and
formsthat it actsin compliance with the specific law. It would be prudent for an archive that is not
subject to such adata protection law, more especially one that holds records that are not covered by
such adata protection law, to develop its own privacy code on the basis of the CSA Code aslaid out
in Schedule 1 of the Act. The CSA Code can easily be used as a basic template for such purposes.
A customized privacy code for any archives could acknowledge the special nature of personal
information collection, use, and disclosurein an archival setting. Archivesthat are not subject to data
protection laws would thus be voluntarily subscribing to appropriate fair information practices as a
matter of policy and not law. Fair information practices can aso exist in the form of internally
devel oped and approved mandates, objectives, internal policies and procedures at archives.’® Thatis
away to seek to avoid privacy and data protection problems of any sort.

C Copyright 2000 by David H. Flaherty. All rights reserved.

Over time, as mgjor archives in particular develop even more experience with the application of fair information practices to

personal information in records in their custody and control, it would be highly desirable for the reasons for decisions on access, or
refusal of access, to records be written out and made available to others, so that a“jurisprudence” on applied fair information practices

for archival records can take concrete shape and be subject to national debate as required.
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