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Executive Summary

In April 2000, the Canadian Institutes of Health Research (CIHR) publih@smpendium of Canadian
Legislation Respecting the Btection of Brsonal Information in Health Resetir The compendium as
prepared as part of a broader attempt to inform the current defeatieaw to respect peoplesght to hae

their personal information protected while alsowilay health researchers reasonable access to such informa
tion in order to better the health of Canadians, imptwealth services and strengthen the Canadian health
system.

This nev document supplements the 2000mpendiunwith an oervienv of international standards that
protect personal informatioithis international perspeet situates Canadaposition in a global conte
Carvassing hw other jurisdictions are addressing this debate, and identifying trendeaigy pegislation, can
provide models for Canada to emulate woid as we prepare to address the challenging issues that lie ahead.

For instance, the increasing pace of international collaberhgalth research, thevodution in information
and communication technologies between nations, andraaesnational pviacy laws are globalizing both
scientifc research and internationalyarly standards. Some of these international standaiets &fanadian
governmental norms and public pglidNew laws, both federal and primcial, are emaying. As Canadian
society mees tavard the deelopment and rafement of such ¥as, an understanding of Wove correspond
to and difer from other nations can help us choose personal information standards for Canada.

This surey is selectre, not &haustve. Rart Il outlines the establishment of humarvagy as a principle of
international lav in tandem with the deelopment of related human rights and ethical norms during the post-
World War Il era (1945-1970).he standards sampled include those fromN\thembeg Trials (1947), the
Universal Declaation of Human Right$1948), theEuropean Cowention on Human Right{d950), the
International Caenant on Civil and #litical RightsandInternational Coenant on Economic, Social and
Cultural Rights(1960s and 1970s), and térld MedicalAssociations Declaration of Genea (1948) and
Declaration of Helsinki(1964, 1975 and 2000y he fundamental principles of péacy, confdentiality and
consent share a common purpose: the promotion and protection of human digeityapplied, hoever,
these rights and duties sometimesgegise to quandaries. Some of the human rights instruments of the post-
WWII era proide standards that can help deal with the tension between important @ibés anccan

help refne tests for balancing pecy with other societal needshey recommend anxglicit “necessity’test

to justify infringements of pvagy in accordance with theuain order to adance such pressing democratic
needs as public safety or the protection of health.

Part Il of this document outlines modern international data protection principlesvesdhiat bgan to be
developed. Draving on the international pacy standards from 1945 to the 1970s, these principles asd la

go on to defie specift and detailed norms for balancing the right togmi with legitimatesocietal uses of
personal informationThe standards sampled include those of ttgaization for Economi€o-operation

and Deelopment (OECD), the Council of Europe (COE), the European Union (EU), and the United Nations
(UN). Each of these hagerted particular international iménce.

The 1980 principles of the OECD laid the foundations for minimizing obstacles to thexfred flata across
borders while ensuring respect for the right twamy. They have influenced subsequent international and
national documents on data protection, angt ltpiided the deliberations, policies angdaf some 30 mem
ber states of the OECD.
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The Council of Europe has an equally long history of data protection vmgatiithin Europe. It has adoptad
general data protection a@ntion and defied standards for medical informatidime UN adopted aaviation

of the OECD principles in 1990. It added norms on consentdemtitility and data protection in UNESCGO’
1997Universal Declaation on the Human Genome and Human Righéshaps most infential within recent
years has been the 19BBvacy Directiveof the EU.The Directve aims at harmonizing standards by obliging
the EUS 15 member states to ensure that natiogal&ion conforms to the Direg. Because it is binding,
detailed and generally prents the xchange of data with nations lacking “adequateiami protections, the
Directive has helped reform data protection andaayi laws across Europe, #ustralia, the United States
(US) and Canada.

Part IV of this report profes selected national data protectiomdathose ofustralia, France, the Netherlands,
New Zealand, the United Kingdom (UK) and the US.d.iRanada, most of these nationgeheecently re
formed national data protection statutes that initially incorporated ectedl the original OECD principles.
Australia recently amended its fedelPaivacy Act with new standards for the pate sectqrconsistent with
revised norms for publicly funded health research. Its neighidmwr Zealand, has a simil&rivacyAct It
authorizes the Rracy Commissioner to delop sectoral codes of conductdithe recently resedHealth
Information Privacy Codef 1994.The UK, too, has recently updated its former data protectioto@on
form to theEU Privacy Dikective The Medical Research Council and the British Meddaaociation hee
complemented thevised UK data protectionwawith detailed guidelines on the use of personal information
for medical research. pgeslation to regise the French central data protectiom ia before the Frenchafia-
ment, though France amended itw ia 1994 with specifi provisions to gewern health research. Similarly
the Netherlands has already enactedvadega protection & This section also looks at USilg, including
theFederl PrivacyActof 1974, the ne federal rgulations on the protection of health information, and the
recent US response to tB& Privacy Diective

To ease comparison, this report desithese nationalues and international standards according to these
aspects: (a) the scope of therjdb) relevant defiitions; (c) special protections for sengitidata; (d) con
sent requirements for data collection, use and disclosure; (e) gexagptiens allawving non-consensual
processing of data with particular focus on research; (f) aspegetsliey data retention and security; and
(g) other notevorthy provisions.

This comparatie analysis of international norms underscores trends and isswesitétethe deelopment

and refnement of Canadian standards for processing personal information in the health reseaxth conte
For example, the data protectionata of countries such as the UKystralia and the US, as well as those in
the EU, defie such terms as “identifile” personal information, “consénnd “research.Some of the
jurisdictions camassed also defé health information as a class of semsitlata that arrants special pro
tections and standards. Consent remains the general requirement for the processing of such information.

In exceptional circumstanceswa and standards authorize the non-consensual processing of personal infor
mation in certain circumstances in order toatbe other pressing societal needs. Such circumstances, in
mary cases,xpressly include statistical or sciertifiesearchThe exact conditions that justify thexeeption

depend on the natialav. Generally such processing of idenéfile personal information must be &mo

to be necessary for the purposes of the researchjdodi consent must be objeatly impracticable to

obtain, adequate security sgfiards must be implemented to protect the denfiality of the data subject(s),

and data processing must be restricted to the minimum necessary in terms of scope, duration and retention.
Laws in countries such asustralia and N& Zealand hee also gpressly coordinated public processes
between the Federal Pay Commission and Ministry of Health in order tovdp detailed health sector

norms and codes of conduct consistent with federzhqriaw.

|
2
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|. Intr oduction

This document is a companion to the Canadian Institutes of Health Research (CIHR) pulliGdiopen
dium of Canadian Lgislation Respecting the &tection of Brsonal Information in Health Reseahr(April
2000)* In the process of concluding that compendium, CIHE mspired by certain important trends and
developments to prdf international standards on the protection of personal information.

The increasing pace of international collabemtiealth research, thevadution in information and com
munication technologies across nations, and fiansnational pviagy laws are globalizing both scientfi
research and internationalyaty standards. Some of those international standardiahly afect Canadian
governmental norms and public palicCanada has not only an interest & role and responsibility in setting
the course for these international trends.

Moreover, in concert with suchwelving international deelopments, the Gernment of Canada has recently
enacted ne federal pwvacgy standards in th€ersonal Information Rstection and Electmic Documents
Act? (PIPEDACct); provinces and territories are éky to follow suit with substantially similar ¢gslation.As
Canadian society nves tavard the refiement of such \&s, an understanding of Wwave correspond to and
differ from other nations may lead to moréeefive implementation of personal information standards. Such
standards &ct government, uniersities, researchers, health information holders/usersy @oialysts and
the public.

This documentxamines established and egiag personal health information standards and approaches in
the international community—some parallel those in Canada and sdeneTdié study focuses amompasa:

tive international lgal standards, such as federalvagy, data protection, and codéintiality lavs. Selected
ethical, professional and gernmental norms are also idergdibecause of their inénce on national and
international public poliz This compendium is seleeé rather than comprehewsj e/en within particular
jurisdictions the analysis is selaaj in order to prol instructve examples.

Part | of this international compendium pites a brief werview. Parts Il and Il turn to the international
community to ®amine standards, Igely those of international gernmental entities such as the United
Nations (UN), Oganization for Economic Co-operation andvBlepment (OECD), European Union (EU)
and Council of Europe (COE). Such standards are outlined in historic &rldgaéinstruments, as well as
in public poligy and ethics declarationsa® IV profies selected national approacheAustralia, Francehe
United Kingdom (UK), the Netherlands, W&ealand and the United States (US).

1 PublicWorks and Geernment Services CanadaCompendium of Canadiandislation Respecting the &ection
of Rersonal Information in Health Resehr Ottava: PublicWorks and Geernment Services Canada, 2000.

2 Personal Information Ratection and Electmic Document#ct, S.C. 2000. ¢.5. Online: http://wwpvivcom.gc.ca/

|
3
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To facilitate the comparat analysis, each jurisdiction is ptefi on the basis of the folldng questions:

a. Scope of the LawDoes the e or policy apply to the public sectoprivate sector or particular
organizations?

b. Definitions How are terms such as “personal informatihealth information, “data processing” and
“consent” defined, if at all? (Note that within this report, the term “data processing” generally refers to
the collection, use and disclosure of datawvkl@r, the guidelines andveas in various nations may def
“data processing” in ays that parallel or dér from this meaning.)

c. Special Potections: Sensitive Datés health information subjected to general personal information
standards or is it subject to specialyis®mns?

d. Consent: Data Collection, Use and Disclosu/Vhat standards gern consent to the collection, use
or disclosure of personal and health information?

e. Exceptions and Reseahr Are there specifi exceptions for collection/use/disclosure of personal
information for research purposes?

f. Data Retention and Securitfpo standards specify processes forgadeding dataime limits for its
retention, or requirements for the destruction of data?

g. Other Notevorthy Piovisions Does the lev or policy outline other notable, innative or instructie
provisions?

It should be noted that the research for this documeggnerally current to May 2001.
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lI. Post-WWII Inter national Privacy
Principles (1945 to the 1970s)

This section outlines the d@elopment andwlution of privagy principles, lagely under international human
rights law, in the immediate aftermath bforld War 11 (WWII). Many of the initial and enduring international
legal standards on pt&cy were crafted during this eréhese helped to lay the foundation on which modern
international data protectiormia and principles ne stand.

A. The Broader Heritage of Nuemberg: Human Dignity,
Consent and Prvacy in Reseach

The emegence of pracgy as a fundamental principle of modern international human rights la
resulted, in part, from the community of natiorssponse to thexeesses, atrocities andusies
committed duringNorld War II. In 1945, the international community responded by creating the
United Nations, with its commitment to “the dignity andritn of the human person” and respect
for and obserance of fundamental freedorhs.

The international response also included th&-mfamous trials in Nurembgy Germag of Nazi
doctors, scientists and others who had conducted non-consensual megedents on
prisoners of \ar* The Nurembeay medical trial for crimes ajnst humanity concluded in the
summer of 1947. In its judgement, the court outlined what becamenkemtheNurembeg Code
identifying “basic principles that must be obsstvin order to satisfy moral, ethical andde
concepts” in humanxgerimentatior?.While the Code outlines principlesgegding the purposes of
the research, the risks and betsdfd the subject, and the duties and quealifons of researchers, its
paramount principle states that “th@luntary consent of the human subject is absolutely essential.
Because the major focus of the tnital was on wluntary participation in human research, the Code
does not include concepts such asgmi and confilentiality Still, the Code stands as one of a
collection of crucial post-WWII international human rights documents whose common spirit,
international processes and shared dignitarian goals helpedrte Hasic international standards
for human research.

Indeed, within six months of the judgements in the medical trial at NurgnthekVorld Medical
Association, the United Nations and Europeavegoments separately adopted a range of related
formal declarations anddel instrumentsThese aimed to promote and presemuman dignityin

part by pledging commitment to the respect ofviatlial freedom and autononyrivacy and con
fidentiality Each of these majordal and moral pronouncements thus coutield in its avn way
—directly or indirectly—to the colleate result of enshrining prcy and autonomy principles as
fundamental elements of the respect of human dignity in modern research. Pertinent highlights of
the documents follw.

3 United NationsUnited Nations ChartePreamble. San Francisco: United Nations, June 1945.

4 Trials of War Criminals befoe the Nuembeg Military Tribunals under Contil Council Law No. 1QVolume 2.
Washington, DC: U.S. Gernment Printing Ofce, 1949, p. 181-182.

5 Annas G.J., Grodin M.AThe Nazi Docta and the Niembeg Code: Human Rights in Human Experimentation.
New York: Oxford Unversity Press, 1992.

|
5



Canadian Institutes of Health Research

B.  Universal Declaration of Human Right$1948)

Within months of the conclusion of the Nurentp@rials, the United Nations Generassembly
adopted and proclaimed thimiversal Declaation of Human Rights (Univeal Declaation)® The
Universal Declaation is a recognition of and pledge to basic human rights for the international
community Its preamble deems “it essential that human rights be protected,bard expresses
some of the motation behind this vis:

Whereas disgard and contempt for human rightsvbaesulted in barbarous acts
which hare outraged the conscience of mankind Whereas the peoples of the
United Nations hee in the Charter (of the United Nations) feaied their &ith in
fundamental human rights, in the dignity anorth of the human person ....

The 30 articles of th&lniversal Declaation are diverse and non-binding. M@&ver, some of them
have been gien formal Igal eflect by their inclusion in both international human rights &nd
data protection treaties.

At least three articles of tHgniversal Declaation outline elements thatauld eventually be basic
to data protection principles anaMathat emeyed decades lateékrticle 27 proclaims that eeryone

has the right freely to participate in ... scientéidvancement and its berisfi The article gpresses
one of the core societal medtions and interests behind modern health science research.

Article 12 of theUniversal Declaation identifies priacy as a basic human right, stating that “no
one shall be subjected to arbitrary interference with higagti family, home or correspondence,
nor to attacks upon his honour and reputatiorerfne has the right to the protection of the la
against such interference or attatkrivacy legislation that has been adoptegtothe last decades
is directly consistent witArticle 12.Yet, what vould happen if other principles andlwes gpressed

in the Universal Declaation—and thus other societal interests—were to adnilith or infringe

on the right to pxiacy? The language ofrticle 12 pravides some guidance. It proscribes only
“arbitrary interference” with the right to pacgy. As such, all infringements are not necessarily
prohibited.

Article 29 of theUniversal Declaation provides further guidance for dealing with such potential
conflcts. It outlines hev basic human rights may sometimes be limited:

In the eercise of his rights and freedomgergyone shall be subject only to suichita-

tions as are determined bydaolely for the purpose of securing due recognition and
respect for the rights and freedoms of others and of meeting the just requirements of
morality, public order and the general wak in a democratic society

The condition that anlimitations be determined byvaas justly required by other fundamental
democratic principlesxpresses some of the standards and processes through which the international

6 United Nations Generalssembly Universal Declaation of Human RightsNew York: United NationsAdopted
by Resolution 217A(lll) of 10 December 1948. Online: http://muniachrch/udhr/lang/eng.htm
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community might attempt to reconcile the commitment tegpyi with other pressing societal needs.
These elementsauld be dravn on and refied in subsequentie, such as thEuropeanCorvention
on Human Rights

European Cownention on Human Rightg1950)

Two years after the UN proclaimed tbaiversal Declaation, the Council of Europe (COE) dve

on some of its standards to defiprivacy as a fundamental principle of internationad len the
Corvention for the Ratection of Human Rights and Fundamentaddéloms: Ewpean Cownention

on Human Right$ECHR)? Founded by treaty in 1949 as an intra-European human rigjgsior
zation, the COE originally consisted of some 10 natidoday the ECHR is in déct in approxi
mately 40 COE member nations thavdadopted if. Those nations are required to ensure that
domestic lav comports with the principles of the ECHR.

Drawing on theUniversal Declaation,Article 8 of the ECHR outlines the right of yaicy and limits
thereon:

Everyone has the right to respect for hizge anddmily life .... There shall be no
intefference bya public authority with thexercise of this righteept such as is in
accordance withhe lav and isnecessary in a democratic society in the interests of
national securitypublic safety or the economigell-being of the countryfor the
prevention of disorder or crime, for the protection of health or morals, or for the
protection of the rights and freedoms of others.

While Article 8 of the ECHR adopts the substance and much of the language of articles 12 and 29
of theUniversal Declaation, it males some noteorthy refinements. It adds axgicit requirement

that infringements must be justifi in accordance withyaand be shen “necessary” in a democratic
society The ECHR also adds tha&gdicit grounds of the “protection of health or morals” to the list

of democratic necessities that may sometimes require infringements/aty.gks will be shavn

in Section lll, belav, the necessity test and protection of health grourmdgdibe adopted decades

later into international data protectiomviaand principles.

The ECHR has helped to nelkhe protection of pracy enforceable as a matter of international
human rights k. Under the treatyfor instance, indiduals in COE member nations who judge
that national lavs or practices violate thrticle 8 right to prvacy may hae recourse to the COE.
After exhausting lgal remedies in ong’country one may fe a human rights complaint by petition
ing the COE European Court of Human Rightstough cases that Yathus allged the wrongful
disclosure of personal health data, for instance, the court gas beinterpret this dimension of

Council of EuropeCornvention for the Ratection of Human Rights and FundamentadeiomsRome, 4 Neember
1950. E.T.S. No. 5, 213 U.N.B. 222. Online: http://cmentions.coe.int/fleaty/EN/cadreprincipal.htm

Member states includ&bania,Andorra,Armenia,Austria, Belgium, Bulgria, Croatia, Cyprus, Czech Republic,
Denmark, Estonia, Finland, France, Gergndreece, Hunayy, Iceland, Ireland, Latvia, Liechtenstein, Lithuania,
Luxemboug, Malta, Moldwa, the Netherlands, Noay, Poland, Portugj, Romania, Russian Federation, San
Marino, Slovakia, Slaenia, Spain, Sweden, Switzerland, the “foriviggoslar Republic of MacedoniaTurkey,
Ukraine, and the United Kingdom.
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the right to pwagy. It has obserd “that the protection of personal data ... [i]s of fundamental
importance to a persanenjyment of his or her right to respect forvyate and dmily life ... ;
accordingly domestic lev must aford appropriate safpiards to preent aly such communication

or disclosure of personal health data as may be inconsistent with the guaraAtéeiB of the
Convention”® Such cases underline the role of the courts in the sociédal ef defhe standards

for the collection, use and disclosure of personal health data in a manner that is consistent with
respect for human wacy.

D. International Covenants (1966, 1976)

International Covenants on Civil and Blitical Rightsand International Covenant on
Economic, Social and Cultural Right€1966, 1976)

The respect of pracy as a fundamental principle of internationaV lwas formally intgrated into

the broader international community in 1966, when the UN GeAssalmbly adopted and opened
for signature thénternational Ceenant on Civil and #litical Rights(CCPR)° That same year

the UN also adopted a companion document|rteznational Coenant on Economic, Social and
Cultural Rights (CESC)* These cwenants, as binding international treaties, were intended to
elaborate on, and g formal lgal efect and implementation to, the principles proclaimed in the
Universal Declaation. The caovenants took ééct in 1976.They have been signed and ragifl by
over 140 nations.

At least three articles from thevamants wuld prove directly releant to subsequent international
data protection las and principlesThese articles address\agy, consent, research and health.

First, Article 17 of the CCPR outlines the right toyardy: “No one shall be subjected to arbitrary
or unlawful interference with his pvagy .... Everyone haghe right to the protection of thewa
against such interference or atta¢kshe pravision thus adoptserbatim the language éfticle 12

of theUniversal Declaation. Yet, in contrast to botArticle 29 of theUniversal Declaation and
Article 8 of the ECHR, the CCPR is silent on the standards for limiting the rightampri

Secondlyand agin in contrast to both tHéniversal Declaationand ECHR, the CCPR\gs aplicit
legal effect to theNurembeg Code Article 7 provides that “no one shall be subjected without his
free consent to medical or sciertikperimentatior.

Thirdly, articles 15 and 12 of the CESC respatyi include, in the enumeration of social rights,
the right of @eryone to enjp “the benefis of scientift progress and its applications” and “the highest
attainable standard of péical and mental healttBoth are dravn from theUniversal Declaation.
Article 15 further pruides that nations signing the CESC “undestai respect the freedontin
dispensable for scientifiresearch.

10 United Nations, Generdlssembly Resolution 2200A of 16 December 196&ernational Ceenant on Civil and
Political Rights adopted and opened for signature, tfon and accession. CanS. 1976 No.47, 999 U.N.S.
171. Online: http://wwwinhchrch/html/menu3/b/a_ccitm

11 United Nations, Generdlssembly Resolution 2200A (XXI) of 16 December 19@6ternational Coenant on
Economic, Social and Cultak Rights adopted and opened for signature, &tfon and accession.
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Whether or not these latter pisions rgarding scientift research and health in the CESC are to be
accorded equal status to the rights ofgmy and consent in the CCPR, the inclusion of all fanin-
ciples in international treaties in the 1970s formaligresses their relance and alue in the promo
tion and protection of human dignity would be left to pracgy laws and data protection principles
from the 1970s onard to defie more precise standards, diions, structures and processes to
balance the protection of paicy and the lgitimate use of personal data for health research.

Declaration of Genev41948) andDeclarations of Helsinki
(1964, 1975 and 2000)

The World Medical Association (WMA), founded in 1947, is an international association that
promotes high international standards of conduct fosigians. It has done sover the years
through a range of formal declarations, statements and resolulibrse are of particular
relevance to international prgy and research norms.

First, in 1948, some six months after the close of the Nurentbats, theWMA adopted the
Declaration of Geneal? The Declaration of Genea s a plysicians oath that s later adopted
into aWMA International Code of EthicTheDeclaration of Geneabggins with a solemn pledge

to devote life to the service of humanitit then lists seeral responsibilities, including a duty to
“respect the secrets which are cdefi in me, een after the patient has diedhis post-mortem
duty of confdentiality would be incorporated into the data protection guidelines of the United
Nations in 1990.

The second relentWMA declaration camewer a quarter of a century after the 1®laration

of Genea. In 1964, theWMA adopted a detailed declaration on ethical principles for medical
research that became kmo as theDeclaration of Helsinkit® Responding in part to the heritage of
Nurembeg, theDeclaration of Helsinkiargely concerned research procedures, risk assessment duties,
and issues of informed consent to participating in human resd&rel1964 declarationas silent

on issues of pvagy or confdentiality However, when theDeclaration of Helsinkivas amended in
1975, it epressly included pvagy: “The right of the subject to safeard his intgrity must alvays

be respected. vy precaution should be &k to respect the pagy of the subject...” The year

2000 reision of thedeclaration, which retains this language, has added a more general duty: “It is
the duty of the pysician in medical research to protect the life, health anvdgyriand dignity of
human subjects* As manifested by th®eclaration of Helsinkisince at least the mid-1970s,
privagy and informed consent are considered central to preserving tlgeitintend dignity of
human subjects. Both yabeen gplicitly recognized as international medical ethics norms for the
conduct of researcilhe inclusion of priacy and consent into formal international documents
dealing with the ethics of human research parallels the formal recognition of these norms in the
CCPR, from the same era.

12

13

14

World MedicalAssociation Declaration of Genea: A Physicians Oath Genea, 1948, as amended.

World MedicalAssociationDeclaration of Helsinki: Recommendations Guiding Medical DactorBiomedical
Reseach Involving Human Subjectblelsinki, 1964; art. Ill.4a.

World MedicalAssociation Declaration of Helsinki: Ethical Principles for Resehrinvolving Human Subjects.
Edinkurgh, 2000; arts. B.10, B.21. Online: wwwna.net
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In retrospect, a third/MA declaration may help taxplain the 1975 amendment to theclaration

of Helsinkithat expressly included respect for ey in the contgt of medical researchlhat
amendment follwed statements related tovaity that theWMA adopted in 1973. In considering
the benefs and lirdens of the adnt of computers in medicine at World MedicalAssembly in
1973, theWMA adopted resolutions that, among other things fireaéd “the vital importance of
maintaining medical secrgc.. for the protection of the pagy of the indvidual as the basis for
the conftlential relation between the patient and his ddétdrhe resolution directly linkd profes
sional duties of conflientiality with prvagy. Today in its amendedersion, thaVMA Statement on
the Use of Computerin Mediciné® seeks to harmonize the duty to respect dentfiality, as
proclaimed in theVMA Declaration of Genea, with health research that may lzeifitated by
electronic data processinghe statement pwides that it “is not a breach of cadintiality to
release or transfer codéntial health care information required for the purpose of conducting
scientifc research ... praded the information released does not identifsectly or indirectlyary
individual patient in ay report of such research ... or otherwise disclose patient identitiey in an
manner ..”. The details and defitions in theWMA Statement on the Use of Compatén
Medicineare characteristic of the early data protection principles avgldathe 1970s and 1980s.

15

16

World MedicalAssociation.The 27thworld MedicalAssembly: Munich October 14-20, 19%8orld Med. J1974;
21(1):4-10.

World MedicalAssociation Statement on the Use of Compater Medicing based on Resolution of the 27th
World MedicalAssembly in Munich, GermanOctober 1973, as amended by the 38tnld MedicalAssembly in
Venice, Italy October 1983.
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lIl. Modern Inter national Data Protection
Principles and Laws(1980s to the Pesent)

This section outlines modern international data protection principleswadHat were desloped bginning

in the 1980sThese principles andvs, based on the foundational internationalgui standards articulated
between 1945 and the 1970s, craft specifid detailed standards for balancirgjtimate societal uses of
personal information with the respect for the right tegmj. Mary of these data protection standardsadra
on general leading principles that were outlined early in the 1980s. Countréesimee tended to raé and
apply them to particular areas, such as reseavolving personal health informatiomhe standards sampled
below include those from the @anization for Economic Co-operation andvBlpment, the Council of
Europe, the European Union and the United Nations.

A.  Organization for Economic Co-operation and Deelopment (OECD)

1. OECD, Rersonal Data Protection Principles (1980)

Founded by international treaty in 1960, theg&hization for Economic Co-operation and
Development (OECD) outlined an iofintial set of data protection principles in 1988e
principles, contained in it&uidelines on the Btection of Privacy andransboder Flows
of Rersonal Data’” (OECD Guideline} include the follaving:

» Collection Limitation Principle

» Data Quality Principle

» Speciftation of Purpose Principle
e Use Limitation Principle

» Security Safguards Principle

* Openness Principle

 Individual Rarticipation Principle

» Accountability Principle

The principles hee been inflential in subsequent international and national documents on
data protection, and in the deliberations, public gohnd lavs of some 30 member natidhs

of the OECD.The prefce to theOECD Guidelinesndicates that about half of the OECD
countries had enacted, or were about to enact, datoplégislation when th©ECD Guide

lines were adoptedThe OECD Guidelinesare not lgally binding. They attempt to clarify
international consensus on data protection principles a&stedl in the Igislation of member
states. In attempting to delop guidelines to harmonizevaving national pracy and data
protection lavs, the predce of theOECD Guidelinesaddresses the challenge of yaeting

17 OECD,Guidelines on the Ptection on Privacy andransboder Flows of Brsonal DataOECD: Raris, 1981.
Online: wwwoecd.og/dsti/sti/it/secur/prod/PRNEN.HTM

18 Member states includ&ustralia,Austria, Belgium, Canada, Czech Republic, Denmark, Finland, France, German
Greece, Hunary, Iceland, Ireland, ItalydJapan, Krea, Luwemboug, Mexico, the Netherlands, MeZealand,
Norway, Poland, Portug, Slovakia, Spain, Sweden, Switzerlafdrkey, the United Kingdom and the United
States. Online: wweecd.og



Canadian Institutes of Health Research

violations of fundamental human rights that could result from themllstorage or unau
thorized use and disclosure of personal data, while not hampering thexfrex feégitimate
personal data across international borders and through national economies that increasingly
depend on information and communications technolbiighlights of theOECD Guidelines

follow.

a. Scope

The standards in th@ECD Guidelinesapply to personal data in both the public andgte
sectorsArticle 2 indicates that the standards apply only to data that by their naturestconte
of use, or manner of processing “pose a dangervagror individual liberties.

b. Definitions

Article 1 of theOECD Guidelineslefines “personal dataas ‘any information relating to an
identified or identifable indvidual” No further defiition of “identifiable indvidual” is elabe

rated. Hovever, paragraph 43 of the Explanatory Memorandum for the guidelines notes that
non-identifying data, such as statistical or gmoaus data, are not implicated.

c. Special Potections: Sensitve Data

In contrast to thenxésting and subsequent international data protection standard3E®BD
Guidelinesdo not outline special protections for particular gatees of data, such as personal
health informationArticle 3 of theOECD Guidelinesnales it clear that theare not to be
interpreted as pwenting the deelopment of “diferent protectie measuresThe Explanatory
Memorandum that accompanies the guidelines notes that the drafters pondered the sensiti
data issue. Hoever, the memorandunxpressed doubt on whether particular kinds of data are
universally rgarded as being sensii and whether indiduals associated with particular
groups (for gample, persons with mental disability) and sevesitiata actually need additional
protection. (See paragraphs 19 and 32.) In the subsequedetades, though, the standards
adopted by other internationalganizations tend to ka resoled such doubts irafour of
heightened protection for sengéidata.

d. Consent: Data Collection, Use and Disclosar

The Guidelines require consent as a foundational element for the collection of personal data.
In outlining the data collection limitation principlsticle 7 indicates that personal data should

be collected bydir and lavful means, “and where appropriate, with thewlsalge or consent”

of the person about whom the data are being collettesl.data collection limitation principle
functions in concert with other related principl&gticles 8 to 10 of th®©ECD Guidelineslso

outline “purpose specifation; “data quality” and “use limitation” principleslogethey the
standards mean that only ned@t and accurate data should be collected for precise and limited
purposes, and that disclosure and use should be restricted to those original purposes unless
consented to by the data subject or authorized wyThe requirement for consent oigéd
authorization thus protects yaicy and adences lgitimate collection, use and disclosure of
personal information.

e. Exceptions and Reseah

Article 4 of theOECD Guideline®offers guidance on makingeeptions to the general duties
of data protection. It indicates thatceptions to the general duties on grounds such as national
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security or public order should be “ asvfas possible” and be “made kmo to the publié.
These proisions seem to reftt two intentions: fist, to gve broad dct to the protection of
privacy while avoiding undue and countlessoeptions that might jeopardize thery purposes
and alues of such protection; second, to makich gceptions transparent and publicly ko

so that thg may be subject to the normal scrytidebate and accountability of a democratic
society

Though not directly mentioned in the principles thenmesglyparagraph 47 of the Explanatory
Memorandum for th©ECD Guidelinegloes indicate that these guidelines were written on
the assumption “thatxeeptions will be limited to those which are necessary in a democratic
society’ The OECD Guidelinesdo not specifially address health or sciertifiesearch and
outline no speciéi exceptions for health research.

f. Data Retention and Security

Article 11 of theOECD Guidelinegxplains the Security Principle by calling for personal data

to be protected by “reasonable security gafeds” aginst accidental destruction or loss and
unauthorized access, alteration or disclosure. Reasonable secudtyasdéemay include, as
paragraph 56 of the Explanatory Memorandum notegsipdl measures that control access,
organizational measures such as codes of conduct for institutional data collectors, and information
technology measures such as enciphefihg OECD Guidelineslo not specify a precise length

of time for data retention. Rathéne principles for limiting data collection to spesifipurposes

and limited uses seem to imply that the length of data retention depends on whether the data
continue to be necessary to fulfie speciid purpose(sy

g. Other Noteworthy Provisions

The OECD Guidelinegncourage nations to underakitiatives, both national and international,
to protect the pviagy of personal data.

Within their avn borders, nations are encouraged to “establigdl,l@administratie or other
procedures or institutioridn particular this means to endezur to adopt appropriategislation,
support selregulation, preide reasonable means for miduals to &ercise their rights, pxide
adequate sanctions and remedies, and ensure thatawodisdérimination occurs.

For international implementation, member nations agedito cooperate with one another to
facilitate the free €éiw of personal data and dedi legitimate restrictionsThis challenge does
involve some balancing. On one haAdijcle 18 uges member nations not to unduly restrict
data fow by establishingxxessie privacy standards. On the other haAdticle 17 prwides
that member countries may impose restrictions on transfers to other natienghgi nature of
the data and géen a lack of “equialent protection” in other countrieas did mayy of the
concepts and principles in ti@ECD Guidelinesthe equialent protection concept became a
legal standard central to international data protectiandad poliy some tvo decades later

19 Organization for Economic Co-operation andvBlepment (OECD)Explanatory Memandum, Guidelines on the
Protection of Privacy andransboder Flows of Brsonal Data para. 54-55. &is: OECD, 1981. Online:
www.oecd.og/dsti/sti/it/secur/prod/PRMEN.HTM
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B.  Council of Europe (COE)

As is mentioned in Section II.C, the Council of Europesviounded in the late 1940s as an intra-
European human rights ganization?® Complementing the pracy protection praeision of the
ECHR at least three documents outline modern health data protection standards of ti&€©E.
include theCorvention for the Ratection of Individuals with Ryard to Automatic Pocessingof
Personal Data(1981) COE Cowention 108/198)1 the Recommendation on the d®ection of
Medical Data(1997) (COE Recommendation R97[5Bnd theCorvention for the Ritection of
Human Rights and Dignity of the Human Being witlyd®e to the Application of Biology and
Medicine(1997)(Corvention on Human Rights and Biomedicine)

1. COE Corvention for the Protection of Individuals with Regard
to Automatic Processing of &sonal Data (1981)

In 1981, follaving initial work in the early 1970s on the protection ofvagy regarding elee

tronic data banks, the COE opened for signatur€dmeention for the Ratection of Individuals

with Regjard to Automatic Pocessing of &sonal Data(COE Cowention 108/19811% Like

the OECD Guidelinesthe document addresses a basic societal challenge. Its preamble announces
the task of reconciling “the fundamentadlwes of respect for macy and the free dw of
information between peoplédn contrast to th@®©ECD Guidelinesthe corention is binding

as an international treatlf obliges the 20 European nations thatehadopted it to harmonize

their laws to give efect to the principles outlined in it. Non-member countries of the COE may
also accede to tHeOE Cowention 108/1981Selected highlights folla.

a. Scope

Article 3 of theCOE Cowention 108/198indicates that it applies to automated personal data
files and automatic processing of personal ddia.article gres member states the discretion
to extend the principles to non-automatic processingvéder, by virtue of its limited application

to the automatic processing of data, it is thus maran scope than th@ECD Guidelines
Like theOECD Guidelinesit applies to both the public and yate sectors.

b. Definitions

Article 1 of theCOE Cowention 108/1981like theOECD Guidelinesdefnes “personal data”

as “ary information relating to an identd or identifable indvidual’ It offers no defiition

of identifiable indvidual. It defnes “automatic processing” as including the failg operations

if carried out in whole or in part by automated means: storage of data, carrying out of logical
and/or arithmetical operations on those data, and their alteration, erasunelretriisseni
nation.

20 Member states includdlbania,Andorra,Armenia,Austria, Belgium, Bulgria, Croatia, Cyprus, Czech Republic,
Denmark, Estonia, Finland, France, Germdreece, Hurgyy, Iceland, Ireland, Latvia, Liechtenstein, Lithuania,
Luxemboug, Malta, Moldwa, the Netherlands, Noay, Poland, Portug), Romania, the Russian Federation, San
Marino, Sloakia, Slavenia, Spain, Sweden, Switzerland, the “forMegosla Republic of Macedonia;Turkey,
Ukraine and the United Kingdom.

21 Council of EuropeCorvention for the Ratection of Individuals with Riard to Automatic Pocessing of &sonal
Data, E.T.S. No. 108Strasboug, 28 January 1991. Online: http://gentions.coe.int/treaty/en@aties/html/108.htm
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c. Special Potections: Sensitve Data

Article 6 of theCOE Cowention 108/198butlines additional protections for “special cpiges

of data: It thus diverges from thedOECD GuidelinesThe COE Cowention 108/198provides
that personal data concerning racial origin, religious beliefs, healtkxwaldée “may not be
automatically processed unless domesticslarovide appropriate saf@ards. The document
itself does not elaborate on or illustrate such appropriatgusafds. Nor does itxelicitly
require the consent of the data subject for processing serdstia. Still, th&€€OE Cowention
108/1981does require special protection for personal data of a senséture. In doing so,
the COE Cowention 108/198%ket a standard thatowld be subsequently adopted by other
organizations in international data protectiow.la

d. Consent: Data Collection, Use and Disclosar

For general or non-sensi#i personal datédyrticle 5 indicates that personal data must generally
be processedirly and lavfully, be stored for a spe@fi and Igitimate purpose, and be accurate,
relevant, and notxxessve in relation to the purpose for its storage. In contrast tQ&#ED
Guidelines these general pvisions contain noxpress requirement for the informed consent
of the person about whom the information is being processeekplicit consent requirement
might nonetheless arise under national la

e. Exceptions and Reseah

Article 9 of theCOE Cowention 108/198provides eceptions to the general dutiegaeding
data protectionwhile theOECD Guidelinesndicate that thexeeptions should be “asvieas
possible, the COE indicates that suckaeptions should be “necessary” for such democratic
societal needs as state secuptyblic safetyor the suppression of criminal adty. The COE
Convention 108/198tloes not praide for the processing of data for research purposegeldq
interestinglyArticle 9.3 indicates that nationaWa may limit the data subjesttight of access

to and correction of automated personal data used for sceatiéarch and statistical analysis
when “there is oiously no risk of an infringement of the yeity of the data subjects.

f. Data Retention and Security

Article 7 of theCOE Cowention 108/198talls for “appropriate security measures” to be under
taken to protect data agqst accidental destruction or loss and unauthorized access, alteration
or disclosureThis parallels th®©ECD GuidelinesArticle 5.e indicates that identidle data

are to be preseed no longer than is required for the purpose for which the data are stored.
This provision parallels the implied rationale of tREECD Guidelineson the length of data
retention.

g. Other Noteworthy Provisions

The COE Cowention 108/198tontains important pkasions for its implementation nationally
and internationallyArticle 12 parallels th@©OECD Guidelinesdy authorizing restrictions on
international data transfers to countries lacking “eajant protection” in pvacy norms. er
domestic implementatiorArticle 10 requires nations to priole “appropriate sanctions and
remedies” for violations of nationalvia that &press the principles of tHeOE Cowention
108/1981 However, in contrast to more recent data protection principles of the United Nations
and European Union (see sections Ill. C and D Mbelihe originalCOE Cowention 108/1981
includes no specifirequirement for the establishment of national data protection supervisory
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authorities Accordingly, an amendment to tHeOE Cowention 108/198has recently been
proposed? It would require countries to establish independent supervisory authorities-respon
sible for ensuring compliance with conformingjildation or rgulations introduced by the
states. Finallyarticles 18 and 19 of theOE Cowention 108/198treate an advisory cem

mittee that, among other things, is responsible for recommending reforms and responding to
written queries on th&€€OE Cowention 108/1981The proposed amendment on national
supervisory authorities enggrd in part from the deliberations of this advisory committee.

2. COE Recommendation on the Protection of Medical Data (1997)

To contour and elaborate the general principles o€tb& Cowention 108/198{1981) to the
specift needs of arious sectors of societthe COE haswer the years proposed a numbér
recommendationsThese hee addressed issues such as medical databanks (1981), scientifi
and other statistical research (1983), data transfers by public institutions (1991), and-data pro
cessed for statistical purposes (1997). Such recommendations argafiptdmding. Rather

they reflect a COE request to member states to considgood &ith, the implementation of
national lav in conformity with recommended applications and interpretations cCOE
Corvention 108/1981As such, the recommendations detail standards of reference on precise
data protection issues for the COE community1997, the COE adoptdRecommendation
R97(5) on the Ritection of Medical Data (COE Recommendation R975hich addresses
medical research in some detail. Maf its pravisions are inspired by tHeECD Guidelines

the COE Conention 108/1981and the EUDirective 95/46/EC of 24 October 1995 on the
Protection of Individuals with Rard to the Pocessing of &sonal Data and theree Mwement

of Sut Data (EU Privacy Diective).

a. Scope

Article 2 indicates thaCOE RecommendatidR97(5)applies to the collection and automatic
processing of medical data in particulds limitation to the automatic processing of medical
data is thus\en narraver than both th©ECD Guidelinesand theCOE Comwention 108/1981
TheArticle gives member states the discretion xterd its principles to non-automatic pro
cessing. Like the OECD Guidelinesand COE Cowention 108/1981lit applies to both the
public and pwate sectors.

b. Definitions

Among other thingsCOE Recommendation R97(&)ntains defiitions of “personal data”,
“identifiable indvidual”, and “medical data”. Li&k theCOE Cowention 108/1985andOECD
Guidelines Article 1 defhes “personal dataas “ary information relating to an identd or
identifiable indvidual? It differs from theCOE Cowention 108/1985andOECD Guidelines
in that it also defies “identifable” as follevs: “an indvidual shall not be garded a&dentifiable’

22 Council of EuropeDraft Additional Piotocol to Comention for the Ratection of Individuals with Rard to
Automatic Pocessing of &sonal Data (E.TS. No 108) Rgarding Supervisonfuthorities andTransboder Data
Flows and Explanatory Repoistrasbouy, 2000. Online: http://stars.coe.fr/inde.htm

23 Council of EuropeRecommendation No. R97(5) of the Committee of Misigddlember States on thedection
of Medical Data Strasboug, 1997. Online: http://cm.coe.int/ta/rec/1997/97r5.html
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if identification requires an unreasonable amount of time and marpdrticle 1 also
specifcally defnes medical data as “all personal data concerning the health of\aduali It
refers to data that ki@ a clear and close link with health, as well as to genetic data.

c. Special Potections: Sensitre Data

COE Recommendation R97&plicitly draws onArticle 6 of theCOE Cowention 108/1981
Article 6 outlines special protections for personal data concerning halsluch, thdRecom
mendation R97 (53xtends the rationale of the article into a detailed statement of spectal stan
dards. It gen outlines standards for some subsets of medical information, such as genetic data.

d. Consent: Data Collection, Use and Disclosar

Like theCOE Cowention 108/1984and theOECD GuidelinegArticle 4 indicates that medical
data must generally be processadly and lavfully, and only for a specéd purpose. In
contrast to th&€COE Cowention 108/1981lhavever, COE Recommendation R97(&xrludes
consent as anxplicit condition for the processing of medical dafais parallels th@©ECD
Guidelinesand theEU Privacy Diective Article 4.3 of COE Recommendation 97 (@ovides
that medical data may generally be collected or processalidfoonsent has been obtained or
if the law otherwise preides for non-consensual data collection. Consent mayvea gy (a)
the data subject, or (b) her or higdérepresentate, or (c) other kaful authority A valid
consent, according trticle 6, needs to be “freexpress and informedArticle 5 identifies
basic informational elements that should be shared with the data subject and thustedatrib
informed consenfrticle 8 outlines similar standards for communication and disclosure.

e. Exceptions and Reseah

COE Recommendation R97@3%0 outlines standards for non-consensual processing of medical
data, including researclAs in other documents, thexaeptions are generally structured and
crafted narraly on a necessity standard thapeesses competing and sometimesroding
societal interestgirticles 4 and 7 specifally defne norms for the non-consensual “collection”
and “communication” of medical dat@hough “communication” is not de#d, its preisions
target the disclosure or sharing of medical data. Both articles 4 and 7 indicate that medical data
may be collected and communicated without consent, when “authorizeavbjofapublic
health reasons, for prenting real dangers, or for similarly important public interests. Data
may also be collected or communicated when “permittedvsyftar, among other things, cen
tractualmatters, Igal proceedings, sajearding vital interests of a person, or for the therapeutic
purposes of the data subject or her or his genetically relatedeeldtese proisions parallel

the standards of tHeU Privacy Diective

Beyond the latter pngasions, COE Recommendation R97@so details particular duties and
exceptions for the use of medical data in resedkditle 12 specifs a general duty to be sure
that medical data for research remain gnoous. Use of identifying medical data is authorized
under certain conditions. It must be gimothat the research project needs to be carried out for
“legitimate purposes” and that aryomization of the medical dataowld male the research
project “impossiblé.Once lgitimate purposes and impossibilityveabeen shan, use may
proceed (a) with the consent of the data subject ogad tepresentate thereof, or (b) with
authorization from a duly andvdully authorized entity under particular criteria, or (c) when
the research is necessary for public health reasons and authorized by kaeping with
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COE Cowention 108/1981Article 8.2 of theCOE Recommendation R97(fhits a data
subjects general right of access to medical data used for saierg8earch and statistical
research purposes when “there is clearly no risk of an infringementa@wypri

f. Data Retention and Security

Article 9 of COE Recommendation R97@8nerally echoes the basic security standards of the
COE Conention 108/1984and theOECD GuidelinesIn addition Article 9 details a range of
“appropriate measures” that should be periodicalyereed to ensure the codéntiality and
accurag of processed datd@hese include controlsver memory communication, transport,
data entry and use, as well as processing designed to separateiddnifin administrate,
social and medical data.

Consistent with th€ OE Cowention 108/198And theOECD GuidelinesArticle 10 of COE
Recommendation R97(8utlines a general duty to retain data no longer than necessary to
achieve the purpose for which itag collectedThe general duty is subject todvwexceptions:

first, if it is otherwise “necessary” to preseithe data foramong other things,déimateinter-

ests of public health, medical sciences, or historical or statistical research, “taking into account
the prvagy of the patient. Secondly requests by indiduals to hae personally identifible
medical data destyed should generally be honoured, unless arrfiding and lgitimate
interest” or superseding obdion justifes its conseation. Data made angmous need not

to be destrged.

g. Other Noteworthy Provisions

Beyond its specifi focus on the automatic processing of medical d&B; Recommendation
R(97)5contains a f& other notevorthy dimensions. First, it is intended to supersedeCO&
Recommendation 198 automated medical banks andaeflmore current thinking in light
of recent deelopments, including parallel initiags by the EU as reftted in theeU Privacy
Directive (See Section C.1, belg SecondCOE Recommendation R97(Bllicates that, aa
general rule, international transfers of medical data between COE nations shoudtlibtee
on whether a recipient nation has “e@lént protection” to the pwisions and principles of
COE Recommendation R97(3) remains to be seen whether the “gglént protection”
standard ofCOE Recommendation R97(®jill be substantiely similar to, or diferent from,
the “adequate protection” standard of BBECD Guidelinesand theEU Privacy Directive
(See Section C.helow.)

COE Corvention for the Protection of Human Rights and Dignity
of the Human Being with Regard to th&pplication of Biology
and Medicine (1997)

In the 1990s, the COE became one of tt#t finternational aganizations to attempt to deé a
formal treaty that addresses the protection of human rights inattee df “accelerating
developments in biology and medicihdhe initiatve dravs on the heritage of tHéniversal
Declaration and the ECHR to erectdal approaches aimed at furthering human dignity in
modern societyin 1997, theaCOE Cowention for the Ritection of Human Rights and Dignity
of the Human Being with Bard to theApplication of Biolgy and Medicine (1997) (COE
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Convention on Human Rights and Biomedicth&)as opened for signature. @vhalf of the
Council's 41 member countries Ve signed the Caention. It is also open to non-member
nations, such a&ustralia, Canada, Japan and the United States, that hadeststatus in the
COE Steering Committee on Bioethics.

At least four of its preisions generally wolve health research and \@é¢y. First,Article 15
announces the principle that scieutifesearch in thedid of biology and medicine shall be
carried out freelysubject to praisions in the Covention and other ¢@l instruments for “ensur

ing the protection of the human bein§econd,Article 16 then outlines general standards
governing research on a persdiey include independent view of the scientifi merit and
ethical acceptability of the project, informed consent of the participant, and, as a part of the
informed consent process, advising potential participants of their rightsgahgbietections.
Such rights and protections are elaborated by th@dabtions specift provisions on informed
consent and pragy. Third, then, the Carention includes anxpress praision on the protection

of privagy. Article 10 prwvides that “geryone has the right to respect fowpte life in relation

to information about his or her healtRourth, the article indicates that the right torpgy in-
cludes an entitlement of choice: to knar to decline to be informed, of information collected
about ones healthThe COE Comwention on Human Rights and Biomedicifaes not contain

an «plicit data protection prasion, though it does refer to t@OE Cowention 108/1981
More speciftity may emege from formal amendments to t¥OE Cowention on Human
Rights and Biomedicine the form of protocols. Protocols, which tend to focus on more
specift issues, hae been drafted for cloning andgan transplantation. Further protocols are
currently being prepared for medical research and for genetics.

European Union (EU)

Created by international treaty in the 1950s, the European Economic Community (EEC)has pro
moted and harmonizedwa and polig on economic relations, trade andrelepment in Europe
over the years. Some of its harmonization policies ladirectly touched on scientifde/elopment,
research and health. Examples include the longstanding EEC vegiath the harmonization of
pharmaceutical and patentddnder a ne treaty adopted in the 1990s, the EEC changed its name
to the European Union and broadened its mandatewltexplicitly includes health matters in its
mandate. Members of the EU include some 15 European nétiBasause member states are re
quired to harmonize theirkas with EU directves and lile legal requirements, the EU hasvpers,

roles and responsibilities akin to a federaleyoment for much of Europe. Its intEéuropean roles

are dischayed lagely through the Europeanafiament, the European Court of Justice, the
European Council, and the European Commission.
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Council of EuropeCorvention for the Ratection of Human Rights and Dignity of the Human Being witfaideo
the Application of Biolgy and Medicine: Corention on Human Rights and BiomediciBel.S. No.164. Oviedo,
1997. Online: http://carentions.coe.int/featy/EN/CadreListeBites.htm

Member states, as of spring 2001, inclAdestria, Belgium, Denmark, Finland, France, Gernm&reece, Ireland,
Italy, Luxemboug, the Netherlands, Portalg Spain, Sweden, and the United Kingdom. Membershixpisated to
expand.
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In this contat, between 1995 and 2000, the EU adopted three formal documents that outline modern
data protection principles for personal health informafitrey are: 1) theeuropean Union Privacy
Directive(1995), 2) arOpinion on Health Ca¥ in the Information Socie({t999) and 3) th&uro-

pean Union Charter of Fundamental Rig(2€00).

1. European Union Privacy Directig (1995)

EU Directive 95/46/EC of 24 October 1995 on thetBction of Individuals with Rgard to the
Processing of &sonal Data and the ree Mwement of SucData (EU Privacy Diective
entered into force in 1998.Member states are obliged to bring their nationaklinto con
formity with the principles of th&U Privacy Diectivewithin three years of its adoption. In
order to do so, themay emplg whatever instruments of & (statutes, mgulations, decrees,
etc.) thg deem appropriat@.he Directive has yielded e or revised data protectionws in
mary European nations, including Greece, Ilté&prtual, Switzerland, the United Kingdom,
Germary, Austria, Belgium, Spain, Denmark, Finland and the Netherlafids. Directve
shares the twin goals of tl@ECD Guidelinesand theCOE Cowention 108/1981to protect
the fundamental right to pacy in the processing of personal data and to harmonize the free
flow of such data between nations.

a. Scope

According to itsArticle 3, theEU Privacy Diectiveapplies to the processing of personal data
by automated or non-automated means. It thus parallels the scopeQEGHRGuidelines
and is broader than tf@OE Cowention 108/1981Like theOECD Guidelinesand theCOE
Corvention 108/1981theEU Privacy Diectiveapplies to data in both the public andvpte
sectors.

b. Definitions

Article 2 of theEU Privacy Diective like theOECD Guidelinesdefnes “personal dataas

“any information relating to an identifdl or identifable indvidual’ However, in contrast to

the OECD Guidelinesand theCOE Cowention 108/1981the EU Privacy Diectivefurther
defines an “identifible indvidual” as a person who can be idemtiffi directly or indirectlyin
particular by reference to an identdtion number or to one or moracfors specifi to his
physical, plysiological, mental, economic, cultural or social idenfigcording toArticle 2 of

the Directie, “processing” of personal data includes the collection, storage, consultation, use,
disclosure, alteration or destruction of personal data.

c. Special Potections: Sensitre Data

Like theCOE Cowention 108/198and unlile theOECD GuidelinestheEU Privacy Diective
explicitly offers higher standards for the processing of “speciafjoatss of datd,including
identifiable health information. It does so, in part, by imposing a general prohibitamsag

the collection of health data, subject to some mamaeptionsAtrticle 8 speciftally provides

that EU member states “shall prohibit the collection of personal data concerning ... health or

26 Directive 95/46/EC of the Enpean Rrliament and of the Council of 24 October 1995 on tiaéegtion of individuals
with regard to the pocessing of peonal data and on thegfe meement of sdrcdata Official Journal L 281, 23/11/1995
p. 0031- 0050. Online: http://europa.eu.int/dex/en/lif/dat/1995/en_395L0046.html
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sexual life” unless the data subject hagplitly given a free, specifiand informed consent.
Narrov exceptions to the general requirement of consent are outlined,bel8ection 1.e.

d. Consent: Data Collection, Use and DisclosarStandards

For the processing of general personal data, the Dieeotitlines both data quality principles
and consent standardsticle 6 indicates, among other things, that personal data must generally
be (a)processeddirly and lavfully, (b) collected for a spedil, explicit and lgyitimate purpose

and (c)accurate and relant. These echo the original OECD quality control principles, with
minor and sometimes important inadions.

For instance, the Direete kuilds on the spec#did and lgitimate purpose principle of the
OECD Guidelinedy adding the requirement that the purpose beligt.” The requirement

of an eplicit purpose theoretically enables those about whom the data are being collected to
provide more detailed, precise and informed consent to their collection anthiseequire
ment is complemented by articles 11 to 13, which require additional information twebd@i
the data subject about his or her right of access, right to rectify data, and rights iofbia
mation about particular data collect&the EU Privacy Diectivealso adds importamiements

to the consent standard for the collection of personal \d4t#e theOECD Guidelinesndicate
that data collection may proceed with the Wharige and consent of the data subject “where
appropriaté,the EU Privacy Diectiveoutlines a basic consent requirement in more certain
terms. More specifally, Article 7 provides that personal data may be processed ‘ibihe
data subject has unambiguouslyegi consent” subject to ammicit necessary standar(See
Section E, bel.) “Consent, as defhed inArticle 2 of the EU Privacy Diective is a
voluntary specifc and informed indication of agreement to the processing of personal data.

e. Exceptions and Reseah

TheEU Privacy Diectiveoutlines three cat@ries of &ceptions based on a necessity standard—
that is, a requirement that theceptions be demonstrably necessary t@ade a competing or
overriding societal interesThe test mirrors the necessity standards ofGR¥= Cowention
108/1981and theOECD Guidelines

First, Article 7 indicates that in the absence of consent, non-consensual processing of general
personal data must be stroto be necessary fomong other thinggomplying with a lgal
obligation under national Vg protecting interests of the data subject, or undertaking a task in
the public interest.

SecondArticle 8 provides more specificonsent rules andkeeptions for the processing of
sensitve data such as personal health information.

Article 8 indicates that, lyend the general conditions that must be met for the processing of
general personal data, particular conditions for Reoegtional processing of health data with
out consent require demonstration that the processing is necessararoeadVv'substantial
public interest,such as the defence ofjld claims or for therapeutic purposes such as diagnosis,
care, treatment or health care services managefrtensocietal benea§ of scientift research

may persuade some European states toaléialth research as a substantial public interest
exception necessary for the aihcement and promotion of biomedical, epidemiological, geno
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mic, public health and Ik research. E&n so, non-consensual data processing of idainitfi
health data for research purposesild still hase to comply with an additional pecy standard

in Article 8 of the Directie; that is, that health data be processed only by those subject to a
professional obligtion of confilentiality or secrgcor the equialent thereof.

Third, Article 13 outlines generalxemptions that member states may adogislatively as
legitimate restrictions on the data quality standards, on the information that must be disclosed
to data subjects, and on rights of access and correction t@ Hateestriction must constitute

a necessary measure to gaferd national defence, the administration of criminal justice, or an
important fhancial interest of a member staddthough theEU Privacy Directivemakesno

specift reference to a researckception for non-consensual processing of general personal
data or health datéyrticle 13 indicates that nationaMa with adequate sajaards may limit

the data subjea’right of access to and correction of personal data processed solely foracientifi
research when “there is clearly no risk of breaching theagriof the data subjectsThis
parallels the similaneeption in theCOE Cowention 108/1981

f. Data Retention and Security

Article 17 of theEU Privacy Diectivegenerally calls for “appropriate technical andamiza

tional measures” to be undertakto protect data amst accidental destruction or loss, and
unauthorized access, alteration or disclostlinés parallels OECD standardehe article pre

scribes a balancing standargtee acknwledging cost and technologicaldtors, the beel of

security should be proportionate to the risks associated with the nature and processing of the
data. Lile theCOE Comwention 108/1981Article 6.e of theEU Privacy Diectiveindicates

that identifable data are to be presedvno longer than is required for the purpose for which

the data were collectedrticle 6.e also calls on countries to outline appropriategsafiels for
personal data stored for longer periods for statistical or sctergffearch purposes.

g. Other Noteworthy Provisions

TheEU Privacy Diectiveoutlines a number of pvisions that dect implementation nationally
within the EU, and internationallyror example, member states are obliged to ensure that
national Igislation includes enforcement andecsight mechanismsrticle 22 requires EU
member states to ensure that widiials hae legal recourse for violations of data protection
rights.Article 28 further obliges member states tovite for independent national supervising
authorities to wversee the monitoring and implementation of national data protectisnTa
facilitate the implementation of the standards offkkePrivacy Directive Article 27 obliges
member states to encourage theetlgpment of data protection codes of conduot. dverall
oversight and advice on thelU Privacy Diectiveand the eolution of data protection in the
EU, Article 29 establishes an Independéradrking Rarty.

The EU Privacy Diective also afects international dataxehanges with non-EU nations.
Article 25 obliges member states to yidke that transfers to non-EU countries caretplace

only if recipient nations ensure an “adequatell®f protectiori. An evaluation of the teel of
protection shall be judged on sudictors as the nature of the data, vate national les,
professional rules, and security measufée determination is to be made by the Independent
Working Rarty established barticle 29 of theEU PrivacyDirective Documents and reports

on the galuation of pwvacgy protection standards in countries such as the US and Canada for
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purposes of data sharing with EU membtes hee recently been made publicArticle 26

of theEU Privacy Dikectiveallows data-transfers to recipients in countries not ceditifis he-

ing adequate protection under limited circumstanthese include circumstances where the
transfer is “necessary or required on important public interest” grounds. Fhuaitye 33
indicates that therBt three-year public report on the implementation oEttiéPrivacy Diective
potentially including proposed amendments, is due in autumn 2001.

European Group on Ethics in Science and Newdhnologies:
Ethical Issues of Healthcare in the Imdrmation SocietyOpinion No. 13

Founded originally under a d&rent name in 1991, the European Group on Ethics in Science
and Nev Technologies has a mandate téepto the European Commission interdisciplinary
ethics advice on issues occasioned byelipments in science and technoloBiye European
Group on Ethics in Science andw&echnologies has released some 15 written opiniong; man
on ethical issues in biotechnolodyy their 1999 advisory opinion dgthical Issues of Healthcar

in the Information Societ§European Goup on Ethics Opinigi?® the Group addresses leading
issues imolved in the collection and use of personal health data for research.

In theEuropean Goup on Ethics Opinigrthe Group adopts the eight original OECD data-prin
ciples, and adds those of citizen participation and education. It idertti# tension between
privagy and research as one of mamlue conficts in the preision of health carélhis tension
had been noted in tt@ECD Guidelinesand theCOE Cowention 108/198%ometwo decades
earlier Privagy, the European Goup on Ethics Opiniosuggests, may be traded for certain
goods, such as research, under particular standards and conditions. Highlightsuodglban
Group on Ethics Opiniofollow.

a. Scope

The advisoryeuropean Goup on Ethics Opinioaddresses ethical issues of health care in the
information societylt falls within the recently broadened EU mandate that @gressly in
cludes health and human righthie European Goup on Ethics Opiniofocuses on the use of
identifiable health information for general health care purposes, including research.

b. Definitions

The Opinion adopts the dettion of personally identifible health data as dedid in theEU
Privacy Directive

c. Special Potections: Sensitre Data

The European Goup on Ethics Opiniomotes that personal health data encompasses a wide
range of information, including basic medical data (e.g., medical histories), \semEta
about mental health, or administvatidata such as insurance informatidhe Opinion goes
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Online: http://europa.eu.int/comm/internal_metYkn/dataprot/wpdocs/indétm.While reports and decisions on
such countries as the USveabeen concluded, anéil report and decision on Canadaxpexted early in 2002.

European Group on Ethics in Science and/NlechnologiesEthical Issues of Healthcaiin the Information
Society Opinion No. 13Brussels, 1999. Online: http://europa.eu.int/comm/secretariat_general/sgc/ethics/en/
opinion13.pdf
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on to state that “personal health data necessarily touch upon the identityvatel ljje of the
individual and are thusxeeemely sensitie .... Personal health data form part of the personality
of the indvidual, and must not be treated as mere objects of commercial transaction.

Perhaps because it focuses only on health daté& utogpean Goup on Ethics Opiniooes

not specify hw the protection of personal health data should compare with that of non-health
personal data. Nor does it identify particular kinds of personal health information, such as
genetics, as being more sengtthan others.

d. Consent: Data Collection, Use and Disclosar

The vievs and standards on consent axpressed in the Group’self-determination and
confidentiality principles. Echoing th@eECD GuidelinesSection 2.3 of th&uropean Goup
on Ethics Opiniortonstrues the principle of self-determination as including “citizeégist to
know and to determine which personal health data are collected and recordedy tawhmo
uses them for what purposes, and to correct data, if necessatihiermore, the citizen has a
right to oppose ansecondary use of his or her data that is notigea for by lav.

Section 2.2 articulates a right toyardy and confilentiality, generally dependant on the widual’s
informed consent.

The human right to respect for yate life requires that coantiality of personal health data
is guaranteed at all times. It also implies that, in principle, the informed consent of the
individual is required for the collection and release of such data.

Consistent with th&eU Privacy Diective the section pnades that all lgitimate users of
personal data lva a duty of conflentiality equivalentto the professional duty of medical
secrey. Medical secrecis seen as central to the trustthiness of the health care system.
Moreover, the European Goup on Ethics Opiniomdopts the position of th&/orld Medical
Association 194®eclaration of Genea: that the duty of condientiality continues after the
death of the person. (See Section II.E vabo

e. Exceptions and Reseah

The European Goup on Ethics Opinionloes not praide expressly for a researchxeeption,
though it does prade that ag exceptions to the duty of pragy and confilentiality “must be
limited and preided for by Igal rule” This approach parallels that of td&CD Guidelines

The use of personal data for the broad societal lhemefit, moreeer, be justifed in the
contet of the indvidual’s right to self-determination. Consistent with these principles, articles
2.2 and 2.3 infer that secondary uses of data should bevrembspeciéd in lav.

f. Data Retention and Security

Article 2.6 deems the security of information and communication technologies “an ethical
imperatve! This imperatie requires appropriate encryption technojaggsed netarks for
personal data transfers, andamizational measures to support secufitye European Goup

on Ethics Opiniordoes not specify a data retention period.
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g. Other Noteworthy Provisions

The European Goup on Ethics Opinioralls for the deelopment of a specdidirective on
medical data protection within the frawmrk of theEU Privacy Diective

3. European Union Charter of Fundamental Rights (2000)

Under treaties adopted in the 1990s, member states of thevela énding lgal obligation

to respect fundamental human righithe treaties makreference to the rightggressed in the
ECHR, discussed in Section Il. C, aboIn 2000, the EU adopted a formal human rights
document, thé&uropean Union Charter of Fundamental Rights (EU Chauidelt results from

a common initiatie in recent years to unite into on&ttthe diverse ciil, political, economic
and social rights already refited in drerse Igal documents and sources within the broader
EU community As such, theEU Charteris broader than thECHR. The EU Charteritself
provides no directly enforceablegi remedy; it is not directly ¢mlly binding. Rathersimilar

to theUniversal Declaation, it is a solemn proclamation of fundamental righténeang and
reflecting general principles of EUWaln theory then, theEU Chartermay be referred to in
judicial and Igal proceedings as an interpvetisource of EU human rights. Discussion and
refinement of its formal status, and options such as its possible inclusion within the EU treaties,
are to be deliberatedrer the n&t few years.

Article 7 of theEU Charterechoes the classic post-WWII call for incorporation of respect of
privagy into human rights & by declaring thatweryone has the “right to respect of his or her
private and dmily life” It thus dravs lagely on the language of théniversal Declaation,

the ECHR, and the CCPR and CES®@Gough the article ¢érs no defiition of private life, the
reference in th&U Chartets preamble to some of these other international docurapdtt
European human-rights casevlindicates that “pviate life” is intended to be interpreteda
manner consistent with those standards.

The right to prvagy is complemented by a brief anxpéicit data protection principlérticle 8
declares that “eeryone has the right to the protection of personal”datech data, the article
continues, “shall be processairly for specifed purposes and on the basis of consent or some
other lgitimate basis laid den in lawv.” The inference is thatxeeptions to consensual data
collection should bexglicitly set forth in lav. The article further calls for access by iiduals

as well as wersight of compliance by an independent authofitye EU Charterthus codifes
leading elements of the original OECD data protection principles intgi@ned international
human rights document.

D.  United Nations (UN)

While Section I, abee, indicates that the protection ofvady has, @er the decades, been a
central human rights concern in the international commuthiéyUnited Nations (UN) lgan only
in the 1990s to address in earnest the data protection dimensiongaf. [Bince then, at least bw

29 European Brliament and CounciCharter of Fundamental Rightilice, 2000. Online: wwweuroparl.eu.int/charter/
default_en.htm
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initiatives of UN bodies hee resulted in formal documents that address data protection: a 1990
resolution from the UN GenerAksemblyand a 1994 declaration from a collabamtindertaking
by a rgjional ofice of thewWorld Health Oganization.

1. UN Guidelines on ComputerizeddPsonal Data Hes (1990)

In 1990, the UN Generalssembly formally adopte@uidelines for the Rplation of Compu
terized ersonal Data fes (UN Guidelines)° The UN Guidelinesshare and sometimes modify
the original OECD norms by incorporating the fallng principles for the processing of com
puterized personalléis: lavfulness anddirness, accurgg purpose-specifation, interested-
person access, non-discrimination and securitg UN Guidelinesare not binding. Still, the
constitute a formal pronouncement by some 180 member states of the UN Gésseaiiyply
As such, the represent a high deee of consensus on, anddence of, leading principles in
international data protectiorwaand polig.

a. Scope

The UN uges théUN Guidelinesupon international geernmental aganizations, international
non-governmental gganizations, and nations as “minimum guarantees that should \bdgato
in national Igislation” The Guidelines apply to computerized persores fin the public and
private domainsThe UN Guidelinesndicate that it is open to gernments and ganizations
to apply them to manualés.

b. Definitions
TheUN Guidelinedo not defie key terms used in the document.

c. Special Potection: Sensitve Data

In contrast to th@©OECD Guidelinesyet consistent with th€OE Cowention 108/198hnd
EU PrivacyDirective theUN Guidelinesoutline special protections for sengitidata. Subject
to strict exceptions, the compilation of “data dily to give rise to untaful or arbitrary dis
crimination” is generally prohibited. Data referring to an widlial's se life and racial or
ethnic origin are referred to aganples of sensite data, bt the UN Guidelinesdo not
explicitly include health data. Such designation is within the discretion of member nations.

d. Consent: Data Collection, Use and Disclosar

Under theUN Guidelinesdata must be collected or processedudly and fairly, accurately
and for a speciid and lgitimate purpose.dt purposes incompatible with those spedifiuse
or disclosure of personal data generally requires the consent of the person concerned.

e. Exceptions and Reseah

The UN Guidelinesprovide for narrev exceptions to the general duties offal, fair and
consensual collection, use and disclosure of personalAtataexceptions must meet seral
conditions.They must be grounded on a necessity standard for the protection of, among other

30 United Nations, Generalssembly Resolution 45/95 of 14 December 196@iidelines for the Reilation of
Computerized &sonal Data Hes. New York, 1990. Online: http://wwwnhchrch/html/menu3/b/71.htm
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things, public ordempublic health or moralitynational securityor the rights and freedoms of
others.The &ception must also be “speeifi in lav” or in equivalent rgulations and contained
within express limits and “appropriate sgterds. The necessity standard parallels that of
other international documents, such as@&CD Guidelines the COE Cowention 108/1981,
and theEU Privacy Diective For sensitie data, thdJN Guidelinesfurther require that an
compelling &ceptions respect the limits prescribed by vate international human rights
treaties and documents.

f. Data Retention and Security

The UN Guidelinesparallel theOECD Guidelinedor data security and retention. Personal
data should bedpt for a period notxeeeding that necessary to aseig¢he speciéd and
legitimate purpose for which it isefpt. It should be protected by “appropriate” security
measures fromvents such as accidental loss, destruction and unauthorized access.

g. Other Noteworthy Provisions
TheUN Guidelinesalso directly address international data transfer and national implementation.

Like theOECD Guidelinesind theCOE Cowention 108/1981theUN Guidelinegecommend
that international dataxehange should div freely between countries thatvea“‘comparable
safguards” for the protection of pecy. Even where no such comparable gaferds gist,
limitations on transborder datafls “may not be imposed unduly and only irsoés the
protection of pivacy demands.

For domestic implementation, tHéN Guidelinesgo bgond the prueisions of theOECD
Guidelinesand theCOE Conention 108/1981and outline standards thatvieasince been
adopted by theEU Privacy Diective (See Section Ill.C.1, ake.) The UN Guidelines
recommend that nationalwa designate independent, impartial and technically competent
national authorities to be responsible for supervising obeeevof the principles sanctioned
by criminal or other penalties, together with appropriateviddal remedies. In man
counties, such responsibilities aremndischaged by independent pecy commissioners.

2. WHO Declaration on the Promotion of &ients’Rights in Europe (1994)

In 1994, theWorld Health Oganization (WHO) collaborated in cegning a consultation to
outline a common frameork of principles for patients in Europehe Consultation concluded
by endorsing a formal gional Declaration on the Pemotion ofPatients’Rights in Euope
(WHO Declaation).3! Part of the intent of th&/HO Declaration was that its principles of
privagy, confdentiality and data protectiononld guide European gernments in geerning
the health sectpand would be promoted and implemented througgiskation, professional
codes, training and education.

31 World Health Oganization European Consultation on the Rightsatfeiats A Declaation on the Psmotion of
Patients’Rights in Euope Amsterdam, March 1994.
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The WHO Declaation advances priagy as a basic “human right andlue” in health care.
Article 1 declares thatveryone has the right to self-determinatiorygital and mental inggity,
and “respect for pvagy.” Consistent with the right to gy in the health sectpArticle 4.1

of the Declaration outlines the general duty to maintain denfiality about patient health
status, medical conditions, and “all other information of a personal kindén-after death.
The continuing post-mortem duty of catentiality echoes that of ti#orld MedicalAssociation
1948Declaration of Genea. Article 4.2 further preides that conélential information may be
disclosed only if eplicit consent has been secured or if applicabedeplicitly so provides.
TheWHO Declaation then goes on to specifin Article 4.3, that “all identifable patient data
must be protectédand that such protection must be “appropriate to the manner of their Storage.
Also among its relant prwisions, Article 3.10, like the WMA Declaration of Helsinki
provides for consent and “proper ethicsviesv” as general prerequisites for the conduct of
scientifc research.

3. UNESCO Declaration on the Human Genome (1997)

Founded in 1945, the United Nations Educational, Scientfid Cultural Qganization
(UNESCO) is a specialized aggnof the United Nations. It includes within its mandate a
mission to adance educational, scientifand cultural relations of the peoples of trald; as

part of the greater UN commitment to the promotion of human digDigr the last decade,
the pace of scientfidevzelopments and the impact of technology on modern culture, particularly
as thg affect evolving notions of human well-being, V&not escaped the attention of UNESCO.
Indeed, through the 1990s, UNESCGOrated increasing interdisciplinary attention, analysis
and debate to a range of issues in such domains as genetics and Boeidgliberations on
genetics yielded, in 1997, thuniversal Declaation on the Human Genome and Human Rights
(UNESCO Declation)3? Inspired in part by th&niversal Declaation on Human Rightsf
1948, theUNESCO Declaation offers to the wrld community a non-binding statement of
principles and standards on the researcteldpment and application of modern knedge
about geneticAmong its broad range of principles, some address the importance of research
while others aim to ensure adequate data protection.

Article 12 of theUNESCO Declaation calls for the bend8 from the human genome to be made
available to all. TheArticle also deems “freedom of research” as part of freedom of thought.
Though rgarded as a freedom, research must still adhere to basic staAdacts5 thus calls

for rigorous risk—bendfiassessments, prospeetresiew of genome research protocols under
national or international standards, and the free and informed consent of theugddor
authorization by a substitute decision-raafor participation in research as prescribed by la

The UNESCO Declaation further addresses personally ideatife genetic information. Indeed,
it outlines a general duty of codéintiality of genetic data, subject to navrexceptions.
Article 7 provides as follavs: “Genetic data associated with an idealife person and stored
or processed for the purposes of researchyo#rer purpose must be held cdefitial in the
conditions of la.” (The UNESCO Declaation does not defie “genetic datg. Article 9 further

32 United Nations Educational, Scientifind Cultural Qganization.Universal Declaation on the Human Genome
and Human RightdParis, 1997. Online: http://wwwnesco.ay/ibc/en/genome/projet
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stipulates thatxxeptions to the general principle of caiefntiality must be based on “cem
pelling reasons within the bounds of public international &nd the international Ja of
human right$. The formulation parallels the necessity standard for limiting infringements of
privagy under theéJniversal Declaation and the ECHR, as noted in sections IIl.B and Cyebo
The UNESCO Declaation calls for the undertaking of measures to promote implementation
of its principles.Accordingly UNESCOS International Bioethics Committee has recently
begun closer gamination of the geerning principles for pviagy and confilentiality of genetic
datas?

33 See, for rample, UNESCOWorking Group of the International Bioethics Committee on @emfiiality and
Genetic DataReport on Condientiality and Genetic Datdaris, June 2000.
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V. Selected National Data Rotection Laws

Against the background of the fg@ng international werview, this section proliés the national data
protection lav of selected nations. General principles of the leading natiomaldee introduced, folleed

by their particular praisions rgarding health researciihe lavs are discussed consistent with the general
methodology outlined in the Introduction, &eo

A. Australia

The major source of national paicy protection inAustralia is the federaPrivacy Act 198834
Because representas fromAustralia presidedver the vorking committee that deeloped the
data protection standards for the 19BECD Guidelinesit is not surprising that th&ct adopts
and incorporates aDECD GuidelinesFor years, thérivacy Acthas applied to the federal public
sectorAs a result of the recently enactedvacy Amendment (Private Sectakt 200G°° however,
the revision of thePrivacy Act (RevisedPrivacy Act) has yielded Igislation with a broader reach.
Effective December 2001, the Reed Pracgy Act extends personal information paicy standards
to the prvate sector

As in other countries that ¥a recently reised their national data protectionwls Australia’s
RevisedPrivacyActreflects an dbrt to give legal effect to the commitment of protecting yaty as

a human rightAustralia has manifested such commitment by signing and ratifyingtéraational
Covenant on Civil and #litical Rights CCPR), which recognizes pacy as a fundamental human
right in public international l&. (See Section II.D, alve). Indeed, the CCPR igen mentioned in
the Preamble to thBrivacy Act 1988 The Revised PrivacyAct also reféects hav other pressing
societal interests, such as health research, may compete wittnaequire limited incursions into
privagy to adwance the public interest.

The folloving section highlights: (1) the general yigions of theRevisedPrivacy Act, 2) a com
parison of the established public-sectovgy principles and the me private-sector principles,
and (3) the pviagy guidelines for medical research issued or amgatdoy the Pviacy Commissioner
under theRevised PrivacyAct Indeed, one of the naterthy dimensions of th&®evisedPrivacy
Actis haw it authorizes théustralian Pvagy Commissioner to appve guidelines rgarding the
use of personal information in medical researclileasloped under the Ministry of Health.

1. The PrivacyAct 1988

The recentlyRevisedPrivacy Act has broader scope and morevigmns for health research.
The Prvacy Commissioner ofustralia aversees its implementation and enforcement.

34 Commonwealth oAustralia.PrivacyAct 1988 Act No.119 of 1988, as amended. Online: wawstlii.edu.au

35 Commonwealth ofustralia.Privacy Amendment (Private Sectdkt 2000Act No.155 of 2000, amending the
PrivacyAct 1988.Online: wwwprivagy.gov.au
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As a result of th&®evised PrivacyAct, the public and pvate sectors are gerned by a parallel

set of prvacy principles aimed at establishing cajuatory national pviacy protection.The
principles outline the general standards for the collection, use and disclosure of personal
information.

The Public Sector Stand#s: Information Privacy PrincipledPPs) andThe Private Sector:
National Privacy Principle$NPPs) are referred to in subsections d to f. vad\wmte that each
of those items is described twice: for the IPPs amihaigr the NPPs.

Section 16 of théRevised Privacy Act obliges prvate-sector @anizations to comply with
NPPs or pvagy codes appneed by the Priacy Commissioner ofustralia.As of spring 2001,
no such codes had been apmeh Nor had the Rracy Commissioner yet appred, under
Section 95AGuidelines for National Privacy Principles on Health Informatfonthe prvate
sector as has been done for the public seckwen with the appnal of such codes or
guidelines, the 10IPPs, outlined in Schedule 3 of tRevisedPrivacy Act, will continue to
define the general pracy standards for the mate sectorThey echo the basic principles
adopted by the OECD in 1981, and parallel the longstanding IPPs for the public sector

a. Scope

Australias Revised PrivacyAct of 1988 applies to both manually and electronically processed
personal information within the federallygtdated public sector and the y&ie sectorlts
provisions and standards\vealong applied to federal gernment “agencigswhich generally
include Australian geernment ministries, departments, courts, and special bodies. Most of
these pruaisions centre around a core set of public-sectoapristandards, the IPPs.

Effective December 2001, a parallel set of/agy standards shall tekefect for private-sector
“organizations. Section 6.D of théRevised PrivacyAct defines pwate-sector “aganizations”
to include,among other things: indiduals, corporate bodies, partnerships, unincorporated
associations and trustsudinesses with a turmer of $3 million or more; not-feprofit
organizations such as charitablegamizations, sports clubs and unions; federalegument
contractors; health service prders that hold personal health informationgatizations
carrying on a bsiness that collects or discloses personal information for a hessetiice or
adwantage; and ganizations so designated byguéation. “Oganization” does not generally
include small bsinessesThe nev parallel standards for pete sector “gganizations” are
called the NPPs. Both sets of principles, those for the public as well aswhe gectqrare
described belw.

b. Definitions

TheRevised PrivacyActdefines terms rel@nt to health researchvislving personal information.
Section 6 of thdRevised PrivacyAct outlines common defitions for the public and prate

sectorsThese include such terms as personal information, sensiformation, health infer
mation, and medical research.

“Personal information” refers to “information or an opinion ... about anviddal whose

identity is apparent, or can reasonably be ascertained, from the information or ®pinion.
“Individual” is defned as “a natural persbms a result of the 200@mendment, th&kevised
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Privacy Act defines “health information” as encompassing information about awidiudil’s
health or a disabilitya health service pvided or to be pnaded, and personal information
collected in relation to the prizion of a health service or in connection with the donation of
ones bodily parts, @ans, or substancebhe Revised PrivacyActalso ofers a broad defition

of “health servicé.The defhition does not refer to research, nor doesRbased PrivacyAct
define “health researchinstead, it defies “medical research” by stating that that “includes
epidemiological researc¢h.

It should be noted that, as will be discussedvaetther terms relant to health research are
defined in the public-sector health-research guidelines tha¢ baen adopted under the
RevisedPrivacy Act These include such terms as “ideetifidatd, “potentially identifiable”
data, and “de-ident#d” data.

c. Special Potections: Sensitre Data

The RevisedPrivacy Act incorporates the concept of senatidata. It thus departs from the
original OECD Guidelinesand parallels most of the other international data protection norms
outlined in Section I, abee. The term “sensitie information” is broadly defied in Section 6

of the RevisedPrivacy Act to include information about an indiual’s racial or ethic origin,
political opinions, religious beliefs, xeal preferences or practices, or health information.
Thus “health informatioh,as defned abwe, is considered sensi#i data. Sensite data is
subject to special pracy standards under the NRRgich hare recently been included in the
Revised PrivacyAct to govern the prrate sectorThe NPPs impose a general prohibition on
the collection of sensité data, unless inddual consent is obtained or particulacceptions
apply Though no sensite data preisions hae been eplicitly adopted for the public sector

the health research guidelines for the public sector do address health information that is
considered sensit data.

d.1 Consent: Data Collection, Use and Disclose(IPPs)

The standards gerning data protection in the public sector are inspired in part Y HEGD
GuidelinesAmong other things, the Informational Wiy Principles preide that the collection

of information must be underteR for a lavful purpose and that such collection must be “nec
essary” to fulfil that purpose (Principle 1). Data must generally be collected directly from the
individual concerned, be retant to the purpose of collection, and be underiakith a broad
range of information disclosed, usirgjrfand lavful means that are not unreasonably intreisi

on privagy (Principles 2 and 3).

Like theOECD Guidelinesthe standards do not speafplicitly of consent for the collection

of personal information. Rathethe consent for collection is &ky implied by the principle

that required collection directly from the person concerned (Principle 2). Principle 9 requires
that personal information be used only for valg purposes. It is not to be used for other pur
poses or disclosed unless the wdlial concerned has consented or unless ottwapdons

apply under a necessity standartiese include that the use or disclosure is “necessary” for
law enforcement, or to lessen a serious and imminent threat to life or health, or is required or
authorized by ha (principles 10 and 11). Details on suckceptions are noted belp in
Section e.1.
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d.2 Consent: Data Collection, Use and Disclosai{NPPs)

Under the NPPs for the péte sectgrpersonal information must be

» collected—only if necessary and byfal, fair and respectful means—from the widual
(Principle 1)

« limited generally in the scope of use and disclosure to the primary purpose for collection
(Principle 2)

* processed in an accurate, timely and complete manner (Principle 3)

» stored and secured (Principle 4)

» processed through, and managegdpeysonal information policies ofganizations
(Principle 5)

» accessible to, and correctable the indvidual concerned (Principle 6)

 linked by unique identiérs only under limited circumstances (Principle 7)

* made anoymous, if practicable andvdul to do so at the option of the ingiual
(Principle 8)

« transferred to foreign countries under restricted circumstances (Principle 9)

« if considered to be sensiéi data, be collected only under strict, limited conditions
(Principle 10).

These principles impose a general standard of consent for the collection, use and disclosure of
health informationThree of the Principles illustrate o

First, for general data, Principle 1 requires, among other things, that the information be collected
directly from the indiidual, who needs to be madevare of’ the purposes, needgjdéjust
fications, and parameters of the data processimg.parallels the public-sector principle and

the originalOECD GuidelinesThat Principle 1.2 generally requires wmduals to be made
aware of the “consequences of the indual’s refusal to prade the information” suggests

that it generally contemplates imitlual consent.

Second, Principle 10 imposes a stricter standard for the collection of health information and
like sensitte data. In the absence of consent or particulegions, health information is not

to be collected. Principle 10.2 also imposes a consent standard on secondary uses. It requires
organizations to not use or disclose information for other than the primary purpose of the col
lection, unless consent or particulaceptions apply

Third, Principle 9 preides that information may be transferred to other nations that may not
have substantially equalent privacy protection, among other things, if the data subject consents.
This would amount to a aiver of ordinary protections.

e.l Exceptions and Reseah (IPPs)

Beyond the forgoing eceptions, the IPPs do not outlingpécit exceptions for medical
research. Instead, tievised PrivacyAct delegates authority for desloping standards to the
National Health and Medical Research CouncilAoktralia (NHMRC). Section 95 of the
Revised PrivacyAct provides that an act by a CommonwealthAotralia ageng that might

be a breach of an IPP shall not bgarded as such if done in accordance with NHMRC guide
lines for medical research, whichvesbeen appred by the Priacy CommissioneAs will be
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shawvn in Part 3, belay, these guidelines outline nawaxceptions for non-consensual use and
disclosure of identiéible medical data.

e.2 Exceptions and Reseah (NPPs)

The private-sector principles also outline importaxteptions to the general requirement that
health information be collected and used only withvilddial consentThey even outline specifi
exceptions for research.

The sensitie-data and secondary-use rules, for instance, authorize non-consenspiaodsta

ing under limited conditions of necessiyPP 10.1 authorizes anganization to collecsensi

tive data, such as health information, without consent if the information is, among other things,
“required by lav” or otherwise “necessary” for particulagi proceedings. Non-consensual
collection is also authorized forgencies, when “the collection is necessary togumeor les

sen a serious and imminent threat to the life or healthyofralividual, where the indidual

whom the information concerns is incapable @irg consent to the collection or ysically
cannot communicate consér&imilarly, Principle 2 authorizes non-consensual secondary use
of data for a ariety of necessities under limited circumstances. yWainthese rceptions
parallel those outlined in tHeU Privacy Directivediscussed in Section I11.C, aim

The sensitie-data and secondary-use standards of the NPPs also authorize non-consensual data
processing specdally for health research. Health information may be collected for research
purposes without consent if four particular conditionsvaife Principle 10.3 praides, fist,

that the collection of health information must be “necessary” for limited research purposes.
Such purposes include public health research, statistical analysis for publicarafeggarch

for monitoring a health service. Second, the collection of identifying health information must
also be necessary to accomplish the research puffluse, it must be impracticable for the
organization to seek the indiual’'s consent (“impracticable” is not defd). urth, the infor

mation must also be collected under particular authorities. It must be collected as (a) “required
by law,” or (b) in accordance with guidelines apyped by the Priacy Commissioner under
Section 95A of thdRevised PrivacyAct, or (c) “in accordance with rules established by com
petent health or medical bodies that deal with altiligns of professional codntiality which

bind the oganizatior. Before information collected under Principle 10.3 may be disclosed,
Principle 10.4 further obliges ganizations to tad reasonable steps to permanently de-identify
the information.

Once personal health information is collected, Principle 2.1(d) authorizes non-consensual use
and disclosure when “necessary for research, or the compilation or analysis of statisticg, rele

to public health or public safétysuch research is conditioned on three requirements: (a) that
seeking indiidual consent is impracticable (impracticable is notraefj; (b) “the use or
disclosure is conducted in accordance with guidelines apgrby the Commissioner under
section 95A"; and (c) for disclosures, th@amization “reasonably belies” that recipients of

the disclosed information will not disclose it or related personal information. Of note is the need
for the use and disclosure to be done in accordance with commisapprered NHMRC
guidelines for the pvate sectorAs indicated belw, such guidelines are anticipated for
2001-2002.
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f.1. Data Retention and Security (IPPs)

Principle 4 of the IPPs outlines data security duttesording to this principle, those who

keep records of personal information must implement reasonable security measures to protect
against unauthorized access, loss or misuse. In contrast to the principles fovate gectqr

the IPPs seem not taicitly specify either a period or standard for data retention.

f.2. Data Retention and Security (NPPs)

Principle 4 of the NPPs outlines data security and retention duties for g psectorlt

obliges oganizations to tak “reasonable steps” to ensure the security of personal information
against sucheents as misuse, destruction or loss. feds from the public-sector principlées

that it requires @anizations to destyoor permanently de-identify personal information flsat

no longer needed, either for the purposes for whichai wollected or for other authorized
usesThis data retention principle is supplemented by standards contained in medical research
guidelines issued by the NHMRC and ap by the Priacy Commissioner

2. Medical and Health-reseach Guidelines Under thePrivacyAct

Sections 95 and 95A of tHeevised PrivacyAct provide that theAustralian NHMRC may
with the apprweal of the Prvacy Commissionerissue guidelines for the protection ofviay
in the conduct of “medical research¥aiving the use of personal information.

Guidelines will be appreed only if “the public interest in the promotion of research of the
kind to which the guidelines relate outweighs to a substantgkedethe public interest in
maintaining adherence” to the personal informatiowaayi protections. Pviacy guidelines for
medical research in the public sectovédndeen recently vésed.Those for the pvate sector
are under deslopment and arexpected in late 2001 or in 2002.

2A. Established Public-sector Guidance

The NHMRC has recently drafted, and thestralian Pivacy Commissioner has recently
approved, revised prvagy guidelines for medical research in the federal public sector:
Guidelines Under Section 95 of the Privaat 1988%

a. Scope

The public-sector Guidelines apply both directly and indire&#nere medical research
involves the use of personal information by the federal public seberGuidelines apply

directly and must be folleed for the information to be Wdully used or disclosedThe
Guidelines “proide a framevork for the conduct of medical research using information held

by Commonwealth [ofAustralia] agencies where idengifi information needs to be used
without consent.The scope of the Guidelines is broadenedeuer, by their incorporation of

some standards and processes from other federal health-research documents, such as the
NHMRC's National Statement on Ethical Conduct in Regednvolving Humang1999)3%”

36
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The latter also cross-references and incorporates the Section 95 public-sector Guidelines into
its standardsAs a result, the Guidelines arevgn broad and indirect application. Indeed,
because this NHMRC national ethical statement requires recipients of federal health research
monies to abide by the Guidelines as part of national norms on health research ethics, the
Guidelines dkct a range of non-gernmental health research professionals and institutions.

b. Definitions

Beyond incorporating ddiitions from theRevised PrivacyAct, the public-sector Guidelines
include a glossary of other daifions directly releant to health researchofFnstance, although
they incorporate th&evised PrivacyAct's defnition of “personal informatiohthe use of the
term includes identifying information for both ing@luals and groupsChe eplicit reference
to groups may pnee directly releant to public health, genetic or population research.

The public-sector Guidelines dedi other terms for health research, including “idexttifiatd,
“potentially identifable” data, and “de-identdd datd.Data “that allav the identiftation of a
specift individual” are “identifed datd.Personal health information that has been coded is de-
identified, lut to the &tent that it may be “re-identdd” by decoding, it remains “potentially
identifiable’

The Guidelines reproduce the reference to “medical resééfobrh theRevised PrivacyAct,
but further defiie “research” as uolving “systematic imestigation to establishefcts, principles
and knavledge’

c. Special Potections: Sensitre Data

The Guidelines themseadg malke no &plicit reference to sensitt data. Haever, theRevised
Privacy Act defines “sensitie information” as including health and medical information.
Accordingly within the meaning of thRevised PrivacyAct, the Guidelines address themsalv
to the processing of one class of semsitiata in the federal public sector

d. Consent: Data Collection, Use and Disclosar

The Section 95 public-sector Guidelines are generalgetad at the non-consensual use of
personal information for medical researdtthen the gceptions do not applyhe basic stan
dards irvolving data collection, use and disclosure under the IPPs of Section 14R&/ibed
PrivacyActgenerally apply

e. Exceptions and Reseah

To justify the release of personal information thatuld otherwise violate an IPP under the
RevisedPrivacyAct, an ageng must ensure that “the research on which the personal information

is to be used has been apmd by a Human Research Ethics Committee (HREC) for the
particular purpose in accordance with the GuidelinEse Guidelines thus generally outline

the process and standards under which institutional research ethics committees may grant an
exception to, and thusaive, the general requirement of consent for the use and disclosure of

38
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identifying data for medical research in the public se€togy do so by imposing process duties
on researchers and corresponding standardvadfiagion on the HRECsSIThe substanie
standard forealuating a researcheriequest deres from Section 95 of thRevised Privacy
Act, which asks: does the public interest in the research outweigh to “a substayntal’ diee
public interest in protecting pacgy through adherence to the requirements of the Principles?

The researchersiuties, then, are tailored to outlining redat information and specifying the
request to the HREC. Guideline 2 requires researchers to submit a written proposal to a HREC,
outlining the research project, the specifses to which the personal information will be put,
reasons Wi identified or potentially identiéid rather than de-idenégfil information is required,

why individual consent cannot be obtained, the estimated time of retention of the personal infor
mation, and security standards for storage of the @#tare the research may entail a breach

of the Principles, spedifireference should be made to the IPP that may be violated and the
reasons winthe public interest in the research outweighs the public interest in protectay. pri

In evaluating proposals for non-consensual medical research, the HREC must adhere to basic
procedural and substardirequirements. Guideline 3.1 requires the HREC to ensure that it has
sufficient information about@ertise in and understanding of thevpgy issues. Guideline 3.2
obliges HRECSs, in considering whether to apprtihe research, to considemong other things,

if any IPPs will be breached, whether the use of idexli§ or potentially ident#ible data is
“necessary whether it is reasonable for the research to proceed withowidodl consent,

and whether the public interest in the research “outweighs to a substagtes de public
interest in protection of personal informatiornvady. Guideline 3.3 outlines a range atfors

to evaluate in weighing “these public interesiscluding likely medical research aalces,
benefis to indviduals, and whether the project imposes minimal risk of harm toidtudil
privagy interests.

f. Data Retention and Security

The Section 95 public-sector Guidelines require that basic security and retention standards be
applied to personal informationoFinstance, the Guidelines require that data be pregéat

least as secure[ly] as” required by the standards outlined loitteNHMRC/A/CC Statement

and Guidelines on ResehrPractice (dint NHMRC/A/CC StatementY hat document requires,
among other things, that data management generally comply withnef@ivacy norms; that
department or research units establish data retention, access and security procedures; that data
be recorded in a durable and appropriately referenced form; and that data be held fioieat'suf

time” for such purposes as reference folty publication of results. In the latter instance, it
recommends a range of 5 to 15 yeaetention post-publication, depending on the kind of
researchThe Joint NHMRC/A/CC Statemerdlso imposes a general professional responsibility

on investigators to ensure “appropriate security” in data processing.

(The catgory “Other Notavorthy Provisions” is not described faBuidelines Under Section
95 of the PrivacyAct 1988)
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2B.Developing Private-sector Privacy Guidance

The Revised PrivacyAct outlines tw sections that authoriz&ustralias federal Pxiacy
Commissioner to issue or to appeoguidelines for researchvimlving the prvagy sector

Similar to Section 95, Section 95A of tAet authorizes the Commissioner to aprquide

lines issued by the NMHRC for health reseaiitte NMHRC has yet to do so. In the meantime,

the Priragy Commissioner has relied on another section oRtvésed PrivacyAct Section 27

of theAct authorizes the Commissioner to raajuidelines about the NPH%$us, in the spring

of 2001, the Commissioner released a public consultation document on health-research guide
lines for the pwate sectqrunder Section 27 of theevised PrivacyAct The documentDraft

Health Privacy Guideline® is intended to yield public deliberations andlafi guidelines in
2001-2002When fnalized, the guidelines will pvide interpretre guidance for the general

rules applied to prate-sector health research, as well as further standards for the non-consensual
collection, use and disclosure of identifying health information under NPPs 2 and 10, as
described abee.

France

Both national and international trendsvbdelped shape the protection ofvpgy and the content
of data protection & in France. In the 1950s, France signed88¢&IR As described in Section 11.B,
above, Article 8 of the Comention imposes a human rights oblign to respect prate and dmily
life. France has also been a member of tlgafzation for Economic Co-operation andvBlepment
since the early 1960s, and has adoptedQB€D GuidelinesAs a member of the Council of
Europe, France signed and ratifj in the early 1980§0E Cowention 108/1981As a member of
the European Union, it has an ollign to harmonize its vawith theEU Privacy Directive

In the contet of these international obEdions, France has med oser the years to implement the
respect of priagy and data protection norms in ariety of formal Igal undertakingsArticle 9 of
the Civil Code/® of France, for instance, proclaims thaesone has the right to respect of ane’
private life.The Constitutional Court of France has ruled that the right vagyris implicit in the
French ConstitutioAt Recent amendments to professional ethics codes heightened ethical
and lgal duties of conflentiality For instance, articles 4 and 72 of tBede de Déontolgpe
médicalé? indicate that pysicians must ensure that those assisting thysigian conform to a
professional obligtion of confilentiality that is enforced by prisions of the FrencRenal Codé®
Over the last tw decades, morger, France has enacted data protectigislation and health
research pnasions that geern the use of personal information. Highlights of the data protection
law follow.

Australia, Prvagy CommissioneiDraft Health Privacy Guideline€anberra, 14 May 2001. Online:
Www.privagy.gov.au

Code Civil.Online: wwwilegifrance.gouyr/citoyen/nev_code.@v
Décision 94-352 du Conseil Constitutionnel du 1&jan1995
Code de Déontolzie médicaleOnline: www.legifrance.gousr/citoyen/nev_code.av

Code Bnal Online: www.legifrance.gour/citoyen/nev_code.av
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1. Loin°78-17 du 6 janier 1978 relatie a I'informatique, aux fchiers
et aux libertés (Data ProtectioAct: Law 78-17) (1978)

French data protectiondislation dates at least from the late 1970s, whendhH&fent enacted

Loi n° 78-17 du 6 jamier 1978 elative a l'informatiqueaux fchiers et aux libertégLaw 78-17
Respecting Data PcessingRecods and Feedoms}* Enacted before most modern interna
tional data protection norms discussed in Section lllyaboaw 78-17has been amended
several timesWhile other lavs contain standards pertinent to personal informaltiaw, 78-17
today remains the central piece dfidation on the protection of personal data in France. It does
so through its data protection standards and throueisight by the National Data Processing
and Liberties Commission (CNIE.As will be shavn, recent amendments to thevladave
added data protection norms speailliy for health research.

a. Scope

Law 78-17generally addresses the collection, recording and storage of personal information.
Initially, it applied to data processed by automated and computer systénasndndments

have expanded its application in recent yeakgicles 45 and 46 ne extend core praisions

of the lav to “non-computerized and mechanically processed retoftie. praisions also
empaver government to xtend the lav to particular sectors throughgrdatory decrees.
Article 4 of Law 78-17indicates that it applies to public andvatie bodies. Ean with these
recently broadened parameters, it should be noted that, Amidéz 40-1,Law 78-17does not

apply to data processed for medical treatment. Nor does it apply to the processing of data for
research, if such processing is made in the course of medical treatment.

b. Definitions

Law 78-17defines a fer important terms. & example Article 4 defnes the term “nominate”

as “permitting, directly or indirectythe identifcation of plysical persons through processing

of data: Article 5 of the lav refers to “automated” processing as “automated means used to
collect, record, elaborate, modifgresere or destrg nominatve datd. ThoughLaw 78-17

has been amended to incorporatevigions on health research, “research” is ndqtlieitly
defined.

c. Special Potections: Sensitve Data

Law 78-17offers special protections for some classes of seasltitaArticle 31 ofLaw 78-17
generally prohibits the collection or storage of identifying sesesifiata without thexpress
consent of the indidual. Reference is made to information relating to arviddal’s racial
origin, political, philosophical or religious opinions, or uniofiliation. The list does not refer
to information related to an inddual’s health, in contrast with theU Privacy Directiveand
COE Conention 108/1981(See Section Ill, alve.) The omission is important because sensi
tive data is gien particular protections, such as a general prohibitiamsigits secondary use
underArticle 29 and a general prohibition agst retaining such information in a computer
without express consent und@rticle 31. Still, as elaborated b&lp1994 amendments to the

4 Loi n°78-17 du 6 javier1978 elative a 'informatiqueaux fechiers et aux libertéslournal Oficiel du 7 jawier
1978, as amended. Online: wdsgifrance.gousr

45 La Commission nationale de I'informatique et des libertés dedade Online: wwwcnil.fr
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law introduced special pwisions for health researchvimiving personally identiéible health
information.

d. Consent: Data Collection, Use and Disclosar

Some ofLaw 78-17s provisions on data processing parallel those of M&CD Guidelines
and some dierge from them—perhaps becausev 78-17pre-dates th© ECD Guidelines In
1994, havever, Law 78-17underwent signifiant modiftation to address health resedthhe
amendment s further elaborated Yecree 95-682 of 9 May 1995Through the amendment,
the French Brliament created spedifprovisions for the processing of personal information
for health research within the general data protection7i8-17. The revised standards and
processes outline an approach thgct$ researchers, research subjects, administ@grview,
and recipients of health research data.

Article 40-1 prwoides that researchers may generally process nok@riaformation for health
research, ot qualifying conditions appl\As perArticle 40-2, the researcher must submit his

or her research proposal to an advisory committee on the treatment of information in research
and health care. Committeeviewv is to be based on the research methodology and the rele
vance of the required nominegi data to the scientifiobjectves.Authorization is thereafter
required by the National Data Processing and Liberties Commission (CNIL), the independent
17-member commission for implementingecseeing and enforcing the data protection-stan
dards.The CNIL remains responsible for the proper treatment of homénadimputerized data

in accordance with thewa As part of the research design and implementafioticle 40-3
imposes a general duty to code identifying health data for transmission, unless paxibeygdar e
tions apply (See Section e., be&lg When the results of the research are communicatedaas in
publication, thg must be angmmized. Recipients of such health data are, uAdiele 40-3,
subject to an oblition of professional secrewhose violation is punishable by penal sanctions.
The obligations and standardsgeeding confilentiality coding, transmission and secondary
use of personal datav@been reiterated and elaborated in recommendations by the*CNIL.

Law 78-17,as amended, outlines at least three instances when consent standardsrapply
consent applies to the presation of sensitie data, as noted almin Section bSecond, the
1994 amendments speeifi consent standards and rights of informed opposition to data pro
cessing for health researdttticle 40-4 pravides for a general right of the in@lual to oppose

the processing of nominedi data for health resear@aticle 40-5 outlines a right to be informed,
among other things, before the processing, of the purpose, nateheydikipients, etc. of the
information to be processed for health researoh.résearch wolving identifying biological
samplesArticle 40-4 requires informed andpress consent.df the processing of information
regarding the deceasefitticle 40-4 authorizes it unless the person, whileealhad gpressed

46

47

48

Loi n°94-548 du 1 juillet 1994elative au traitement de données nomiegiayant pourffila recherche dans le
domaine de la santé et modift la loi i 78-17 du 6 jamier 1978 relatie a I'informatique, aux ¢hiers et aux
libertés.Journal Oficiel du 2 juillet 1994.

Décret r? 95-682 du 9 mai 1993ournal Oficiel du 11 mai 1995, art. 40-3, al. 2.

See, e.g., La Commission nationale de I'informatique et des libertés. DélibéPRiBO08 du 4 ferier 1997
portant adoption d’une recommandation sur le traitement des données de santé a caractére jmenswinel.
Officiel du 12 aril 1997.
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written opposition to such usthird, consent standards also apply to the secondary use of data.
Article 28 generally prohibits the non-consensual use of dgnbdethe original purpose for
which it was collected, unless certaixceptions apply(See Section e., b&lg

e. Exceptions and Reseah

Existing standards for the processing of nomugagiersonal information outline at least three
important &ceptions rgarding health research. Firstiticle 40-3 authorizes arxeeption to
the general duty to code identifying health data for transmission, when whidifiis neces
sary for the particular pharmacological studies, if research protocols require ¢déntifi or

if required for special collabora® national or international research. Secdxticle 40-5
may authorize non-consensual secondary uses of collected data, depending finut idif
contacting the indiduals concerned for conseiitird, Article 28 authorizes non-consensual
data retention for “historical, statistical and scientifésearch” purposé%.Such retention
must further conform to the requirements of ltagv Respectingrchives®

f. Data Security and Retention

Articles 28 and 29 outline minimal dutiegeeding the security measures and length of data
retention Article 28 outlines a general standard that information noepéik nominatie form
beyond the time required to achkieethe goals for which it &s collected or processé noted,
Article 28 prwvides an rception to this for information retained for “historical, statistical or
scientifc purposes.Article 29 imposes a general duty of care to undertalasonable security
precautions to prent unauthorized access, disclosure or destructimrcomplement these
provisions, the CNIL has recommended the encryption or scrambling of information where
data systems ¥olve ongoing follev-up and updatingt Heightened security measures adopted
for medical data are also subject @ification by the CNIL.

g. Other Noteworthy Provisions

Law 78-17also outlines a number of pisions to ensure implementation ofyaidy protection.
Three @amples illustrate the range of pisions.

First, for international research collaboratiértjcle 40-9 pravides that nominate health data
may not be transferred to a redeg country that does notfef similar protection of personal
data.This parallels th&U Privacy Diective

Second, articles 6 to 33 outline the creation and responsibilities of the CNIL. Some of the
Commissions roles hae been noted abe. Its general gulatory responsibilities include
authorizing public institutions to process particular datgistering and werseeing priate-
sector data processing, issuing simetifistandards, pvaling advice on data processing,

49

50

51

ComparéAtrticle 8 of theEU Privacy DiectiveandArticle 9 of COE Corvention 108/198& Section I, abwe.

Loi n° 79-18 du 3 jawier 1979 elative aux athives art.4-1.Journal Oficiel du 5 jawier 1979:49; corrected in
Journal Oficiel du 6 jawier 1979:55. Online: wwenil.fr/textes/text052.htm

La Commission nationale de I'informatique et des libertés. Délibérati®iA @08 du 4 férier 1997 portant
adoption d’'une recommandation sur le traitement des données de santé a caractére getsaah€lficiel dul2
avril 1997.
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investicating written prnvagy complaints, and advising gernment? on legal reforms for data
protection.

Third, French society hasvioked criminal lav powers to adance the protection of personal
privagy with respect to the automated processing of nommaita. Such pwisions are found

in bothLaw 78-17itself and thePenal Codeas amended 16 December 1992. Penal sanctions
may be imposed for such matters as wilador fraudulent data processing, violation of infor
mation securitynon-consensual retention of data, retention of datanbethe prescribed period,
unauthorized use, or umkéul disclosures. Such pvisions may help>glain why French lav

has been garded® as an rample of a system that strictly protectsvagy and medical
confidentiality.

2. Implementation of the EU Privacy Directi\e: Loi sur la Société de
I'Inf ormation

Like maly members of the European Union, France has recently unelerfakmal Igal
initiatives to incorporate thEU Privacy Diectiveinto national la.>* Toward this end, the
French Rrliament is actiely considering ne legislation, the_oi sur la Société de I'Information

This lav has been proposed to ameraiv 78-17 the aisting data protection ¢gslation.The
proposed pragsions include, among others, (a) broadening of the scope of certain fundamental
rights, (b) simpliftation of standards, (c) strengthening of thevgrs and resources of the
CNIL, and (d) harmonization of data processing standards between the public\ate pri
sectors® The lagislation is &pected to be adopted in 2001-2002.

The Netherlands

The eolution of data protection W& in the Netherlands reftts that countrg’ international Igal
obligations and its national commitments to protectingviddial privacy. In the 1950s, the
Netherlands signed and radifi the ECHRASs noted in Section lll, abve, the Cowention recog

nizes the respect for humanvaly as a fundamental human right, subject to reasonable democratic
necessities that may sometimes require infringements wagp\s a member of the @anization

for Economic Co-operation and Beopment (OECD) since the early 1960s, the Netherlands has
had formal occasion to consider and implemen@BED GuidelinesAs a member of the European
Union, the Netherlands is obliged to harmonize nationgdliEtion with theEU Privacy Diective

The legal obligations that fiw from such international relationsowld seem to hee manifested
themseles in at least tev formal legal initiatives in the Netherlandsver the last 15 year3he

52

53

54

55

Décret 1P 78-774, du 17 juillet 1977 odirnal Oficiel du 23 juillet 1997art. 20, 3E
Mason J.K., McCall Smith R.A.aw and Medical Ethicstth ed. Buttenarth’s: London, 1994: 169.

Braibant G.Données Brsonnelles et Société de I'Information : Rapport aerfer Ministe sur la tansposition
en doit frangais de la diective R 95/46.Paris, 3 mars 1998. Online: wwaemil.fr/textes/indetranspo.htm

Online: wwwinternet.gousr
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Netherlands is, for instance, one of thes feations sampled in this s&wwhose Constitution
explicitly protects pwvacgy. What is more, that constitutional yaicy protection &plicitly requires
that “rules to protect pracy” shall be laid dwn by Act of Parliament “in connection with the
recording and dissemination of personal d&t&esponding to this constitutional requirement, the
Netherlands &liament enacted omnib data protection dslation in 19887 Over a decade later

a nev data protection l& was adopted. Highlights of thewméegislation follow.

1. Wet besherming persoonsgegewns (Rersonal Data Protectiod\ct) (2000)

In July 2000, Brliament appreed theWet besberming pesoonsggevens(Personal Data
ProtectionAct (PDRA).58 This updates and supersedes the original data protectiasf [E988,
in a move tovard implementing th&U Privacy Diective The Data Protection Commission
oversees the administration and implementation of itgigions.

a. Scope

Article 2 of theAct outlines its scopd&heAct applies to personal data processed by automated,
partly automated, or non-automated systems entered or intended to be enterdd. ift a fi
generally applies to data processing in the public andtersectors of the Netherlands, and to
those outside the EU that use data processing means situated in the Netherlands.

b. Definitions

The Act provides defiitions for sgeral terms, including “personal ddt&processing” and
“consent. “Personal data” is dafed as information “relating to an idereii or identifable
natural persoh.The defnition does not dafie “identifying’ The Act broadly defies “pro
cessing” as including the collection, recordingyamization, storage, updating or mocfiion,
retrieval, consultation, use, dissemination, gieg, linking, and erasure or destruction of data.

c. Special Potections: Sensitre Data

The PDR outlines heightened protections for special gaties of personal data, including
health informationArticle 16 imposes a general prohibitionafgst processing personal data
concerning, among other things: religion; race; politicalviions; criminal, unleful or
objectionable behldour; health; and saial life. Article 23 provides eceptions to the prohibi
tion on dierse grounds, including th&press consent of the data subject; or when “necessary
for particular Igal proceedings oto adwance “important public interestayith appropriate
privagy protection praided for by lav or by an gemption of the Data Protection Commission.
Other exceptions releant to health research are outlined felo

56

57

58

Constitution of the Kingdom of the Netherlad@89, art.10.

Wet pesoonsegistraties (Law on Rgistration of Rrsonal Data) 28 December 1988 he Dutch Data R#stration
Act, 1988. Online: http://home.planet.nl/~@tyl See also Ploem M.C. Medical Research and Informational
Privagy. Medicine and Lawil998;17:287-297.

Wet besberming pesoonsggevens (lrsonal Data PotectionAct). 6 July 2000. Staatsblad 2000 302 (il
translation). Online: http://wegistratiekamenl; http://home.planet.nl/~pacy1
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d. Consent: Data Collection, Use and Disclosar

The PDRA reflects maw of the general data processing standards of the oriQie&@D Guide
lines, as modifed by theEU Privacy Directive Article 7 of theAct mirrorsArticle 6(b) of the
EU Privacy Diectiveby providing that the collection of personal data must be for “specifi
explicitly defined and lgitimate purposesArticle 9 complements this general requirentant
precluding further processing “in aayw incompatible with the purposes for whichytheve
been obtainedIt then outlines a series o&dtors to ealuate whether further processing is
“incompatible’ As noted belw, further processing for “scientifipurposes” will not be
regarded as incompatible under particular conditions.

Article 8 outlines a core standardvgoning the processing of data: the general requirement for
the data subjed’ “unambiguous” consent. Consent is wedi inArticle 1 as ivolving a
“freely given, specifi and informed” agreement to processing of personal Aetele 23, as
noted abwe, prosides for an eception to the prohibition on the processing of personal data if
done with the “gpress consent” of the data subject.

e. Exceptions and Reseah

The PDR also outlines some non-consensual data processing for health and ccesgdich.
Four examples illustrate ha.

First,Article 21 pravides that the general prohibition on non-consensual processing of personal
health data does not apply where the processing is carried out by medical professionals or
health care institutions if “necessary” for the care and treatment of the data subject, or for the
administration of the institution or professional practice concerned.

SecondAtrticle 34(4) reliees institutions of the requirement to yide data subject informa
tion when to do so “appears to be impossible ould involve a disproportionate feft.” In
such circumstanceAyticle 44 indicates data processing will not be subject to particular infor
mational disclosures.

Third, Article 9 of the PDR provides an gplicit exception to the general prohibitionagst
non-consensual or unauthorized “incompatible uses” of collected personal data. Further pro
cessing of personal data is deemed not an “incompatible ptirhoaever, if done for “his

torical, statistical or scientdipurposes.Arrangements must be made to ensure that such
further processing is restricted to those limited purpoBes.eception unde/Article 9 has
further conditionsArticle 9 specifes that processing “shall not taglace where precluded by

an obligation of confilentiality by virtue of ... profession ordal provision? Since theWet
geneeskundig behandelings@renkomst (Medicallreatment Contict Act)® outlines specifi
obligations of confientiality for plysicians iwolved in medical treatment, its ptisions may

also gwern some uses of patient data in researoh.istance, it similarly authorizes, in
strictly limited circumstances, non-consensual access to health information for statistical and
scientific research wolving public health.

59 Wet eneeskundig behandelings@reenlomst (Medicallreatment Contict Act). 17 November 1994, Stb 1994.
Article 458 authorizes access if, among other things, (a) consent cannot be reasonably requested and guarantees are
provided that pwagy will not be inordinately infringed, (b) the research is in the public interest and cannotbe con
ducted without the information, and (c) the patient has not spebifbbjected to the information being pided.
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Fourth, Article 23 outlines a narm exception to the general requirement of consent for the
processing of personal data concerning health for purposes of “scieggiarch or statistits.

The following conditions must apply: (a) the research mustesampublic interest, (b) the pro
cessing must be “necessary” for conducting the researditloeriqng the statistics, (cxgress
consent must be either “impossible” ovalve a “disproportionate ffrt,” and (d) suficient
guarantees need to be yiced to ensure that the processing “does notraely afect the indi

vidual privacy of the data subject to a disproportionateeet” Article 21(4) outlines similar
restrictve criteria for scientifi and statistical research concerning personal genetic data for
which the researcher does novédhe &press consent of the data subject.

f. Data Security and Retention

The PDR also outlines general data security and retention détiéisle 10, consistent with

the originalOECD Guidelinesgenerally preides that personal data shall not leptkfor ary

longer than is necessary for aching the purposes for which itag collected or subsequently
processedAs noted abee, the standard is subject to aiception for “historical, statistical or
scientifc purposes,where the responsible party has made the necessary arrangements to
ensure that the data concerned are used solely for thesecspengiiosesArticles 12 to 14
impose a general duty of camdintiality for processors of personal data, and further require the
implementation of “appropriate” technicalganization and security measuresaiagt loss,
destruction, and unnecessary or wriid data processing.

g. Other Noteworthy Provisions

Several pravisions of the PDR are intended to a@wice its implementation consistent with the
EU Privacy Directiveand the societal needs of the Netherlanti€ Act, for instance, created
the Data Protection Commission to administer avetsee implementation of its pisions.
The Commission is authorized to, among other things, advise on data protegtiefolans,
investigate complaints of pragy violations, and wersee compliance with the PBRPSuch
responsibilities address the requirement underEldePrivacy Directivefor an independent
supervisory authority toversee national data protection principles.

Two other preisions relating to the Commissierbroader duties are naterthy. First, under
Article 25 of theAct, the Commission has the authority to approodes of conduct that it deems
consistent with the principles andy provisions of the PDR. Such codes of conduct may be
undertalen by oganizations for dierent sectors of society and submitted to the Commission.
Second, articles 51 and 52/githe Commission a role towersee the processing of personal
data where the processing ¢akplace in accordance with thev$aof another country of the
European Union. Undérticle 76, personal data generally shall not be transferred outside the
European Union unless the rageg country guarantees an “adequate®leof protectionAn
assessment of the adequad the level of protection shall takaccount of the circumstances
affecting a data transfer operation or a gatg of data transfer operatiosccount shall be
taken in particular of the type of data, the purpose or purposes and the duration of the planned
processing or processing operations, the country of origin and countmaladdistination, and

the general and sectorab# provisions applying in the non-member country concerned, as
well as the rules g@rning the bisiness sector and security rules applying in these countries.
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New Zealand

As a member of the @anization for Economic Co-operation andvB®pment since the 1970s,
New Zealand has had formal occasion teie® and consider adopting tl@ECD GuidelinesAs
one of mag nations to hee signed and ratdd the CCPR, Ne Zealand has manifested formal
international commitment to respect for human rights, includingagti Consistent with both of
these traditions as thébear on health research, W&ealand undertook major data protection
initiatives in the 1990s.

In 1993, Nev Zealand enacted national data protectigislation in the form of ®rivacyAct A year

later, it adopted itdHealth Information Privacy Cod@HIPC). Highlights of both folle.. Because
there are manparallel and en identical standards in theawlocuments, morexeensie discussion
of identical standards is sometimes deferred to the analysisldé#itn Information Privacy Code

1. The PrivacyAct (1993)

Overseen by an independent commissioner ofpyj thePrivacy Act 1993° of New Zealand
is an omnilns data protection\awhose central purpose is to set statutory controls wrphblic
and prvate entities collect, use and disclose personal inform&ti@Act is based on the 1980
OECD Guidelinesind the IPPs of thrivacy Act 1988of Australia®! Due in part to standard
review of national Igislation and in part to the need to harmonizeAttewith never interna
tional norms, such as those outlined in Eig¢ Privacy Diective there hae been ongoing
deliberations in recent years about the merits of amending particwésipns of theAct.

a. Scope

The Act covers all “personal information” as dedfid belev. This includes automatically
processed data in both thevatie and public sectors.

b. Definitions

Section 2 defies seeral concepts central to theoiking of theAct. For example, “personal
informatior? 2 is defned as “information about an iderdifile indvidual; and includes infer
mation contained in register of deaths .”. Individual” is further defied as a naturdiving

person, meaning that tAet generally applies to personal information about those.dlhere

are eceptions to this rule. Section 46(6) indicates that for the purposes of a code of practice
relating to health information, personal information includes that relatingng lbor deceased
individuals. Codes of practice argptained belar. The Act does not directly defe “health
information’ but it refers indirectly to the deition outlined in other Neg Zealand lgislation®3
TheAct also indicates that it applies to “agenc¢idese are generally defid as ay person

or body of persons, whether corporate or unincorporated, in the publivatesector
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PrivacyAct 1993 Online: wwwprivagy.org.nz/recept/rectop.html
Basinar D Privacy and Human Right#n International Surweof Privacy Laws and DrelopmentsEpic: 2000:162.

ReApplication by L(1997) 3 HNRX 716 (Complaints Riew Tribunal) has held that personal information can
include mentally processed information.

Section 22B of thélealthAct 1956.

47



Canadian Institutes of Health Research

c. Special Potections: Sensitve Data

New Zealands Privacy Act does not epressly include special prisions for “sensitie datd.

It has thus follaved the original 198DECD GuidelinesHowever, in the HIPC, adopted under
the Privacy Act, particular praisions are outlined for the processing of ideatife health
information. (This is discussed bel) Moreover, the merits of xpressly including sensite
data protections lva recently been aired in public analyses and discussionisiores to the
PrivacyAct®

d. Consent: Data Collection, Use and Disclosar

Section 6 of th@rivacyActoutlines 12Privacy Information Principlethat define core standards
under theAct. These echo the principles adopted by the OECD in 1981. (See Séi¢tairove).
Under the principles, personal information must be:

 collected for lavful and necessary purposes (Principle 1)

 collected directly from the indidual (Principle 2)

» collected such that indduals are informed of the data processing (Principle 3)
» collected in a laful, fair and reasonable manner (Principle 4)

» stored and secured (Principle 5)

» accessible by the inddual concerned (Principle 6)

» correctable by the indidual concerned (Principle 7)

« verified for accuracbefore use (Principle 8)

» kept for a reasonable period of time (Principle 9)

 limited in scope of use (Principle 10)

 disclosed only under limited circumstances (Principle 11)

 linked by unique identiérs only under limited circumstances (Principle 12).

The consent or “authorization” prgions of thePrivacy Act are lagely identical to those of
the HIPC As such, preisions of the latter are discussed bela the analysis of the Code

e. Exceptions and Reseah

The general requirement\ggrning the collection, use and disclosure of personal information

is exceptionally set aside for information that is publichaiéable, when compliance is judged
impracticable, when the data are non-identifying, or when the use of personal data is deemed
“necessary” for lgal proceedings, V& enforcement, or forv@iding imminent harms or pre

judice to plysical or mental health.

There are also spedfiprovisions for research. Because these amgelgridentical to those
outlined in the HIPC, the pvisions of the latter are discussed belo

Also, more generallySection 54 of théct provides that agencies may be authorized by the
Commissioner to collect or use personal information sometimes in breach of princiglesrgp
the collection (Principle 2), use (Principle 10), and disclosure (Principle 11) of informigion.

64 Privagy Commissioner of N& ZealandDiscussion Bper No. 12: Ne Privacy PotectionsAuckland, 1998.
Online: wwwprivagy.org.nz/slgisf.html
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obtain such authorization, the Commissioner musttfiat ag interference with the indidual’s
privagy is justified and outweighed by a substantial public interest or by a clearthertet
individual.

f. Data Retention and Security

Principles 5 and 9 lgely refkct theOECD Guideline®n data retention and secuyigs dis
cussed in Section lll, albe. They are also, for the most part, identical to the data security and
retention duties imposed under the HIRRCcordingly, provisions of the latter are discussed
below.

g. Other Noteworthy Provisions

The Privacy Act outlines a number of pvisions for practical implementation of yaicy
principles and standardat least tw are particularly relent for health research.

One concerns implementation angesight by an independent supervisory halg Prvacy
Commissioner of Ng Zealand.The Commissiones’ principal functions include: promoting
the principles of théct and eamining proposed tgslation and geernmental policies that
may afect the pwagy of individuals; resiewing the operation of th&ct, monitoring the use of
unique identifers, and appring exemptions from the information pacy principles; and
receving, investigating and conciliating complaint§he second noteorthy provision concerns
particular rgulatory paevers of the Commissionefhe Commissioner may issue codes of
practice that elaborate or modify standards oftteAs is explained bela, the Commissioner
has done so for health information.

2. The Health Information Privacy Cod€HIPC) (1994)

Section 46 of the Ne ZealandPrivacy Act empavers the Priaoy Commissioner of Ne
Zealand to issue codes of practice thae timito account the special characteristics of sgecifi
industries, agencies or types of personal information. Section 46 splcifndicates that
such codes of practice may modify the application ofltii@mation Privacy Principle®f

the Privacy Act They may &en prescribe standards that are more or less stringent than the
principles.To issue a code of practice, thev@d/ Commissioner is obliged to\g broad
public notice of his or her intent to do so, to consult wifaciéd interests, and to submit the
code to the N& Zealand Brliament for deliberations before the codeetakfect. Once in
effect, a code has the force oiacting under this authority and process, the Commissioner
issued the Ne ZealandHealth Information Privacy Cod€HIPC) in 1994% It has been
revised as recently as the year 2088.will be shavn, the language, macgy standards and
exceptions in the HIPC a been specifally tailored to the health sector

a. Scope

The HIPCregulates the collection, use and disclosure of idabiéi health information by
public and pwate agencies. It thus applies to health serviceigeos, health professional

65 Privagy Commissioner of Ne ZealandHealth Information Privacy Codas amendedyuckland, 1994; réised
edition, 2000. Online: wwygrivagy.org.nz/recept/rectop.html
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schools, selected gernment health agencies, health professional bodies, and aoamafs
and \endors of medicines and medicaldes.

b. Definitions

Section 4 of the HIPC outlines a broad difon of identifable “health informatiof,which
includes information about an inillual’s health, medical histgrdisabilities, bodily substaac
tests, and health services reesl.

c. Special Potections: Sensitre Data

Like thePrivacyAct of New Zealand, the HIPC does notpéicitly refer to identifable health
information as “sensite data” varranting special protections.

d. Consent: Data Collection, Use and Disclosar

HIPC proavides that the collection of information must be undenafor a lavful purpose and

that such collection must be “necessary” to lulfiat purpose. Rule 2 generally requires that
health information be collected “directly from the widual concernetl.Rule 3 generally
obliges agencies collecting data togakasonable steps to ensure that theithahl “is avare”

of, among other things, the purpose and intended recipients of the data, as well as “whether or
not the supply of the information i®hntary or mandatoryThe HIPC also imposes a general
standard to help to protect in@iual privacy regarding unique identiéirs. Rule 12 pnides

that indviduals are not to be assigned a unique identifnless it is “necessary to enable the
health agencto carry out” its functions &tiently.

It should be noted that the HIPC does not use the term “consent” as a standard for the collection,
use or disclosure of health information. Instead, it uses tind fauthorizatiori. Thus, rules

10 and 11 condition the “disclosure” and “use” of personally idabt#ihealth information on

a general requirement that the “authorization” of theviddal or his or her representatibe
securedThe term “authorization” is not defd.

e. Exceptions and Reseah

The HIPC outlines a number ofeeptions to the general requirements for processing i@deifi
personal health informatioThey apply to the collection, use and disclosure standauts. F
instance, Rule 3(4) pvades that the general obdition to collect personal health data directly
from the indvidual is not required if the agentreasonably belies” that compliance auld
“prejudice the purposes of collection” or is not “reasonably practi¢aBlecticable” is not
defined.

Rules 10 and 11 pvide exceptions specifally relesant to health researchhey allow for non-
consensual use and disclosure under particular standamdsiskance, under rule 10(1)(e),
neither consent nor necessity is required for the “use” of personal identifying information if
the ageng “reasonably beliees” that the health information is non-identifying, is used for
statistical purposes in a non-identifying manraris used under particular conditions for
“research purposésThose “research purpose” conditions generally require that a research
ethics committee appve the use and that the data “not be published in a form that could
reasonably bexpected to identify the indidual concerned.
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Rule 11(2)(c) outlines similar “research purpose” criteria for non-consensual disclosure of
health dataThis rule applies if there are reasonable grounds toveeliat “it is either not
desirable or not practicable to obtain authorisdtig¥hen such non-consensual disclosure is
justified, Rule 11 still imposes a limitation. It pides that disclosure is permitted “only to the
extent necessary for the particular purpbskhe limitation is consistent with the namwo
exceptions approach outlined in the origi@CD Guidelinegnd epanded in such documents

as theEU Privacy Diective

f. Data Retention and Security

Rules 5 and 9 of the HIPC outline data retention and security duties. Rule 5 imposes a duty to
protect health information “by such security spfards as is reasonable in the circumstances”
to preent such eents as loss, misuse or unauthorized disclosure. It also imposes a duty to
dispose of documents in a manner that presetive pragy of the indvidual. Rule 9 requires

that information be dpt for no longer than is required for the purposes for which it is to be
lawfully used. Both rules are consistent with the data security and retention principles of the
original OECD Guidelines (See Section Ill, abe.) It should also be noted that if health
information about an ident#fble indvidual is held by a health professional, then data retention
standards of other MeZealand health \@s may applyRegulations adopted under some such
laws, for instance, may require health agencies to retain health information for a minimum of
10 years®

(The catgory “Other Not&vorthy Provisions” is not described for thélPC.)

E.  United Kingdom

Particularly in recent years, the formal relations that the United Kingdom (UKysmjothe
international community v helped to generategkd changes that kia bgun to infuence health
research. Indeed, some of these international relationships and their associated Eugapean le
obligations hae ecerted a direct and sigrifint inflence on recent pagy and data protection

laws of the UK.They have done so in at least three respects.

First, as a member state of the Council of Europe for decades, the UK signed aaull tradifi
ECHR in the 1950s an@OE Cowention 108/1981n the 1980s. Both treaties are discussed in
Section Il, abwe.

The UK’s obligations under the ECHR W& recently contribted to its adoption of Human Rights
Actfor the UK8” The Human Right#ct adopts erbatimArticle 8 of the ECHR into UK la, thus
making more eplicit in British society the “right to respect paite life] subject to limitations in
accordance with l@ as “are necessary in a democratic society ....

66 SeeHealth (Retention of Health Information) qReations 1996adopted under tHaealthAct 1956
67 United KingdomHuman Right#ct1998, c. 42.
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Second, the UK membership since the 1960s in thgadization for Economic Co-operation and
Development has meant that it formally has had opportunity to consider ardton@rd imple
mentation of the@DECD GuidelinesAs will be shevn belav, the UK has done so in part through
national data protection initiags, such as the original data protectiajidiation of 1984.

Third, for decades the UK has been a member state of the European Economic Community/European
Union, meaning that the country is obliged to incorporate the principles Bf.xRgivacy Directive

into national data protection practices. It has done so in parvisyngeits original data protection

law by means of a meData PotectionAct of 1998 (DR). That initiatve, in turn, has helped to
prompt some gernmental research and health professiongnizations to update and issueised

ethical guidelines on health research. Highlights of thised DA and the reised guidelines of

the Medical Research Council and British Med#&sociation follov.

1. Data ProtectionAct (DPA) (1998)

Enacted in July 1998 to takefect in March 2000, th®ata PiotectionAct®® (DPA) of 1998
updates prdous UK data protection¥ato bring it into accordance with the requirements of
theEU Privacy Diective The DR is supervised by the Data Protection Commissioner

a. Scope

The DRA applies to personal data: that is, data about idebkifilving individuals, processed

in either the public or prate sector of the United Kingdos such (and in contrast to the
United Nations standards), thAet does not ceer information about the deceased. Under the
definition of personal data outlined belodata that hae previously been angmized are also
outside the scope of the BP

b. Definitions

The Act specifes definitions for sgeral terms, including “personal détéprocessing, and
“sensitive datd. “Personal daté,defined in Section 1, refers to personal identifying information
about a Wing individual. Such identifying information may come either directly from the data
in question or indirectly—that is, when the data in question are, or atg fkbe, combined
with other informationThis is a broad defition of “identifiable’

Section 1 also broadly daeéis data “processing” to mean “obtaining, recording or holding the
information or data or carrying outyaperation or set of operations on the information or
data, including ... adaptation or alteration, ... reaigconsultation or use, ... disclosure ... or ...
erasure or destruction of the information or datd *Sensitive data” is defied as “including

all information about pysical or mental health or condition, oxaal life”

68 United KingdomData PmotectionAct 1998, c29, superseding tHizata PotectionAct of 1984. Online:
www.dataprotection.gouk
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c. Special Potections: Sensitve Data

The DA provides special pngsions for such sensite data as identédble health information.

“Sensitive datd, according to Section 2, encompasses information relating ts &plg/sical
or mental health or conditidn.

Schedule 3 of thAct then preides that sensite data must be processed under particular con
ditions. Those conditions generally require either theptieit consent” of the indidual or a
demonstration that non-consensual processing is “neceskargiample: (a) for emplment
responsibilities, as required bywaor (b) in particular circumstances, to protect the vital
interests of the data subject or another; or (c) for administration of justice purpoges prde
ceedings; or (d) for “medical purposes” that include care/eptéon, diagnosis and medical
researchWhen processing is required for medical purposes, it must be done by either a health
professional or a person who has anegjant duty of confientiality.

Schedule 3 prades some policflexibility by specifcally enabling geernment to outline other
non-enumerated conditions for researctoiving sensitie personal datalhe gawernment

chose to do so in 2000 by meansStéitutory Instrument 2000 No. 4Ihis addresses data
processing for some “research purposes” tlmtldvinclude maintaining statistical or research
archives®® Such research may be done if the processing is “in the substantial public interest,

is “necessary for research purposesunlikely to cause “substantial damage or disttesy]

does not implicate or support measures about a particular data subgctvity such elabo

rations, some analysts are calling for detailechitefihs and further rafiements of DR stan

dards so as to more precisely guide health research for consensual, non-consensual and
anorymized circumstances in the UK.

It should be noted that although the sewsitilata preisions in the DR largely mirror the
sensitve data standards of th&J Privacy Diective as outlined in Section 111.C.1, abe,
there are some ddrences. Br example, theEU Privacy Diectiveoffers some standards to
clarify the meaning of consemts noted, hwever, the DRA provides no specifi standard or
definition of terms such as Xglicit consent.Nor does the DR specify the scope and meaning
of the term “medical researtlwhich is distinguishable from “health reseafctWhether the
term “medical research” includes epidemiological public health reseanald weem important,
since medical research constitutes axeeption to the general requirement gplkcit consent
for processing sensig personal data. In contrast to theADPmedical research” in theU
Privacy Directiveis not eplicitly listed along with medical diagnosis and theelikitiatives
under the “medical purposeskaeption to the general requirement mpkcit consent to the
processing of health data. Its inclusion in théA@ifus seems to accord with the general *sub
stantial public interest™eeption undeArticle 8 of theEU Privacy Diective As the analysis
in Section IIl.C.1, abee indicates, thatxeeption enables member states to designate the

69

70

United Kingdom, Secretary of Stafthe Data Potection (Pocessing of Sensitivee@onal Data) Oder 2000:
Statutory Instrument 2000 No. 41%ndon, February 2000, para. 9.

Strobl J, Cee E,Walley T. Data Protection Lgislation: Interpretation and Barriers to Reseali,), 2000;321:890-
892.Warlow C. Using Rtient-ldentifable Data for Obseational Research amdudit, BMJ, 2000;321:1031-1032
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processing of other cajeries of sensiie data as “necessary” to aaeing a “substantial
public interest. As per the preisions of theEU Privacy Diective then, the UK Brliament
appears to hee deemed medical research a necessary and “substantial public interest.

d. Consent: Data Collection, Use and Disclosar

The data collection standards of theADflect, among other thingthe original data-quality
control principles of th©ECD Guidelinesthe requirements under tB&) Privacy Directive

and \arious standards from other international nornes.ifistance, th©ECD Guidelinesre
reflected as mod#id in the eight central principles that guide data protection practices of the
DPA. Under theData Potection Principlesoutlined in Schedule 1 of the BPpersonal data
collected in the UK generally must be: (&rfy and lavfully processed; (2) processed only
for specifed purposes and not inyamanner incompatible with those purposes; (3) adequate,
relevant and notycessve; (4)accurate; (5) retained no longer than necessary for its purposes;
(6) processed in accordance with the data subjegtits; (7) secure; and (8) not transferred to
countries without adequate protection.

On the basis of these guiding principles, particular sections of theddiRe and elaborate or
qualify the principles into standardsorFexample, arious sections of the BPRoutline a data
subjects general rights. Schedules 2 and 3 indicate that processing must generally be done
with the consent of the data subject, unless particulegptions apply(The eceptions are
outlined belav.) While the EU Privacy Directivedefines a alid consent as beingluntary

specift and informed, this standard does nqplieitly appear in the DR. The Act is also

silent on the question of substitute decision making.

e. Exceptions and Reseah

Sections 28 to 38 of the BRutline ekemptions from the general data processing requirements,
as well as some particular ones valgt for researchAll of the exemptions refict a societal
effort to balance pviacy protection with other pressing societal needs ahaeg.

Generally consistent with tHeU Privacy Directive the DRA provides some generakemptions.
Exceptions are, foxample, defied for purposes of criminal andyéé proceedings, if required
by other lavs, or those judged by the Secretary of State as “necessary fguasdiag” the
interests of the data subject or the rights and freedoms of oth&durals.

The DR also praides specifi exceptions directly relant to researciithe necessityxeeptions

for conducting non-consensual data processing of idabltfihealth information are outlined
abore.As indicated, “medical researchijfires &pressly as one of those “hecessageetions.
Moreover, under Section 33, “personal data processed only for research purposasihgtee
from some data collection principleBhe application to “personal data” raises the issue of
whether personal health data processed “only for research purposeséwiselikempted, or
whether thg need comply with the sensi# data protection standards of theADBuch aghe
requirement that such processing be done only Wsho be necessary for medical reseanct
undertalen by one who has an oldigon of professional secngequialent to that of a health
professional. Section 33fefs some dédfiition of “research purposes” by stating that “research
purposes includes statistical or historical purpbsesocessed data that meet these initial
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qualifications may be stored indgifely and may be further processeaiagonly forresearch
purposes. Furthermore, such data are not subject to the general right of astsssagwd the

Act if the data are further processed under a range of particular conditions, which include that
processing is unliédy to cause substantial harm to a data subject and that the results of the
research are madeailable in a non-identifying formAgain, these redict the standards of the

EU Privacy Directive As noted abee, Government Statutory Instrument 2000 Mb7, on sen

sitive personal data, outlines standards for processing data “necessary for research purposes”
that are in “the substantial public interést.

f. Data Retention and Security

As a general rule, the BRadopts the security and data retention standards of the o@D
Guidelines Under the general 2PPrinciple 5, personal data should be retained no longer
than is necessary to accomplish the spegifirposes for which it as collected. Hoever,

under Section 33, data processed “only for research purposes” may sometimes be retained for
an indefiite length of time if done so in compliance with valet conditionsThese include

that data are processed in aywthat substantial damage or distress is ahfito be caused to

ary data subject. Principle 7 also imposes a general duty to ureléaaropriateechnical

and oganizational measures” amgst unauthorized, unddul processing and accidental loss

and destruction of data. It adopts @ Privacy Diectivebalancing standard for measuring
what is “appropriate”: ackmdedging cost and technologicadtors, the el of security

should be appropriate to the nature of the data and the harms that may result from wrongful or
remiss processing of data. Under this test, the protections foreensita should be higher

g. Other Noteworthy Provisions

Several pravisions of the DR are intended to a@wice its implementation consistent with the
EU Privacy Diectiveand Britains public poliy needs.

Under théAct, for instance, the Data Protection Commissioner is appointed to admiwigtier
independent\ersight, the prasions of the DR. This provision responds to the requirement
for an independent supervisory authority t@rsee data protection principles under Eié
Privacy Directive Sections 51 to 54 of the Bfndicate that the Commissioner is to disgjear
such duties by both education and enforcement roles.

Other sections are designed to furthéeaive implementation. & example, Section 67(2) of

the Act empavers the UK Secretary of State to issue orders agulatons that acdwnce the
principles and pnasions of the DR. The process must include initial consultation with the
Data Protection Commissionéccordingly, the Secretary of State has acted under these pro
visions to issue statutory instruments that address, among other things, international data sharing,
a code of practice for mediaganizations, and sensié personal information. Some of these
instruments ha been noted alie.

Confidentiality Guidelines of the British Medicahssociation (BMA)

In 1999, as part of a public poficesponse to the UK 2R and to assist its membership, the
British Medical Association released Guidelines on tBenfdentiality and Disclosug of
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Health Informatior’* The Guidelines address ariety of facets of the ethics of codéintiality,
including researchThey contribute to an ongoing process pursued by the BMA for years to
seek public polig and statutory claridiation of the medical V& of confdentiality The
Guidelines indicate that while the BfPnade adances in this respect, the BMA still supports
further legislative initiatives.

In this contat, the Guidelines, considering iderdifle health information to be a special and
sensitve catgory of data, defie seeral concepts directly relant to health research:

» Confidentiality: The principle of keping secure, and secret from others, informatieengi
by or about an indidual in the course of a professional relationship.

» Disclosure: The revealing of identifable health information to gane other than the subject.

» Personal health inbrmation: Any personal information relating to theysical or mental
health of ag person from which that person can be ideesdifi

» Anonymized information: Information which does not, directly or indirectiglentify the
person to whom it relates.

On the basis of such concepts, the Guidelines outline elements for giisghbe general duty

of confdentiality and reasonable limits there@hey underline the societal need for the tradi
tional duty of medical secrgdor example, by identifying a “strong public interesihmaintaining
confidentiality so that indiduals will be encouraged to seek appropriate treatarahtshare
information releant to it’ In terms of limits, the Guidelines maintain that research constitutes
a justifable use of personal health information under particular condiffonzalance respect
for confdentiality and such societal needs, the Guidelines suggest that the information disclosed
should be “the minimum necessary to aehithe objectie’ This echoes a theme sounded in
the OECD Guidelinesas noted in Section IIA, abose. To minimize infringements of confi
dentiality the BMA Guidelines further indicate that research should useyariped data
wheneer possible. & information that cannot be ananized, the BMA Guidelines ge the

use of pseudgms or other tracking mechanisms to help to ensure agcanacminimize the

use of personal identdis.

The BMA Guidelines also address consent and informafioa.Guidelines encourage health
research @anizations and professionals to educate and to share information on research, since
patients may not benare of hev anorymized data can help health research that lisrseftiety

The Guidelines outline a general requirement that consent to the disclosure of persenal infor
mation be wluntary specifc and informedThe Guidelines then veew a range of potential
exceptions for non-consensual disclosures, such as disclosure fatiditigpurposes, advse

drug reaction or professionalgidatory matters. In the vieof the BMA, truly non-identifying

data raise f@er confdentiality and consent issues. Hence, the Guidelines maintain that it is
not ethically necessary to seek consent for the use ofamoas information.

7+ British MedicalAssociation Confdentiality and Disclosug of Health InformationLondon, October 1999. Online:
www.bma.og.uk (ethics/guidelines)

|
56



Canadian Institutes of Health Research

3. Medical Researc Council Guidelines on Reseancand Rersonal Data

A year after the British MedicaAssociation released its document, the Medical Research
Council (MRC) of Britain published meethical guidelines on the use of personal information
in medical researck.These update primus guidelines on medical research that the MRC has
been periodically releasing since the 1970s.

a. Scope

In contrast to the BMA Guidelines, those of the British MRClgsively address the research
domain and are intended to guide researchers funded by the MiR@®ledical Reseah
Council Guidelines on Resehrand Rrsonal Data(MRC Guidelineshddress all personal
information and therefore hia broader scope than does theADRs noted in the defition
section bela.

b. Definitions

The MRC Guidelinesoutline a glossary of daiitions directly pertinent to modern health
researchThese include defitions of “personal information, " “angmized data™ (both
linked and unlinkd), “coded data’* “confidential informatiofi’> and “sensitie informatiort.”®

The defhition of “personal information” is broader than the digifbn of personal data under
the DFA. It encompasses “all information about widuals lving or dead,including “written

and electronic records, opinions, images, recordings and informatiba. guidelines also
refer to and rely on “personal détas defned in the DR, which concerns personal information
from which one may be identi either (a) from the data or (b) from combinations of the data
and other information that the person in control of the data has alistlikhae in the future.

c. Special Potections: Sensitre Data

The glossary of the guidelines defs “sensitie information”: “the terms “sensi” is used

in this guide to highlight the need foxtea care in using information about mental health,
sexuality and other areas wherevealing confilential information is especially kky to cause
embarrassment or discriminatidohe defiition parallels the concepts dedd in theCOE
Corvention 108/1981as modifed and incorporated into theU Privacy Diective (See
Section Ill, abge.)
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Medical Research Council (Britairfersonal Information in Medical Resehr(Ethics Series).ondon, 2000.
Online: http://wwwmrc.ac.uk/PDFs/PIMR.pdf

Anonymized data: “are data prepared from personal informatigrfrdm which the person cannot be identifby
the recipient of the informatioiThe term is used in the guide when referring todthiand unlinkd anogmized
data together

Coded data: “is identdible personal information in which the details that could identify people are concealed in a
code, lit which can be readily decoded by those using it. It is notyamiaad datd.

Confidential information: “is aypinformation obtained by a person on the understanding thatlienot disclose
it to others, or obtained in circumstances where jeeted that thewill not disclose itThe lav assumes that
wheneer people gie personal information to health professionals caring for them, it igleotifil as long as it
remains personally identifble”

Sensitve information: “is used to highlight the need fagtra in using information about mental healthssity
and other areas wherevealing confilential information is especially By to cause embarrassment or
discrimination’
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d. Consent: Data Collection, Use and DisclosarStandards

Section 2 of thdVRC Guidelinesoutlines a set of general principles that impose responsibilities
and duties on researchers and institutiorgarding the collection, use and disclosure of
personal health informatiofihese duties include:

* maintaining the condientiality of personal information obtained in health research care

» informing people about the use of such information

» ensuring that “gplicit consent” is secured for the collection, retention, and use of personal
information

» designing research that obses\confilentiality and consent principles

* seeking independent ethicsviewv of research using identifdle personal information or
anorymized data

» anorymizing or coding personal information as much as possible

» ensuring that personal information is handled only by those with a duty ofleotiiity
equivalent to that of health professionals.

e. Exceptions and Reseah

While theMRC Guidelinesndicate that most health research may be conducted by respecting
confidentiality and securingxelicit consent for the processing of personal health information,
the guidelines outline standards for the non-consenstigidiified use of such information.

Article 2.2 indicates that the circumstances arise undermamd eceptional condition: that

is, “when consent is impracticable, calgitial information can be disclosed without consent
only if: the likely benefts to society outweigh the implications of the loss of dmnfiiality so

that it is clearly in the public interest for the research to be done; there is no intention to feed
information back to the indiduals irvolved or talke decisions that efct them; and there are

no practicable alternats of equal ééctiveness. When such circumstances are met, the “in
fringement of confientiality must be &pt to a minimuni. These criteria impose conditions
equivalent to the “necessity” and balancing standards cEth@rivacy Directive the ECHR

and theOECD Guidelines

Article 5.1 details considerations in the coding and ymiwation of processing health informa
tion, which may sometimes makhese processes a practical arfiectfe alternatre to non-
consensual processingrticle 3.6.6 indicates that “impracticability” may be caused by the
sheer size of a research population group for some epidemiological studiasmnore rare
instances, by the risk that in@lual consent may iratt cause harm, as in some mental health
studiesArticle 4 of the guidelines outlines someaenples of the non-consensual use of per
sonal health informatiorrticle 3.1 of the guidelines generally suggestsydser, that precise
judgements on the non-consensual processing of personal health information should be made
on a case-by-case basis in accordance with general ethicalgahgriaciples, agin taking
into account suchaettors as necessityensitity, importance, safpiards, independentuiew,

and epectations.

f. Data Retention and Security

Article 7 of theMRC Guidelinesutlines the rationales and standards for storage and retention:
research records need to be presgtifor a long term for such reasons as the scerdifidation
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of research, for future research or audits, and sometimes for clinical treatment purposes.
Article 7.12 suggests that for clinical and public health research and fersadsfiects docu
mentation, research should be retained some 20 to 30 years. Both research tearmmsrahd uni
ties hae important responsibilities for such long-term retention, including that proper custodians
are designated, records are areliin secure repositories, and the information is treated in
confidenceArticle 2.1 includes within its general principles the duty of principasticators

to take “personal responsibility for ensuring ... that training, procedures, supervision and data
security arrangements are fatient to preent unauthorized breaches of cdefitiality”

Article 5.3 elaborates this general principle into a checklist of responsibilities for data process
ing in an electronic or pisical ewironment.The responsibilities include written procedures
addressing such elements as the research tegutarexiew and reisions, softvare manage

ment, and disaster regery arrangements.

(There is no description of the ogbey “Other Notevorthy Provisions” for the Medical Research
Council Guidelines on Research and Personal Data).

F. United States

Federal lavs and initiatves gaerning the protection of personal information in the United States
(US) differ from, as well as parallel, those of other nationseya in this report. Lig all the
countries gamined, the US has signed and ratifthe CCPR. It thus has internationavgcy
obligations. Br over a quarter of a centyrfederal lav has imposed @&l standards on the federal
governments processing of personal informatidrhe American lav is one of the oldest among
those in the countries sued.

Yet in contrast to manof those countries, the US has no central or onsndata protection va
Instead, it tends to rely on thevééopment of detailed federal paicy standards for diérent
sectors of societyConsistent with this sectoral approach, the W&guoment has recentlynfilized
national norms for the protection of personal health information. It has also recently concluded an
initiative, called the Safe Harbor Framwk, that outlines national pacy standards that will
harmonizeAmerican standards with those of the European Urlibe.followving text outlines the
Fedeal PrivacyAct, then highlights the ne federal rgulation on health information pacg and

the Safe Harbor Framerk.

1. Federal PrivacyAct (1974)

TheFedeanl PrivacyActof 19747 governs federal agenciesdllection, use and dissemination
of personal informationThe Act applies to personal information generallycluding health
information held by federal agencies such as the Indian Health Service eedtities of the
federal department of health. keiktheOECD Guidelineshat would follow, theAct is premised
on the idea that indiduals hae a right to knev what personal information thexggrnment holds
about them and o that information will be used, as well asv/img the right to reiew the
information. It requires agencies to apply basicihformation practices, including safieards

77 5United States Codé&ec. 552a, as amended. Online: wussloj.ge/04foia/04_7_1.html
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for the security and conféntiality of recordsThe practices are based on thede of Rir
Information Pactice Principle€® that the US Department of Health established in 1973.

TheAct requires federal agencies to specify the purposes for collecting personal information
and preides cvil and criminal penalties for its misuse. Unless a proposed discladigrevithin
enumerated>@eptions, thé\ct prohibits disclosure of that information without the prior written
consent of the data subjethe eceptions include (a) information collected solely as statisti

cal research if transferred in a non-ideabfe manner(b) compelling circumstancesedting

the health and safety of an iuitiual, and (c) administratly determined disclosures by the
ageng. Disclosures under the latter must still be “compatible” with the purpose for which the
information was collected.

Some aspects of the implementation of Beeleal Privacy Act differ from those found in
other countries. In contrast to yaty commissioners and kkindependentwerseeing bodies
found in other countries, foxxample, the Gfce of Management and Budget plays a limited
role in setting polig for federal agencie®.In 1999, the Cfce of the Chief Counselor for
Privagy was created within the @ée of Management and Budget to coordinate fedenzhgyri
policy in an advisory capacity

2. Federal Privacy of Brsonal Health Information Rule (2000)

Finalized in December 2000 to takfect inApril 2003, the federabtandads for Privacy of
Individually Identifable Health InformatiorfHIPAA Privacy Rulg® are intended as national
norms to protect the pacgy of health data in the UShey result from the US federal gern
ments increased interest in recent years in addressingopriights and administrate trans
actions in health care.

In 1996, the US Congress enacted fedegasliation that aimed at, among other thingsijlitat
ing Americans'retention of pwate health insurance and easing adminisgatspects of some
health care transactiorEhe lav is entitled theHealth Insuance Brtability and Accountability
Act of 1996HIPAA).8! Sections 262 and 264 of HAR prove particularly releant to the pro
tection of prvacy and administrate eficiengy of health care transactionBhe sections are
noted in an eplanation of the recentlyrfalized prvacy standards.

Sections 261 through 264 of IR are knavn as theAdministratve Simplification praisions.
The major part of thesédministratve Simplification preisions are found at section 262 of
HIPAA. In section 262, Congress primarily sought agilitate the dfciencies and cost ga
ings for the health care industry that the increasing use of electronic techndogy. &hus,
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US Department of Health and Human Services (DHE&Je of Rir Information Pactice Principles1973.

Banisar D Privacy and Human Right#n International Surweof Privacy Laws anBevelopmentsElectronic
Privagy Information Center (EPICWashington, 2000:230.

US Department of Health and Human Servi&tandads for Privacy of Individually Identdble Health
Information—Hnal Rule(hereinafter HIRA Privacy Rule) Federl Ragister28 December 2000;65(250):82462, to
be codifed at 45Code of Ederl Raister160 and 164. Online: wwihs.ge/ocr/hipaa

Health Insuance Prtability andAccountabilityAct of 1996HIPAA) Public Lav 104191, as amended, 42 United
States Code 1320-d.
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section 262 directs HHS [US Department of Health and Human Services] to issue standards to
facilitate the electronicxehange of information with respect tadncial and administrat
transactions carried out by health plans, health care clearinghouses, and healthvichnes pro
who transmit information electronically in connection with such transactiitise same time,
Congress recognized the challenges to the a@entiality of health information presented by

the increasing comptéy of the health care industrand by adances in health information
systems technology and communications. Section 262 thus also directs HH8lop déan

dards to protect the securitgcluding the conélentiality and intgrity, of health informatiofi?

In response, proposed health informationgmy standards from the US Department of Health
and Human Services (HHS) were submitted to the US Congress in 1997. Section 2@20f HIP
further pravided that if Congress did not enact corresponding health informati@aoplégis-
lation byAugust 1999, then HHS auld be obliged to enachfil regulations by February 2001.

The US Congressiled to do so,\w&n though seeral bills and associated rep&ftaddressed
the issue. In December 2000, HH&alized theHIPAA Privacy Rulé*

a. Scope

The HIPAA Privacy Ruleaddresses medical records and othewiddally identifiable health
information used or disclosed by a esed entity” in ap form, which includes electronically
in writing or orally It generally applies to “health plahshealth care clearinghousésnd
those “health care pvalers] in either the public or pvate sectqrwho conduct certainrfan
cial and administrate transactions electronically (forample, electronic billing and funds
transfers). May US research interests will bevesed under thellPAA Privacy Rulas health
service prwiders. Sections 160.201 to 160.205 of HH®AA Privacy Ruléndicate that it is
intended to preide minimum national standards across the At®ordingly, it generallypre-

empts state las that preide lover standards; it complements those that impose more stringent

privagy protections.

Beyond its interaction with statevis, the scope, application and conxjtle of the HIFAA is
augmented by its intersection and interaction with other US fedeval Ror instance, the
HIPAA Privacy Rulénteracts with thd=edeal Food, Drugs and Cosmetidsct?® US federal
policy and rgulations on researchviolving humang® and theClinical Laboratory Impove-
mentsAmendmentsf 1988%” Some of these Ves outline standards refnt to health research.
Thus, some of the intersections betweenHHAA Privacy Ruleand such las are noted, ut

a thorough rploration of those interactions isymnd the scope of this analysis.
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HIPAA Privacy Ruleop. cit., Rrt 1.

See, e.g., United States Gendratounting Ofice. Medical Recails Privacy:Access Needed for Health Resbar
but Ovesight of Privacy Potections is LimitedNVashington, February 1999.

HIPAA Privacy Ruleop. cit.Federl Raister28 December 2000;65(250):82462, to be cedifit 45Code of
Fedeal Ragister160 and 164.

21 United States Cod&nnotated301 et seq., as implemented in part undeCade of Ederal Ragister310 et seq.

See, e.g., US Department of Health and Human SeryiBasic DHHS Blicy for Potection of Human Resesr
Subjects Regulations on Potection of Human SubjecBedenl Ragister 18 June 1991;56:28003, codifi at 45
Code of edenl Ragister46. Online: http://ohsod.nih.ge/mpa/45cfr46.php3

42 United States Cod263a, as implemented in part underCtitie of lEderl Ragister493.3(a)(2).
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b. Definitions

The HIPAA Privacy Rulespecifes an gtensve list of defiitions, including those for seral
key terms.These include “identidible health informatioh,“'use” and “disclosuré,“health
provider” “de-identified” health information, “consehtdata aggregation; and “research.

For instance, théllIPAA Privacy Rulaegards identifying data as a subset of general health
information. Section 164.501 thus pides a broad defition of “individually identifiable
health informatiori.lt refers to the “past, present, or futureypical or mental health or cen
dition of an indvidual” that either identiéis the indiidual or afords a reasonable basis to
believe that the information can be used to identify theviddial. Identifable health informa
tion that has been de-idendifi may not be subject to théiPAA Privacy Rulef certain
provisions are respected. (See Section e.vbglo

The HIPAA Privacy Ruledoes not use the term “data processing” Instead, it outlines broad
definitions of the terms “use” and “disclosurd&hus, identifying health information that is
shared, gamined, analyzed or empied within an entity is “usetwhile that which is shared

or transferred outside the entity is “disclos&kfinitions of other important terms are elabo
rated belov.

c. Special Potections: Sensitve Data

The HIPAA Privacy Rulaleclares that “(a)mong d&fent sorts of personal information, health
information is among the most sensiti The HIPAA Privacy Rules approach thus accords
with that in magy countries and with standards in the international community

Within its general treatment of health information as seesdata, thedIPAA Privacy Rule
offers even higher protections or standards for psychotlyerapes. Psychothergmotes are
defined in Section 164.501 as notes “recorded (inraadium) by a health care pider who

is a mental health professional documenting or analyzing the contents/efsadion during
private counseling session or a group, jointamnify counseling session and that are separated
from the rest of the indidual's medical recortl.

The defiition excludes “medication prescription and monitoring, counseling session start and
stop times, the modalities and frequencies of treatment furnished, results of clinical tests, and
ary summary of the foling items: diagnosis, functional status, the treatment plan, symptoms,
prognosis, and progress to datdnder Section 168.508(a)(2), the disclosure or use of such
notes requires aalid authorization, xcept in limited circumstance$hese include treatment

by the originator of the notes, particulagdé proceedings, or particular institutional training
programs. Under Section 164.524, induals do not h& a general right of access to psycho
theragy notes.

d. Consent: Data Collection, Use and Disclosar

The HIPAA Privacy Ruleoutlines general standards on the processing of health data in a
manner that parallels those of t8&CD Guidelinesand EU Privacy Directive Three of the
standards illustrate o
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First and parallel to thEU Privacy Directivethe HIPAA Privacy Rulemposes a general pro
hibition on the “use” and “disclosure” of “inddually identifiable health informatiohunless
consent or authorization is secured. “Consent” and “authorization” undeiP#e\ Privacy
Ruleare not synoymous. Consent in writing is generally required for the use and disclosure
of personal information for “treatmehtpayment” and “health care purpose3he HIPAA
Privacy Ruledefines these term$Vritten “authorization” is required for other purposes, which
would generally include researchhe HIPAA Privacy Ruleoutlines \arious elements that
should generally be included in alid authorization. Sections 164.508(b) and (c)via®,
among other things, that alid authorization should be written in plain language and should
disclose information about: what information is to be used or disclosed; who is authorized to
request the information; and who shall reeethe information, and loand when the will

receve it. Included should be an outline of the right woke the authorizatiorAuthorizations

may generally be veked in writing at ap time, unless the entity “has &k action in reliance

on” the authorizationAdditional requirements applgepending on whether the authorization

for use or disclosure is sought for the entity or for disclosures by otlwereegearch than-

volves treatment as, fok@mple, in some clinical trials of drugs tH&PAA Privacy Rulegener

ally specifes an authorization contoured to the research treatmenkcd@eetion 164.508(f)
requires the pngsion of, among other things, a description owtbe use or disclosure of
information will be used for treatment. It also requires conformity with the core consent standards
of theHIPAA Privacy Rulesubject to applicablexeeptions.

Second, thélIPAA Privacy Rulémposes a general duty to strictly limit the scope gfraates

sary irvasions of personal pragy. As Section lll, abee, indicates, both theECD Guidelines

and EU Privacy Directivegenerally contemplate thatyamecessary irasions of priacy be
limited. The HIPAA Privacy Ruledoes so by defing a general standard. Section 164.502
requires entities to mak‘reasonable &rts to limit protected health information to the raini
mum necessary to accomplish the intended purpose of the use, disclosure, of téogest.
Section 164.514(d), implementation of the “minimum necessary” standard requiresc specifi
organizational and administraé steps. &r example, entities that disclose protected health
information on a routine and recurring basis must implement policies and procedures to limit
the information disclosed to the amount reasonably necessary toeatieepurpose of the
disclosure. Institutions must also identify andetagasonable fefrts to limit, to the minimum
necessarthose personnel whoveaccess to protected health information.

Third, theHIPAA Privacy Rul@utlines a data subjesttights to hee general and spedifinfor-

mation about the data collected. Section 164.524, for instance, outlines the general right to inspect
and to obtain a cgpof ones health information, xelusive of psychothergpnotes. Section
164.522(a) outlines the right to request restrictions on uses and disclosures. Section 164.528
outlines the right to request an “accounting” of all disclosures made within the last six years.

e. Exceptions and Reseah

The HIPAA Privacy Ruleutlines seeral exceptions to the general requirement of consent or
authorization, as well as some pigions and xceptions particularly rel@nt for researclhAs

in other countries, thexeeptions refict an &brt to balance pviagy protection with other
pressing societal needs aralues.
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In terms of generalxeeptions, Section 164.512 authorizes the non-consensual use or disclosure
of health information fgramong other things, (a) healtlieosight actiities, such as audits,
administratve investigations, inspections, or licensor or disciplinary actions; (b) public health
needs, such as for theyédly authorized collection or receipt of health informationefpidemt

ological, vital statistics or national drug and therapeuties pairposes; and (c) when necessary

to prevent a serious and imminent threat to health or sa@etyh preisions parallel xceptions

of theEU Privacy Directive as noted in Section III.C.3., alm

The HIPAA Privacy Rulelso praides specifi provisions and xceptions directly releant to
research aatities. Section 164.501 of tHélPAA Privacy Rulalefines “research” aswnlving
“a systematic imestication, including research dglopment, testing, and/@guation, designed
to develop or contribite to generalizable kmdedge” The HIPAA Privacy Rulexplicitly ex-
cludes research from other important terfirteus, @en in the broad defition of “health care
actiities; research islicitly excluded.The HIPAA Privacy Ruleutlines standards relet
to such research as clinical trials. Section 164.524(a)(2)(iii), for instansédgsdhat access
to personal information may be restricted for patients in researalviing treatmentAccess
may be suspended for the course of the research if the suspeasiorchded in the patiest’
consent to the research and if the health canddeohas informed the participant that access
will be reinstated at the conclusion of the reseakshwell, theHIPAA Privacy Ruleutlines
standards to g@rn some non-consensual research. Standavdsnijtg the use of “de-identfi
information” and research that may be conducted undememof the normal requirement of
individual authorization or consent arestimportant gamples. Each is outlined balo

De-identified and Coded Data Section 164.502(d)(2) of thdIPAA Privacy Ruleprovides
that health information that meets the requirements for de-idehtiealth information will
not be bound by the general use and disclosure standards ldfRA Privacy RuleThe
Section refers to “de-iden®#id” information as that which “does not identify an indial and
with respect to which there is no reasonable basis tovbdlt the information can be used
to identify”

This complements Section 164.514(a), which outlines the de-identifiation standards may
be practically implemented. Under it, institutions are authorized to de-identify health information
by two methods.

One approach is for a professional determination to be made that the risk ofcakémifby

the anticipated recipient, through the use of information or in combination with other reasonably
available information, is “ery small’ This judgement can be made only by “a person with
appropriate knwledge of andxperience with generally accepted statistical and scieptifi-

ciples and methods for rendering information notvittlially identifiable” The professional

must apply such principles and methodsvtal#ate the riskThe methods and results of the
analysis must be documented.

Alternatively, the entity may rema identifers. These include names, addresses, zip codes,
identifying photographic images, andiee prints; numbers for telephonaxf medical records,
licences, accounts or licence plates; or ‘ather unique identifying numbgcharacteristic, or
code’ Such de-identifiation must be done without actual hedge that the information could

64



Canadian Institutes of Health Research

be used alone or in combination with other information to identify arithdil who is a sub

ject of the information. It should be noted that under Section 164.514(c), codes to re-identify
de-identifed health information are authorized if appropriate security measures areedpserv

if the codes are not dead from or related to information about the indual, and if thg are

not capable of being translated to identify theviatlial.

Waiver of Authorization: Beyond the application of the generateptions or the de-identifi
cation processes, researchailving personal health information is permitted whenadver of
authorization is independently apped by a psacy board or research ethics committee.
Section 164.512(i) generally outlines three conditions that musaipfer a \alid waiver.
These conditions contain important standards.

First, the entity seeking aaiver must secure from the researcher speagsurances or repre
sentations to prepare the research feiere by the committeeAmong afirmations rgarding
confidentiality and related requirements, the researcher must represent that the information
sought is “necessary for research purpdses.

Second, the miver must be appwed by a duly constituted institutional research ethics committee
or by a pwvacgy board.The privagy board must be free from coiofs of interest and must be
composed of indiduals from dierse backgrounds and whovbed‘appropriate professional
competeng” If the waiver is authorized by a research ethics committee, the committee must
meet the composition and independestandards required under US federal reseasliéla

The review must also be conducted in accordance with the norwialw@rocedures of federal
research ethicsva

Third, beyond the procedural requirements, thesgay board or institutional research ethics
committee must generally base thaiwer on a determination that the researsiolives only a
minimal irvasion of pwagy, which is justifed by the importance of the research and the imprac
ticability of otherwise undertaking iThe committee thus spediéilly needs to determine,
among other things, that: (a) the use of personal health informatimmes minimal risk, (b)
the waiver will not adwersely affect the rights or wetfre of the indiiduals, (c) the research
could not practicably be undertak without the \aiver and without the information (“praeti
cably” is not defied), (d) there is a reasonable relation between thagprisks and bend§
and the importance of the kmtedge that may be reasonabkpected to result, (e) particular
data security measures are in place to protemnagimproper use or disclosure, and (f) the
research pnades adequate plans for data retention. Under the, Istieln plans should prige

for the destruction of identdis “at the earliest opportunity” consistent with conduct of
research, unless continued retention is authorizedvibyidegitimized by health or research
justifications.
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See, e.g., 4Bode of Edenl Rayister46.107 (DHHS); 2Xode of Ederl Reyister56.107 (US Bod and Drug
Administration).
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f. Data Security and Retention

In general, thédIPAA Privacy Rulémposes security standards similar to those in the original
OECD GuidelinesUnder the administrat requirement of Section 164.530, institutions “must
have in place appropriate administiegj technical, and pisical safguards to protect the pri
vagy of protected health informatignThe section also imposes a duty of “reasonably- safe
guarding” such information. Other ptisions of theHIPAA Privacy Rulecomplement and
elaborate these general standards.iffistance, the administragi security measures associated
with access to coded information and re-idetdiibn standards i@ been noted in Section e.,
above.As well, the “minimum necessary” standard discusseudeimeolves the implementation
of organizational and administraé safguards for limiting access to health data. Meezo
Section 164.530 imposes arkforce training requirement to ensure that erygés adhere to
institutional prvacy policies and procedures.

TheHIPAA Privacy Ruleseems not to va a separatexplicit and detailed standard for length

of data retention. Instead, it appears to address the issue indirectly through other stamdards. F
example, reference is made to data retention in the standards relied on by research ethics
committees to valuate whether a awer should be granted for the normal requirement of
individual authorization for health researéts indicated, research protocols should include
plans for the destruction of idenéfs “at the earliest opportunity” consistent with conduct of
research, unless continued retention is authorizedvbyidegitimized by health or research
justifications.Though the precise language and focus on reseatrfeh, dife intent seems to
parallel the reasonable retention standards of the ori@iB&D Guidelines

g. Other Noteworthy Provisions

Several pravisions of theHIPAA Privacy Ruleare intended to adwnce its implementation
nationally and institutionallySome of the prasions parallel and some depart from analogous
provisions for implementing e data protection or pracy laws in other countries sugyed in

this report. Oersight and enforcement of thREPAA Privacy Rulefor instance, are dejated

to the Ofice for Cvil Rights (OCR) in the HHSThe OCR will assist praders, plans and
health clearinghouses in meeting the requirements dfitR&A Privacy RuleThe OCRalso

is responsible for recéng and iwvestigating privacy complaints. In other countries, nearly
exclusive and independentversight and implementation is typically entrusted to a separate
government entitysuch as a data protection onvpdy commission.

Institutionally, the HIPAA Privacy Ruldmposes standards for implementatioor istance,
Section 164.53@’ administratie standards require w&red entities to adopt written yaicy
procedures concerning access, use and disclosure of protected informaé&prare also
required to train emplees and designate avatiy officer, who is to ensure that pecy
procedures are folieed.

Section 164.520 also imposes owva@d entities a general duty to yide indviduals with a
written notice, in plain language, of yaicy practices for protected health informatidrine

notice must include, among other things, information about use and disclosuveluidi
rights, institutional priacy duties, and contact persofi$ie notice must be timelaccurate
and rgularly revised. Specifi notice standards are further required for health caxédens in

direct-treatment relationships.
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Finally, in contrast with th€© ECD Guidelinesand theEU Privacy Directive the HIPAA
Privacy Ruleoutlines no gplicit provisions rgarding the sharing of health information with
other nations. Instead, those yisdlons hae come from a broadeseparate initiate.

3. Safe Harbor Privacy Principles (2000)

Like maly countries, the US has recently undegtaknitiatives aimed at harmonizing national
privacy standards with the pvisions of theEU Privacy Directive As noted in Section Il1.C,
above, Article 25 of the Directie generally prohibits the transfer of personal data from EU
member nations to those lacking an “adequate! lef protectior.In the absence of a uniform

or central data protection statute in the US, the US Department of Commerce has sought to
institute standards thatowld enable US companies to be included in the transfer of personal
information from Europe. ®llowing some tw years of deliberations, getiation and réision

after an initial US proposal of 1999, the US and EU amatahe final US Safe Harbor Privacy
Framevork® in July 2000.The Frameork consists of a number of documents from the US
and the EU.The key documents include the US Department of Commsi8afe Harbor
Privacy Principlesand theFrequentlyAsled Question$FAQS).

a. Scope

The Principles “are intended for use solely by U§anizations recging personal data from

the European Union for the purpose of qualifying for the safe harbor and the presumption of
‘adequay’ it creates. The Principles apply to electronic or manual information processed by
US companies thaioluntarily agree to adhere to the Safe Harbor Principles so the companies
may obtain and retain the bengfof participationThey apply for as long as thegamization

stores the rel@nt personal informationyen if the oganization has otherwise concluded its
participation in a safe-harbor program.

b. Definitions

The Principles defie personal information broadfPersonal information” or “personal data”
refers to “data about an idengifi or identifable indvidual that are within the scope of the
Directive, receved by a US ganization from the European Union, and recorded ynf@imn”
Hence, the Principles adopt the standard of personal dataBf/tRevacy Directive

c. Sensitve Data

The Safe Harbour Principle®offer heightened protections for sengtidata.This includes
personal information specifying racial or ethnic originssusé preferences, or medical or
health conditionsThe Choice Principle generally prohibits the use of semsitiformation
unless the data subject has speally agreed to its usé@.he approach accords with most
modern international standards.

89 US Department of Commercgafe Harbor Famevork Washington, July 2000. Online: wwaxport.gos/safeharbor/
sh_documents.html
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d. Consent: Data Collection, Use and Disclosar

At the core of thesafe Harbor Famevork lies a set of sen privagy principles that parallel
those outlined in the origin@ECD Guidelinesas modifed by theEU Privacy Directive The
Safe Harbor Privacy Principleare the follaving:

* Notice

» Choice

» OnwardTransfer (for gample, third-party use)
e Security

« Data Intgrity

* Access

» Enforcement.

The Principles outline the general standards for the processing of personal data uBafr the
Harbor Framevork. A complementary listing of AQs on 15 issues outlinegpmanations,
refinements, coni¢ and somexeeptions to the Principles.

Thus, for instance, the Notice and Choice principles generallyedegilection and use standards
grounded on informed consent.

The Notice Principle requires that institutiongegélata subjects information “about the purposes
for which it collects and uses information about thenw I contact the ganization with
ary inquiries or complaints, the types of third parties to which it discloses the informaatobn,
the choices and means thgatization dfers individuals for limiting its use and disclostire.

The pravision of such information complements the consent standards of the Choice Principle.
As the AQ on “Choice” gplains, “the purpose of the Choice Principle is to ensurepmat

sonal information is used and disclosed aywthat are consistent with the widual's expec

tations and choicésThus, indviduals hae the option to choose whether their personal infor
mation may be disclosed to a third party or used for “a purpose that is incompatible with the
purpose(s) for which it as originally collected or subsequently authorized by theighdal”

To male such choices, the information must bevjgled when the data subject isfiapproached
about the use of personal information, or as soon as “practicable” theréhfte®nvard
Transfer Principle generally prides that the notice and choice standards apply to sharing
information with third partiesThe Data Intgrity Principle outlines a standard red@t to see
ondary uses on the basis of an “incompatible purpose” standardvittger¢that an ganization

“may not process personal information in aythat is incompatible with the purposes for
which it has been collected or subsequently authorized by thedinali’

e. Exceptions and Reseah

The Safe Harbour Famevork outlines both generakeeptions and prasions and xceptions
directly relesant to researchThe Framwork generally indicates that adherence to the
Principles may be limited: “(a) to thetent necessary to meet national secupitiplic interest,

or law enforcement requirements; (b) by statute/egoment rgulation, or case Vathat create
conflicting obligations or g&plicit authorizations, pnaded that, in gercising ag such authori
zation, an aganization can demonstrate that its fmompliance with the Principles is limited
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to the &tent necessary to meet theeariding lggitimate interests furthered by such authoriza
tion; or (c) if the efiect of the Directre or Member Stateais to allav exceptions or derag
tions, pravided such xceptions or deragtions are applied in comparable cotgé “Public
interest” is not defied, and dfers somahat from the “substantial public interest” language
of theEU Privacy Directive Still, as with theeU Privacy Diective HIPAA Privacy Ruleand
OECD Guidelinesthe Frameork outlines a necessity standard to justifyasions of priagy.
Under the standard, necessaryasions of pragy also generally he to be limited to the
degree necessary to actéetheir purpose(s).

The Frameork also outlines prasions and eceptions for researchAR) 1, for instance, out

lines exceptions to the general prohibitionaagst use of sensii data such as personal health
information.These include when, among other situations, the processing is in the vital interests
of the data subject, required to pide medical care or diagnosis, or necessary for particular
legal proceedingsThese mirror xceptions under thEU Privacy Directive

FAQ 14 directly addresses questions of the use of idasigfhealth information in pharmaeeu

tical and medical-products research. feds interpretations or clarifations on such matters

as anogmity, coding, secondary use, and the application of &tdus US standards on infor
mation receied in the US from Europe. It indicates that particularly coded dataeddeom

an EU country may not be bound by the principles under particular circumstahed®Q
indicates that this wuld be so when, for instance, a European principlesticator uniquely

codes the data so as to maaknon-identifying to a sponsoring pharmaceutical comand

US researchersAR) 14 also outlines a related general rule: research data used for pharmaceutical
research and other purposes should beyanized when appropriate. It further indicates that
secondary use of data transferred from Europe is authorized when it is consistent with the
general research purposes of the original collection or whew aaresent has been obtained.

To avoid ambiguity @er consistent or inconsistent purposesQFL4 suggests that informed
consent for research might include aplanation that future needs for unspeaifior unanti

cipated research on an iuidiual’s personal data might ariseyem the nature of research.

f. Data Security and Retention

The Security Principle obliges adherents to Safe Harbor standarde togagonable precau
tions” to protect personal data from unauthorized access, misuse, destruction, alteration or
loss.The Framerork seems not to outline arpdicit standard on the length of data retention.

g. Other Noteworthy Provisions

General wersight and enforcement of the Framoek has been assigned to the Fed€rate
Commission (FTC), an independengu&atory body associated with the US Department of
Commerce. Such enforcement includes thieaneof and response to peaicy complaints. Entities

that undego the formal written process of self-certifying to the Department of Commerce of
their adherence to the Principles must accept the enforcement authority of tlehETiGhited
scope of the FTC has caused concern to EU analysts.
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