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Executive Summary
In April 2000, the Canadian Institutes of Health Research (CIHR) published A Compendium of Canadian

Legislation Respecting the Protection of Personal Information in Health Research. The compendium was

prepared as part of a broader attempt to inform the current debate over how to respect peoples’right to have

their personal information protected while also allowing health researchers reasonable access to such informa-

tion in order to better the health of Canadians, improve health services and strengthen the Canadian health

system. 

This new document supplements the 2000 Compendiumwith an overview of international standards that

protect personal information. This international perspective situates Canada’s position in a global context.

Canvassing how other jurisdictions are addressing this debate, and identifying trends in privacy legislation, can

provide models for Canada to emulate or avoid as we prepare to address the challenging issues that lie ahead. 

For instance, the increasing pace of international collaborative health research, the revolution in information

and communication technologies between nations, and new transnational privacy laws are globalizing both

scientific research and international privacy standards. Some of these international standards affect Canadian

governmental norms and public policy. New laws, both federal and provincial, are emerging. As Canadian

society moves toward the development and refinement of such laws, an understanding of how we correspond

to and differ from other nations can help us choose personal information standards for Canada. 

This survey is selective, not exhaustive. Part II outlines the establishment of human privacy as a principle of

international law in tandem with the development of related human rights and ethical norms during the post-

World War II era (1945–1970). The standards sampled include those from the Nuremberg Trials (1947), the

Universal Declaration of Human Rights(1948), the European Convention on Human Rights(1950), the

International Covenant on Civil and Political Rightsand International Covenant on Economic, Social and

Cultural Rights(1960s and 1970s), and the World Medical Association’s Declaration of Geneva (1948) and

Declaration of Helsinki(1964, 1975 and 2000). The fundamental principles of privacy, confidentiality and

consent share a common purpose: the promotion and protection of human dignity. When applied, however,

these rights and duties sometimes give rise to quandaries. Some of the human rights instruments of the post-

WWII era provide standards that can help deal with the tension between important public values and can

help refine tests for balancing privacy with other societal needs. They recommend an explicit “necessity” test

to justify infringements of privacy in accordance with the law in order to advance such pressing democratic

needs as public safety or the protection of health.

Part III of this document outlines modern international data protection principles and laws that began to be

developed. Drawing on the international privacy standards from 1945 to the 1970s, these principles and laws

go on to define specific and detailed norms for balancing the right to privacy with legitimate societal uses of

personal information. The standards sampled include those of the Organization for Economic Co-operation

and Development (OECD), the Council of Europe (COE), the European Union (EU), and the United Nations

(UN). Each of these has exerted particular international influence. 

The 1980 principles of the OECD laid the foundations for minimizing obstacles to the free flow of data across

borders while ensuring respect for the right to privacy. They have influenced subsequent international and

national documents on data protection, and have guided the deliberations, policies and laws of some 30 mem-

ber states of the OECD. 

1

Canadian Institutes of Health Research



The Council of Europe has an equally long history of data protection initiatives within Europe. It has adopted a

general data protection convention and defined standards for medical information. The UN adopted a variation

of the OECD principles in 1990. It added norms on consent, confidentiality, and data protection in UNESCO’s

1997 Universal Declaration on the Human Genome and Human Rights. Perhaps most influential within recent

years has been the 1995 Privacy Directiveof the EU. The Directive aims at harmonizing standards by obliging

the EU’s 15 member states to ensure that national legislation conforms to the Directive. Because it is binding,

detailed and generally prevents the exchange of data with nations lacking “adequate” privacy protections, the

Directive has helped reform data protection and privacy laws across Europe, in Australia, the United States

(US) and Canada. 

Part IV of this report profiles selected national data protection laws: those of Australia, France, the Netherlands,

New Zealand, the United Kingdom (UK) and the US. Like Canada, most of these nations have recently re-

formed national data protection statutes that initially incorporated or reflected the original OECD principles.

Australia recently amended its federal Privacy Act with new standards for the private sector, consistent with

revised norms for publicly funded health research. Its neighbour, New Zealand, has a similar Privacy Act. It

authorizes the Privacy Commissioner to develop sectoral codes of conduct, like the recently revised Health

Information Privacy Codeof 1994. The UK, too, has recently updated its former data protection law to con-

form to the EU Privacy Directive. The Medical Research Council and the British Medical Association have

complemented the revised UK data protection law with detailed guidelines on the use of personal information

for medical research. Legislation to revise the French central data protection law is before the French Parlia-

ment, though France amended its law in 1994 with specific provisions to govern health research. Similarly,

the Netherlands has already enacted a new data protection law. This section also looks at US laws, including

the Federal Privacy Actof 1974, the new federal regulations on the protection of health information, and the

recent US response to the EU Privacy Directive. 

To ease comparison, this report profiles these national laws and international standards according to these

aspects: (a) the scope of the law; (b) relevant definitions; (c) special protections for sensitive data; (d) con-

sent requirements for data collection, use and disclosure; (e) general exceptions allowing non-consensual

processing of data with particular focus on research; (f) aspects regarding data retention and security; and

(g) other noteworthy provisions. 

This comparative analysis of international norms underscores trends and issues relevant to the development

and refinement of Canadian standards for processing personal information in the health research context.

For example, the data protection laws of countries such as the UK, Australia and the US, as well as those in

the EU, define such terms as “identifiable” personal information, “consent,” and “research.” Some of the

jurisdictions canvassed also define health information as a class of sensitive data that warrants special pro-

tections and standards. Consent remains the general requirement for the processing of such information. 

In exceptional circumstances, laws and standards authorize the non-consensual processing of personal infor-

mation in certain circumstances in order to advance other pressing societal needs. Such circumstances, in

many cases, expressly include statistical or scientific research. The exact conditions that justify the exception

depend on the nation’s law. Generally, such processing of identifiable personal information must be shown

to be necessary for the purposes of the research, individual consent must be objectively impracticable to

obtain, adequate security safeguards must be implemented to protect the confidentiality of the data subject(s),

and data processing must be restricted to the minimum necessary in terms of scope, duration and retention.

Laws in countries such as Australia and New Zealand have also expressly coordinated public processes

between the Federal Privacy Commission and Ministry of Health in order to develop detailed health sector

norms and codes of conduct consistent with federal privacy law.
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I. Intr oduction
This document is a companion to the Canadian Institutes of Health Research (CIHR) publication A Compen-

dium of Canadian Legislation Respecting the Protection of Personal Information in Health Research (April

2000).1 In the process of concluding that compendium, CIHR was inspired by certain important trends and

developments to profile international standards on the protection of personal information. 

The increasing pace of international collaborative health research, the revolution in information and com-

munication technologies across nations, and new transnational privacy laws are globalizing both scientific

research and international privacy standards. Some of those international standards inevitably affect Canadian

governmental norms and public policy. Canada has not only an interest but a role and responsibility in setting

the course for these international trends. 

Moreover, in concert with such evolving international developments, the Government of Canada has recently

enacted new federal privacy standards in the Personal Information Protection and Electronic Documents

Act2 (PIPED Act); provinces and territories are likely to follow suit with substantially similar legislation. As

Canadian society moves toward the refinement of such laws, an understanding of how we correspond to and

differ from other nations may lead to more effective implementation of personal information standards. Such

standards affect government, universities, researchers, health information holders/users, policy analysts and

the public. 

This document examines established and emerging personal health information standards and approaches in

the international community—some parallel those in Canada and some differ. The study focuses on compara-

tive international legal standards, such as federal privacy, data protection, and confidentiality laws. Selected

ethical, professional and governmental norms are also identified because of their influence on national and

international public policy. This compendium is selective rather than comprehensive; even within particular

jurisdictions the analysis is selective, in order to profile instructive examples. 

Part I of this international compendium provides a brief overview. Parts II and III turn to the international

community to examine standards, largely those of international governmental entities such as the United

Nations (UN), Organization for Economic Co-operation and Development (OECD), European Union (EU)

and Council of Europe (COE). Such standards are outlined in historic and new legal instruments, as well as

in public policy and ethics declarations. Part IV profiles selected national approaches in Australia, France,the

United Kingdom (UK), the Netherlands, New Zealand and the United States (US).
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To facilitate the comparative analysis, each jurisdiction is profiled on the basis of the following questions: 

a. Scope of the Law:Does the law or policy apply to the public sector, private sector or particular

organizations? 

b. Definitions: How are terms such as “personal information,” “health information,” “data processing” and

“consent” defined, if at all? (Note that within this report, the term “data processing” generally refers to

the collection, use and disclosure of data. However, the guidelines and laws in various nations may define

“data processing” in ways that parallel or differ from this meaning.)

c. Special Protections: Sensitive Data: Is health information subjected to general personal information

standards or is it subject to special provisions? 

d. Consent: Data Collection, Use and Disclosure: What standards govern consent to the collection, use 

or disclosure of personal and health information?

e. Exceptions and Research: Are there specific exceptions for collection/use/disclosure of personal

information for research purposes? 

f. Data Retention and Security: Do standards specify processes for safeguarding data, time limits for its

retention, or requirements for the destruction of data? 

g. Other Noteworthy Provisions: Does the law or policy outline other notable, innovative or instructive

provisions?

It should be noted that the research for this documentis generally current to May 2001.
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II. Post-WWII Inter national Privacy
Principles (1945 to the 1970s)

This section outlines the development and evolution of privacy principles, largely under international human

rights law, in the immediate aftermath of World War II (WWII). Many of the initial and enduring international

legal standards on privacy were crafted during this era. These helped to lay the foundation on which modern

international data protection laws and principles now stand. 

A. The Broader Heritage of Nuremberg: Human Dignity, 
Consent and Privacy in Research
The emergence of privacy as a fundamental principle of modern international human rights law

resulted, in part, from the community of nations’response to the excesses, atrocities and abuses

committed during World War II. In 1945, the international community responded by creating the

United Nations, with its commitment to “the dignity and worth of the human person” and respect

for and observance of fundamental freedoms.3

The international response also included the now-infamous trials in Nuremberg, Germany of Nazi

doctors, scientists and others who had conducted non-consensual medical experiments on

prisoners of war.4 The Nuremberg medical trial for crimes against humanity concluded in the

summer of 1947. In its judgement, the court outlined what became known as the Nuremberg Code,

identifying “basic principles that must be observed in order to satisfy moral, ethical and legal

concepts” in human experimentation.5 While the Code outlines principles regarding the purposes of

the research, the risks and benefits to the subject, and the duties and qualifications of researchers, its

paramount principle states that “the voluntary consent of the human subject is absolutely essential.”

Because the major focus of the tribunal was on voluntary participation in human research, the Code

does not include concepts such as privacy and confidentiality. Still, the Code stands as one of a

collection of crucial post-WWII international human rights documents whose common spirit,

international processes and shared dignitarian goals helped to define basic international standards

for human research. 

Indeed, within six months of the judgements in the medical trial at Nuremberg, the World Medical

Association, the United Nations and European governments separately adopted a range of related

formal declarations and legal instruments. These aimed to promote and preserve human dignity, in

part by pledging commitment to the respect of individual freedom and autonomy, privacy and con-

fidentiality. Each of these major legal and moral pronouncements thus contributed in its own way

—directly or indirectly—to the collective result of enshrining privacy and autonomy principles as

fundamental elements of the respect of human dignity in modern research. Pertinent highlights of

the documents follow. 
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B. Universal Declaration of Human Rights (1948)

Within months of the conclusion of the Nuremberg Trials, the United Nations General Assembly

adopted and proclaimed the Universal Declaration of Human Rights (Universal Declaration).6 The

Universal Declaration is a recognition of and pledge to basic human rights for the international

community. Its preamble deems “it essential that human rights be protected by law,” and expresses

some of the motivation behind this view: 

Whereas disregard and contempt for human rights have resulted in barbarous acts

which have outraged the conscience of mankind …. Whereas the peoples of the

United Nations have in the Charter (of the United Nations) reaffirmed their faith in

fundamental human rights, in the dignity and worth of the human person ….

The 30 articles of the Universal Declaration are diverse and non-binding. However, some of them

have been given formal legal effect by their inclusion in both international human rights law and

data protection treaties.

At least three articles of the Universal Declaration outline elements that would eventually be basic

to data protection principles and laws that emerged decades later. Article 27 proclaims that “everyone

has the right freely to participate in … scientific advancement and its benefits.” The article expresses

one of the core societal motivations and interests behind modern health science research. 

Article 12 of the Universal Declaration identifies privacy as a basic human right, stating that “no

one shall be subjected to arbitrary interference with his privacy, family, home or correspondence,

nor to attacks upon his honour and reputation. Everyone has the right to the protection of the law

against such interference or attacks.” Privacy legislation that has been adopted over the last decades

is directly consistent with Article 12. Yet, what would happen if other principles and values expressed

in the Universal Declaration—and thus other societal interests—were to conflict with or infringe

on the right to privacy? The language of Article 12 provides some guidance. It proscribes only

“arbitrary interference” with the right to privacy. As such, all infringements are not necessarily

prohibited. 

Article 29 of the Universal Declaration provides further guidance for dealing with such potential

conflicts. It outlines how basic human rights may sometimes be limited:

In the exercise of his rights and freedoms, everyone shall be subject only to such limita-

tions as are determined by law solely for the purpose of securing due recognition and

respect for the rights and freedoms of others and of meeting the just requirements of

morality, public order and the general welfare in a democratic society.

The condition that any limitations be determined by law as justly required by other fundamental

democratic principles expresses some of the standards and processes through which the international
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community might attempt to reconcile the commitment to privacy with other pressing societal needs.

These elements would be drawn on and refined in subsequent laws, such as the EuropeanConvention

on Human Rights.

C. European Convention on Human Rights (1950)

Two years after the UN proclaimed the Universal Declaration, the Council of Europe (COE) drew

on some of its standards to define privacy as a fundamental principle of international law in the

Convention for the Protection of Human Rights and Fundamental Freedoms: European Convention

on Human Rights(ECHR).7 Founded by treaty in 1949 as an intra-European human rights organi-

zation, the COE originally consisted of some 10 nations. Today, the ECHR is in effect in approxi-

mately 40 COE member nations that have adopted it.8 Those nations are required to ensure that

domestic law comports with the principles of the ECHR.

Drawing on the Universal Declaration,Article 8 of the ECHR outlines the right of privacy and limits

thereon: 

Everyone has the right to respect for his private and family life …. There shall be no

interference by a public authority with the exercise of this right except such as is in

accordance with the law and is necessary in a democratic society in the interests of

national security, public safety or the economic well-being of the country, for the

prevention of disorder or crime, for the protection of health or morals, or for the

protection of the rights and freedoms of others.

While Article 8 of the ECHR adopts the substance and much of the language of articles 12 and 29

of the Universal Declaration, it makes some noteworthy refinements. It adds an explicit requirement

that infringements must be justified in accordance with law and be shown “necessary” in a democratic

society. The ECHR also adds the explicit grounds of the “protection of health or morals” to the list

of democratic necessities that may sometimes require infringements on privacy. As will be shown

in Section III, below, the necessity test and protection of health grounds would be adopted decades

later into international data protection laws and principles.

The ECHR has helped to make the protection of privacy enforceable as a matter of international

human rights law. Under the treaty, for instance, individuals in COE member nations who judge

that national laws or practices violate the Article 8 right to privacy may have recourse to the COE.

After exhausting legal remedies in one’s country, one may file a human rights complaint by petition-

ing the COE European Court of Human Rights. Through cases that have thus alleged the wrongful

disclosure of personal health data, for instance, the court has begun to interpret this dimension of
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the right to privacy. It has observed “that the protection of personal data … [i]s of fundamental

importance to a person’s enjoyment of his or her right to respect for private and family life … ;

accordingly, domestic law must afford appropriate safeguards to prevent any such communication

or disclosure of personal health data as may be inconsistent with the guarantees in Article 8 of the

Convention.” 9 Such cases underline the role of the courts in the societal effort to define standards

for the collection, use and disclosure of personal health data in a manner that is consistent with

respect for human privacy. 

D. Inter national Covenants (1966, 1976)
International Covenants on Civil and Political Rightsand International Covenant on
Economic, Social and Cultural Rights(1966, 1976)

The respect of privacy as a fundamental principle of international law was formally integrated into

the broader international community in 1966, when the UN General Assembly adopted and opened

for signature the International Covenant on Civil and Political Rights (CCPR).10 That same year,

the UN also adopted a companion document, the International Covenant on Economic, Social and

Cultural Rights (CESC).11 These covenants, as binding international treaties, were intended to

elaborate on, and give formal legal effect and implementation to, the principles proclaimed in the

Universal Declaration. The covenants took effect in 1976. They have been signed and ratified by

over 140 nations. 

At least three articles from the covenants would prove directly relevant to subsequent international

data protection laws and principles. These articles address privacy, consent, research and health. 

First, Article 17 of the CCPR outlines the right to privacy: “No one shall be subjected to arbitrary

or unlawful interference with his privacy …. Everyone hasthe right to the protection of the law

against such interference or attacks.” The provision thus adopts verbatim the language of Article 12

of the Universal Declaration. Yet, in contrast to both Article 29 of the Universal Declaration and

Article 8 of the ECHR, the CCPR is silent on the standards for limiting the right to privacy. 

Secondly, and again in contrast to both the Universal Declaration and ECHR, the CCPR gives explicit

legal effect to the Nuremberg Code. Article 7 provides that “no one shall be subjected without his

free consent to medical or scientific experimentation.” 

Thirdly, articles 15 and 12 of the CESC respectively include, in the enumeration of social rights,

the right of everyone to enjoy “the benefits of scientific progress and its applications” and “the highest

attainable standard of physical and mental health.” Both are drawn from the Universal Declaration.

Article 15 further provides that nations signing the CESC “undertake to respect the freedom in-

dispensable for scientific research.” 
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Whether or not these latter provisions regarding scientific research and health in the CESC are to be

accorded equal status to the rights of privacy and consent in the CCPR, the inclusion of all four prin-

ciples in international treaties in the 1970s formally expresses their relevance and value in the promo-

tion and protection of human dignity. It would be left to privacy laws and data protection principles

from the 1970s onward to define more precise standards, definitions, structures and processes to

balance the protection of privacy and the legitimate use of personal data for health research.

E. Declaration of Geneva (1948) and Declarations of Helsinki 
(1964, 1975 and 2000)
The World Medical Association (WMA), founded in 1947, is an international association that

promotes high international standards of conduct for physicians. It has done so over the years

through a range of formal declarations, statements and resolutions. Three are of particular

relevance to international privacy and research norms. 

First, in 1948, some six months after the close of the Nuremberg trials, the WMA adopted the

Declaration of Geneva.12 The Declaration of Geneva is a physician’s oath that was later adopted

into a WMA International Code of Ethics. The Declaration of Geneva begins with a solemn pledge

to devote life to the service of humanity. It then lists several responsibilities, including a duty to

“respect the secrets which are confided in me, even after the patient has died.” This post-mortem

duty of confidentiality would be incorporated into the data protection guidelines of the United

Nations in 1990.

The second relevant WMA declaration came over a quarter of a century after the 1948 Declaration

of Geneva. In 1964, the WMA adopted a detailed declaration on ethical principles for medical

research that became known as the Declaration of Helsinki.13 Responding in part to the heritage of

Nuremberg, the Declaration of Helsinkilargely concerned research procedures, risk assessment duties,

and issues of informed consent to participating in human research. The 1964 declaration was silent

on issues of privacy or confidentiality. However, when the Declaration of Helsinkiwas amended in

1975, it expressly included privacy: “The right of the subject to safeguard his integrity must always

be respected. Every precaution should be taken to respect the privacy of the subject….” The year-

2000 revision of thedeclaration, which retains this language, has added a more general duty: “It is

the duty of the physician in medical research to protect the life, health and privacy and dignity of

human subjects.” 14 As manifested by the Declaration of Helsinkisince at least the mid-1970s,

privacy and informed consent are considered central to preserving the integrity and dignity of

human subjects. Both have been explicitly recognized as international medical ethics norms for the

conduct of research. The inclusion of privacy and consent into formal international documents

dealing with the ethics of human research parallels the formal recognition of these norms in the

CCPR, from the same era.
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In retrospect, a third WMA declaration may help to explain the 1975 amendment to the Declaration

of Helsinki that expressly included respect for privacy in the context of medical research. That

amendment followed statements related to privacy that the WMA adopted in 1973. In considering

the benefits and burdens of the advent of computers in medicine at its World Medical Assembly in

1973, the WMA adopted resolutions that, among other things, reaffirmed “the vital importance of

maintaining medical secrecy … for the protection of the privacy of the individual as the basis for

the confidential relation between the patient and his doctor.”15 The resolution directly linked profes-

sional duties of confidentiality with privacy. Today, in its amended version, the WMA Statement on

the Use of Computers in Medicine16 seeks to harmonize the duty to respect confidentiality, as

proclaimed in the WMA Declaration of Geneva, with health research that may be facilitated by

electronic data processing. The statement provides that it “is not a breach of confidentiality to

release or transfer confidential health care information required for the purpose of conducting

scientific research … provided the information released does not identify, directly or indirectly, any

individual patient in any report of such research … or otherwise disclose patient identities in any

manner ….” The details and definitions in the WMA Statement on the Use of Computers in

Medicineare characteristic of the early data protection principles and laws of the 1970s and 1980s.

10

Canadian Institutes of Health Research

15 World Medical Association. The 27th World Medical Assembly: Munich October 14-20, 1973. World Med. J,1974;
21(1):4-10. 

16 World Medical Association. Statement on the Use of Computers in Medicine, based on Resolution of the 27th
World Medical Assembly in Munich, Germany, October 1973, as amended by the 35th World Medical Assembly in
Venice, Italy, October 1983.



III. Modern International Data Protection
Principles and Laws (1980s to the Present)

This section outlines modern international data protection principles and laws that were developed beginning

in the 1980s. These principles and laws, based on the foundational international privacy standards articulated

between 1945 and the 1970s, craft specific and detailed standards for balancing legitimate societal uses of

personal information with the respect for the right to privacy. Many of these data protection standards draw

on general leading principles that were outlined early in the 1980s. Countries have since tended to refine and

apply them to particular areas, such as research involving personal health information. The standards sampled

below include those from the Organization for Economic Co-operation and Development, the Council of

Europe, the European Union and the United Nations.

A. Organization for Economic Co-operation and Development (OECD)

1. OECD, Personal Data Protection Principles (1980)
Founded by international treaty in 1960, the Organization for Economic Co-operation and

Development (OECD) outlined an influential set of data protection principles in 1980. The

principles, contained in its Guidelines on the Protection of Privacy and Transborder Flows 

of Personal Data17 (OECD Guidelines), include the following: 

• Collection Limitation Principle

• Data Quality Principle

• Specification of Purpose Principle

• Use Limitation Principle

• Security Safeguards Principle

• Openness Principle

• Individual Participation Principle

• Accountability Principle

The principles have been influential in subsequent international and national documents on

data protection, and in the deliberations, public policy, and laws of some 30 member nations18

of the OECD. The preface to the OECD Guidelinesindicates that about half of the OECD

countries had enacted, or were about to enact, data privacy legislation when the OECD Guide-

lines were adopted. The OECD Guidelines are not legally binding. They attempt to clarify

international consensus on data protection principles as reflected in the legislation of member

states. In attempting to develop guidelines to harmonize evolving national privacy and data

protection laws, the preface of the OECD Guidelinesaddresses the challenge of preventing
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violations of fundamental human rights that could result from the unlawful storage or unau-

thorized use and disclosure of personal data, while not hampering the free flow of legitimate

personal data across international borders and through national economies that increasingly

depend on information and communications technology. Highlights of the OECD Guidelines

follow.

a. Scope

The standards in the OECD Guidelinesapply to personal data in both the public and private

sectors. Article 2 indicates that the standards apply only to data that by their nature, context 

of use, or manner of processing “pose a danger to privacy or individual liberties.”

b. Definitions

Article 1 of the OECD Guidelinesdefines “personal data’’ as ‘‘any information relating to an

identified or identifiable individual.” No further definition of “identifiable individual” is elabo-

rated. However, paragraph 43 of the Explanatory Memorandum for the guidelines notes that

non-identifying data, such as statistical or anonymous data, are not implicated.

c. Special Protections: Sensitive Data

In contrast to then-existing and subsequent international data protection standards, the OECD

Guidelinesdo not outline special protections for particular categories of data, such as personal

health information. Article 3 of the OECD Guidelinesmakes it clear that they are not to be

interpreted as preventing the development of “different protective measures.” The Explanatory

Memorandum that accompanies the guidelines notes that the drafters pondered the sensitive

data issue. However, the memorandum expressed doubt on whether particular kinds of data are

universally regarded as being sensitive and whether individuals associated with particular

groups (for example, persons with mental disability) and sensitive data actually need additional

protection. (See paragraphs 19 and 32.) In the subsequent two decades, though, the standards

adopted by other international organizations tend to have resolved such doubts in favour of

heightened protection for sensitive data.

d. Consent: Data Collection, Use and Disclosure 

The Guidelines require consent as a foundational element for the collection of personal data.

In outlining the data collection limitation principle, Article 7 indicates that personal data should

be collected by fair and lawful means, “and where appropriate, with the knowledge or consent”

of the person about whom the data are being collected. This data collection limitation principle

functions in concert with other related principles. Articles 8 to 10 of the OECD Guidelinesalso

outline “purpose specification,” “data quality” and “use limitation” principles. Together, the

standards mean that only relevant and accurate data should be collected for precise and limited

purposes, and that disclosure and use should be restricted to those original purposes unless

consented to by the data subject or authorized by law. The requirement for consent or legal

authorization thus protects privacy and advances legitimate collection, use and disclosure of

personal information.

e. Exceptions and Research

Article 4 of the OECD Guidelinesoffers guidance on making exceptions to the general duties

of data protection. It indicates that exceptions to the general duties on grounds such as national
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security or public order should be “ as few as possible” and be “made known to the public.”

These provisions seem to reflect two intentions: first, to give broad effect to the protection of

privacy while avoiding undue and countless exceptions that might jeopardize the very purposes

and values of such protection; second, to make such exceptions transparent and publicly known

so that they may be subject to the normal scrutiny, debate and accountability of a democratic

society. 

Though not directly mentioned in the principles themselves, paragraph 47 of the Explanatory

Memorandum for theOECD Guidelinesdoes indicate that these guidelines were written on

the assumption “that exceptions will be limited to those which are necessary in a democratic

society.” The OECD Guidelinesdo not specifically address health or scientific research and

outline no specific exceptions for health research.

f. Data Retention and Security

Article 11 of the OECD Guidelinesexplains the Security Principle by calling for personal data

to be protected by “reasonable security safeguards” against accidental destruction or loss and

unauthorized access, alteration or disclosure. Reasonable security safeguards may include, as

paragraph 56 of the Explanatory Memorandum notes, physical measures that control access,

organizational measures such as codes of conduct for institutional data collectors, and information

technology measures such as enciphering. The OECD Guidelinesdo not specify a precise length

of time for data retention. Rather, the principles for limiting data collection to specified purposes

and limited uses seem to imply that the length of data retention depends on whether the data

continue to be necessary to fulfil the specified purpose(s).19

g. Other Noteworthy Provisions

The OECD Guidelinesencourage nations to undertake initiatives, both national and international,

to protect the privacy of personal data. 

Within their own borders, nations are encouraged to “establish legal, administrative or other

procedures or institutions.” In particular, this means to endeavour to adopt appropriate legislation,

support self-regulation, provide reasonable means for individuals to exercise their rights, provide

adequate sanctions and remedies, and ensure that no unfair discrimination occurs. 

For international implementation, member nations are urged to cooperate with one another to

facilitate the free flow of personal data and define legitimate restrictions. This challenge does

involve some balancing. On one hand, Article 18 urges member nations not to unduly restrict

data flow by establishing excessive privacy standards. On the other hand, Article 17 provides

that member countries may impose restrictions on transfers to other nations, given the nature of

the data and given a lack of “equivalent protection” in other countries. As did many of the

concepts and principles in the OECD Guidelines, the equivalent protection concept became a

legal standard central to international data protection law and policy some two decades later.

13

Canadian Institutes of Health Research

19 Organization for Economic Co-operation and Development (OECD). Explanatory Memorandum, Guidelines on the
Protection of Privacy and Transborder Flows of Personal Data, para. 54-55. Paris: OECD, 1981. Online:
www.oecd.org/dsti/sti/it/secur/prod/PRIV-EN.HTM



B. Council of Europe (COE)
As is mentioned in Section II.C, the Council of Europe was founded in the late 1940s as an intra-

European human rights organization.20 Complementing the privacy protection provision of the

ECHR, at least three documents outline modern health data protection standards of the COE. These

include the Convention for the Protection of Individuals with Regard to Automatic Processingof

Personal Data(1981) (COE Convention 108/1981), the Recommendation on the Protection of

Medical Data(1997) (COE Recommendation R97[5]), and the Convention for the Protection of

Human Rights and Dignity of the Human Being with Regard to the Application of Biology and

Medicine (1997)(Convention on Human Rights and Biomedicine).

1. COE Convention for the Protection of Individuals with Regard 
to Automatic Processing of Personal Data (1981) 

In 1981, following initial work in the early 1970s on the protection of privacy regarding elec-

tronic data banks, the COE opened for signature the Convention for the Protection of Individuals

with Regard to Automatic Processing of Personal Data (COE Convention 108/1981).21 Like

the OECD Guidelines, the document addresses a basic societal challenge. Its preamble announces

the task of reconciling “the fundamental values of respect for privacy and the free flow of

information between peoples.” In contrast to the OECD Guidelines, the convention is binding

as an international treaty. It obliges the 20 European nations that have adopted it to harmonize

their laws to give effect to the principles outlined in it. Non-member countries of the COE may

also accede to the COE Convention 108/1981. Selected highlights follow.

a. Scope

Article 3 of the COE Convention 108/1981indicates that it applies to automated personal data

files and automatic processing of personal data. The article gives member states the discretion

to extend the principles to non-automatic processing. However, by virtue of its limited application

to the automatic processing of data, it is thus narrower in scope than the OECD Guidelines.

Like the OECD Guidelines, it applies to both the public and private sectors. 

b. Definitions

Article 1 of the COE Convention 108/1981, like theOECD Guidelines, defines “personal data”

as “any information relating to an identified or identifiable individual.” It offers no definition

of identifiable individual. It defines “automatic processing” as including the following operations

if carried out in whole or in part by automated means: storage of data, carrying out of logical

and/or arithmetical operations on those data, and their alteration, erasure, retrieval or dissemi-

nation. 
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c. Special Protections: Sensitive Data

Article 6 of the COE Convention 108/1981outlines additional protections for “special categories

of data.” It thus diverges from the OECD Guidelines. The COE Convention 108/1981provides

that personal data concerning racial origin, religious beliefs, health or sexual life “may not be

automatically processed unless domestic laws provide appropriate safeguards.” The document

itself does not elaborate on or illustrate such appropriate safeguards. Nor does it explicitly

require the consent of the data subject for processing sensitive data. Still, the COE Convention

108/1981does require special protection for personal data of a sensitive nature. In doing so,

the COE Convention 108/1981set a standard that would be subsequently adopted by other

organizations in international data protection law. 

d. Consent: Data Collection, Use and Disclosure

For general or non-sensitive personal data, Article 5 indicates that personal data must generally

be processed fairly and lawfully, be stored for a specified and legitimate purpose, and be accurate,

relevant, and not excessive in relation to the purpose for its storage. In contrast to the OECD

Guidelines, these general provisions contain no express requirement for the informed consent

of the person about whom the information is being processed. An explicit consent requirement

might nonetheless arise under national law. 

e. Exceptions and Research

Article 9 of the COE Convention 108/1981provides exceptions to the general duties regarding

data protection. While the OECD Guidelinesindicate that the exceptions should be “as few as

possible,” the COE indicates that such exceptions should be “necessary” for such democratic

societal needs as state security, public safety, or the suppression of criminal activity. The COE

Convention 108/1981does not provide for the processing of data for research purposes. However,

interestingly, Article 9.3 indicates that national laws may limit the data subject’s right of access

to and correction of automated personal data used for scientific research and statistical analysis

when “there is obviously no risk of an infringement of the privacy of the data subjects.” 

f. Data Retention and Security 

Article 7 of the COE Convention 108/1981calls for “appropriate security measures” to be under-

taken to protect data against accidental destruction or loss and unauthorized access, alteration

or disclosure. This parallels the OECD Guidelines. Article 5.e indicates that identifiable data

are to be preserved no longer than is required for the purpose for which the data are stored.

This provision parallels the implied rationale of the OECD Guidelineson the length of data

retention.

g. Other Noteworthy Provisions

The COE Convention 108/1981contains important provisions for its implementation nationally

and internationally. Article 12 parallels theOECD Guidelinesby authorizing restrictions on

international data transfers to countries lacking “equivalent protection” in privacy norms. For

domestic implementation, Article 10 requires nations to provide “appropriate sanctions and

remedies” for violations of national laws that express the principles of the COE Convention

108/1981. However, in contrast to more recent data protection principles of the United Nations

and European Union (see sections III. C and D, below), the original COE Convention 108/1981

includes no specific requirement for the establishment of national data protection supervisory
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authorities. Accordingly, an amendment to the COE Convention 108/1981has recently been

proposed.22 It would require countries to establish independent supervisory authorities respon-

sible for ensuring compliance with conforming legislation or regulations introduced by the

states. Finally, articles 18 and 19 of the COE Convention 108/1981create an advisory com-

mittee that, among other things, is responsible for recommending reforms and responding to

written queries on the COE Convention 108/1981. The proposed amendment on national

supervisory authorities emerged in part from the deliberations of this advisory committee.

2. COE Recommendation on the Protection of Medical Data (1997) 

To contour and elaborate the general principles of theCOE Convention 108/1981(1981) to the

specific needs of various sectors of society, the COE has over the years proposed a number of

recommendations. These have addressed issues such as medical databanks (1981), scientific

and other statistical research (1983), data transfers by public institutions (1991), and data pro-

cessed for statistical purposes (1997). Such recommendations are not legally binding. Rather,

they reflect a COE request to member states to consider, in good faith, the implementation of

national law in conformity with recommended applications and interpretations of the COE

Convention 108/1981. As such, the recommendations detail standards of reference on precise

data protection issues for the COE community. In 1997, the COE adopted Recommendation

R97(5) on the Protection of Medical Data (COE Recommendation R97[5]),23 which addresses

medical research in some detail. Many of its provisions are inspired by the OECD Guidelines,

the COE Convention 108/1981,and the EUDirective 95/46/EC of 24 October 1995 on the

Protection of Individuals with Regard to the Processing of Personal Data and the Free Movement

of Such Data (EU Privacy Directive).

a. Scope

Article 2 indicates that COE RecommendationR97(5)applies to the collection and automatic

processing of medical data in particular. Its limitation to the automatic processing of medical

data is thus even narrower than both the OECD Guidelinesand the COE Convention 108/1981.

The Article gives member states the discretion to extend its principles to non-automatic pro-

cessing. Like the OECD Guidelinesand COE Convention 108/1981, it applies to both the

public and private sectors.

b. Definitions

Among other things, COE Recommendation R97(5) contains definitions of “personal data”,

“identifiable individual”, and “medical data”. Like the COE Convention 108/1981and OECD

Guidelines, Article 1 defines “personal data’’ as “any information relating to an identified or

identifiable individual.” It dif fers from the COE Convention 108/1981and OECD Guidelines

in that it also defines “identifiable” as follows: “an individual shall not be regarded as ‘identifiable’
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if identification requires an unreasonable amount of time and manpower.” Article 1 also

specifically defines medical data as “all personal data concerning the health of an individual.” It

refers to data that have a clear and close link with health, as well as to genetic data.

c. Special Protections: Sensitive Data

COE Recommendation R97(5)explicitly draws on Article 6 of the COE Convention 108/1981.

Article 6 outlines special protections for personal data concerning health. As such, the Recom-

mendation R97 (5)extends the rationale of the article into a detailed statement of special stan-

dards. It even outlines standards for some subsets of medical information, such as genetic data. 

d. Consent: Data Collection, Use and Disclosure 

Like the COE Convention 108/1981and the OECD Guidelines, Article 4 indicates that medical

data must generally be processed fairly and lawfully, and only for a specified purpose. In

contrast to the COE Convention 108/1981, however, COE Recommendation R97(5)includes

consent as an explicit condition for the processing of medical data. This parallels the OECD

Guidelinesand the EU Privacy Directive. Article 4.3 of COE Recommendation 97(5)provides

that medical data may generally be collected or processed if valid consent has been obtained or

if the law otherwise provides for non-consensual data collection. Consent may be given by (a)

the data subject, or (b) her or his legal representative, or (c) other lawful authority. A valid

consent, according to Article 6, needs to be “free, express and informed.” Article 5 identifies

basic informational elements that should be shared with the data subject and thus contribute to

informed consent. Article 8 outlines similar standards for communication and disclosure.

e. Exceptions and Research

COE Recommendation R97(5) also outlines standards for non-consensual processing of medical

data, including research. As in other documents, the exceptions are generally structured and

crafted narrowly on a necessity standard that expresses competing and sometimes overriding

societal interests. Articles 4 and 7 specifically define norms for the non-consensual “collection”

and “communication” of medical data. Though “communication” is not defined, its provisions

target the disclosure or sharing of medical data. Both articles 4 and 7 indicate that medical data

may be collected and communicated without consent, when “authorized by law” for public

health reasons, for preventing real dangers, or for similarly important public interests. Data

may also be collected or communicated when “permitted by law” for, among other things, con-

tractual matters, legal proceedings, safeguarding vital interests of a person, or for the therapeutic

purposes of the data subject or her or his genetically related relative. These provisions parallel

the standards of the EU Privacy Directive.

Beyond the latter provisions, COE Recommendation R97(5) also details particular duties and

exceptions for the use of medical data in research. Article 12 specifies a general duty to be sure

that medical data for research remain anonymous. Use of identifying medical data is authorized

under certain conditions. It must be shown that the research project needs to be carried out for

“legitimate purposes” and that anonymization of the medical data would make the research

project “impossible.” Once legitimate purposes and impossibility have been shown, use may

proceed (a) with the consent of the data subject or a legal representative thereof, or (b) with

authorization from a duly and lawfully authorized entity under particular criteria, or (c) when

the research is necessary for public health reasons and authorized by law. In keeping with
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COE Convention 108/1981, Article 8.2 of theCOE Recommendation R97(5)limits a data

subject’s general right of access to medical data used for scientific research and statistical

research purposes when “there is clearly no risk of an infringement” on privacy.

f. Data Retention and Security 

Article 9 of COE Recommendation R97(5) generally echoes the basic security standards of the

COE Convention 108/1981and the OECD Guidelines. In addition, Article 9 details a range of

“appropriate measures” that should be periodically reviewed to ensure the confidentiality and

accuracy of processed data. These include controls over memory, communication, transport,

data entry and use, as well as processing designed to separate identifiers from administrative,

social and medical data.

Consistent with theCOE Convention 108/1981and theOECD Guidelines, Article 10 of COE

Recommendation R97(5)outlines a general duty to retain data no longer than necessary to

achieve the purpose for which it was collected. The general duty is subject to two exceptions:

first, if it is otherwise “necessary” to preserve the data for, among other things, legitimate inter-

ests of public health, medical sciences, or historical or statistical research, “taking into account

the privacy of the patient.” Secondly, requests by individuals to have personally identifiable

medical data destroyed should generally be honoured, unless an “overriding and legitimate

interest” or superseding obligation justifies its conservation. Data made anonymous need not

to be destroyed.

g. Other Noteworthy Provisions

Beyond its specific focus on the automatic processing of medical data, COE Recommendation

R(97)5 contains a few other noteworthy dimensions. First, it is intended to supersede the COE

Recommendation 1981 on automated medical banks and reflect more current thinking in light

of recent developments, including parallel initiatives by the EU as reflected in theEU Privacy

Directive. (See Section C.1, below.) Second, COE Recommendation R97(5)indicates that, as a

general rule, international transfers of medical data between COE nations should be evaluated

on whether a recipient nation has “equivalent protection” to the provisions and principles of

COE Recommendation R97(5). It remains to be seen whether the “equivalent protection”

standard ofCOE Recommendation R97(5)will be substantively similar to, or different from,

the “adequate protection” standard of the OECD Guidelinesand the EU Privacy Directive.

(See Section C.1,below.)

3. COE Convention for the Protection of Human Rights and Dignity 
of the Human Being with Regard to the Application of Biology 
and Medicine (1997) 

In the 1990s, the COE became one of the first international organizations to attempt to define a

formal treaty that addresses the protection of human rights in the face of “accelerating

developments in biology and medicine.” The initiative draws on the heritage of the Universal

Declaration and the ECHR to erect legal approaches aimed at furthering human dignity in

modern society. In 1997, the COE Convention for the Protection of Human Rights and Dignity

of the Human Being with Regard to the Application of Biology and Medicine (1997) (COE
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Convention on Human Rights and Biomedicine)24 was opened for signature. Over half of the

Council’s 41 member countries have signed the Convention. It is also open to non-member

nations, such as Australia, Canada, Japan and the United States, that had observer status in the

COE Steering Committee on Bioethics. 

At least four of its provisions generally involve health research and privacy. First, Article 15

announces the principle that scientific research in the field of biology and medicine shall be

carried out freely, subject to provisions in the Convention and other legal instruments for “ensur-

ing the protection of the human being.” Second, Article 16 then outlines general standards

governing research on a person. They include independent review of the scientific merit and

ethical acceptability of the project, informed consent of the participant, and, as a part of the

informed consent process, advising potential participants of their rights and legal protections.

Such rights and protections are elaborated by the Convention’s specific provisions on informed

consent and privacy. Third, then, the Convention includes an express provision on the protection

of privacy. Article 10 provides that “everyone has the right to respect for private life in relation

to information about his or her health.” Fourth, the article indicates that the right to privacy in-

cludes an entitlement of choice: to know, or to decline to be informed, of information collected

about one’s health. TheCOE Convention on Human Rights and Biomedicinedoes not contain

an explicit data protection provision, though it does refer to the COE Convention 108/1981.

More specificity may emerge from formal amendments to the COE Convention on Human

Rights and Biomedicinein the form of protocols. Protocols, which tend to focus on more

specific issues, have been drafted for cloning and organ transplantation. Further protocols are

currently being prepared for medical research and for genetics.

C. European Union (EU)

Created by international treaty in the 1950s, the European Economic Community (EEC) has pro-

moted and harmonized laws and policy on economic relations, trade and development in Europe

over the years. Some of its harmonization policies have indirectly touched on scientific development,

research and health. Examples include the longstanding EEC initiatives on the harmonization of

pharmaceutical and patent law. Under a new treaty adopted in the 1990s, the EEC changed its name

to the European Union and broadened its mandate. It now explicitly includes health matters in its

mandate. Members of the EU include some 15 European nations.25 Because member states are re-

quired to harmonize their laws with EU directives and like legal requirements, the EU has powers,

roles and responsibilities akin to a federal government for much of Europe. Its inter-European roles

are discharged largely through the European Parliament, the European Court of Justice, the

European Council, and the European Commission.
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In this context, between 1995 and 2000, the EU adopted three formal documents that outline modern

data protection principles for personal health information. They are: 1) the European Union Privacy

Directive(1995), 2) an Opinion on Health Care in the Information Society (1999) and 3) the Euro-

pean Union Charter of Fundamental Rights(2000).

1. European Union Privacy Directive (1995)
EU Directive 95/46/EC of 24 October 1995 on the Protection of Individuals with Regard to the

Processing of Personal Data and the Free Movement of Such Data (EU Privacy Directive)

entered into force in 1998.26 Member states are obliged to bring their national laws into con-

formity with the principles of the EU Privacy Directivewithin three years of its adoption. In

order to do so, they may employ whatever instruments of law (statutes, regulations, decrees,

etc.) they deem appropriate. The Directive has yielded new or revised data protection laws in

many European nations, including Greece, Italy, Portugal, Switzerland, the United Kingdom,

Germany, Austria, Belgium, Spain, Denmark, Finland and the Netherlands. The Directive

shares the twin goals of the OECD Guidelinesand the COE Convention 108/1981: to protect

the fundamental right to privacy in the processing of personal data and to harmonize the free

flow of such data between nations.

a. Scope

According to its Article 3, the EU Privacy Directiveapplies to the processing of personal data

by automated or non-automated means. It thus parallels the scope of the OECD Guidelines

and is broader than the COE Convention 108/1981. Like the OECD Guidelinesand the COE

Convention 108/1981, the EU Privacy Directiveapplies to data in both the public and private

sectors.

b. Definitions

Article 2 of the EU Privacy Directive, like the OECD Guidelines, defines “personal data’’ as

“any information relating to an identified or identifiable individual.” However, in contrast to

the OECD Guidelinesand the COE Convention 108/1981, the EU Privacy Directivefurther

defines an “identifiable individual” as a person who can be identified, directly or indirectly, in

particular by reference to an identification number or to one or more factors specific to his

physical, physiological, mental, economic, cultural or social identity. According to Article 2 of

the Directive, “processing” of personal data includes the collection, storage, consultation, use,

disclosure, alteration or destruction of personal data.

c. Special Protections: Sensitive Data

Like the COE Convention 108/1981 and unlike the OECD Guidelines, theEU Privacy Directive

explicitly offers higher standards for the processing of “special categories of data,” including

identifiable health information. It does so, in part, by imposing a general prohibition against

the collection of health data, subject to some narrow exceptions. Article 8 specifically provides

that EU member states “shall prohibit the collection of personal data concerning … health or
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sexual life” unless the data subject has explicitly given a free, specific and informed consent.

Narrow exceptions to the general requirement of consent are outlined below, in Section 1.e. 

d. Consent: Data Collection, Use and Disclosure Standards

For the processing of general personal data, the Directive outlines both data quality principles

and consent standards. Article 6 indicates, among other things, that personal data must generally

be (a)processed fairly and lawfully, (b) collected for a specified, explicit and legitimate purpose

and (c)accurate and relevant. These echo the original OECD quality control principles, with

minor and sometimes important innovations. 

For instance, the Directive builds on the specified and legitimate purpose principle of the

OECD Guidelinesby adding the requirement that the purpose be “explicit.” The requirement

of an explicit purpose theoretically enables those about whom the data are being collected to

provide more detailed, precise and informed consent to their collection and use. This require-

ment is complemented by articles 11 to 13, which require additional information to be given to

the data subject about his or her right of access, right to rectify data, and rights to have infor-

mation about particular data collected. The EU Privacy Directivealso adds important elements

to the consent standard for the collection of personal data. While the OECD Guidelinesindicate

that data collection may proceed with the knowledge and consent of the data subject “where

appropriate,” the EU Privacy Directiveoutlines a basic consent requirement in more certain

terms. More specifically, Article 7 provides that personal data may be processed “only if the

data subject has unambiguously given consent” subject to an explicit necessary standard.(See

Section E, below.) “Consent,” as defined in Article 2 of the EU Privacy Directive, is a

voluntary, specific and informed indication of agreement to the processing of personal data. 

e. Exceptions and Research

TheEU Privacy Directiveoutlines three categories of exceptions based on a necessity standard—

that is, a requirement that the exceptions be demonstrably necessary to advance a competing or

overriding societal interest. The test mirrors the necessity standards of the COE Convention

108/1981and the OECD Guidelines. 

First, Article 7 indicates that in the absence of consent, non-consensual processing of general

personal data must be shown to be necessary for, among other things, complying with a legal

obligation under national law, protecting interests of the data subject, or undertaking a task in

the public interest. 

Second, Article 8 provides more specific consent rules and exceptions for the processing of

sensitive data such as personal health information. 

Article 8 indicates that, beyond the general conditions that must be met for the processing of

general personal data, particular conditions for the exceptional processing of health data with-

out consent require demonstration that the processing is necessary to advance a “substantial

public interest,” such as the defence of legal claims or for therapeutic purposes such as diagnosis,

care, treatment or health care services management. The societal benefits of scientific research

may persuade some European states to define health research as a substantial public interest

exception necessary for the advancement and promotion of biomedical, epidemiological, geno-
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mic, public health and like research. Even so, non-consensual data processing of identifiable

health data for research purposes would still have to comply with an additional privacy standard

in Article 8 of the Directive; that is, that health data be processed only by those subject to a

professional obligation of confidentiality or secrecy or the equivalent thereof. 

Third, Article 13 outlines general exemptions that member states may adopt legislatively as

legitimate restrictions on the data quality standards, on the information that must be disclosed

to data subjects, and on rights of access and correction to data. The restriction must constitute

a necessary measure to safeguard national defence, the administration of criminal justice, or an

important financial interest of a member state. Although the EU Privacy Directive makes no

specific reference to a research exception for non-consensual processing of general personal

data or health data, Article 13 indicates that national laws with adequate safeguards may limit

the data subject’s right of access to and correction of personal data processed solely for scientific

research when “there is clearly no risk of breaching the privacy of the data subjects.” This

parallels the similar exception in the COE Convention 108/1981. 

f. Data Retention and Security

Article 17 of the EU Privacy Directivegenerally calls for “appropriate technical and organiza-

tional measures” to be undertaken to protect data against accidental destruction or loss, and

unauthorized access, alteration or disclosure. This parallels OECD standards. The article pre-

scribes a balancing standard: even acknowledging cost and technological factors, the level of

security should be proportionate to the risks associated with the nature and processing of the

data. Like the COE Convention 108/1981, Article 6.e of the EU Privacy Directive indicates

that identifiable data are to be preserved no longer than is required for the purpose for which

the data were collected. Article 6.e also calls on countries to outline appropriate safeguards for

personal data stored for longer periods for statistical or scientific research purposes.

g. Other Noteworthy Provisions

The EU Privacy Directiveoutlines a number of provisions that affect implementation nationally,

within the EU, and internationally. For example, member states are obliged to ensure that

national legislation includes enforcement and oversight mechanisms. Article 22 requires EU

member states to ensure that individuals have legal recourse for violations of data protection

rights. Article 28 further obliges member states to provide for independent national supervising

authorities to oversee the monitoring and implementation of national data protection laws. To

facilitate the implementation of the standards of the EU Privacy Directive, Article 27 obliges

member states to encourage the development of data protection codes of conduct. For overall

oversight and advice on the EU Privacy Directive and the evolution of data protection in the

EU, Article 29 establishes an Independent Working Party. 

The EU Privacy Directive also affects international data exchanges with non-EU nations.

Article 25 obliges member states to provide that transfers to non-EU countries can take place

only if recipient nations ensure an “adequate level of protection.” An evaluation of the level of

protection shall be judged on such factors as the nature of the data, relevant national laws,

professional rules, and security measures. The determination is to be made by the Independent

Working Party established by Article 29 of theEU PrivacyDirective. Documents and reports

on the evaluation of privacy protection standards in countries such as the US and Canada for
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purposes of data sharing with EU member-states have recently been made public.27 Article 26

of the EU Privacy Directiveallows data-transfers to recipients in countries not certified as hav-

ing adequate protection under limited circumstances. These include circumstances where the

transfer is “necessary or required on important public interest” grounds. Finally, Article 33

indicates that the first three-year public report on the implementation of the EU Privacy Directive,

potentially including proposed amendments, is due in autumn 2001.

2. European Group on Ethics in Science and New Technologies: 
Ethical Issues of Healthcare in the Information Society, Opinion No. 13
Founded originally under a different name in 1991, the European Group on Ethics in Science

and New Technologies has a mandate to offer to the European Commission interdisciplinary

ethics advice on issues occasioned by developments in science and technology. The European

Group on Ethics in Science and New Technologies has released some 15 written opinions, many

on ethical issues in biotechnology. In their 1999 advisory opinion on Ethical Issues of Healthcare

in the Information Society (European Group on Ethics Opinion),28 the Group addresses leading

issues involved in the collection and use of personal health data for research. 

In the European Group on Ethics Opinion, the Group adopts the eight original OECD data prin-

ciples, and adds those of citizen participation and education. It identifies the tension between

privacy and research as one of many value conflicts in the provision of health care. This tension

had been noted in the OECD Guidelinesand the COE Convention 108/1981some two decades

earlier. Privacy, the European Group on Ethics Opinionsuggests, may be traded for certain

goods, such as research, under particular standards and conditions. Highlights of the European

Group on Ethics Opinionfollow.

a. Scope

The advisory European Group on Ethics Opinionaddresses ethical issues of health care in the

information society. It falls within the recently broadened EU mandate that now expressly in-

cludes health and human rights. The European Group on Ethics Opinionfocuses on the use of

identifiable health information for general health care purposes, including research.

b. Definitions

The Opinion adopts the definition of personally identifiable health data as defined in the EU

Privacy Directive. 

c. Special Protections: Sensitive Data

The European Group on Ethics Opinionnotes that personal health data encompasses a wide

range of information, including basic medical data (e.g., medical histories), sensitive data

about mental health, or administrative data such as insurance information. The Opinion goes
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on to state that “personal health data necessarily touch upon the identity and private life of the

individual and are thus extremely sensitive …. Personal health data form part of the personality

of the individual, and must not be treated as mere objects of commercial transaction.”

Perhaps because it focuses only on health data, the European Group on Ethics Opiniondoes

not specify how the protection of personal health data should compare with that of non-health

personal data. Nor does it identify particular kinds of personal health information, such as

genetics, as being more sensitive than others.

d. Consent: Data Collection, Use and Disclosure 

The views and standards on consent are expressed in the Group’s self-determination and

confidentiality principles. Echoing theOECD Guidelines, Section 2.3 of the European Group

on Ethics Opinionconstrues the principle of self-determination as including “citizens’right to

know and to determine which personal health data are collected and recorded, to know who

uses them for what purposes, and to correct data, if necessary.” Furthermore, the citizen has a

right to oppose any secondary use of his or her data that is not provided for by law. 

Section 2.2 articulates a right to privacy and confidentiality, generally dependant on the individual’s

informed consent.

The human right to respect for private life requires that confidentiality of personal health data

is guaranteed at all times. It also implies that, in principle, the informed consent of the

individual is required for the collection and release of such data.

Consistent with the EU Privacy Directive, the section provides that all legitimate users of

personal data have a duty of confidentiality equivalentto the professional duty of medical

secrecy. Medical secrecy is seen as central to the trustworthiness of the health care system.

Moreover, the European Group on Ethics Opinionadopts the position of the World Medical

Association 1948 Declaration of Geneva: that the duty of confidentiality continues after the

death of the person. (See Section II.E, above.) 

e. Exceptions and Research

The European Group on Ethics Opiniondoes not provide expressly for a research exception,

though it does provide that any exceptions to the duty of privacy and confidentiality “must be

limited and provided for by legal rule.” This approach parallels that of the OECDGuidelines.

The use of personal data for the broad societal benefit must, moreover, be justified in the

context of the individual’s right to self-determination. Consistent with these principles, articles

2.2 and 2.3 infer that secondary uses of data should be narrow and specified in law.

f. Data Retention and Security

Article 2.6 deems the security of information and communication technologies “an ethical

imperative.” This imperative requires appropriate encryption technology, closed networks for

personal data transfers, and organizational measures to support security. The European Group

on Ethics Opiniondoes not specify a data retention period.

24

Canadian Institutes of Health Research



g. Other Noteworthy Provisions

The European Group on Ethics Opinioncalls for the development of a specific directive on

medical data protection within the framework of theEU Privacy Directive.

3. European Union Charter of Fundamental Rights (2000)
Under treaties adopted in the 1990s, member states of the EU have a binding legal obligation

to respect fundamental human rights. The treaties make reference to the rights expressed in the

ECHR, discussed in Section II. C, above. In 2000, the EU adopted a formal human rights

document, the European Union Charter of Fundamental Rights (EU Charter).29 It results from

a common initiative in recent years to unite into one text the diverse civil, political, economic

and social rights already reflected in diverse legal documents and sources within the broader

EU community. As such, theEU Charter is broader than theECHR. The EU Charter itself

provides no directly enforceable legal remedy; it is not directly legally binding. Rather, similar

to the Universal Declaration, it is a solemn proclamation of fundamental rights, evincing and

reflecting general principles of EU law. In theory, then, the EU Chartermay be referred to in

judicial and legal proceedings as an interpretive source of EU human rights. Discussion and

refinement of its formal status, and options such as its possible inclusion within the EU treaties,

are to be deliberated over the next few years.

Article 7 of the EU Charterechoes the classic post-WWII call for incorporation of respect of

privacy into human rights law by declaring that everyone has the “right to respect of his or her

private and family life.” It thus draws largely on the language of the Universal Declaration,

the ECHR, and the CCPR and CESC. Though the article offers no definition of private life, the

reference in the EU Charter’s preamble to some of these other international documents and to

European human-rights case law indicates that “private life” is intended to be interpreted in a

manner consistent with those standards. 

The right to privacy is complemented by a brief and explicit data protection principle. Article 8

declares that “everyone has the right to the protection of personal data.” Such data, the article

continues, “shall be processed fairly for specified purposes and on the basis of consent or some

other legitimate basis laid down in law.” The inference is that exceptions to consensual data

collection should be explicitly set forth in law. The article further calls for access by individuals

as well as oversight of compliance by an independent authority. The EU Charterthus codifies

leading elements of the original OECD data protection principles into a regional international

human rights document.

D. United Nations (UN)

While Section II, above, indicates that the protection of privacy has, over the decades, been a

central human rights concern in the international community, the United Nations (UN) began only

in the 1990s to address in earnest the data protection dimensions of privacy. Since then, at least two
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initiatives of UN bodies have resulted in formal documents that address data protection: a 1990

resolution from the UN General Assembly and a 1994 declaration from a collaborative undertaking

by a regional office of the World Health Organization.

1. UN Guidelines on Computerized Personal Data Files (1990)
In 1990, the UN General Assembly formally adopted Guidelines for the Regulation of Compu-

terized Personal Data Files (UN Guidelines).30 The UN Guidelinesshare and sometimes modify

the original OECD norms by incorporating the following principles for the processing of com-

puterized personal files: lawfulness and fairness, accuracy, purpose-specification, interested-

person access, non-discrimination and security. The UN Guidelinesare not binding. Still, they

constitute a formal pronouncement by some 180 member states of the UN Generally Assembly.

As such, they represent a high degree of consensus on, and evidence of, leading principles in

international data protection law and policy.

a. Scope

The UN urges the UN Guidelinesupon international governmental organizations, international

non-governmental organizations, and nations as “minimum guarantees that should be provided

in national legislation.” The Guidelines apply to computerized personal files in the public and

private domains. The UN Guidelinesindicate that it is open to governments and organizations

to apply them to manual files.

b. Definitions

The UN Guidelinesdo not define key terms used in the document. 

c. Special Protection: Sensitive Data 

In contrast to the OECD Guidelines, yet consistent with the COE Convention 108/1981and

EU PrivacyDirective, theUN Guidelinesoutline special protections for sensitive data. Subject

to strict exceptions, the compilation of “data likely to give rise to unlawful or arbitrary dis-

crimination” is generally prohibited. Data referring to an individual’s sex life and racial or

ethnic origin are referred to as examples of sensitive data, but the UN Guidelinesdo not

explicitly include health data. Such designation is within the discretion of member nations.

d. Consent: Data Collection, Use and Disclosure

Under theUN Guidelines, data must be collected or processed lawfully and fairly, accurately,

and for a specified and legitimate purpose. For purposes incompatible with those specified, use

or disclosure of personal data generally requires the consent of the person concerned.

e. Exceptions and Research

The UN Guidelinesprovide for narrow exceptions to the general duties of lawful, fair and

consensual collection, use and disclosure of personal data. Any exceptions must meet several

conditions. They must be grounded on a necessity standard for the protection of, among other
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things, public order, public health or morality, national security, or the rights and freedoms of

others. The exception must also be “specified in law” or in equivalent regulations and contained

within express limits and “appropriate safeguards.” The necessity standard parallels that of

other international documents, such as the OECDGuidelines, the COE Convention 108/1981,

and the EU Privacy Directive. For sensitive data, the UN Guidelinesfurther require that any

compelling exceptions respect the limits prescribed by relevant international human rights

treaties and documents.

f. Data Retention and Security 

The UN Guidelinesparallel the OECD Guidelinesfor data security and retention. Personal

data should be kept for a period not exceeding that necessary to achieve the specified and

legitimate purpose for which it is kept. It should be protected by “appropriate” security

measures from events such as accidental loss, destruction and unauthorized access.

g. Other Noteworthy Provisions

The UN Guidelinesalso directly address international data transfer and national implementation.

Like the OECD Guidelinesand the COE Convention 108/1981, the UN Guidelinesrecommend

that international data exchange should flow freely between countries that have “comparable

safeguards” for the protection of privacy. Even where no such comparable safeguards exist,

limitations on transborder data flows “may not be imposed unduly and only insofar as the

protection of privacy demands.” 

For domestic implementation, the UN Guidelinesgo beyond the provisions of theOECD

Guidelinesand theCOE Convention 108/1981, and outline standards that have since been

adopted by the EU Privacy Directive. (See Section III.C.1, above.) The UN Guidelines

recommend that national laws designate independent, impartial and technically competent

national authorities to be responsible for supervising observance of the principles sanctioned

by criminal or other penalties, together with appropriate individual remedies. In many

counties, such responsibilities are now discharged by independent privacy commissioners.

2. WHO Declaration on the Promotion of Patients’Rights in Europe (1994)
In 1994, the World Health Organization (WHO) collaborated in convening a consultation to

outline a common framework of principles for patients in Europe. The Consultation concluded

by endorsing a formal regional Declaration on the Promotion ofPatients’Rights in Europe

(WHO Declaration).31 Part of the intent of theWHO Declaration was that its principles of

privacy, confidentiality and data protection would guide European governments in governing

the health sector, and would be promoted and implemented through legislation, professional

codes, training and education.

27

Canadian Institutes of Health Research

31 World Health Organization European Consultation on the Rights of Patients.A Declaration on the Promotion of
Patients’Rights in Europe. Amsterdam, March 1994. 



The WHO Declaration advances privacy as a basic “human right and value” in health care.

Article 1 declares that everyone has the right to self-determination, physical and mental integrity,

and “respect for privacy.” Consistent with the right to privacy in the health sector, Article 4.1

of the Declaration outlines the general duty to maintain confidentiality about patient health

status, medical conditions, and “all other information of a personal kind”—even after death.

The continuing post-mortem duty of confidentiality echoes that of the World Medical Association

1948 Declaration of Geneva. Article 4.2 further provides that confidential information may be

disclosed only if explicit consent has been secured or if applicable law explicitly so provides.

The WHO Declaration then goes on to specify, in Article 4.3, that “all identifiable patient data

must be protected,” and that such protection must be “appropriate to the manner of their storage.”

Also among its relevant provisions, Article 3.10, like the WMA Declaration of Helsinki,

provides for consent and “proper ethics review” as general prerequisites for the conduct of

scientific research. 

3. UNESCO Declaration on the Human Genome (1997)
Founded in 1945, the United Nations Educational, Scientific and Cultural Organization

(UNESCO) is a specialized agency of the United Nations. It includes within its mandate a

mission to advance educational, scientific and cultural relations of the peoples of the world, as

part of the greater UN commitment to the promotion of human dignity. Over the last decade,

the pace of scientific developments and the impact of technology on modern culture, particularly

as they affect evolving notions of human well-being, have not escaped the attention of UNESCO.

Indeed, through the 1990s, UNESCO devoted increasing interdisciplinary attention, analysis

and debate to a range of issues in such domains as genetics and society. The deliberations on

genetics yielded, in 1997, the Universal Declaration on the Human Genome and Human Rights

(UNESCO Declaration).32 Inspired in part by the Universal Declaration on Human Rightsof

1948, the UNESCO Declaration offers to the world community a non-binding statement of

principles and standards on the research, development and application of modern knowledge

about genetics. Among its broad range of principles, some address the importance of research

while others aim to ensure adequate data protection. 

Article 12 of the UNESCO Declarationcalls for the benefits from the human genome to be made

available to all. The Article also deems “freedom of research” as part of freedom of thought.

Though regarded as a freedom, research must still adhere to basic standards. Article 5 thus calls

for rigorous risk–benefit assessments, prospective review of genome research protocols under

national or international standards, and the free and informed consent of the individual or

authorization by a substitute decision-maker for participation in research as prescribed by law. 

The UNESCO Declaration further addresses personally identifiable genetic information. Indeed,

it outlines a general duty of confidentiality of genetic data, subject to narrow exceptions.

Article 7 provides as follows: “Genetic data associated with an identifiable person and stored

or processed for the purposes of research or any other purpose must be held confidential in the

conditions of law.” (The UNESCO Declaration does not define “genetic data.”) Article 9 further
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stipulates that exceptions to the general principle of confidentiality must be based on “com-

pelling reasons within the bounds of public international law and the international law of

human rights.” The formulation parallels the necessity standard for limiting infringements of

privacy under theUniversal Declarationand the ECHR, as noted in sections III.B and C, above.

The UNESCO Declaration calls for the undertaking of measures to promote implementation

of its principles. Accordingly, UNESCO’s International Bioethics Committee has recently

begun closer examination of the governing principles for privacy and confidentiality of genetic

data.33
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IV. Selected National Data Protection Laws

Against the background of the foregoing international overview, this section profiles the national data

protection law of selected nations. General principles of the leading national laws are introduced, followed

by their particular provisions regarding health research. The laws are discussed consistent with the general

methodology outlined in the Introduction, above.

A. Australia
The major source of national privacy protection in Australia is the federal Privacy Act 1988.34

Because representatives from Australia presided over the working committee that developed the

data protection standards for the 1981OECD Guidelines, it is not surprising that theAct adopts

and incorporates all OECD Guidelines. For years, the PrivacyAct has applied to the federal public

sector. As a result of the recently enacted Privacy Amendment (Private Sector) Act 2000,35 however,

the revision of the Privacy Act (RevisedPrivacy Act) has yielded legislation with a broader reach.

Effective December 2001, the Revised Privacy Act extends personal information privacy standards

to the private sector.

As in other countries that have recently revised their national data protection laws, Australia’s

RevisedPrivacy Act reflects an effort to give legal effect to the commitment of protecting privacy as

a human right. Australia has manifested such commitment by signing and ratifying the International

Covenant on Civil and Political Rights (CCPR), which recognizes privacy as a fundamental human

right in public international law. (See Section II.D, above). Indeed, the CCPR is even mentioned in

the Preamble to the Privacy Act 1988. The Revised Privacy Act also reflects how other pressing

societal interests, such as health research, may compete with or even require limited incursions into

privacy to advance the public interest. 

The following section highlights: (1) the general provisions of theRevisedPrivacy Act, 2) a com-

parison of the established public-sector privacy principles and the new private-sector principles,

and (3) the privacy guidelines for medical research issued or approved by the Privacy Commissioner

under theRevised Privacy Act. Indeed, one of the noteworthy dimensions of the RevisedPrivacy

Act is how it authorizes the Australian Privacy Commissioner to approve guidelines regarding the

use of personal information in medical research, asdeveloped under the Ministry of Health. 

1. The Privacy Act 1988 
The recently RevisedPrivacy Act has broader scope and more provisions for health research.

The Privacy Commissioner of Australia oversees its implementation and enforcement.
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As a result of the Revised Privacy Act, the public and private sectors are governed by a parallel

set of privacy principles aimed at establishing co-regulatory national privacy protection. The

principles outline the general standards for the collection, use and disclosure of personal

information.

The Public Sector Standards: Information Privacy Principles(IPPs) and The Private Sector:

National Privacy Principles(NPPs) are referred to in subsections d to f., below. Note that each

of those items is described twice: for the IPPs and again for the NPPs.

Section 16 of the RevisedPrivacy Act obliges private-sector organizations to comply with

NPPs or privacy codes approved by the Privacy Commissioner of Australia. As of spring 2001,

no such codes had been approved. Nor had the Privacy Commissioner yet approved, under

Section 95A, Guidelines for National Privacy Principles on Health Informationfor the private

sector, as has been done for the public sector. Even with the approval of such codes or

guidelines, the 10NPPs, outlined in Schedule 3 of the RevisedPrivacy Act, will continue to

define the general privacy standards for the private sector. They echo the basic principles

adopted by the OECD in 1981, and parallel the longstanding IPPs for the public sector. 

a. Scope

Australia’s Revised Privacy Act of 1988 applies to both manually and electronically processed

personal information within the federally regulated public sector and the private sector. Its

provisions and standards have long applied to federal government “agencies,” which generally

include Australian government ministries, departments, courts, and special bodies. Most of

these provisions centre around a core set of public-sector privacy standards, the IPPs.

Effective December 2001, a parallel set of privacy standards shall take effect for private-sector

“organizations.” Section 6.D of the Revised Privacy Act defines private-sector “organizations”

to include,among other things: individuals, corporate bodies, partnerships, unincorporated

associations and trusts; businesses with a turnover of $3 million or more; not-for-profit

organizations such as charitable organizations, sports clubs and unions; federal government

contractors; health service providers that hold personal health information; organizations

carrying on a business that collects or discloses personal information for a benefit, service or

advantage; and organizations so designated by regulation. “Organization” does not generally

include small businesses. The new parallel standards for private sector “organizations” are

called the NPPs. Both sets of principles, those for the public as well as the private sector, are

described below. 

b. Definitions

The Revised Privacy Actdefines terms relevant to health research involving personal information.

Section 6 of the Revised Privacy Act outlines common definitions for the public and private

sectors. These include such terms as personal information, sensitive information, health infor-

mation, and medical research. 

“Personal information” refers to “information or an opinion … about an individual whose

identity is apparent, or can reasonably be ascertained, from the information or opinion.”

“Individual” is defined as “a natural person.” As a result of the 2000 Amendment, the Revised
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Privacy Act defines “health information” as encompassing information about an individual’s

health or a disability, a health service provided or to be provided, and personal information

collected in relation to the provision of a health service or in connection with the donation of

one’s bodily parts, organs, or substances. The Revised Privacy Actalso offers a broad definition

of “health service.” The definition does not refer to research, nor does the Revised Privacy Act

define “health research.” Instead, it defines “medical research” by stating that that “includes

epidemiological research.” 

It should be noted that, as will be discussed below, other terms relevant to health research are

defined in the public-sector health-research guidelines that have been adopted under the

RevisedPrivacy Act. These include such terms as “identified data,” “potentially identifiable”

data, and “de-identified” data.

c. Special Protections: Sensitive Data 

The RevisedPrivacy Act incorporates the concept of sensitive data. It thus departs from the

original OECD Guidelines, and parallels most of the other international data protection norms

outlined in Section III, above. The term “sensitive information” is broadly defined in Section 6

of theRevisedPrivacy Act to include information about an individual’s racial or ethic origin,

political opinions, religious beliefs, sexual preferences or practices, or health information.

Thus “health information,” as defined above, is considered sensitive data. Sensitive data is

subject to special privacy standards under the NPPs, which have recently been included in the

Revised Privacy Act to govern the private sector. The NPPs impose a general prohibition on

the collection of sensitive data, unless individual consent is obtained or particular exceptions

apply. Though no sensitive data provisions have been explicitly adopted for the public sector,

the health research guidelines for the public sector do address health information that is

considered sensitive data.

d.1 Consent: Data Collection, Use and Disclosure (IPPs) 

The standards governing data protection in the public sector are inspired in part by the OECD

Guidelines. Among other things, the Informational Privacy Principles provide that the collection

of information must be undertaken for a lawful purpose and that such collection must be “nec-

essary” to fulfill that purpose (Principle 1). Data must generally be collected directly from the

individual concerned, be relevant to the purpose of collection, and be undertaken with a broad

range of information disclosed, using fair and lawful means that are not unreasonably intrusive

on privacy (Principles 2 and 3).

Like the OECD Guidelines, the standards do not speak explicitly of consent for the collection

of personal information. Rather, the consent for collection is likely implied by the principle

that required collection directly from the person concerned (Principle 2). Principle 9 requires

that personal information be used only for relevant purposes. It is not to be used for other pur-

poses or disclosed unless the individual concerned has consented or unless other exceptions

apply under a necessity standard. These include that the use or disclosure is “necessary” for

law enforcement, or to lessen a serious and imminent threat to life or health, or is required or

authorized by law (principles 10 and 11). Details on such exceptions are noted below, in

Section e.1.
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d.2  Consent: Data Collection, Use and Disclosure (NPPs)

Under the NPPs for the private sector, personal information must be:

• collected—only if necessary and by lawful, fair and respectful means—from the individual

(Principle 1)

• limited generally in the scope of use and disclosure to the primary purpose for collection

(Principle 2) 

• processed in an accurate, timely and complete manner (Principle 3)

• stored and secured (Principle 4) 

• processed through, and managed by, personal information policies of organizations

(Principle 5)

• accessible to, and correctable by, the individual concerned (Principle 6)

• linked by unique identifiers only under limited circumstances (Principle 7)

• made anonymous, if practicable and lawful to do so at the option of the individual

(Principle 8)

• transferred to foreign countries under restricted circumstances (Principle 9)

• if considered to be sensitive data, be collected only under strict, limited conditions

(Principle 10).

These principles impose a general standard of consent for the collection, use and disclosure of

health information. Three of the Principles illustrate how. 

First, for general data, Principle 1 requires, among other things, that the information be collected

directly from the individual, who needs to be made “aware of” the purposes, needs, legal justi-

fications, and parameters of the data processing. This parallels the public-sector principle and

the original OECD Guidelines.That Principle 1.2 generally requires individuals to be made

aware of the “consequences of the individual’s refusal to provide the information” suggests

that it generally contemplates individual consent. 

Second, Principle 10 imposes a stricter standard for the collection of health information and

like sensitive data. In the absence of consent or particular exceptions, health information is not

to be collected. Principle 10.2 also imposes a consent standard on secondary uses. It requires

organizations to not use or disclose information for other than the primary purpose of the col-

lection, unless consent or particular exceptions apply. 

Third, Principle 9 provides that information may be transferred to other nations that may not

have substantially equivalent privacy protection, among other things, if the data subject consents.

This would amount to a waiver of ordinary protections. 

e.1  Exceptions and Research (IPPs) 

Beyond the foregoing exceptions, the IPPs do not outline explicit exceptions for medical

research. Instead, the Revised Privacy Act delegates authority for developing standards to the

National Health and Medical Research Council of Australia (NHMRC). Section 95 of the

Revised Privacy Act provides that an act by a Commonwealth of Australia agency that might

be a breach of an IPP shall not be regarded as such if done in accordance with NHMRC guide-

lines for medical research, which have been approved by the Privacy Commissioner. As will be
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shown in Part 3, below, these guidelines outline narrow exceptions for non-consensual use and

disclosure of identifiable medical data. 

e.2 Exceptions and Research (NPPs)

The private-sector principles also outline important exceptions to the general requirement that

health information be collected and used only with individual consent. They even outline specific

exceptions for research. 

The sensitive-data and secondary-use rules, for instance, authorize non-consensual data process-

ing under limited conditions of necessity. NPP 10.1 authorizes an organization to collect sensi-

tive data, such as health information, without consent if the information is, among other things,

“required by law” or otherwise “necessary” for particular legal proceedings. Non-consensual

collection is also authorized for urgencies, when “the collection is necessary to prevent or les-

sen a serious and imminent threat to the life or health of any individual, where the individual

whom the information concerns is incapable of giving consent to the collection or physically

cannot communicate consent.” Similarly, Principle 2 authorizes non-consensual secondary use

of data for a variety of necessities under limited circumstances. Many of these exceptions

parallel those outlined in the EU Privacy Directivediscussed in Section III.C, above.

The sensitive-data and secondary-use standards of the NPPs also authorize non-consensual data

processing specifically for health research. Health information may be collected for research

purposes without consent if four particular conditions prevail. Principle 10.3 provides, first,

that the collection of health information must be “necessary” for limited research purposes.

Such purposes include public health research, statistical analysis for public safety, or research

for monitoring a health service. Second, the collection of identifying health information must

also be necessary to accomplish the research purpose. Third, it must be impracticable for the

organization to seek the individual’s consent (“impracticable” is not defined). Fourth, the infor-

mation must also be collected under particular authorities. It must be collected as (a) “required

by law,” or (b) in accordance with guidelines approved by the Privacy Commissioner under

Section 95A of the Revised Privacy Act, or (c) “in accordance with rules established by com-

petent health or medical bodies that deal with obligations of professional confidentiality which

bind the organization.” Before information collected under Principle 10.3 may be disclosed,

Principle 10.4 further obliges organizations to take reasonable steps to permanently de-identify

the information.

Once personal health information is collected, Principle 2.1(d) authorizes non-consensual use

and disclosure when “necessary for research, or the compilation or analysis of statistics, relevant

to public health or public safety.” Such research is conditioned on three requirements: (a) that

seeking individual consent is impracticable (impracticable is not defined); (b) “the use or

disclosure is conducted in accordance with guidelines approved by the Commissioner under

section 95A”; and (c) for disclosures, the organization “reasonably believes” that recipients of

the disclosed information will not disclose it or related personal information. Of note is the need

for the use and disclosure to be done in accordance with commissioner-approved NHMRC

guidelines for the private sector. As indicated below, such guidelines are anticipated for

2001–2002. 
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f.1. Data Retention and Security (IPPs) 

Principle 4 of the IPPs outlines data security duties. According to this principle, those who

keep records of personal information must implement reasonable security measures to protect

against unauthorized access, loss or misuse. In contrast to the principles for the private sector,

the IPPs seem not to explicitly specify either a period or standard for data retention.

f.2. Data Retention and Security (NPPs)

Principle 4 of the NPPs outlines data security and retention duties for the private sector. It

obliges organizations to take “reasonable steps” to ensure the security of personal information

against such events as misuse, destruction or loss. It differs from the public-sector principles in

that it requires organizations to destroy or permanently de-identify personal information thatis

no longer needed, either for the purposes for which it was collected or for other authorized

uses. This data retention principle is supplemented by standards contained in medical research

guidelines issued by the NHMRC and approved by the Privacy Commissioner.

2. Medical and Health-research Guidelines Under the Privacy Act 
Sections 95 and 95A of the Revised Privacy Act provide that the Australian NHMRC may,

with the approval of the Privacy Commissioner, issue guidelines for the protection of privacy

in the conduct of “medical research” involving the use of personal information.

Guidelines will be approved only if “the public interest in the promotion of research of the

kind to which the guidelines relate outweighs to a substantial degree the public interest in

maintaining adherence” to the personal information privacy protections. Privacy guidelines for

medical research in the public sector have been recently revised. Those for the private sector

are under development and are expected in late 2001 or in 2002.

2A.Established Public-sector Guidance 
The NHMRC has recently drafted, and the Australian Privacy Commissioner has recently

approved, revised privacy guidelines for medical research in the federal public sector:

Guidelines Under Section 95 of the Privacy Act 1988.36

a. Scope

The public-sector Guidelines apply both directly and indirectly. Where medical research

involves the use of personal information by the federal public sector, the Guidelines apply

directly and must be followed for the information to be lawfully used or disclosed. The

Guidelines “provide a framework for the conduct of medical research using information held

by Commonwealth [of Australia] agencies where identified information needs to be used

without consent.” The scope of the Guidelines is broadened, however, by their incorporation of

some standards and processes from other federal health-research documents, such as the

NHMRC’s National Statement on Ethical Conduct in Research Involving Humans(1999).37
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The latter also cross-references and incorporates the Section 95 public-sector Guidelines into

its standards. As a result, the Guidelines are given broad and indirect application. Indeed,

because this NHMRC national ethical statement requires recipients of federal health research

monies to abide by the Guidelines as part of national norms on health research ethics, the

Guidelines affect a range of non-governmental health research professionals and institutions.

b. Definitions

Beyond incorporating definitions from the Revised Privacy Act, the public-sector Guidelines

include a glossary of other definitions directly relevant to health research. For instance, although

they incorporate the Revised Privacy Act’s definition of “personal information,” the use of the

term includes identifying information for both individuals and groups. The explicit reference

to groups may prove directly relevant to public health, genetic or population research. 

The public-sector Guidelines define other terms for health research, including “identified data,”

“potentially identifiable” data, and “de-identified data.” Data “that allow the identification of a

specific individual” are “identified data.” Personal health information that has been coded is de-

identified, but to the extent that it may be “re-identified” by decoding, it remains “potentially

identifiable.” 

The Guidelines reproduce the reference to “medical research”38 from the Revised Privacy Act,

but further define “research” as involving “systematic investigation to establish facts, principles

and knowledge.” 

c. Special Protections: Sensitive Data

The Guidelines themselves make no explicit reference to sensitive data. However, the Revised

Privacy Act defines “sensitive information” as including health and medical information.

Accordingly, within the meaning of the Revised Privacy Act, the Guidelines address themselves

to the processing of one class of sensitive data in the federal public sector. 

d. Consent: Data Collection, Use and Disclosure 

The Section 95 public-sector Guidelines are generally targeted at the non-consensual use of

personal information for medical research. When the exceptions do not apply, the basic stan-

dards involving data collection, use and disclosure under the IPPs of Section 14 of the Revised

Privacy Actgenerally apply.

e. Exceptions and Research

To justify the release of personal information that would otherwise violate an IPP under the

RevisedPrivacy Act, an agency must ensure that “the research on which the personal information

is to be used has been approved by a Human Research Ethics Committee (HREC) for the

particular purpose in accordance with the Guidelines.” The Guidelines thus generally outline

the process and standards under which institutional research ethics committees may grant an

exception to, and thus waive, the general requirement of consent for the use and disclosure of
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identifying data for medical research in the public sector. They do so by imposing process duties

on researchers and corresponding standards of evaluation on the HRECs. The substantive

standard for evaluating a researcher’s request derives from Section 95 of the Revised Privacy

Act, which asks: does the public interest in the research outweigh to “a substantial degree” the

public interest in protecting privacy through adherence to the requirements of the Principles?

The researchers’duties, then, are tailored to outlining relevant information and specifying the

request to the HREC. Guideline 2 requires researchers to submit a written proposal to a HREC,

outlining the research project, the specific uses to which the personal information will be put,

reasons why identified or potentially identified rather than de-identified information is required,

why individual consent cannot be obtained, the estimated time of retention of the personal infor-

mation, and security standards for storage of the data. Where the research may entail a breach

of the Principles, specific reference should be made to the IPP that may be violated and the

reasons why the public interest in the research outweighs the public interest in protecting privacy.

In evaluating proposals for non-consensual medical research, the HREC must adhere to basic

procedural and substantive requirements. Guideline 3.1 requires the HREC to ensure that it has

sufficient information about, expertise in and understanding of the privacy issues. Guideline 3.2

obliges HRECs, in considering whether to approve the research, to consider, among other things,

if any IPPs will be breached, whether the use of identifiable or potentially identifiable data is

“necessary,” whether it is reasonable for the research to proceed without individual consent,

and whether the public interest in the research “outweighs to a substantial degree” the public

interest in protection of personal information privacy. Guideline 3.3 outlines a range of factors

to evaluate in weighing “these public interests,” including likely medical research advances,

benefits to individuals, and whether the project imposes minimal risk of harm to individual

privacy interests.

f. Data Retention and Security

The Section 95 public-sector Guidelines require that basic security and retention standards be

applied to personal information. For instance, the Guidelines require that data be preserved “at

least as secure[ly] as” required by the standards outlined in the Joint NHMRC/AVCC Statement

and Guidelines on Research Practice (Joint NHMRC/AVCC Statement). That document requires,

among other things, that data management generally comply with relevant privacy norms; that

department or research units establish data retention, access and security procedures; that data

be recorded in a durable and appropriately referenced form; and that data be held for a “sufficient

time” for such purposes as reference following publication of results. In the latter instance, it

recommends a range of 5 to 15 years’retention post-publication, depending on the kind of

research. The Joint NHMRC/AVCC Statementalso imposes a general professional responsibility

on investigators to ensure “appropriate security” in data processing.

(The category “Other Noteworthy Provisions” is not described for Guidelines Under Section

95 of the Privacy Act 1988.)
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2B.Developing Private-sector Privacy Guidance
The Revised Privacy Act outlines two sections that authorize Australia’s federal Privacy

Commissioner to issue or to approve guidelines for research involving the privacy sector.

Similar to Section 95, Section 95A of the Act authorizes the Commissioner to approve guide-

lines issued by the NMHRC for health research. The NMHRC has yet to do so. In the meantime,

the Privacy Commissioner has relied on another section of the Revised Privacy Act. Section 27

of the Act authorizes the Commissioner to make guidelines about the NPPs. Thus, in the spring

of 2001, the Commissioner released a public consultation document on health-research guide-

lines for the private sector, under Section 27 of the Revised Privacy Act. The document, Draft

Health Privacy Guidelines,39 is intended to yield public deliberations and final guidelines in

2001–2002. When finalized, the guidelines will provide interpretive guidance for the general

rules applied to private-sector health research, as well as further standards for the non-consensual

collection, use and disclosure of identifying health information under NPPs 2 and 10, as

described above.

B. France

Both national and international trends have helped shape the protection of privacy and the content

of data protection law in France. In the 1950s, France signed the ECHR. As described in Section II.B,

above, Article 8 of the Convention imposes a human rights obligation to respect private and family

life. France has also been a member of the Organization for Economic Co-operation and Development

since the early 1960s, and has adopted the OECD Guidelines. As a member of the Council of

Europe, France signed and ratified, in the early 1980s, COE Convention 108/1981. As a member of

the European Union, it has an obligation to harmonize its law with the EU Privacy Directive.

In the context of these international obligations, France has moved over the years to implement the

respect of privacy and data protection norms in a variety of formal legal undertakings. Article 9 of

the Civil Code40 of France, for instance, proclaims that everyone has the right to respect of one’s

private life. The Constitutional Court of France has ruled that the right to privacy is implicit in the

French Constitution.41 Recent amendments to professional ethics codes have heightened ethical

and legal duties of confidentiality. For instance, articles 4 and 72 of the Code de Déontologie

médicale42 indicate that physicians must ensure that those assisting the physician conform to a

professional obligation of confidentiality that is enforced by provisions of the French Penal Code.43

Over the last two decades, moreover, France has enacted data protection legislation and health

research provisions that govern the use of personal information. Highlights of the data protection

law follow.
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1. Loi no 78-17 du 6 janvier 1978 relative à l’informatique, aux fichiers 
et aux libertés (Data Protection Act: Law 78-17) (1978)
French data protection legislation dates at least from the late 1970s, when the Parliament enacted

Loi no 78-17 du 6 janvier 1978 relative à l’informatique, aux fichiers et aux libertés(Law 78-17

Respecting Data Processing, Records and Freedoms).44 Enacted before most modern interna-

tional data protection norms discussed in Section III, above, Law 78-17has been amended

several times. While other laws contain standards pertinent to personal information, Law 78-17

today remains the central piece of legislation on the protection of personal data in France. It does

so through its data protection standards and through oversight by the National Data Processing

and Liberties Commission (CNIL).45 As will be shown, recent amendments to the law have

added data protection norms specifically for health research.

a. Scope

Law 78-17generally addresses the collection, recording and storage of personal information.

Initially, it applied to data processed by automated and computer systems, but amendments

have expanded its application in recent years. Articles 45 and 46 now extend core provisions

of the law to “non-computerized and mechanically processed records.” The provisions also

empower government to extend the law to particular sectors through regulatory decrees.

Article 4 of Law 78-17indicates that it applies to public and private bodies. Even with these

recently broadened parameters, it should be noted that, under Article 40-1, Law 78-17does not

apply to data processed for medical treatment. Nor does it apply to the processing of data for

research, if such processing is made in the course of medical treatment.

b. Definitions

Law 78-17defines a few important terms. For example, Article 4 defines the term “nominative”

as “permitting, directly or indirectly, the identification of physical persons through processing

of data.” Article 5 of the law refers to “automated” processing as “automated means used to

collect, record, elaborate, modify, preserve or destroy nominative data.” Though Law 78-17

has been amended to incorporate provisions on health research, “research” is not explicitly

defined.

c. Special Protections: Sensitive Data

Law 78-17offers special protections for some classes of sensitive data. Article 31 of Law 78-17

generally prohibits the collection or storage of identifying sensitive data without the express

consent of the individual. Reference is made to information relating to an individual’s racial

origin, political, philosophical or religious opinions, or union affiliation. The list does not refer

to information related to an individual’s health, in contrast with the EU Privacy Directiveand

COE Convention 108/1981. (See Section III, above.) The omission is important because sensi-

tive data is given particular protections, such as a general prohibition against its secondary use

under Article 29 and a general prohibition against retaining such information in a computer

without express consent under Article 31. Still, as elaborated below, 1994 amendments to the
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law introduced special provisions for health research involving personally identifiable health

information. 

d. Consent: Data Collection, Use and Disclosure

Some of Law 78-17’s provisions on data processing parallel those of the OECD Guidelines

and some diverge from them—perhaps because Law 78-17pre-dates the OECDGuidelines. In

1994, however, Law 78-17underwent significant modification to address health research.46 The

amendment was further elaborated by Decree 95-682 of 9 May 1995.47 Through the amendment,

the French Parliament created specific provisions for the processing of personal information

for health research within the general data protection law 78-17. The revised standards and

processes outline an approach that affects researchers, research subjects, administrative overview,

and recipients of health research data. 

Article 40-1 provides that researchers may generally process nominative information for health

research, but qualifying conditions apply. As per Article 40-2, the researcher must submit his

or her research proposal to an advisory committee on the treatment of information in research

and health care. Committee review is to be based on the research methodology and the rele-

vance of the required nominative data to the scientific objectives. Authorization is thereafter

required by the National Data Processing and Liberties Commission (CNIL), the independent

17-member commission for implementing, overseeing and enforcing the data protection stan-

dards. The CNIL remains responsible for the proper treatment of nominative computerized data

in accordance with the law. As part of the research design and implementation, Article 40-3

imposes a general duty to code identifying health data for transmission, unless particular excep-

tions apply. (See Section e., below.) When the results of the research are communicated, as in a

publication, they must be anonymized. Recipients of such health data are, under Article 40-3,

subject to an obligation of professional secrecy whose violation is punishable by penal sanctions.

The obligations and standards regarding confidentiality, coding, transmission and secondary

use of personal data have been reiterated and elaborated in recommendations by the CNIL.48

Law 78-17, as amended, outlines at least three instances when consent standards apply. First,

consent applies to the preservation of sensitive data, as noted above in Section b. Second, the

1994 amendments specified consent standards and rights of informed opposition to data pro-

cessing for health research. Article 40-4 provides for a general right of the individual to oppose

the processing of nominative data for health research; Article 40-5 outlines a right to be informed,

among other things, before the processing, of the purpose, nature, likely recipients, etc. of the

information to be processed for health research. For research involving identifying biological

samples, Article 40-4 requires informed and express consent. For the processing of information

regarding the deceased, Article 40-4 authorizes it unless the person, while alive, had expressed
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written opposition to such use. Third, consent standards also apply to the secondary use of data.

Article 28 generally prohibits the non-consensual use of data beyond the original purpose for

which it was collected, unless certain exceptions apply. (See Section e., below.)

e. Exceptions and Research

Existing standards for the processing of nominative personal information outline at least three

important exceptions regarding health research. First, Article 40-3 authorizes an exception to

the general duty to code identifying health data for transmission, when identification is neces-

sary for the particular pharmacological studies, if research protocols require identification, or

if required for special collaborative national or international research. Second, Article 40-5

may authorize non-consensual secondary uses of collected data, depending on the difficulty in

contacting the individuals concerned for consent. Third, Article 28 authorizes non-consensual

data retention for “historical, statistical and scientific research” purposes.49 Such retention

must further conform to the requirements of the Law Respecting Archives.50

f. Data Security and Retention

Articles 28 and 29 outline minimal duties regarding the security measures and length of data

retention. Article 28 outlines a general standard that information not be kept in nominative form

beyond the time required to achieve the goals for which it was collected or processed. As noted,

Article 28 provides an exception to this for information retained for “historical, statistical or

scientific purposes.” Article 29 imposes a general duty of care to undertake reasonable security

precautions to prevent unauthorized access, disclosure or destruction. To complement these

provisions, the CNIL has recommended the encryption or scrambling of information where

data systems involve ongoing follow-up and updating.51 Heightened security measures adopted

for medical data are also subject to verification by the CNIL.

g. Other Noteworthy Provisions

Law 78-17also outlines a number of provisions to ensure implementation of privacy protection.

Three examples illustrate the range of provisions.

First, for international research collaboration, Article 40-9 provides that nominative health data

may not be transferred to a receiving country that does not offer similar protection of personal

data. This parallels the EU Privacy Directive. 

Second, articles 6 to 33 outline the creation and responsibilities of the CNIL. Some of the

Commission’s roles have been noted above. Its general regulatory responsibilities include

authorizing public institutions to process particular data, registering and overseeing private-

sector data processing, issuing simplified standards, providing advice on data processing,
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investigating written privacy complaints, and advising government52 on legal reforms for data

protection. 

Third, French society has invoked criminal law powers to advance the protection of personal

privacy with respect to the automated processing of nominative data. Such provisions are found

in both Law 78-17 itself and the Penal Code, as amended 16 December 1992. Penal sanctions

may be imposed for such matters as unlawful or fraudulent data processing, violation of infor-

mation security, non-consensual retention of data, retention of data beyond the prescribed period,

unauthorized use, or unlawful disclosures. Such provisions may help explain why French law

has been regarded53 as an example of a system that strictly protects privacy and medical

confidentiality.

2. Implementation of the EU Privacy Directive: Loi sur la Société de
l’Inf ormation
Like many members of the European Union, France has recently undertaken formal legal

initiatives to incorporate the EU Privacy Directive into national law.54 Toward this end, the

French Parliament is actively considering new legislation, the Loi sur la Société de l’Information.

This law has been proposed to amend Law 78-17, the existing data protection legislation. The

proposed provisions include, among others, (a) broadening of the scope of certain fundamental

rights, (b) simplification of standards, (c) strengthening of the powers and resources of the

CNIL, and (d) harmonization of data processing standards between the public and private

sectors.55 The legislation is expected to be adopted in 2001–2002.

C. The Netherlands

The evolution of data protection law in the Netherlands reflects that country’s international legal

obligations and its national commitments to protecting individual privacy. In the 1950s, the

Netherlands signed and ratified the ECHR. As noted in Section III, above, the Convention recog-

nizes the respect for human privacy as a fundamental human right, subject to reasonable democratic

necessities that may sometimes require infringements on privacy. As a member of the Organization

for Economic Co-operation and Development (OECD) since the early 1960s, the Netherlands has

had formal occasion to consider and implement the OECDGuidelines. As a member of the European

Union, the Netherlands is obliged to harmonize national legislation with the EU Privacy Directive. 

The legal obligations that flow from such international relations would seem to have manifested

themselves in at least two formal legal initiatives in the Netherlands over the last 15 years. The
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Netherlands is, for instance, one of the few nations sampled in this survey whose Constitution

explicitly protects privacy. What is more, that constitutional privacy protection explicitly requires

that “rules to protect privacy” shall be laid down by Act of Parliament “in connection with the

recording and dissemination of personal data.” 56 Responding to this constitutional requirement, the

Netherlands Parliament enacted omnibus data protection legislation in 1988.57 Over a decade later,

a new data protection law was adopted. Highlights of the new legislation follow.

1. Wet bescherming persoonsgegevens (Personal Data Protection Act) (2000)
In July 2000, Parliament approved the Wet bescherming persoonsgegevens(Personal Data

Protection Act) (PDPA).58 This updates and supersedes the original data protection law of 1988,

in a move toward implementing the EU Privacy Directive. The Data Protection Commission

oversees the administration and implementation of its provisions.

a. Scope

Article 2 of the Act outlines its scope. The Act applies to personal data processed by automated,

partly automated, or non-automated systems entered or intended to be entered in a file. It

generally applies to data processing in the public and private sectors of the Netherlands, and to

those outside the EU that use data processing means situated in the Netherlands.

b. Definitions

The Act provides definitions for several terms, including “personal data,” “processing” and

“consent.” “Personal data” is defined as information “relating to an identified or identifiable

natural person.” The definition does not define “identifying.” The Act broadly defines “pro-

cessing” as including the collection, recording, organization, storage, updating or modification,

retrieval, consultation, use, dissemination, merging, linking, and erasure or destruction of data.

c. Special Protections: Sensitive Data

The PDPA outlines heightened protections for special categories of personal data, including

health information. Article 16 imposes a general prohibition against processing personal data

concerning, among other things: religion; race; political convictions; criminal, unlawful or

objectionable behaviour; health; and sexual life. Article 23 provides exceptions to the prohibi-

tion on diverse grounds, including the express consent of the data subject; or when “necessary”

for particular legal proceedings orto advance “important public interests,” with appropriate

privacy protection provided for by law or by an exemption of the Data Protection Commission.

Other exceptions relevant to health research are outlined below.
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d. Consent: Data Collection, Use and Disclosure

The PDPA reflects many of the general data processing standards of the original OECDGuide-

lines, as modified by the EU Privacy Directive. Article 7 of the Act mirrors Article 6(b) of the

EU Privacy Directiveby providing that the collection of personal data must be for “specific,

explicitly defined and legitimate purposes.” Article 9 complements this general requirement by

precluding further processing “in a way incompatible with the purposes for which they have

been obtained.” It then outlines a series of factors to evaluate whether further processing is

‘‘incompatible.” As noted below, further processing for “scientific purposes” will not be

regarded as incompatible under particular conditions.

Article 8 outlines a core standard governing the processing of data: the general requirement for

the data subject’s “unambiguous” consent. Consent is defined in Article 1 as involving a

“freely given, specific and informed” agreement to processing of personal data. Article 23, as

noted above, provides for an exception to the prohibition on the processing of personal data if

done with the “express consent” of the data subject. 

e. Exceptions and Research

The PDPA also outlines some non-consensual data processing for health and scientific research.

Four examples illustrate how.

First, Article 21 provides that the general prohibition on non-consensual processing of personal

health data does not apply where the processing is carried out by medical professionals or

health care institutions if “necessary” for the care and treatment of the data subject, or for the

administration of the institution or professional practice concerned. 

Second, Article 34(4) relieves institutions of the requirement to provide data subject informa-

tion when to do so “appears to be impossible or would involve a disproportionate effort.” In

such circumstances, Article 44 indicates data processing will not be subject to particular infor-

mational disclosures. 

Third, Article 9 of the PDPA provides an explicit exception to the general prohibition against

non-consensual or unauthorized “incompatible uses” of collected personal data. Further pro-

cessing of personal data is deemed not an “incompatible purpose,” however, if done for “his-

torical, statistical or scientific purposes.” Arrangements must be made to ensure that such

further processing is restricted to those limited purposes. The exception under Article 9 has

further conditions. Article 9 specifies that processing “shall not take place where precluded by

an obligation of confidentiality by virtue of … profession or legal provision.” Since theWet

geneeskundige behandelingsovereenkomst (Medical Treatment Contract Act)59 outlines specific

obligations of confidentiality for physicians involved in medical treatment, its provisions may

also govern some uses of patient data in research. For instance, it similarly authorizes, in

strictly limited circumstances, non-consensual access to health information for statistical and

scientific research involving public health.
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Fourth, Article 23 outlines a narrow exception to the general requirement of consent for the

processing of personal data concerning health for purposes of “scientific research or statistics.”

The following conditions must apply: (a) the research must serve a public interest, (b) the pro-

cessing must be “necessary” for conducting the research or gathering the statistics, (c) express

consent must be either “impossible” or involve a “disproportionate effort,” and (d) sufficient

guarantees need to be provided to ensure that the processing “does not adversely affect the indi-

vidual privacy of the data subject to a disproportionate extent.” Article 21(4) outlines similar

restrictive criteria for scientific and statistical research concerning personal genetic data for

which the researcher does not have the express consent of the data subject.

f. Data Security and Retention

The PDPA also outlines general data security and retention duties. Article 10, consistent with

the original OECD Guidelines, generally provides that personal data shall not be kept for any

longer than is necessary for achieving the purposes for which it was collected or subsequently

processed. As noted above, the standard is subject to an exception for “historical, statistical or

scientific purposes,” where the responsible party has made the necessary arrangements to

ensure that the data concerned are used solely for these specific purposes. Articles 12 to 14

impose a general duty of confidentiality for processors of personal data, and further require the

implementation of “appropriate” technical organization and security measures against loss,

destruction, and unnecessary or unlawful data processing.

g. Other Noteworthy Provisions

Several provisions of the PDPA are intended to advance its implementation consistent with the

EU Privacy Directiveand the societal needs of the Netherlands. The Act, for instance, created

the Data Protection Commission to administer and oversee implementation of its provisions.

The Commission is authorized to, among other things, advise on data protection law reforms,

investigate complaints of privacy violations, and oversee compliance with the PDPA. Such

responsibilities address the requirement under the EU Privacy Directive for an independent

supervisory authority to oversee national data protection principles. 

Two other provisions relating to the Commission’s broader duties are noteworthy. First, under

Article 25 of the Act, the Commission has the authority to approve codes of conduct that it deems

consistent with the principles and legal provisions of the PDPA. Such codes of conduct may be

undertaken by organizations for different sectors of society and submitted to the Commission.

Second, articles 51 and 52 give the Commission a role to oversee the processing of personal

data where the processing takes place in accordance with the laws of another country of the

European Union. Under Article 76, personal data generally shall not be transferred outside the

European Union unless the receiving country guarantees an “adequate” level of protection. An

assessment of the adequacy of the level of protection shall take account of the circumstances

affecting a data transfer operation or a category of data transfer operations. Account shall be

taken in particular of the type of data, the purpose or purposes and the duration of the planned

processing or processing operations, the country of origin and country of final destination, and

the general and sectoral legal provisions applying in the non-member country concerned, as

well as the rules governing the business sector and security rules applying in these countries.
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D. New Zealand

As a member of the Organization for Economic Co-operation and Development since the 1970s,

New Zealand has had formal occasion to review and consider adopting the OECD Guidelines. As

one of many nations to have signed and ratified the CCPR, New Zealand has manifested formal

international commitment to respect for human rights, including privacy. Consistent with both of

these traditions as they bear on health research, New Zealand undertook major data protection

initiatives in the 1990s.

In 1993, New Zealand enacted national data protection legislation in the form of a Privacy Act. A year

later, it adopted its Health Information Privacy Code (HIPC). Highlights of both follow. Because

there are many parallel and even identical standards in the two documents, more extensive discussion

of identical standards is sometimes deferred to the analysis of the Health Information Privacy Code. 

1. The Privacy Act (1993)
Overseen by an independent commissioner of privacy, the Privacy Act 199360 of New Zealand

is an omnibus data protection law whose central purpose is to set statutory controls on how public

and private entities collect, use and disclose personal information. The Act is based on the 1980

OECD Guidelines and the IPPs of the Privacy Act 1988 of Australia.61 Due in part to standard

review of national legislation and in part to the need to harmonize the Act with newer interna-

tional norms, such as those outlined in the EU Privacy Directive, there have been ongoing

deliberations in recent years about the merits of amending particular provisions of the Act. 

a. Scope

The Act covers all “personal information” as defined below. This includes automatically

processed data in both the private and public sectors.

b. Definitions

Section 2 defines several concepts central to the working of the Act. For example, “personal

information” 62 is defined as “information about an identifiable individual; and includes infor-

mation contained in any register of deaths ….” “Indi vidual’’ is further defined as a natural living

person, meaning that the Act generally applies to personal information about those alive.There

are exceptions to this rule. Section 46(6) indicates that for the purposes of a code of practice

relating to health information, personal information includes that relating to living or deceased

individuals. Codes of practice are explained below. The Act does not directly define “health

information,” but it refers indirectly to the definition outlined in other New Zealand legislation.63

The Act also indicates that it applies to “agencies.” These are generally defined as any person

or body of persons, whether corporate or unincorporated, in the public or private sector.
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c. Special Protections: Sensitive Data

New Zealand’s Privacy Act does not expressly include special provisions for “sensitive data.”

It has thus followed the original 1981 OECD Guidelines. However, in the HIPC, adopted under

the Privacy Act, particular provisions are outlined for the processing of identifiable health

information. (This is discussed below.) Moreover, the merits of expressly including sensitive

data protections have recently been aired in public analyses and discussion of revisions to the

Privacy Act.64

d. Consent: Data Collection, Use and Disclosure 

Section 6 of the Privacy Actoutlines 12 Privacy Information Principlesthat define core standards

under the Act. These echo the principles adopted by the OECD in 1981. (See SectionIII, above).

Under the principles, personal information must be:

• collected for lawful and necessary purposes (Principle 1)

• collected directly from the individual (Principle 2) 

• collected such that individuals are informed of the data processing (Principle 3) 

• collected in a lawful, fair and reasonable manner (Principle 4)

• stored and secured (Principle 5) 

• accessible by the individual concerned (Principle 6)

• correctable by the individual concerned (Principle 7)

• verified for accuracy before use (Principle 8)

• kept for a reasonable period of time (Principle 9)

• limited in scope of use (Principle 10)

• disclosed only under limited circumstances (Principle 11)

• linked by unique identifiers only under limited circumstances (Principle 12). 

The consent or “authorization” provisions of the Privacy Act are largely identical to those of

the HIPC. As such, provisions of the latter are discussed below in the analysis of the Code.

e. Exceptions and Research

The general requirement governing the collection, use and disclosure of personal information

is exceptionally set aside for information that is publicly available, when compliance is judged

impracticable, when the data are non-identifying, or when the use of personal data is deemed

“necessary” for legal proceedings, law enforcement, or for avoiding imminent harms or pre-

judice to physical or mental health. 

There are also specific provisions for research. Because these are largely identical to those

outlined in the HIPC, the provisions of the latter are discussed below. 

Also, more generally, Section 54 of the Act provides that agencies may be authorized by the

Commissioner to collect or use personal information sometimes in breach of principles governing

the collection (Principle 2), use (Principle 10), and disclosure (Principle 11) of information. To
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obtain such authorization, the Commissioner must find that any interference with the individual’s

privacy is justified and outweighed by a substantial public interest or by a clear benefit to the

individual. 

f. Data Retention and Security

Principles 5 and 9 largely reflect the OECD Guidelineson data retention and security, as dis-

cussed in Section III, above. They are also, for the most part, identical to the data security and

retention duties imposed under the HIPC. Accordingly, provisions of the latter are discussed

below.

g. Other Noteworthy Provisions

The Privacy Act outlines a number of provisions for practical implementation of privacy

principles and standards. At least two are particularly relevant for health research. 

One concerns implementation and oversight by an independent supervisory body, the Privacy

Commissioner of New Zealand. The Commissioner’s principal functions include: promoting

the principles of the Act and examining proposed legislation and governmental policies that

may affect the privacy of individuals; reviewing the operation of the Act, monitoring the use of

unique identifiers, and approving exemptions from the information privacy principles; and

receiving, investigating and conciliating complaints. The second noteworthy provision concerns

particular regulatory powers of the Commissioner. The Commissioner may issue codes of

practice that elaborate or modify standards of the Act. As is explained below, the Commissioner

has done so for health information. 

2. The Health Information Privacy Code (HIPC) (1994)
Section 46 of the New Zealand Privacy Act empowers the Privacy Commissioner of New

Zealand to issue codes of practice that take into account the special characteristics of specific

industries, agencies or types of personal information. Section 46 specifically indicates that

such codes of practice may modify the application of the Information Privacy Principlesof

the Privacy Act. They may even prescribe standards that are more or less stringent than the

principles. To issue a code of practice, the Privacy Commissioner is obliged to give broad

public notice of his or her intent to do so, to consult with affected interests, and to submit the

code to the New Zealand Parliament for deliberations before the code takes effect. Once in

effect, a code has the force of law. Acting under this authority and process, the Commissioner

issued the New Zealand Health Information Privacy Code (HIPC) in 1994.65 It has been

revised as recently as the year 2000. As will be shown, the language, privacy standards and

exceptions in the HIPC have been specifically tailored to the health sector.

a. Scope

The HIPCregulates the collection, use and disclosure of identifiable health information by

public and private agencies. It thus applies to health service providers, health professional
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schools, selected government health agencies, health professional bodies, and manufacturers

and vendors of medicines and medical devices.

b. Definitions

Section 4 of the HIPC outlines a broad definition of identifiable “health information,” which

includes information about an individual’s health, medical history, disabilities, bodily substance

tests, and health services received. 

c. Special Protections: Sensitive Data

Like the Privacy Act of New Zealand, the HIPC does not explicitly refer to identifiable health

information as “sensitive data” warranting special protections. 

d. Consent: Data Collection, Use and Disclosure 

HIPC provides that the collection of information must be undertaken for a lawful purpose and

that such collection must be “necessary” to fulfill that purpose. Rule 2 generally requires that

health information be collected “directly from the individual concerned.” Rule 3 generally

obliges agencies collecting data to take reasonable steps to ensure that the individual “is aware”

of, among other things, the purpose and intended recipients of the data, as well as “whether or

not the supply of the information is voluntary or mandatory.” The HIPC also imposes a general

standard to help to protect individual privacy regarding unique identifiers. Rule 12 provides

that individuals are not to be assigned a unique identifier unless it is “necessary to enable the

health agency to carry out” its functions efficiently.

It should be noted that the HIPC does not use the term “consent” as a standard for the collection,

use or disclosure of health information. Instead, it uses the word “authorization.” Thus, rules

10 and 11 condition the “disclosure” and “use” of personally identifiable health information on

a general requirement that the “authorization” of the individual or his or her representative be

secured. The term “authorization” is not defined. 

e. Exceptions and Research 

The HIPC outlines a number of exceptions to the general requirements for processing identifiable

personal health information. They apply to the collection, use and disclosure standards. For

instance, Rule 3(4) provides that the general obligation to collect personal health data directly

from the individual is not required if the agency “reasonably believes” that compliance would

“prejudice the purposes of collection” or is not “reasonably practicable.” “Practicable” is not

defined. 

Rules 10 and 11 provide exceptions specifically relevant to health research. They allow for non-

consensual use and disclosure under particular standards. For instance, under rule 10(1)(e),

neither consent nor necessity is required for the “use” of personal identifying information if

the agency “reasonably believes” that the health information is non-identifying, is used for

statistical purposes in a non-identifying manner, or is used under particular conditions for

“research purposes.” Those “research purpose” conditions generally require that a research

ethics committee approve the use and that the data “not be published in a form that could

reasonably be expected to identify the individual concerned.” 
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Rule 11(2)(c) outlines similar “research purpose” criteria for non-consensual disclosure of

health data. This rule applies if there are reasonable grounds to believe that “it is either not

desirable or not practicable to obtain authorisation.” When such non-consensual disclosure is

justified, Rule 11 still imposes a limitation. It provides that disclosure is permitted “only to the

extent necessary for the particular purpose.” The limitation is consistent with the narrow-

exceptions approach outlined in the original OECD Guidelinesand expanded in such documents

as the EU Privacy Directive.

f. Data Retention and Security

Rules 5 and 9 of the HIPC outline data retention and security duties. Rule 5 imposes a duty to

protect health information “by such security safeguards as is reasonable in the circumstances”

to prevent such events as loss, misuse or unauthorized disclosure. It also imposes a duty to

dispose of documents in a manner that preserves the privacy of the individual. Rule 9 requires

that information be kept for no longer than is required for the purposes for which it is to be

lawfully used. Both rules are consistent with the data security and retention principles of the

original OECD Guidelines. (See Section III, above.) It should also be noted that if health

information about an identifiable individual is held by a health professional, then data retention

standards of other New Zealand health laws may apply. Regulations adopted under some such

laws, for instance, may require health agencies to retain health information for a minimum of

10 years.66

(The category “Other Noteworthy Provisions” is not described for theHIPC.)

E. United Kingdom

Particularly in recent years, the formal relations that the United Kingdom (UK) enjoys in the

international community have helped to generate legal changes that have begun to influence health

research. Indeed, some of these international relationships and their associated European legal

obligations have exerted a direct and significant influence on recent privacy and data protection

laws of the UK. They have done so in at least three respects. 

First, as a member state of the Council of Europe for decades, the UK signed and ratified the

ECHR in the 1950s and COE Convention 108/1981in the 1980s. Both treaties are discussed in

Section II, above. 

The UK’s obligations under the ECHR have recently contributed to its adoption of a Human Rights

Act for the UK.67 The Human Rights Act adopts verbatim Article 8 of the ECHR into UK law, thus

making more explicit in British society the “right to respect private life,” subject to limitations in

accordance with law as “are necessary in a democratic society ….” 
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Second, the UK’s membership since the 1960s in the Organization for Economic Co-operation and

Development has meant that it formally has had opportunity to consider and move toward imple-

mentation of the OECD Guidelines. As will be shown below, the UK has done so in part through

national data protection initiatives, such as the original data protection legislation of 1984. 

Third, for decades the UK has been a member state of the European Economic Community/European

Union, meaning that the country is obliged to incorporate the principles of the EU Privacy Directive

into national data protection practices. It has done so in part by revising its original data protection

law by means of a new Data Protection Act of 1998 (DPA). That initiative, in turn, has helped to

prompt some governmental research and health professional organizations to update and issue revised

ethical guidelines on health research. Highlights of the revised DPA and the revised guidelines of

the Medical Research Council and British Medical Association follow.

1. Data Protection Act (DPA) (1998) 
Enacted in July 1998 to take effect in March 2000, the Data Protection Act68 (DPA) of 1998

updates previous UK data protection law to bring it into accordance with the requirements of

the EU Privacy Directive. The DPA is supervised by the Data Protection Commissioner.

a. Scope

The DPA applies to personal data: that is, data about identifiable living individuals, processed

in either the public or private sector of the United Kingdom. As such (and in contrast to the

United Nations standards), the Act does not cover information about the deceased. Under the

definition of personal data outlined below, data that have previously been anonymized are also

outside the scope of the DPA.

b. Definitions

The Act specifies definitions for several terms, including “personal data,” “processing,” and

“sensitive data.” “Personal data,” defined in Section 1, refers to personal identifying information

about a living individual. Such identifying information may come either directly from the data

in question or indirectly—that is, when the data in question are, or are likely to be, combined

with other information. This is a broad definition of “identifiable.” 

Section 1 also broadly defines data “processing” to mean “obtaining, recording or holding the

information or data or carrying out any operation or set of operations on the information or

data, including … adaptation or alteration, … retrieval, consultation or use, … disclosure … or …

erasure or destruction of the information or data … .” “Sensitive data” is defined as “including

all information about physical or mental health or condition, or sexual life.”
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c. Special Protections: Sensitive Data

The DPA provides special provisions for such sensitive data as identifiable health information. 

“Sensitive data,” according to Section 2, encompasses information relating to one’s “physical

or mental health or condition.” 

Schedule 3 of the Act then provides that sensitive data must be processed under particular con-

ditions. Those conditions generally require either the “explicit consent” of the individual or a

demonstration that non-consensual processing is “necessary”;for example: (a) for employment

responsibilities, as required by law; or (b) in particular circumstances, to protect the vital

interests of the data subject or another; or (c) for administration of justice purposes or legal pro-

ceedings; or (d) for “medical purposes” that include care, prevention, diagnosis and medical

research. When processing is required for medical purposes, it must be done by either a health

professional or a person who has an equivalent duty of confidentiality. 

Schedule 3 provides some policy flexibility by specifically enabling government to outline other

non-enumerated conditions for research involving sensitive personal data. The government

chose to do so in 2000 by means of Statutory Instrument 2000 No. 417.This addresses data

processing for some “research purposes” that would include maintaining statistical or research

archives.69 Such research may be done if the processing is “in the substantial public interest,”

is “necessary for research purposes,” is unlikely to cause “substantial damage or distress,” and

does not implicate or support measures about a particular data subject. Even with such elabo-

rations, some analysts are calling for detailed definitions and further refinements of DPA stan-

dards so as to more precisely guide health research for consensual, non-consensual and

anonymized circumstances in the UK.70

It should be noted that although the sensitive data provisions in the DPA largely mirror the

sensitive data standards of the EU Privacy Directive, as outlined in Section III.C.1, above,

there are some differences. For example, the EU Privacy Directiveoffers some standards to

clarify the meaning of consent. As noted, however, the DPA provides no specific standard or

definition of terms such as “explicit consent.” Nor does the DPA specify the scope and meaning

of the term “medical research,” which is distinguishable from “health research.” Whether the

term “medical research” includes epidemiological public health research would seem important,

since medical research constitutes one exception to the general requirement of explicit consent

for processing sensitive personal data. In contrast to the DPA, “medical research” in the EU

Privacy Directive is not explicitly listed along with medical diagnosis and the like initiatives

under the “medical purposes” exception to the general requirement of explicit consent to the

processing of health data. Its inclusion in the DPA thus seems to accord with the general “sub-

stantial public interest” exception under Article 8 of the EU Privacy Directive. As the analysis

in Section III.C.1, above indicates, that exception enables member states to designate the
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processing of other categories of sensitive data as “necessary” to advancing a “substantial

public interest.” As per the provisions of the EU Privacy Directive, then, the UK Parliament

appears to have deemed medical research a necessary and “substantial public interest.”

d. Consent: Data Collection, Use and Disclosure

The data collection standards of the DPA reflect, among other things, the original data-quality

control principles of the OECD Guidelines, the requirements under the EU Privacy Directive,

and various standards from other international norms. For instance, theOECD Guidelinesare

reflected as modified in the eight central principles that guide data protection practices of the

DPA. Under the Data Protection Principlesoutlined in Schedule 1 of the DPA, personal data

collected in the UK generally must be: (1) fairly and lawfully processed; (2) processed only

for specified purposes and not in any manner incompatible with those purposes; (3) adequate,

relevant and not excessive; (4)accurate; (5) retained no longer than necessary for its purposes;

(6) processed in accordance with the data subject’s rights; (7) secure; and (8) not transferred to

countries without adequate protection.

On the basis of these guiding principles, particular sections of the DPA refine and elaborate or

qualify the principles into standards. For example, various sections of the DPA outline a data

subject’s general rights. Schedules 2 and 3 indicate that processing must generally be done

with the consent of the data subject, unless particular exceptions apply. (The exceptions are

outlined below.) While the EU Privacy Directivedefines a valid consent as being voluntary,

specific and informed, this standard does not explicitly appear in the DPA. The Act is also

silent on the question of substitute decision making.

e. Exceptions and Research

Sections 28 to 38 of the DPA outline exemptions from the general data processing requirements,

as well as some particular ones relevant for research. All of the exemptions reflect a societal

effort to balance privacy protection with other pressing societal needs and values. 

Generally consistent with the EU Privacy Directive, the DPA provides some general exemptions.

Exceptions are, for example, defined for purposes of criminal and legal proceedings, if required

by other laws, or those judged by the Secretary of State as “necessary for safeguarding” the

interests of the data subject or the rights and freedoms of other individuals. 

The DPA also provides specific exceptions directly relevant to research. The necessity exceptions

for conducting non-consensual data processing of identifiable health information are outlined

above. As indicated, “medical research” figures expressly as one of those “necessary exceptions.”

Moreover, under Section 33, “personal data processed only for research purposes” are exempted

from some data collection principles. The application to “personal data” raises the issue of

whether personal health data processed “only for research purposes” are likewise exempted, or

whether they need comply with the sensitive data protection standards of the DPA, such as the

requirement that such processing be done only if shown to be necessary for medical research and

undertaken by one who has an obligation of professional secrecy equivalent to that of a health

professional. Section 33 offers some definition of “research purposes” by stating that “research

purposes includes statistical or historical purposes.” Processed data that meet these initial
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qualifications may be stored indefinitely and may be further processed again only for research

purposes. Furthermore, such data are not subject to the general right of access provisionsof the

Act if the data are further processed under a range of particular conditions, which include that

processing is unlikely to cause substantial harm to a data subject and that the results of the

research are made available in a non-identifying form. Again, these reflect the standards of the

EU Privacy Directive. As noted above, Government Statutory Instrument 2000 No.417, on sen-

sitive personal data, outlines standards for processing data “necessary for research purposes”

that are in “the substantial public interest.”

f. Data Retention and Security 

As a general rule, the DPA adopts the security and data retention standards of the original OECD

Guidelines. Under the general DPA Principle 5, personal data should be retained no longer

than is necessary to accomplish the specific purposes for which it was collected. However,

under Section 33, data processed “only for research purposes” may sometimes be retained for

an indefinite length of time if done so in compliance with relevant conditions. These include

that data are processed in a way that substantial damage or distress is unlikely to be caused to

any data subject. Principle 7 also imposes a general duty to undertake “appropriate technical

and organizational measures” against unauthorized, unlawful processing and accidental loss

and destruction of data. It adopts the EU Privacy Directivebalancing standard for measuring

what is “appropriate”: acknowledging cost and technological factors, the level of security

should be appropriate to the nature of the data and the harms that may result from wrongful or

remiss processing of data. Under this test, the protections for sensitive data should be higher.

g. Other Noteworthy Provisions

Several provisions of the DPA are intended to advance its implementation consistent with the

EU Privacy Directiveand Britain’s public policy needs. 

Under the Act, for instance, the Data Protection Commissioner is appointed to administer, with

independent oversight, the provisions of the DPA. This provision responds to the requirement

for an independent supervisory authority to oversee data protection principles under the EU

Privacy Directive. Sections 51 to 54 of the DPA indicate that the Commissioner is to discharge

such duties by both education and enforcement roles. 

Other sections are designed to further effective implementation. For example, Section 67(2) of

the Act empowers the UK Secretary of State to issue orders and regulations that advance the

principles and provisions of the DPA. The process must include initial consultation with the

Data Protection Commissioner. Accordingly, the Secretary of State has acted under these pro-

visions to issue statutory instruments that address, among other things, international data sharing,

a code of practice for media organizations, and sensitive personal information. Some of these

instruments have been noted above.

2. Confidentiality Guidelines of the British Medical Association (BMA)
In 1999, as part of a public policy response to the UK DPA, and to assist its membership, the

British Medical Association released Guidelines on the Confidentiality and Disclosure of
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Health Information.71 The Guidelines address a variety of facets of the ethics of confidentiality,

including research. They contribute to an ongoing process pursued by the BMA for years to

seek public policy and statutory clarification of the medical law of confidentiality. The

Guidelines indicate that while the DPA made advances in this respect, the BMA still supports

further legislative initiatives.

In this context, the Guidelines, considering identifiable health information to be a special and

sensitive category of data, define several concepts directly relevant to health research:

• Confidentiality : The principle of keeping secure, and secret from others, information given

by or about an individual in the course of a professional relationship.

• Disclosure: The revealing of identifiable health information to anyone other than the subject.

• Personal health information: Any personal information relating to the physical or mental

health of any person from which that person can be identified.

• Anonymized information: Information which does not, directly or indirectly, identify the

person to whom it relates.

On the basis of such concepts, the Guidelines outline elements for discharging the general duty

of confidentiality and reasonable limits thereon. They underline the societal need for the tradi-

tional duty of medical secrecy, for example, by identifying a “strong public interest in maintaining

confidentiality so that individuals will be encouraged to seek appropriate treatment and share

information relevant to it.” In terms of limits, the Guidelines maintain that research constitutes

a justifiable use of personal health information under particular conditions. To balance respect

for confidentiality and such societal needs, the Guidelines suggest that the information disclosed

should be “the minimum necessary to achieve the objective.” This echoes a theme sounded in

the OECD Guidelines, as noted in Section III. A, above. To minimize infringements of confi-

dentiality, the BMA Guidelines further indicate that research should use anonymized data

whenever possible. For information that cannot be anonymized, the BMA Guidelines urge the

use of pseudonyms or other tracking mechanisms to help to ensure accuracy and minimize the

use of personal identifiers. 

The BMA Guidelines also address consent and information. The Guidelines encourage health

research organizations and professionals to educate and to share information on research, since

patients may not be aware of how anonymized data can help health research that benefits society.

The Guidelines outline a general requirement that consent to the disclosure of personal infor-

mation be voluntary, specific and informed. The Guidelines then review a range of potential

exceptions for non-consensual disclosures, such as disclosure for litigation purposes, adverse

drug reaction or professional regulatory matters. In the view of the BMA, truly non-identifying

data raise fewer confidentiality and consent issues. Hence, the Guidelines maintain that it is

not ethically necessary to seek consent for the use of anonymous information.
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3. Medical Research Council Guidelines on Research and Personal Data 
A year after the British Medical Association released its document, the Medical Research

Council (MRC) of Britain published new ethical guidelines on the use of personal information

in medical research.72 These update previous guidelines on medical research that the MRC has

been periodically releasing since the 1970s. 

a. Scope

In contrast to the BMA Guidelines, those of the British MRC exclusively address the research

domain and are intended to guide researchers funded by the MRC. The Medical Research

Council Guidelines on Research and Personal Data(MRC Guidelines)address all personal

information and therefore have broader scope than does the DPA, as noted in the definition

section below.

b. Definitions

The MRC Guidelinesoutline a glossary of definitions directly pertinent to modern health

research. These include definitions of “personal information, ” “anonymized data”73 (both

linked and unlinked), “coded data,” 74 “confidential information” 75 and “sensitive information.” 76

The definition of “personal information” is broader than the definition of personal data under

the DPA. It encompasses “all information about individuals living or dead,” including “written

and electronic records, opinions, images, recordings and information.” The guidelines also

refer to and rely on “personal data,” as defined in the DPA, which concerns personal information

from which one may be identified either (a) from the data or (b) from combinations of the data

and other information that the person in control of the data has or is likely to have in the future.

c. Special Protections: Sensitive Data

The glossary of the guidelines defines “sensitive information”: “the terms “sensitive” is used

in this guide to highlight the need for extra care in using information about mental health,

sexuality and other areas where revealing confidential information is especially likely to cause

embarrassment or discrimination.” The definition parallels the concepts defined in the COE

Convention 108/1981, as modified and incorporated into the EU Privacy Directive. (See

Section III, above.)
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d. Consent: Data Collection, Use and Disclosure Standards

Section 2 of the MRCGuidelinesoutlines a set of general principles that impose responsibilities

and duties on researchers and institutions regarding the collection, use and disclosure of

personal health information. These duties include:

• maintaining the confidentiality of personal information obtained in health research care

• informing people about the use of such information

• ensuring that “explicit consent” is secured for the collection, retention, and use of personal

information

• designing research that observes confidentiality and consent principles

• seeking independent ethics review of research using identifiable personal information or

anonymized data

• anonymizing or coding personal information as much as possible

• ensuring that personal information is handled only by those with a duty of confidentiality

equivalent to that of health professionals.

e. Exceptions and Research

While the MRC Guidelinesindicate that most health research may be conducted by respecting

confidentiality and securing explicit consent for the processing of personal health information,

the guidelines outline standards for the non-consensual but justified use of such information. 

Article 2.2 indicates that the circumstances arise under narrow and exceptional condition: that

is, “when consent is impracticable, confidential information can be disclosed without consent

only if: the likely benefits to society outweigh the implications of the loss of confidentiality, so

that it is clearly in the public interest for the research to be done; there is no intention to feed

information back to the individuals involved or take decisions that affect them; and there are

no practicable alternatives of equal effectiveness.” When such circumstances are met, the “in-

fringement of confidentiality must be kept to a minimum.” These criteria impose conditions

equivalent to the “necessity” and balancing standards of the EU Privacy Directive, the ECHR

and the OECD Guidelines. 

Article 5.1 details considerations in the coding and anonymization of processing health informa-

tion, which may sometimes make these processes a practical and effective alternative to non-

consensual processing. Article 3.6.6 indicates that “impracticability” may be caused by the

sheer size of a research population group for some epidemiological studies, or, in more rare

instances, by the risk that individual consent may in fact cause harm, as in some mental health

studies. Article 4 of the guidelines outlines some examples of the non-consensual use of per-

sonal health information. Article 3.1 of the guidelines generally suggests, however, that precise

judgements on the non-consensual processing of personal health information should be made

on a case-by-case basis in accordance with general ethical and legal principles, again taking

into account such factors as necessity, sensitivity, importance, safeguards, independent review,

and expectations. 

f. Data Retention and Security 

Article 7 of the MRC Guidelinesoutlines the rationales and standards for storage and retention:

research records need to be preserved for a long term for such reasons as the scientific validation

58

Canadian Institutes of Health Research



of research, for future research or audits, and sometimes for clinical treatment purposes.

Article 7.12 suggests that for clinical and public health research and for adverse effects docu-

mentation, research should be retained some 20 to 30 years. Both research teams and universi-

ties have important responsibilities for such long-term retention, including that proper custodians

are designated, records are archived in secure repositories, and the information is treated in

confidence. Article 2.1 includes within its general principles the duty of principal investigators

to take “personal responsibility for ensuring … that training, procedures, supervision and data

security arrangements are sufficient to prevent unauthorized breaches of confidentiality.”

Article 5.3 elaborates this general principle into a checklist of responsibilities for data process-

ing in an electronic or physical environment. The responsibilities include written procedures

addressing such elements as the research team, regular review and revisions, software manage-

ment, and disaster recovery arrangements.

(There is no description of the category “Other Noteworthy Provisions” for the Medical Research

Council Guidelines on Research and Personal Data).

F. United States
Federal laws and initiatives governing the protection of personal information in the United States

(US) differ from, as well as parallel, those of other nations surveyed in this report. Like all the

countries examined, the US has signed and ratified the CCPR. It thus has international privacy

obligations. For over a quarter of a century, federal law has imposed legal standards on the federal

government’s processing of personal information. The American law is one of the oldest among

those in the countries surveyed. 

Yet in contrast to many of those countries, the US has no central or omnibus data protection law.

Instead, it tends to rely on the development of detailed federal privacy standards for different

sectors of society. Consistent with this sectoral approach, the US government has recently finalized

national norms for the protection of personal health information. It has also recently concluded an

initiative, called the Safe Harbor Framework, that outlines national privacy standards that will

harmonize American standards with those of the European Union. The following text outlines the

Federal Privacy Act, then highlights the new federal regulation on health information privacy and

the Safe Harbor Framework.

1. Federal Privacy Act (1974) 
The Federal Privacy Act of 197477 governs federal agencies’collection, use and dissemination

of personal information. The Act applies to personal information generally, including health

information held by federal agencies such as the Indian Health Service and like entities of the

federal department of health. Like theOECD Guidelinesthat would follow, the Act is premised

on the idea that individuals have a right to know what personal information the government holds

about them and how that information will be used, as well as having the right to review the

information. It requires agencies to apply basic fair-information practices, including safeguards
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for the security and confidentiality of records. The practices are based on the Code of Fair

Information Practice Principles78 that the US Department of Health established in 1973. 

The Act requires federal agencies to specify the purposes for collecting personal information

and provides civil and criminal penalties for its misuse. Unless a proposed disclosure falls within

enumerated exceptions, theAct prohibits disclosure of that information without the prior written

consent of the data subject. The exceptions include (a) information collected solely as statisti-

cal research if transferred in a non-identifiable manner, (b) compelling circumstances affecting

the health and safety of an individual, and (c) administratively determined disclosures by the

agency. Disclosures under the latter must still be “compatible” with the purpose for which the

information was collected. 

Some aspects of the implementation of the Federal Privacy Act differ from those found in

other countries. In contrast to privacy commissioners and like independent overseeing bodies

found in other countries, for example, the Office of Management and Budget plays a limited

role in setting policy for federal agencies.79 In 1999, the Office of the Chief Counselor for

Privacy was created within the Office of Management and Budget to coordinate federal privacy

policy in an advisory capacity. 

2. Federal Privacy of Personal Health Information Rule (2000)
Finalized in December 2000 to take effect in April 2003, the federal Standards for Privacy of

Individually Identifiable Health Information(HIPAA Privacy Rule) 80 are intended as national

norms to protect the privacy of health data in the US. They result from the US federal govern-

ment’s increased interest in recent years in addressing privacy rights and administrative trans-

actions in health care.

In 1996, the US Congress enacted federal legislation that aimed at, among other things, facilitat-

ing Americans’retention of private health insurance and easing administrative aspects of some

health care transactions. The law is entitled the Health Insurance Portability and Accountability

Act of 1996(HIPAA).81 Sections 262 and 264 of HIPAA prove particularly relevant to the pro-

tection of privacy and administrative efficiency of health care transactions. The sections are

noted in an explanation of the recently finalized privacy standards. 

Sections 261 through 264 of HIPAA are known as the Administrative Simplification provisions.

The major part of these Administrative Simplification provisions are found at section 262 of

HIPAA. In section 262, Congress primarily sought to facilitate the efficiencies and cost sav-

ings for the health care industry that the increasing use of electronic technology affords. Thus,
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section 262 directs HHS [US Department of Health and Human Services] to issue standards to

facilitate the electronic exchange of information with respect to financial and administrative

transactions carried out by health plans, health care clearinghouses, and health care providers

who transmit information electronically in connection with such transactions. At the same time,

Congress recognized the challenges to the confidentiality of health information presented by

the increasing complexity of the health care industry, and by advances in health information

systems technology and communications. Section 262 thus also directs HHS to develop stan-

dards to protect the security, including the confidentiality and integrity, of health information.82

In response, proposed health information privacy standards from the US Department of Health

and Human Services (HHS) were submitted to the US Congress in 1997. Section 262 of HIPAA

further provided that if Congress did not enact corresponding health information privacy legis-

lation by August 1999, then HHS would be obliged to enact final regulations by February 2001.

The US Congress failed to do so, even though several bills and associated reports83 addressed

the issue. In December 2000, HHS finalized the HIPAA Privacy Rule.84

a. Scope

The HIPAA Privacy Ruleaddresses medical records and other individually identifiable health

information used or disclosed by a “covered entity” in any form, which includes electronically,

in writing or orally. It generally applies to “health plans,” “health care clearinghouses,” and

those “health care providers,” in either the public or private sector, who conduct certain finan-

cial and administrative transactions electronically (for example, electronic billing and funds

transfers). Many US research interests will be covered under the HIPAA Privacy Ruleas health

service providers. Sections 160.201 to 160.205 of the HIPAA Privacy Ruleindicate that it is

intended to provide minimum national standards across the US. Accordingly, it generally pre-

empts state laws that provide lower standards; it complements those that impose more stringent

privacy protections. 

Beyond its interaction with state laws, the scope, application and complexity of the HIPAA is

augmented by its intersection and interaction with other US federal laws. For instance, the

HIPAA Privacy Ruleinteracts with the Federal Food, Drugs and Cosmetics Act,85 US federal

policy and regulations on research involving humans,86 and the Clinical Laboratory Improve-

ments Amendmentsof 1988.87 Some of these laws outline standards relevant to health research.

Thus, some of the intersections between the HIPAA Privacy Ruleand such laws are noted, but

a thorough exploration of those interactions is beyond the scope of this analysis. 
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b. Definitions

The HIPAA Privacy Rulespecifies an extensive list of definitions, including those for several

key terms. These include “identifiable health information,” “use” and “disclosure,” “health

provider,” “de-identified” health information, “consent,” “data aggregation,” and “research.” 

For instance, the HIPAA Privacy Ruleregards identifying data as a subset of general health

information. Section 164.501 thus provides a broad definition of “individually identifiable

health information.” It refers to the “past, present, or future physical or mental health or con-

dition of an individual” that either identifies the individual or affords a reasonable basis to

believe that the information can be used to identify the individual. Identifiable health informa-

tion that has been de-identified may not be subject to the HIPAA Privacy Ruleif certain

provisions are respected. (See Section e., below.)

The HIPAA Privacy Ruledoes not use the term “data processing” Instead, it outlines broad

definitions of the terms “use” and “disclosure.” Thus, identifying health information that is

shared, examined, analyzed or employed within an entity is “used,” while that which is shared

or transferred outside the entity is “disclosed.” Definitions of other important terms are elabo-

rated below.

c. Special Protections: Sensitive Data

The HIPAA Privacy Ruledeclares that “(a)mong different sorts of personal information, health

information is among the most sensitive.” The HIPAA Privacy Rule’s approach thus accords

with that in many countries and with standards in the international community. 

Within its general treatment of health information as sensitive data, the HIPAA Privacy Rule

offers even higher protections or standards for psychotherapy notes. Psychotherapy notes are

defined in Section 164.501 as notes “recorded (in any medium) by a health care provider who

is a mental health professional documenting or analyzing the contents of conversation during a

private counseling session or a group, joint, or family counseling session and that are separated

from the rest of the individual’s medical record.” 

The definition excludes “medication prescription and monitoring, counseling session start and

stop times, the modalities and frequencies of treatment furnished, results of clinical tests, and

any summary of the following items: diagnosis, functional status, the treatment plan, symptoms,

prognosis, and progress to date.” Under Section 168.508(a)(2), the disclosure or use of such

notes requires a valid authorization, except in limited circumstances. These include treatment

by the originator of the notes, particular legal proceedings, or particular institutional training

programs. Under Section 164.524, individuals do not have a general right of access to psycho-

therapy notes.

d. Consent: Data Collection, Use and Disclosure

The HIPAA Privacy Ruleoutlines general standards on the processing of health data in a

manner that parallels those of the OECD Guidelinesand EU Privacy Directive. Three of the

standards illustrate how.

62

Canadian Institutes of Health Research



First and parallel to the EU Privacy Directivethe HIPAA Privacy Ruleimposes a general pro-

hibition on the “use” and “disclosure” of “individually identifiable health information,” unless

consent or authorization is secured. “Consent” and “authorization” under the HIPAA Privacy

Ruleare not synonymous. Consent in writing is generally required for the use and disclosure

of personal information for “treatment,” “payment” and “health care purposes.” The HIPAA

Privacy Ruledefines these terms. Written “authorization” is required for other purposes, which

would generally include research. The HIPAA Privacy Ruleoutlines various elements that

should generally be included in a valid authorization. Sections 164.508(b) and (c) provide,

among other things, that a valid authorization should be written in plain language and should

disclose information about: what information is to be used or disclosed; who is authorized to

request the information; and who shall receive the information, and how and when they will

receive it. Included should be an outline of the right to revoke the authorization. Authorizations

may generally be revoked in writing at any time, unless the entity “has taken action in reliance

on” the authorization. Additional requirements apply, depending on whether the authorization

for use or disclosure is sought for the entity or for disclosures by others. For research that in-

volves treatment as, for example, in some clinical trials of drugs the HIPAA Privacy Rulegener-

ally specifies an authorization contoured to the research treatment context. Section 164.508(f)

requires the provision of, among other things, a description on how the use or disclosure of

information will be used for treatment. It also requires conformity with the core consent standards

of the HIPAA Privacy Rule, subject to applicable exceptions. 

Second, the HIPAA Privacy Ruleimposes a general duty to strictly limit the scope of any neces-

sary invasions of personal privacy. As Section III, above, indicates, both the OECD Guidelines

and EU Privacy Directivegenerally contemplate that any necessary invasions of privacy be

limited. The HIPAA Privacy Ruledoes so by defining a general standard. Section 164.502

requires entities to make “reasonable efforts to limit protected health information to the mini-

mum necessary to accomplish the intended purpose of the use, disclosure, or request.” Under

Section 164.514(d), implementation of the “minimum necessary” standard requires specific

organizational and administrative steps. For example, entities that disclose protected health

information on a routine and recurring basis must implement policies and procedures to limit

the information disclosed to the amount reasonably necessary to achieve the purpose of the

disclosure. Institutions must also identify and take reasonable efforts to limit, to the minimum

necessary, those personnel who have access to protected health information.

Third, the HIPAA Privacy Ruleoutlines a data subject’s rights to have general and specific infor-

mation about the data collected. Section 164.524, for instance, outlines the general right to inspect

and to obtain a copy of one’s health information, exclusive of psychotherapy notes. Section

164.522(a) outlines the right to request restrictions on uses and disclosures. Section 164.528

outlines the right to request an “accounting” of all disclosures made within the last six years. 

e. Exceptions and Research

The HIPAA Privacy Ruleoutlines several exceptions to the general requirement of consent or

authorization, as well as some provisions and exceptions particularly relevant for research. As

in other countries, the exceptions reflect an effort to balance privacy protection with other

pressing societal needs and values.
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In terms of general exceptions, Section 164.512 authorizes the non-consensual use or disclosure

of health information for, among other things, (a) health oversight activities, such as audits,

administrative investigations, inspections, or licensor or disciplinary actions; (b) public health

needs, such as for the legally authorized collection or receipt of health information for epidemi-

ological, vital statistics or national drug and therapeutics law purposes; and (c) when necessary

to prevent a serious and imminent threat to health or safety. Such provisions parallel exceptions

of the EU Privacy Directive, as noted in Section III.C.3., above. 

The HIPAA Privacy Rulealso provides specific provisions and exceptions directly relevant to

research activities. Section 164.501 of the HIPAA Privacy Ruledefines “research” as involving

“a systematic investigation, including research development, testing, and evaluation, designed

to develop or contribute to generalizable knowledge.” The HIPAA Privacy Ruleexplicitly ex-

cludes research from other important terms. Thus, even in the broad definition of “health care

activities,” research is explicitly excluded. The HIPAA Privacy Ruleoutlines standards relative

to such research as clinical trials. Section 164.524(a)(2)(iii), for instance, provides that access

to personal information may be restricted for patients in research involving treatment. Access

may be suspended for the course of the research if the suspension was included in the patient’s

consent to the research and if the health care provider has informed the participant that access

will be reinstated at the conclusion of the research. As well, the HIPAA Privacy Ruleoutlines

standards to govern some non-consensual research. Standards governing the use of “de-identified

information” and research that may be conducted under a waiver of the normal requirement of

individual authorization or consent are two important examples. Each is outlined below. 

De-identified and Coded Data: Section 164.502(d)(2) of the HIPAA Privacy Ruleprovides

that health information that meets the requirements for de-identified health information will

not be bound by the general use and disclosure standards of the HIPAA Privacy Rule. The

Section refers to “de-identified” information as that which “does not identify an individual and

with respect to which there is no reasonable basis to believe that the information can be used

to identify.” 

This complements Section 164.514(a), which outlines how the de-identification standards may

be practically implemented. Under it, institutions are authorized to de-identify health information

by two methods. 

One approach is for a professional determination to be made that the risk of identification by

the anticipated recipient, through the use of information or in combination with other reasonably

available information, is “very small.” This judgement can be made only by “a person with

appropriate knowledge of and experience with generally accepted statistical and scientific prin-

ciples and methods for rendering information not individually identifiable.” The professional

must apply such principles and methods to evaluate the risk. The methods and results of the

analysis must be documented. 

Alternatively, the entity may remove identifiers. These include names, addresses, zip codes,

identifying photographic images, and voice prints; numbers for telephone, fax, medical records,

licences, accounts or licence plates; or any “other unique identifying number, characteristic, or

code.” Such de-identification must be done without actual knowledge that the information could
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be used alone or in combination with other information to identify an individual who is a sub-

ject of the information. It should be noted that under Section 164.514(c), codes to re-identify

de-identified health information are authorized if appropriate security measures are observed,

if the codes are not derived from or related to information about the individual, and if they are

not capable of being translated to identify the individual.

Waiver of Authorization : Beyond the application of the general exceptions or the de-identifi-

cation processes, research involving personal health information is permitted when a waiver of

authorization is independently approved by a privacy board or research ethics committee.

Section 164.512(i) generally outlines three conditions that must prevail for a valid waiver.

These conditions contain important standards. 

First, the entity seeking a waiver must secure from the researcher specific assurances or repre-

sentations to prepare the research for review by the committee. Among affirmations regarding

confidentiality and related requirements, the researcher must represent that the information

sought is “necessary for research purposes.” 

Second, the waiver must be approved by a duly constituted institutional research ethics committee

or by a privacy board. The privacy board must be free from conflicts of interest and must be

composed of individuals from diverse backgrounds and who have “appropriate professional

competency.” If the waiver is authorized by a research ethics committee, the committee must

meet the composition and independency standards required under US federal research law.88

The review must also be conducted in accordance with the normal review procedures of federal

research ethics law. 

Third, beyond the procedural requirements, the privacy board or institutional research ethics

committee must generally base the waiver on a determination that the research involves only a

minimal invasion of privacy, which is justified by the importance of the research and the imprac-

ticability of otherwise undertaking it. The committee thus specifically needs to determine,

among other things, that: (a) the use of personal health information involves minimal risk, (b)

the waiver will not adversely affect the rights or welfare of the individuals, (c) the research

could not practicably be undertaken without the waiver and without the information (“practi-

cably” is not defined), (d) there is a reasonable relation between the privacy risks and benefits

and the importance of the knowledge that may be reasonably expected to result, (e) particular

data security measures are in place to protect against improper use or disclosure, and (f) the

research provides adequate plans for data retention. Under the latter, such plans should provide

for the destruction of identifiers “at the earliest opportunity” consistent with conduct of

research, unless continued retention is authorized by law or legitimized by health or research

justifications. 
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f. Data Security and Retention 

In general, the HIPAA Privacy Ruleimposes security standards similar to those in the original

OECD Guidelines. Under the administrative requirement of Section 164.530, institutions “must

have in place appropriate administrative, technical, and physical safeguards to protect the pri-

vacy of protected health information.” The section also imposes a duty of “reasonably safe-

guarding” such information. Other provisions of the HIPAA Privacy Rulecomplement and

elaborate these general standards. For instance, the administrative security measures associated

with access to coded information and re-identification standards have been noted in Section e.,

above. As well, the “minimum necessary” standard discussed above involves the implementation

of organizational and administrative safeguards for limiting access to health data. Moreover,

Section 164.530 imposes a workforce training requirement to ensure that employees adhere to

institutional privacy policies and procedures. 

The HIPAA Privacy Ruleseems not to have a separate, explicit and detailed standard for length

of data retention. Instead, it appears to address the issue indirectly through other standards. For

example, reference is made to data retention in the standards relied on by research ethics

committees to evaluate whether a waiver should be granted for the normal requirement of

individual authorization for health research. As indicated, research protocols should include

plans for the destruction of identifiers “at the earliest opportunity” consistent with conduct of

research, unless continued retention is authorized by law or legitimized by health or research

justifications. Though the precise language and focus on research differ, the intent seems to

parallel the reasonable retention standards of the original OECD Guidelines. 

g. Other Noteworthy Provisions

Several provisions of the HIPAA Privacy Ruleare intended to advance its implementation

nationally and institutionally. Some of the provisions parallel and some depart from analogous

provisions for implementing new data protection or privacy laws in other countries surveyed in

this report. Oversight and enforcement of the HIPAA Privacy Rule, for instance, are delegated

to the Office for Civil Rights (OCR) in the HHS. The OCR will assist providers, plans and

health clearinghouses in meeting the requirements of the HIPAA Privacy Rule. The OCR also

is responsible for receiving and investigating privacy complaints. In other countries, nearly

exclusive and independent oversight and implementation is typically entrusted to a separate

government entity, such as a data protection or privacy commission. 

Institutionally, the HIPAA Privacy Ruleimposes standards for implementation. For instance,

Section 164.530’s administrative standards require covered entities to adopt written privacy

procedures concerning access, use and disclosure of protected information. They are also

required to train employees and designate a privacy officer, who is to ensure that privacy

procedures are followed. 

Section 164.520 also imposes on covered entities a general duty to provide individuals with a

written notice, in plain language, of privacy practices for protected health information. The

notice must include, among other things, information about use and disclosure, individual

rights, institutional privacy duties, and contact persons. The notice must be timely, accurate

and regularly revised. Specific notice standards are further required for health care providers in

direct-treatment relationships. 
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Finally, in contrast with the OECD Guidelinesand the EU Privacy Directive, the HIPAA

Privacy Ruleoutlines no explicit provisions regarding the sharing of health information with

other nations. Instead, those provisions have come from a broader, separate initiative. 

3. Safe Harbor Privacy Principles (2000)
Like many countries, the US has recently undertaken initiatives aimed at harmonizing national

privacy standards with the provisions of the EU Privacy Directive. As noted in Section III.C,

above, Article 25 of the Directive generally prohibits the transfer of personal data from EU

member nations to those lacking an “adequate level of protection.” In the absence of a uniform

or central data protection statute in the US, the US Department of Commerce has sought to

institute standards that would enable US companies to be included in the transfer of personal

information from Europe. Following some two years of deliberations, negotiation and revision

after an initial US proposal of 1999, the US and EU approved the final US Safe Harbor Privacy

Framework89 in July 2000. The Framework consists of a number of documents from the US

and the EU. The key documents include the US Department of Commerce’s Safe Harbor

Privacy Principlesand the Frequently Asked Questions(FAQs). 

a. Scope

The Principles “are intended for use solely by US organizations receiving personal data from

the European Union for the purpose of qualifying for the safe harbor and the presumption of

‘adequacy’ it creates.” The Principles apply to electronic or manual information processed by

US companies that voluntarily agree to adhere to the Safe Harbor Principles so the companies

may obtain and retain the benefits of participation. They apply for as long as the organization

stores the relevant personal information, even if the organization has otherwise concluded its

participation in a safe-harbor program.

b. Definitions 

The Principles define personal information broadly. “Personal information” or “personal data”

refers to “data about an identified or identifiable individual that are within the scope of the

Directive, received by a US organization from the European Union, and recorded in any form.”

Hence, the Principles adopt the standard of personal data of the EU Privacy Directive.

c. Sensitive Data

The Safe Harbour Principlesoffer heightened protections for sensitive data. This includes

personal information specifying racial or ethnic origins, sexual preferences, or medical or

health conditions. The Choice Principle generally prohibits the use of sensitive information

unless the data subject has specifically agreed to its use. The approach accords with most

modern international standards.
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d. Consent: Data Collection, Use and Disclosure

At the core of the Safe Harbor Framework lies a set of seven privacy principles that parallel

those outlined in the original OECD Guidelines, as modified by the EU Privacy Directive. The

Safe Harbor Privacy Principlesare the following:

• Notice

• Choice 

• Onward Transfer (for example, third-party use) 

• Security 

• Data Integrity 

• Access 

• Enforcement. 

The Principles outline the general standards for the processing of personal data under the Safe

Harbor Framework. A complementary listing of FAQs on 15 issues outlines explanations,

refinements, context and some exceptions to the Principles.

Thus, for instance, the Notice and Choice principles generally define collection and use standards

grounded on informed consent. 

The Notice Principle requires that institutions give data subjects information “about the purposes

for which it collects and uses information about them, how to contact the organization with

any inquiries or complaints, the types of third parties to which it discloses the information, and

the choices and means the organization offers individuals for limiting its use and disclosure.” 

The provision of such information complements the consent standards of the Choice Principle.

As the FAQ on “Choice” explains, “the purpose of the Choice Principle is to ensure that per-

sonal information is used and disclosed in ways that are consistent with the individual’s expec-

tations and choices.” Thus, individuals have the option to choose whether their personal infor-

mation may be disclosed to a third party or used for “a purpose that is incompatible with the

purpose(s) for which it was originally collected or subsequently authorized by the individual.”

To make such choices, the information must be provided when the data subject is first approached

about the use of personal information, or as soon as “practicable” thereafter. The Onward

Transfer Principle generally provides that the notice and choice standards apply to sharing

information with third parties. The Data Integrity Principle outlines a standard relevant to sec-

ondary uses on the basis of an “incompatible purpose” standard. It provides that an organization

“may not process personal information in a way that is incompatible with the purposes for

which it has been collected or subsequently authorized by the individual.” 

e. Exceptions and Research

The Safe Harbour Framework outlines both general exceptions and provisions and exceptions

directly relevant to research. The Framework generally indicates that adherence to the

Principles may be limited: “(a) to the extent necessary to meet national security, public interest,

or law enforcement requirements; (b) by statute, government regulation, or case law that create

conflicting obligations or explicit authorizations, provided that, in exercising any such authori-

zation, an organization can demonstrate that its non-compliance with the Principles is limited
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to the extent necessary to meet the overriding legitimate interests furthered by such authoriza-

tion; or (c) if the effect of the Directive or Member State law is to allow exceptions or deroga-

tions, provided such exceptions or derogations are applied in comparable contexts.” “Public

interest” is not defined, and differs somewhat from the “substantial public interest” language

of the EU Privacy Directive. Still, as with the EU Privacy Directive, HIPAA Privacy Rule, and

OECD Guidelines, the Framework outlines a necessity standard to justify invasions of privacy.

Under the standard, necessary invasions of privacy also generally have to be limited to the

degree necessary to achieve their purpose(s). 

The Framework also outlines provisions and exceptions for research. FAQ 1, for instance, out-

lines exceptions to the general prohibition against use of sensitive data such as personal health

information. These include when, among other situations, the processing is in the vital interests

of the data subject, required to provide medical care or diagnosis, or necessary for particular

legal proceedings. These mirror exceptions under the EU Privacy Directive. 

FAQ 14 directly addresses questions of the use of identifiable health information in pharmaceu-

tical and medical-products research. It offers interpretations or clarifications on such matters

as anonymity, coding, secondary use, and the application of EU versus US standards on infor-

mation received in the US from Europe. It indicates that particularly coded data received from

an EU country may not be bound by the principles under particular circumstances. The FAQ

indicates that this would be so when, for instance, a European principle investigator uniquely

codes the data so as to make it non-identifying to a sponsoring pharmaceutical company and

US researchers. FAQ 14 also outlines a related general rule: research data used for pharmaceutical

research and other purposes should be anonymized when appropriate. It further indicates that

secondary use of data transferred from Europe is authorized when it is consistent with the

general research purposes of the original collection or when a new consent has been obtained.

To avoid ambiguity over consistent or inconsistent purposes, FAQ 14 suggests that informed

consent for research might include an explanation that future needs for unspecified or unanti-

cipated research on an individual’s personal data might arise, given the nature of research. 

f. Data Security and Retention 

The Security Principle obliges adherents to Safe Harbor standards to take “reasonable precau-

tions” to protect personal data from unauthorized access, misuse, destruction, alteration or

loss. The Framework seems not to outline an explicit standard on the length of data retention. 

g. Other Noteworthy Provisions 

General oversight and enforcement of the Framework has been assigned to the Federal Trade

Commission (FTC), an independent regulatory body associated with the US Department of

Commerce. Such enforcement includes the review of and response to privacy complaints. Entities

that undergo the formal written process of self-certifying to the Department of Commerce of

their adherence to the Principles must accept the enforcement authority of the FTC. The limited

scope of the FTC has caused concern to EU analysts.
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