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Foreword

| am pleased to submit this study to the Task Force on the Future of the Canadian Financial
Services Sector.

The Canadian financial services sector is being reinvented at a dizzying pace. Changes are
occurring on many levels — competition, structure and ownership, technology. All of these trends
have implications for the privacy of customer information.

| am grateful to have had the opportunity to present some views on this important subject, and |
hope that they will assist the Task Force in its work.

This study was largely concluded before February 23, 1998 and is current as of that date.

June 1998
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Executive Summary

Outline

This study examines concerns arising from the collection and use of personal information by
providers of financial services, and considers what additional measures, if any, are required to
protect the privacy of consumers of such services. The study is broken into seven main parts.

Part | provides the context for the study as awhole. It considers privacy as both alegal and
socia concept, and discusses the types of privacy concerns that may arise from the collection and
use of personal information. It then reviews various privacy devel opments relating to the
financial services sector that occurred in the 1980s, the early 1990s and the late 1990s. Part |
concludes with a discussion of several features of the financial services sector in Canada that
must be considered when ng the need for additional measures to protect privacy.

Part 11 examines existing forms of privacy protection. The Part begins with areview of the way

that common law and equitable actions protect various aspects of privacy, aswell as the general
shortcomings of such actions. It then discusses the banker’s implied contractual duty of privacy,
which was recognized in the seminal English caseoofnier v. National Provincial & Union

Bank of England. Next, the Part considers the way that existing federal and provincial legislation
protects privacy. It reviews various provisions in federal laws governing banks, insurance
companies, trust companies and credit associations and provincial laws that affect financial
services providers including credit bureaux. It also reviews the provisions of Quattec’s

respecting the protection of personal information in the private sector, which represents

Canada'’s first data protection statute applying to the private sector as a whole. Part Il concludes
with a lengthy review of the model privacy codes adopted by the industry associations for banks,
trust companies and insurance companies and the model privacy code under consideration by the
industry association for credit unions.

Part Ill discusses potential challenges to the protection of personal privacy. The Part begins by
reviewing the key concerns raised by some privacy experts and consumer groups. These consist
of the sharing and use of personal information, the use of implicit (as opposed to explicit)
consent, the nature of dispute resolution systems, and the fact that various financial services
providers are not regulated by federal legislation. The Part then considers technologies and
trends with privacy implications: data aggregation, targeted marketing and data mining, stored
value cards, Internet banking and money management software, international sharing of
information and international provision of financial services.

Part IV discusses international agreements and statutes that protect privacy in certain foreign and
domestic jurisdictions. It begins by briefly reviewing international conventions and agreements
involving Canada that provide for the protection of privacy. It then turns to a detailed discussion
of the European Union’s data protection directive; in particular, the discussion considers the
restrictions on the international transfer of personal information imposed by the directive. The
remainder of the Part discusses the private sector privacy legislation adopted in three
jurisdictions and the experience of a fourth jurisdiction that decided against such legislation. The
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United Kingdom’sData Protection Act, 1994 provides an example of legislation that requires

data users to register with a central authority. Quelf@t’sespecting the protection of personal
information in the private sector provides an example of a non-registration system with detailed
privacy duties. New ZealandRivacy Act 1993 provides an example of legislation that mixes
statutory duties with approved private sector privacy codes. Australia provides an example of a
jurisdiction that considered, and then rejected, an extension of data protection legislation to the
private sector.

Part V deals with constitutional jurisdiction over privacy in Canada. The Part assesses the merits
of competing federal and provincial claims for jurisdiction over privacy matters and concludes
that jurisdiction is probably shared by the two levels of government. The Part then discusses
some of the conceptual and historical models for federal-provincial co-operation that might

inform a shared approach to the regulation of privacy.

Part VI provides detailed answers to the seven questions posed to the authors of this study.

Part VI addresses the following issues: the adequacy of existing privacy legislation governing
financial institutions; the need for additional protection as a result of new technologies and trends
in financial services; the extent to which privacy regulation needs to be tailored specifically to

the financial services sector; the degree to which the EU Directive and other foreign instruments
create a need for additional privacy regulation, as a result of reciprocal provisions; the
appropriate model for additional privacy regulation in Canada, if any; the lessons, if any, that can
be learned from other efforts to introduce privacy protection in a multijurisdictional forum; and

the risks to privacy that are posed by cross-ownership amongst financial institutions and the
provision of multiple services by a single entity.

Part VIl sets out the authors’ conclusions on the regulation of privacy as it relates to financial
services providers. In particular, Part VII discusses privacy interests and the general need for
regulation, existing privacy codes used in the financial services sector, standard forms used by
financial services providers, the sharing of health information by insurers, the regulation of credit
bureaux and insurance companies, the implications of the EU Directive, and the implications of
new trends and technologies and the cross-ownership of financial services providers.

Following are brief summaries of the answers to the questions posed to the authors of this study
and the general conclusions of this study. Full discussion of the answers and conclusions
appearsin Parts VI and VII.

Summary of Answers to Questions Posed

» Doesexisting privacy legisation governing Canadian financial services providers meet the
privacy needs of consumers of financial services? If so, are such needs met consistently
throughout the financial servicesindustry, or in ways limited to certain types of financial
services providers or those of certain jurisdictions?

Existing privacy legislation governing federally regulated financial services providers is not
extensive but is substantially augmented by common law and voluntary codes. The
consistency of privacy protection varies somewhat throughout the industry, being most highly
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developed among larger ingtitutions, particularly the big banks. In general, both the low level
of customer complaints about privacy and the extent of existing common law, equity and
code-based provisions suggest that existing protection may be adequate. Privacy law outside
Quebec is not as consistent as privacy experts might wish, but the costs of imposing
additional privacy duties on institutions must be weighed against the benefits likely to be
derived. There are various ways that existing privacy codes might be improved to better meet
ideal notions of privacy protection. Finally, it isimportant to note that federal regulation falls
only on federal institutions and there are large portions of the financia services sector which
are largely unregulated in respect of privacy except in Quebec.

» Towhat extent will new technologies and/or internationalization of the delivery of
financial services create a need for additional privacy protection?

New banking technologies (such as PC- and Internet-based banking) may raise concerns for

the security of data communicated over computer networks. However, as financial services
providers typically go to great lengths to ensure data security, no additional regulationis

needed. It can be expected in the future that “data mining” will be used to a greater extent for
targeted marketing purposes by financial institutions. In order to ensure some degree of
individual control over personal information, individuals should be permitted to opt out of
targeted marketing activities. Internationalization of the financial services sector may raise
privacy issues, if it becomes necessary to comply with higher privacy standards in the
European Union or if financial institutions operating in Canada seek to use “data havens” for
the offshore processing of data. Finally, a concern may arise if a foreign institution offers
financial services to Canadians over the Internet without regard to customer privacy;
however, the regulatory options available are so limited that the roéevest emptor likely

will continue to apply.

* Towhat extent does privacy regulation need to be tailored specifically to the financial
services sector?

The question might be better put whether privacy regulationld be tailored specifically to

the financial services sector. In general, the issues concerning collection and handling of
personal data are no different for financial institutions than for other businesses. To argue in
favour of a tailored approach, one might note that the financial services sector deals with
health and financial records — two types of information that raise the highest levels of privacy
concerns. On the other hand, because health and financial information is in fact sensitive,
legal duties have grown up to protect it which to a large extent obviate the need for further
regulation.

» Doesthe EU Directive, or potentially other legislation requiring reciprocal privacy
protection, create a need for additional privacy regulation to facilitate transborder data
flows?

Article 25 of the EU Directive states that transfers of data to third countries will be allowed
only where there is an “adequate” level of protection in the third country, considered in light
of all the circumstances surrounding the proposed transfer. In addition, Article 26 of the EU
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Directive permits transfers to third countries without “adequate” protection if one of several
exceptions applies. It will be difficult for Canadian policymakers to predict what
combination of domestic regulation, legislation and industry codes will meet the
requirements of Article 25. As well, the EU Directive owes much to European social and
legal traditions and may not sit well within Canada. As a result, Canada may be best served
by a policy approach that does not seek to imitate the European model or level of privacy
protection. It seems possible that many transfers of personal information between Europe
and Canada could continue after implementation of the EU Directive based on contractual
privacy protection.

If the need is discovered for additional rulesto protect privacy in the financial services
sector, on which regulatory structure, given the Canadian context, should it be modeled?

There are a variety of potential regulatory models available. For example, the United
Kingdom provides the example of a system requiring registration before personal information
may be processed. Quebec provides the example of a statute which does not require
registration but sets out detailed privacy principles which must be followed by the private
sector. New Zealand provides the example of a statute that sets out general privacy
principles, which may be implemented by approved private sector codes. The model (or the
mix of elements from different models) that should be chosen depends on a variety of factors,
including the degree of cost, privacy protection and independent review which is desired by
the policy maker.

On choosing the correct model for regulation in Canada, it is a reasonable inference that a
large scale and rigid regulatory apparatus which imposes substantial expense is more likely to
be wrong than a lighter, more flexible form of regulation. The application of a flexible
approach is supported by our general conclusion about the need for privacy regulation in the
Canadian financial services sector: that, given the low level of privacy complaints and the
nature of existing privacy measures relating to the financial services sector, there is no need
for change from the status quo. A system which permit rules to be developed and tailored at
the industry level is likely to be the most appropriate and effective. In short, Canada’s self-
regulatory approach has not failed and may be an appropriate model for the future.

If it is decided to adopt a more stringent legislative approach to privacy protection, an
approach based on the New Zealand legislation would be preferable. Privacy principles
would be set out in the legislation; these principles could then be enforced through approved
industry codes rather than the legislation itself. Such an approach would provide for
objective verification of industry codes, thus removing any taint of self-interest.

Furthermore, it is our opinion that the present system of oversight would continue to be
appropriate in such a system. The Canadian Banking Ombudsman should provide
independent review of consumer complaints from the banking industry. Other industries
could be encouraged to adopt measures that would provide for independent mediation or
arbitration of privacy complaints which could not be resolved internally by institutions.
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What lessons, if any, for Canada can be learned from other efforts to introduce broad
privacy protection in a multijurisdictional forum?

The experience with the EU Directive suggests that implementing a single directive that will
apply to various states may involve a certain degree of compromise. In the Canadian context,
it appears that the best results will be achieved if privacy policy is developed jointly with the
provincial governments, in part owing to apparent constitutional limitations on the federal
power to effect privacy protection. Significant problems may arise in the case of Quebec,
since that province has detailed privacy legisation which may not provide a workable model
for the federal and other provincia jurisdictions. ldeally, the same general level of protection
should exist in al jurisdictions so that national institutions do not have to comply with
multiple standards.

What risks do cross-ownership amongst financial institutions and the provision of multiple
financial services by the same entity pose, if any, to privacy?

Cross-ownership amongst financial institutions creates the opportunity for sharing of
information amongst marketers of different types of financia service to create more accurate
marketing. However, the ability to share information amongst service providers or within
different divisions of the same service provider has the potential to increase efficiencies and
lower costs to consumers. Aswell, the privacy issues in different parts of the financia
services sector do not differ materially. The separation of services into separate legal entities
has little to do with any interest of the customer in privacy, but rather with increased ability to
regulate, prudential concerns or, most often, the efficacy of industry lobby groupsin
protecting their economic franchises. Thus, blanket consents on customer contracts which
permit the sharing of information within a corporate group are justifiable. Consumer groups
have raised the concern that the use of information to try to sell other products could lead
customersto feel obliged to buy those products if they are to maintain their banking services.
In our view, this case has not been made out.

Summary of Conclusions

Privacy Interestsand the Need for Regulation: The existing system of legidation,
common law and privacy codes which applies to Canadian financial services providersis one
which embodies the principles and aspects appropriate to a modern privacy protection
regime. Given the low level of privacy complaints and the sophistication of the best features
of the existing system, a cost-benefit analysis would favour a conservative approach to future
reforms. If it isdetermined that a higher level of privacy protection is appropriate, aflexible
approach to implementing additional privacy measures should be taken, to alow the regime
to best adapt to the industry. Privacy isnot at risk only in the financial services sector,
although this sector may pose more serious concerns than other sectors of the consumer
economy because of the sensitivity relating to health and financial information. Thereislittle
difference among federally-regulated, provincially-regulated and largely unregulated financial
services providersin their implications for privacy.
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Privacy Codes: Modern privacy principles are embodied in model codes adopted by

financia industry associations and individual financia institutions. These codes are

generally sophisticated and accord a high level of protection to customer privacy. Existing

codes might be improved by including provisions which provide further guidance on the use

of implied consent, provide greater detail about the purposes for which information may be

collected and when information may be collected from third parties, and greater clarity about

the reasons for the refusal of access to the individual's information. Privacy codes would
preferably permit an individual to opt out of programs which use personal information for
targeted marketing. An “opt out” approach is reasonable given that the privacy problem with
respect to such practices is not of the greatest magnitude. Privacy codes should be readily
available to the public on request. It is a typical provision of a privacy protection regimes

that individuals may take unresolved privacy complaints to a regulator or objective referee.

In the case of the banking industry, the Canadian Banking Ombudsman plays this role. Other
industry associations might be encouraged to establish ombudsmen, or methods of mediation
or arbitration to resolve specific disputes. These observations on existing privacy codes do
not represent significant shortcomings, but areas for improvement against ideal notions of
privacy protection. The codes represent a reasonable basis for self-regulation of the financial
services sector.

Standard Forms and Health Information: An area that should be addressed by the

industry is the wording of standard forms used by financial services providers. Industry
forms that authorize the collection or sharing of information may in some instances be too
broadly worded. Health information collected for insurance purposes should not be used to
make unrelated decisions (such as credit decisions).

Credit Bureax and Insurance Companies. Credit bureaux raise significant informational
privacy concerns. Existing credit reporting legislation addresses these concerns but it should
be reviewed for consistency and comprehensiveness. In addition, the sharing of health
information by insurers through the Medical Information Bureau may be a practice which
should be governed by appropriate legislation.

Implications of the EU Directive: It would be a mistake to look to the EU Directive on data
protection as necessarily providing leadership for Canada concerning privacy protection.
Existing measures taken by the financial services sector, particularly if given further
legislative sanction through the proposed federal draft regulations, may qualify as “adequate”
protection for the purposes of the transfer provisions of Article 25 of the EU Directive. In

any case, there is considerable uncertainty over how to comply with Article 25, and a
cautious approach is advisable.
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Trends, Technology and Cross-Owner ship: New technologies and trends generally do not

yet raise privacy issues that require a regulatory response. The increased use of “data
mining” and direct marketing programs buttresses the conclusion that individuals should be
permitted to opt out of such programs by providing notice to their institution. Cross-
ownership of financial institutions may cause information to be used by related services
providers for a wider range of purposes. Such purposes should be disclosed. However,
cross-ownership does not pose a significant enough risk to privacy interests to warrant

responses other than as already suggested in terms of the use of health information and opting
out of targeted marketing.
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. Introduction

Part | provides the context for the study as awhole. It considers privacy as both alegal and
socia concept, and discusses the types of privacy concerns that may arise from the collection and
use of personal information. It then reviews various privacy devel opments relating to the
financial services sector that occurred in the 1980s, the early 1990s and the late 1990s. Part |
concludes with a discussion of several features of the financial services sector in Canada that
must be considered when ng the need for additional measures to protect privacy.

Background to this Study

This study on privacy in the financial services sector was commissioned by the Task Force on the
Future of the Canadian Financial Services Sector (the “Task Force”) in the Fall of 1997. The
terms of reference of the study posed certain specific questions:

1. Does existing privacy legislation governing Canadian financial services providers meet the
privacy needs of consumers of financial services? If so, are such needs met consistently
throughout the financial servicesindustry, or in ways limited to certain types of financial
services providers or those of certain jurisdictions?

2. Towhat extent will new technologies and/or internationalization of the delivery of financial
services create a need for additional privacy protection?

3. Towhat extent does privacy regulation need to be tailored specifically to the financia
services sector?

4. Doesthe EU Directive, or potentially other legislation requiring reciprocal privacy protection,
create aneed for additional privacy regulation to facilitate transborder data flows?

5. If the need is discovered for additional rulesto protect privacy in the financial services sector,
on which regulatory structure, given the Canadian context, should it be modeled?

6. What lessons, if any, for Canada can be learned from other efforts to introduce broad privacy
protection in a multijurisdictional forum?

7. What risks do cross-ownership amongst financial institutions and the provision of multiple
financia services by the same entity pose, if any, to privacy?

Premises of this Study

This study is based on certain premises. Firgt, this study is concerned with the financial services
sector asawhole. Thisincludes federally regulated financial institutions such as banks, trust
companies, some insurance companies, and some credit associations, as well as other entities
which are subject to varying degrees of provincial or federal regulation, and unregulated financial
services providers. The financial services sector has become populated with awide variety of
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institutions. Some are familiar representatives of the four pillars: banks, insurance companies,
securities dealers and trust companies. Some are largely unregulated. The unregulated entities
that provide services to consumers include business corporations which operate asset-backed
lending programs and receivables purchase programs, such as Newcourt Credit, or corporations
which operate private label credit card programs, or provide consumer finance. Many such
entities are foreign owned.

Second, “privacy” is understood to be a collection of rights of the individual, not corporations.
Our discussions with representatives of financial services providers have led us to understand
that obligations of confidentiality to corporations are often equated with measures protecting the
privacy of personal information. Many of the same systems and precautions serve both ends.
However, the protection of the two types of information involves different theoretical
justifications. In the case of consumers, the justification is based, in part, on the notion that
protection of the individual’s dignity involves an appreciation for personal privacy; in the case of
corporations, the justification is based in part on the importance of protecting commercial
information that may provide a competitive advantage in the marketplace. In any event, this
study relates to consumers and personal privacy only.

Third, privacy is an important human value that should not be sacrificed to the expediency of
data users. Based on an appreciation of the value of privacy, this study proceeds to examine the
extent to which that value is at risk in the provision of financial services, and precisely how it is
at risk. We examine the theoretical basis for privacy protection, and such empirical data
concerning threats to privacy in the financial services sector as we could find. We examine the
approaches of several foreign jurisdictions, recommendations of other studies and international
trends in data regulation. We also review all of the existing law that protects the confidentiality
of customer information relating to the provision of financial services. We endeavour to review
the matter as thoroughly as possible, within the constraints under which this study was prepared,
and to make conclusions based on an objective assessment of the problem.

The Nature of Privacy and Informational Privacy Issues

The Elements of Privacy

In 1890, Boston lawyers Samuel D. Warren and Louis D. Brandeis wrote a seminal law journal
article on the right to privacy in tott Warren and Brandeis provided one of the most popular
definitions of the concept of privacy: they defined privacy as “the right to be let alone.” The two
lawyers were particularly concerned about invasion of individual privacy by the press, through
aggressive reporting of private events and through the use of the new technology of
“instantaneous” black and white photography.

Warren and Brandeis’s approach to privacy grew out of the traditional property analysis of the
law. At its root, it suggests that society must respect certain property-based boundaries such as

! SD.Warrenand L.D. Brandeis, “The Right to Privacy” (1890)Harvard Law Review 193. For a critique of the
Warren and Brandeis article, see: W.L. Prosser, “Privacy” (196Cp4frnia Law Review 383.
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the sanctity of the home. This approach might have been well suited to the circumstances of the
late 1800s, but it is not a product of this modern age, which places increasing emphasis on the
importance and economic power of information.

The definition of privacy now widely accepted is one which focuses on control over personal
information. In hisbook Privacy and Freedom, Alan F. Westin defined privacy as “the claim of
individuals, groups, or institutions to determine for themselves when, how, and to what extent
information about them is communicated to othéraVestin's definition has been cited
frequently in both academic literature and court decislot®stablishes a flexible conception of
privacy which depends (at least to some degree) on the preferences of the indivichits.
Westin’s definition provides a good starting point, it does not place enough emphasis on the
treatment of personal information after its initial communication. Privacy includes also the
interest of an individual to be notified of the compilation and exploitation of personal
information in ways that alter the individual's relationship with others. At its core, privacy is
about the ability of individuals to negotiate their relationships with others and to establish limits
defining the legitimate use of information.

Implicit in much modern thought about privacy is the notion that personal information is the
property of the person. However, information does not fit easily into property tighttsile the

value of tangible property results from the ability of its owner to physically exclude others from
possession, a single piece of information may be fully possessed by many different parties at the
same time without affecting it. In addition, there is a legitimate need for the circulation of
information about individuals. In fact, personal informapense is sometimes as important to

a third party as to the individual to whom it relates. For example, my name and address are items
of information in which | have some confidentiality interest; but without them, no third party can
attribute ownership or other interests to me, or find me when | want them to. My ownership of
investments is my information to withhold. | might, for instance, wish to hide my extensive
investments (purely hypothetical) in pulp and paper companies from my environmentalist
spouse; but that is information | cannot withhold from the institution on whom | rely to maintain
detailed and reliable records of those interests. There is a large class of “personal” information
which is equally institutional information.

2 A.F.Westin, Privacy and Freedom (New Y ork: Atheneum, 1967) at 7.

% See, for example: P. Burns, “The Law and Privacy: The Canadian Experience” (19C&h&dian Bar Review at

5 and M. Rankin, “Privacy and Technology: A Canadian Perspective” (1984b&%2a Law Review 323 at 325. See
also:R. v. Duarte (1990), 65 D.L.R. (4th) 240 (S.C.C.) at 252, &mited States Department of Justice v. Reporters
Committee for Freedom of the Press, 489 U.S. 749 (1989) at 763.

*  As areport for the Ontario Commission on Freedom of Information and Individual Privacy suggested, privacy
“involves establishing a balance between closeness and openness, and the right to privacy is the individual's right to
determine where that balance lies.” See: Ontario, Commission on Freedom of Information and Individual Privacy,
Privacy and Personal Data Protection: Research Publication No. 15 (March 1980) at 13. However, the individual's
ability to control information should have some limits. At times, the individual's desire for privacy must yield to a larger
social need for personal information.

®  See generally: R.J. Roberts, “Is Information Property?” (188&)ectual Property Journal 209 and

R.G. Hammond, “Quantum Physics, Econometric Models and Property Rights to Information” (1981) 27

McGill Law Journal 47.
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There are many aspects to privacy and they should not be confused. “Privacy” means different
things in different contexts. For example, in the United States, a constitutional right to privacy
has been recognized as the basis for the legalization of abbri@orthe other hand, much

privacy thought and study has developed around the compilation of information about
individuals by governments, and the risks implied for individual liberties. Privacy is not one
thing but many and any analysis must clearly specify which type of “privacy” is under discussion.
In our case, this study is focused on informational privacy issues arising in a specific sector
(financial services providers) in a particular geographical area (Canada).

The Basis for Privacy Protection

There are a variety of reasons why privacy should be accorded formal protection. Many writers
have argued that privacy is necessary for the development of the individual. Privacy provides
individuals with physical and intellectual space of their own which encourages individuals to
experiment, learn and growSome have argued that privacy is an essential part of intimate
relationships such as those between spouses or close fli@syshological studies have shown
the value of enjoying the time away from the responsibilities and roles imposed by $daiety.
addition, privacy is important from the point of view of society or the state. Privacy supports a
citizenry which is independent and capable of assessing the actions of its government, a
requirement for a functional democrayPrivacy may permit individuals to hold and discuss
unpopular opinions which, ultimately, will be expressed in public; in this way, privacy may
promote a diversity of opinions and the expression of dissenting Vielusany event, based on
survey data, there appears to be a social consensus to the effect that privacy merits protection.

These reasons are not implicated, by and large, in respect of privacy in the financial services
sector. The interests with respect to privacy in the financial services sector are principally three.
First, an individual has a right to know that his or her sensitive financial affairs and insurance
related health and asset information will be kept confidential. The disclosure of such information
has the potential to embarrass, to make one the target of envy or of greed, or to adversely affect
one’s power to negotiate with third parties. For example, the release of transactional information
could disclose private political or religious affiliations or sexual proclivities, while the release of
health information could expose one to prejudice or lost opportunities for employment, housing
or other benefits. Second, an individual has an interest in knowing that the personal information

®  For early U.S. Supreme Court decisions recognizing a constitutional right to privacy that protected the ability to

make certain types of personal decisions without state interference, see: Griswold v. Connecticut, 381 U.S. 479
(1965), Eisenstadt v. Baird, 405 U.S. 438 (1972) and Roe v. Wade, 410 U.S. 113 (1973). In Roe v. Wade the court
ruled that the right to privacy provided a basis for aright of accessto abortion; this ruling has been narrowed by
more recent U.S. Supreme Court decision, although not overturned. For areview of U.S. constitutional privacy law,
see for example: Ken Gormley, “One Hundred Years of Privacy” (1882pnsin Law Review 1335.

" See, for example: R. Gavison, “Privacy and the limits of law” (198%p8&9Law Journal 42.

8  See: C. Fried, “Privacy” (1968) Wale Law Journal 475 and S.I. BentPrivacy, Freedom and Respect for
Persons (Lieber-Atherton, 1971).

®  Westin,supra, note 2 at 32ff.

10 see, for example: Gavisasupra, note 7, and E.R. Ryan, “Privacy, Orthodoxy and Democracy,” (1973) 51
Canadian Bar Review 84.

' Gavisongsupra, note 7.
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collected and used by afinancial institution, and on which that institution bases its dealings with
that individual, is accurate and up-to-date. Third, an individual may have an interest in not being
subject to targeted marketing efforts. While targeted marketing may provide benefit to the
individua (in the form of making him or her aware of useful products or services), some
individuals may object to this use of their personal information.

An important point to be made in the discussion of the concept of privacy isthat privacy cannot

be an absolute value. Society involves a balance between the individual and the group; a society

of total privacy would not be a society at all but a collection of self-sufficient hermits. Privacy

must be balanced against other valuesin order to achieve social goals. For example, privacy

must be compromised if an insurer is to gather details of an insured’s claim for payment, a
securities dealer is to maintain accurate records of the client’'s ownership of securities or to
comply with the “know your client” rule, or a bank or trust company is to have an address to
which to send annuity benefits or account information. There is also a social interest in settling
the terms of the collection and use of personal informa&tianasse by standard form contracts;

this avoids the transaction costs of one on one negotiations to accommodate the privacy
preferences of each customer. Finally, if we as consumers demand that financial institutions take
a more personal approach and pay greater attention to our individual needs and desires, we must
expect that institutions will collect and use our personal information for such purposes.

Another point worth noting is that the concept of privacy is to some extent a cultural value that
varies from place to place. For example, writers have argued that significant differences exist
between attitudes about privacy and government intrusion in the United States and‘Europe.
Westin, for example, has argued that the U.S. frontier experience has led to stronger resistance to
national identification systems, which, in contrast, are common in Elitop#ile the concept

of privacy varies from society to society, it also varies over time as conditions within a society
change. Current notions of privacy in Canada have much to do with patterns of social
development over the last century. These patterns include changes to the core definition of the
family, a shift in population from small rural communities to large urban centres, an expansion of
the sphere of activities of the state and a greater emphasis and the collection of use personal
information in both the public and private sector. Individuals living in modern cities likely have

a greater degree of anonymity than those living in small towns.

Computerization and Personal Information Principles

Public concern about privacy and the use of personal information spread in the 1960s, when
governments and large businesses began to computerize their records. The computerization of
personal records meant that personal information could be more easily sorted, combined,
transferred and used for new purposes. Ultimately, computerization and the rise of the
“information society” led to the growth of new industries that collect, analyze and exploit

2 gee, for example, Herbert J. Spiro, “Privacy in Comparative Perspective” in Privacy: Nomos XllI, ed. by J. Rolland

Pennock and John W. Chapman (New York: Atherton Press, 1971).
13 Alan F. Westin, “Privacy, Technology and RegulationTie Computer Culture, ed. by Denis P. Donnelly
(London: Associated University Press, 1985) at 138-139.
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personal information.** Businesses, including financial institutions, developed new ways to

market goods and services to their customers based on the personal information collected through
routine transactions. The current capacity to “warehouse” vast quantities of inexpressibly trivial
personal information and then “mine” that data for useful nuggets is important to businesses
because it may provide them with a competitive advantage in the market.

Initial concern about the spread of computer technology in the 1960s and 1970s lead to the
development of principles for the fair treatment of personal information. While these data
protection principles address a variety of issues, they deal substantially with privacy concerns.
Perhaps the best-known enumeration of personal information principles is set out in the
Organization for Economic Cooperation and Development (OECD) guidelines of 1980:

Collection limitation principle: There should be limits to the collection of personal information and
any such data should be obtained by lawful and fair means and, where appropriate, with the knowledge
or consent of the data subject.

Data quality principle: Personal data should be relevant to the purposes for which they are to be used,
and, to the extent necessary for those purposes, should be accurate, compl ete and kept up-to-date.

Purpose specification principle: The purposes for which personal data are collected should be
specified not later than at the time of data collection and the subsequent use limited to the fulfilment of
those purposes or such others as are not incompatible with those purposes and as are specified on each
occasion of change of purpose.

Use limitation principle: Personal data should not be disclosed, made available or otherwise used for
purposes other than those specified in accordance with [the purpose specification principle] except with
the consent of the data subject or by the authority of law.

Security safeguards principle: Personal data should be protected by reasonable security safeguards
against such risks as loss or unauthorized access, destruction, use, modification or disclosure of data.

Openness principle: There should be a general policy of openness about devel opments, practices and
policies with respect to personal data. Means should be readily available of establishing the existence
and nature of personal data, and the main purposes of their use, as well as the identity and the usual
residence of the data controller.

Individual participation principle: Anindividual should have the right:

(8 toobtain from adata controller, or otherwise, confirmation of whether or not the data controller
has data relating to him;

(b) to have communicated to him, data relating to him (i) within a reasonable time; (ii) at acharge, if
any, that is not excessive, (iii) in areasonable manner; and (iv) in aform that is readily
intelligible to him;

(c) tobegivenreasonsif arequest made under sub-paragraphs (a) and (b) is denied, and to be able to
challenge such denia; and

4 For some discussion of the personal information industry, see: Anne Wells Branscomb, Who Owns | nformation?

From Privacy to Public Access (New Y ork: BasicBooks, 1994). See also Joseph P. Bigus, Data Mining with Neural
Networks (New Y ork: McGraw-Hill, 1996).
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(d) tochallenge datarelating to him and, if the challenge is successful, to have the data erased,
rectified, completed or amended.

Accountability principle: A data controller should be accountable for complying with measures which
give effect to the principles stated above.

The OECD principles represented consensus among OECD members and derive from law reform
efforts in several member countries. The principles have played a central role in discussion and
debate about informational privacy in Canada. Most recently, they have formed the basis for the
Canadian Standards Associatiokledel Code for the Protection of Personal Information.*®

Informational Privacy Issues

Privacy is currently seen to involve a variety of different aspects relating to personal information.
First, the privacy interest is implicated in the collection and use of personal information. A key
concern of the 1960s and 1970s was the creation of a “womb to tomb” dossier on each individual
citizen by governmenit. More recently, privacy experts have pointed to the growth in the
collection and use of personal information by the private séttBusinesses now collect

information generated by consumer purchases and decisions, and analyse other publicly available
information such as census data. Personal information is seen as an asset that may be used to
better market products and services to individuals. Privacy experts argue that these
developments threaten the individual's ability to control the use of personal information. They
contend that individuals should retain some control over the use of their information, so that they
may decide, at least to some extent, how, when and for what purposes information is used. At its
heart, the issue has much to do with the individual’s ability to influence the nature of his or her
relationships with government and business institutions.

Second is the disclosure and transfer of personal information. A government or business that has
collected information from an individual may transfer or disclose that information so that it
becomes available to other parties never authorized or anticipated. For example, a magazine
publisher may sell its subscription list to a business wishing to market products or services of
potential interest to the magazine’s readership. The disclosure and transfer of information raises
much the same concern as collection and use. Without controls on the transfer of information,
individuals may lose control of their information and their ability to influence their relationships
with others. In the case of financial services providers, different divisions of the same institution
may use personal information collected from the consumer for one service or product to market
other services or products. However, financial institutions are not free to transfer information
outside the institution without the consent of the individual. Perhaps the main case of transfer

> For the text of the OECD guidelines, see for example James Michael, Privacy and Human Rights (Paris:

UNESCO Publishing, 1994) at 139ff.

1 Canadian Standards Association, Model Code for the Protection of Personal Information, CAN/CSA-Q830-96
(Etobicoke: Canadian Standards Association, 1996).

7 See, for example: Westin, supra, note 2, and Arthur R. Miller, The Assault on Privacy: Computers, Data Banks and
Dossiers (Ann Arbor: University of Michigan Press, 1971).

8 gee, for example: Willis H. Ware, “The New Faces of Privacy” (1998jodmation Society 195, and Branscomb,
supra, note 14.
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outside the institution is credit bureau information. Financia services providers provide
information about creditworthiness to credit bureaux, which in turn make such information
available to other businesses interested in extending credit.*® Another example of transfer
outside the institution relates to the sharing of medical information among insurers. Insurers
commonly provide basic medical information on their policy holders to a Massachusetts-based
underwriting exchange that makes such information available to other insurers, upon request.”

Third, the inappropriate retention of personal information may threaten an individual’s
informational privacy. In generd, it isdesirable that information be deleted onceit is no longer
relevant to the relationship between the business and the individual. However, information
should be retained for certain minimum periods of time to ensure that an individual affected by a
decision may gain access to the information on which the decision was based. In addition, it may
be appropriate to remove relevant but negative information from the institution’s records after
long periods of time. The theory hereisthat persona information should not follow the
individual forever: that, after a period of time, the individual should be free from the negative
implications of some types of personal information. For example, Ontario legislation governing
credit bureaux holds that certain types of information shall not be included in credit reports after
certain time limits have passed. Thus, information about an individual’s first bankruptcy, non-
payment of taxes or fines or convictions of crimes may not be included in credit reports after
seven years from the date of the relevant event.?*

Fourth, personal information must be subject to appropriate security to ensure that it is not
subject to unauthorized use or disclosure. Security safeguards may take avariety of forms:
policies about who should not have access to information, physical measures to keep certain files
or areas secure, dedicated telecommunication lines or networks, and computer hardware or
software measures (such as encryption) that prevent access by unauthorized personnel. Aswell,
personal information must be disposed of in ways that ensure that sensitive information does not
become available to the public. For example, disposal procedures might require that certain
types of sensitive information held on paper be shredded rather merely placed in garbage or
recycling bins. While appropriate security and disposal measures are an important part of
ensuring informational privacy, they are, for the most part, technical issues. Such issues are not
considered in any depth in this study.

Fifth isthe interest of the individual to have aright of accessto and correction of personal
information. To the extent that personal information is used to make decisions affecting the
individual, the individual has an interest in the accuracy of such information. The transfer of
personal information to other entities in particular makes such access and correction rights more
important in order to ensure that the consequences of inaccurate information are not widely
ramified. Rights of access and correction have been included in legislation applying to the

19

For further discussion of credit bureaux, see: Part 11, footnotes 201 to 210 and accompanying text.
20

The Medical Information Bureau of Westwood, Massachusetts holds medical information on individual policy
holders provided by its member insurance companiesin coded form. For further discussion of the Medical
Information Bureau, see footnotes 212 to 215 in Part |1 and accompanying text.

2l Consumer Reporting Act, R.S.0. 1990, c. C-33, 5. 9.
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federal and provincial governments in Canada.?> More recently, legislation in Quebec and codes
adopted by different industry groups give individuals such rights.*

Privacy Developments Relating to the Financial Services Sector
in Canada

The 1980s: Early Efforts to Implement the OECD Principles

Any analysis of privacy developments relating to the financial services sector in Canada® must
begin with the OECD guidelines, the most influential privacy document to date. Adopted by the
OECD in late 1980, the guidelines were intended to form the basis of legidlation in the
organization’s member states, and arose from a concern to protect privacy and the free
commercial flow of personal information. At the core of the guidelines is a set of eight
principles to be applied to both the public and private sectors: (1) the collection limitation
principle, (2) the data quality principle, (3) the purpose specification principle, (4) the use
limitation principle, (5) the security safeguards principle, (6) the openness principle, (7) the
individual participation principle and (8) the accountability principle. The full text of these
principles has been set out earlier in this Part.

Canada’s federal government affirmed its commitment to the OECD guidelines in 1984. Rather
than pass legislation applying the OECD principles to the federally regulated private sector, the
federal government committed itself to encouraging “private sector corporations to develop and
adopt voluntary privacy protection codé8.In 1985, the federal Department of Justice

published a document on the implications of the OECD guidelings1987, a Parliamentary
committee which reviewed the fedeRaivacy Act recommended that the Act should be extended
to the federally regulated private sectorHowever, the federal government's response to the

2 For ageneral discussion of public sector data protection legislation in Canada, see: Colin H.H. McNairn and

Christopher D. Woodbury, Government Information: Access and Privacy (Scarborough, Ont.: Carswell, 1992).

% The Quebec privacy sector legisation and the codes adopted by industry associations in the financial services sector

are discussed at length in Part |1 of this study.

% The material discussed under this heading draws heavily on a previous paper: Richard C. Owens, Tom Onyshko,

and Peter C. Goode, “Reform Proposals Relating to Customer Privacy and Tied Selling in the Federally-Regulated

Financial Services Sector” ithe Regulation of Financial Ingtitutions: 1ssues and Perspectives (Scarborough:

Carswell, 1997) 143 at 153ff.

% gee the discussion under the Nature of Privacy and Informational Privacy Issues, above in this Part.

% Privacy Commissioner of Canada, Annual Report 1984-85 (Ottawa: Supply and Services Canada, 1985) at 11.

Commenting on the federal government's move, the commissioner wrote: “This important commitment should be

discharged with conviction and vigour and without further delay.” However, a year later the commissioner

complained in his report that the federal government had done “so little about implementing the OECD guidelines.”

See:Privacy Commissioner of Canada, Annual Report 1985-86 (Ottawa: Supply and Services Canada, 1985) at 12.
Government of Canada, Department of Jus@eCD Guidelines on the Protection of Privacy and Transborder

Flows of Personal Data: Implications for Canada (Ottawa: Department of Justice, 1985).

% Open and Shut: Enhancing the Right to Know and the Right to Privacy: Report of the Sanding Committee on

Justice and Solicitor General on the Review of the Access to Information Act and the Privacy Act (Ottawa: Queen's

Printer, 1987) at 77.
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review did not express a commitment to extending the Act.?® In the late 1980s, the Minister of
External Affairs urged private sector corporations to put the OECD guidelines into practice.®
The Privacy Commissioner’s office consulted with the air transportation, banking and
telecommunications industries about privacy codes! Federal officials also met with provincia
officials to discuss strategies to encourage the private sector to adopt privacy codes.*

John Grace was the federal Privacy Commissioner through this period, and his evolving position
deserves examination. Immediately after the federal government’s 1984 commitment, he
signalled his support for an approach promoting voluntary codes in the private sector. He wrote
that self-regulation was preferable to government regulation and that privacy protection also was
good for business.** After the Parliamentary committee review of the Privacy Act, he took the
position that the government was correct in deciding not to extend the Act to the private sector.
He noted that there was no evidence of wide-scale abuse in the private sector, that it was
guestionable whether the Privacy Act could be easily applied to the diverse conditions of
different industries and that regulation would require a great increase in the resources committed
to the Privacy Commissioner’s office.** However, the commissioner complained about the lack
of progressin the adoption of private sector codes.® Finally, in his 1989-90 report, he called for
an amendment to the Privacy Act which would require federally regulated corporations to
develop privacy codes and submit them to the commissioner’s office. Mr. Grace argued that his
office could perform a useful monitoring role, although he did not want to play apart in
enforcing private sector codes.*®

The Early 1990s: Reforms to Federal Financial Legislation and
Privacy Legislation in Quebec

The early 1990s saw increasing pressure on federally regulated financial institutions to adopt
measures to protect customer information. Reforms to the federal statutes governing financial
institutions raised the prospect of regulations on customer information. Bruce Phillips, the
federal Privacy Commissioner appointed to replace Mr. Grace in 1991, argued in favour of
privacy regulations for financial institutions and of extending privacy legislation to the private
sector. The province of Quebec passed privacy legislation applying to the private sector as a

% See Government of Canada, Department of Justice, The Steps Ahead (Ottawa: Department of Justice, 1987).

% See Privacy Commissioner of Canada, Annual Report 1987-88 (Ottawa: Supply and Services Canada, 1988) at

8: “The minister of external affairs has called Canada's endorsement to the attention of major Canadian companies
and urged that OECD guidelines be put into practice.”

3 Privacy Commissioner of Canada, Annual Report, 1989-90 (Ottawa: Supply and Services Canada, 1990) at 13.
% Privacy Commissioner of Canada, Annual Report, 1988-89 (Ottawa: Supply and Services Canada, 1989) at 9.
% Privacy Commissioner of Canada, Annual Report 1984-85 (Ottawa: Supply and Services Canada, 1985) at 11.
¥ SeePrivacy Commissioner of Canada, Annual Report 1986-87 (Ottawa: Supply and Services Canada, 1987) at
6; Privacy Commissioner of Canada, Annual Report 1987-88 (Ottawa: Supply and Services Canada, 1988) at 7;
Privacy Commissioner of Canada, Annual Report 1988-89 (Ottawa: Supply and Services Canada, 1989) at 9.

% See, for examplePrivacy Commissioner of Canada, Annual Report 1988-89 (Ottawa: Supply and Services
Canada, 1989) at 9.

% Privacy Commissioner of Canada, Annual Report 1989-90 (Ottawa: Supply and Services Canada, 1990) at 14.
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whole. Industry associations for regulated financial institutions and individual institutions
increasingly adopted privacy codes.®

At the beginning of 1990s, the federal government passed wide-ranging reforms to federal

legislation governing the financial services sector. These reforms, which cameinto forcein

1992, established the basis of the present financial services environment. As part of the reforms,

anew power was inserted into the Bank Act, Insurance Companies Act and Trust and Loan
Companies Act giving the federal Cabinet power to make regulations on customer information.®

For example, section 459 of the Bank Act gave the Governor in Council the power “to make
regulations governing the use by a bank of any information supplied to the bank by its
customers.” The government included the regulation-making provisions because of concern
about the sharing of information between financial institutions, their affiliates and other Parties.

Also as part of the 1992 reforms, federal regulations governing banks and trust companies
prohibited such financial institutions from engaging in the retailing of most insurance products —
and from using customer information for that purp8sélnder the regulations, banks and trust
companies were prohibited from promoting most types of insurance and prohibited from
providing customer information to an insurance compariyhe ban on the use of customer
information for insurance purposes was motivated by a concern that the insurance industry
should be protected from competition by banks and trust companies. “Central to the ban on
insurance [in th®&ank Act and regulations] is the issue of target marketing and information
flows,” Guy David and Louise Pelly have noted. “The government accepted the insurance
industry’s contention that banks would have an unfair advantage if they were permitted to
compete with insurance companié$.The inappropriateness of conflating privacy with
measures to promote competitive inefficiency is discussed later in this study.

% The codes of the Canadian Bankers Association, Trust Companies Association of Canada, Canadian Life and

Health Insurance Association, and the Insurance Bureau of Canada are discussed in Part |1 of this study. It should be
noted that CLHIA adopted its privacy guidelines much earlier than the other associations, in 1980. The CBA

submitted amodel code of privacy principlesto its membership in 1986, but this early attempt at a privacy code was
rejected by the membership.

% sSeetheBank Act, S.C. 1991, c. 46, sec. 459; Trust and Loans Companies Act, S.C. 1991, c. 45, s. 444; and
Insurance Companies Act, S.C. 1991, c. 47, s. 489.

¥ See: John W. Teolis and Jeffrey S. Graham, Financial Institutions Reform Package: Phase Two / New Banking
Legidation Annotated (Toronto: CCH Canadian, 1991) at 302. The official explanatory notes on the proposed
legidation did not provide much elaboration of the purpose of the sections. For example, in the case of sec. 459 of

the Bank Act, the official notes state simply: “This section provides for regulations governing the use of confidential
customer information. The regulations will be prepared in consultation with the industry and other interested
persons.” See: Government of Canada, Department of FirBardeAct Explanatory Notes (Ottawa: Department of
Finance, Winter 1990) at 55.

“- SeeBank Act, S.C. 1991, c. 46, s. 41Bsurance Business (Banks) Regulations, SOR/92-330, as amended;
Trust and Loans Companies Act, S.C. 1991, c. 45, s. 416; alburance Business (Trust and Loan Companies)
Regulations, SOR/92-331, as amended.

4 Seelnsurance Business (Banks) Regulations, SOR/92-330, ss. 7 and I®isurance Business (Trust and Loan
Companies) Regulations, SOR/92-331, ss. 7 and 8.

2 Guy David and Louise S. Pelly Q.0he Annotated Bank Act 1996 (Toronto: Carswell, 1995) at 296.
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After the 1992 reforms came into effect, the Senate Standing Committee on Banking, Trade and
Commerce (the “Senate Banking Committee”) held hearings to consider whether the federal
government should use the statutory power to make regulations to protect customer information
held by financial institutions. Privacy Commissioner Phillips appeared before the committeein
support of theidea.*® The Senate Banking Committee commissioned David H. Flaherty (then a
professor at the University of Western Ontario with expertise in the area of privacy protection) to
develop draft regulations. The July 1992 draft regulations set out a variety of principles similar
to those in the OECD guidelines.* In particular, they described principles relating to collection
limitation, data quality, purpose specification, use limitation, disclosure of information, security
safeguards, individual participation, accountability, openness, liability and external review. The
draft regulations are notable for their strict limits on the disclosure of personal information, their
requirement that institutions pass corrections to inaccurate personal information to all third
parties who have consulted the record, and their commitment to external review of complaints
about personal information.*® The Senate Banking Committee ultimately concluded in its 1993
report that the federal government should enact regulations. This report stressed the need for
independent review of privacy complaints and recommended the creation of a new financial
sector privacy protection agency to fulfil this function.*

In January 1994, Quebedst respecting the protection of personal information in the private

sector (also known as Bill 68) came into forte The Act applies to a wide range of private

sector entities, including corporations, sole proprietorships, partnerships, organizations and
association&® Various provisions govern the collection, use and transfer of personal

information; the Act also establishes the individual’s right to gain access to personal information
and request a correction where it appears inaccurate. Special provisions apply to lists of names
used for marketing purposes and also to transfers of information about Quebec residents to third

4 standing Senate Committee on Banking, Trade and Commerce, Interim Report on the 1992 Financial

Ingtitutions Legislation (August 1995) at 9.

“ Regulations on the Use by Financial Institution of any Information Supplied to the Financial Institution by its
Customers, Prepared for the Sanding Senate Committee on Banking, Trade and Commerce (Ottawa: Library of

Parliament Research Branch, 30 July 1992).

> On the question of disclosure, Flaherty’s proposals included the following: in general, there should be no
disclosure of personal information without the express, written consent of the customer; banks should notify
customers of legal orders requiring the disclosure of information; all third party requests for customer information
should be in writing and specify the reason for the request; financial institutions should not be permitted to use
personal information for direct marketing purposes without the express, written consent of the customer; in general,
financial institutions should not be permitted to disclose personal information to subsidiaries or affiliated companies;
and personal information disclosed to third parties for the purpose of providing goods or services (e.g., printing
customer cheques) should be protected by contractual terms requiring adherence to the regulations. On the question
of review, Flaherty proposed that the Office of the Superintendent of Financial Institutions would be required to
investigate privacy complaints and would have the power to order banks to address such complaints.

“- " Regulations on the Use by Financial Institution of any Information Supplied to the Financial Institution by its
Customers: Final Report of the Sanding Senate Committee on Banking, Trade and Commerce (Ottawa: Queen’s

Printer, June 1993) at 1 and 3.

4" The Act fleshes out provisions included in the ri@wil Code of Quebec, passed in 1991: S.Q. 1991, c. 64,

articles 35-41.

% See: R.S.Q.c. P-39.1, s. 1 aidil Code of Quebec, article 1525.
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parties outside the province.*® Disputes under the Act are to be resolved by the body responsible

for resolving disputes under Quebec’s public sector access and privacy statute, the Commission

d'acces a l'information. While there is some question about whether the Act’s application to
banks is constitutional, at least one commentator has suggested that it would survive a
constitutional attacR® The Act raised important implications for the country as a whole, since
Canada became “the only country in which the scope of privacy protection in one of its member
jurisdictions exceeds that of the federal governm&nt.”

In the mid-1990s, Privacy Commissioner Phillips called for the fe&enadcy Act to be

extended to the federally regulated private sector. In his 1995 annual report, he wrote that he no
longer supported an approach based on voluntary codes. His reasons included the growth of the
personal information industry, the rapid pace of technological change and the threat to public
sector privacy protection posed by the increasing “interconnectivity between public and private
sector data bases and transmission systémstie commissioner proposed new legislation that
would apply to both the public and private sectors and would create an independent oversight
mechanism.

The Late 1990s: The CSA Code, Further Reforms to Federal Financial Legislation
and Proposals for Federal Privacy Legislation

The late 1990s have seen further developments in the area of privacy. These developments
include the Canadian Standards Association’s model privacy code, reforms to federal financial
legislation that include a broader power to regulate on customer information matters, and recent
federal proposals for privacy legislation applying to the private sector.

In 1996, the Canadian Standards Association (CSA) adopteiddes Code for the Protection of
Personal Information.>® The CSA model code was drafted by a committee of representatives of
business, government and consumer groups. It sets out 10 principles on privacy and the
individual's right of access to information that borrow heavily from the OECD guidelines:

Accountability: An organization is responsible for personal information under its control and shall
designate an individual or individuals who are accountable for the organization’s compliance with the
following principles.

Identifying Purposes: The purposes for which personal information is collected shall be identified by
the organization at or before the time the information is collected.

4 See R.S.Q.c. P-39.1, s. 17 and ss. 22-26.

% See: Etienne Dubreuil, “Quebec Bill 68: Is It Sufficient for the Federal Canadian Financial Institutions Sector?”
in Privacy in Financial Services (Toronto: Canadian Institute, 1994).

1 Colin J. Bennett,mplementing Privacy Codes of Practice (Toronto: Canadian Standards Association, 1995)

at 10.

%2 Privacy Commissioner of Canada, Annual Report 1994-95 (Ottawa: Canada Communications Group, 1995)

at4.

*  The CSA is a non-profit organization that develops standards in areas such as health, safety and environmental
protection.
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Consent: The knowledge and consent of the individual are required for the collection, use or disclosure
of personal information, except where inappropriate.

Limiting Collection: The collection of personal information shall be limited to that which is necessary
for the purposes identified by the organization. Information shall be collected by fair and lawful
means.

Limiting Use, Disclosure and Retention: Personal information shall not be used or disclosed for
purposes other than those for which it was collected, except with the consent of the individual or as
required by law. Persona information shall be retained only as long as necessary for the fulfilment of
those purposes.

Accuracy: Persona information shall be as accurate, complete and up-to-date as necessary for the
purposes for which it is used.

Safeguards: Personal information shall be protected by security safeguards appropriate to the
sensitivity of the information.

Openness: An organization shall make readily available to individuals specific information about its
policies and practices relating to the management of information.

Individual Access: Upon request, an individua shall be informed of the existence, use and disclosure
of hisor her personal information and shall be given access to that information. An individual shall be
able to challenge the accuracy and completeness of the information and have it amended as appropriate.

Challenging Compliance: Anindividual shall be able to address a challenge concerning compliance
with the above principles to the designated individual or individuals accountable for the organization’s

. 54
compliance.

The CSA model code is intended to serve as amodel which may be voluntarily adopted by a
business, after modifications are made to better reflect the particular industry of the business. It
has been recognized as a workable model by the federal Privacy Commissioner and government
officials.™ After the publication of the model code, the industry associations representing banks
and property and casualty insurers revised their model privacy codesto comply with the new
CSA standard.

Alsoin 1996, the federal Department of Finance issued its White Paper on proposed 1997
reforms to the federal legislation governing financia institutions. The White Paper discussed
possible reforms relating to several consumer protection issues including privacy. The paper
stated that the protection of privacy was of utmost importance because new technologies
permitted the easy collection and analysis of personal information.”® While acknowledging the
efforts of the financial services industry to address privacy issues, the paper argued that further
steps were required. It proposed a government regulation that would require financial
institutions to adopt codes of conduct governing the collection, use, retention and disclosure of

- Canadian Standards Association, Model Code for the Protection of Personal Information: A National Sandard
of Canada, CAN/CSA-Q830-96 (Etobicoke, Ont.: CSA, 1996) at ix.
% See, for example, Privacy Commissioner of Canada, Annual Report 1994-95 (Ottawa: Canada Communications
Group, 1995) at 14-15.

Government of Canada, Department of Finance, 1997 Review of Financial Sector Legislation: Proposals for
Changes (Ottawa: Department of Finance, June 1996) at 15.



30 TASK FORCE ON THE FUTURE OF THE CANADIAN FINANCIAL SERVICES SECTOR

information. In addition, the proposed regulation would require financial institutions to

designate senior officials to implement privacy complaints procedures and require financial

institutions to report annually on privacy complaints received and the steps taken to address such
complaints. Observers later argued that the privacy proposals were unnecessary — and harmful to
the reputation of the industry — given the lack of any evidence of a privacy problem in the

financial services sectof.

Both the House of Commons Standing Committee on FindHorige Finance Committee’)

and the Senate Banking Committee rel eased reports that included comments on the privacy

Issues raised in the White Paper. The House Finance Committee report recommended that

government regulations should require financial institutions to provide customers with written
information on their privacy code and details of how customers could make complaints.® As

well, the report recommended that a new federal body — the Consumer Protection Bureau — be
established to hear privacy complaints. Finally, the report recommended that “the issue of
market power that financial institutions derive from the massive amount of data and information
available to them is one that should be considered by the Task PbrEke’ Senate Banking
Committee supported the government recommendations set out in the Whit& Paper.

A further development in 1996 deserves consideration. The federal ministers of Industry and
Justice made a commitment to developing new legislation to protect the privacy of personal
information in the private sector. Industry Canada’s repaifting the Information Society

noted that in order to address public concerns about the misuse of personal information, new
legislation must recognize the individual’s right to privacy in the electronic world. “The right to
privacy must be recognized in law, especially in an electronic world of private databases where it
is all too easy to collect and exploit information about individual citiz€nghe report stated

that the federal ministers of Industry and Justice would consult with the provinces to develop
proposals for a “legislative framework” for the protection of personal data in the private sector.
Later, the Minister of Justice promised that the new privacy legislation would be passed by the
year 20007

In 1997, Parliament passed legislation embodying the proposed privacy reforms set out in the
Department of Finance’s 1996 White Paper. Among other amendments, Bill C-82 added an
expanded regulation-making power to Bank Act, theTrust and Loan Companies Act and the
Insurance Companies Act.®* The new power permitted the government to issue regulations

" See: Owens, Onyshko and Goode, supra, note 24.

% Fourth Report of the House of Commons Standing Committee on Finance, 1997 Review of Financial Sector
Legidation: Proposals for Change (October, 1996) at 3-4.

% Ibid., at 4.

% ganding Senate Committee on Banking, Trade and Commerce, 1997 Financial Institution Reform: Lowering
the Barriersto Foreign Banks (October 1996) at 32.

6. Government of Canada, Department of Industry, Building the Information Society: Moving Canada into the
21st Century (Ottawa: Department of Industry, 1996) at 25.

62 Notesfor An Address by The Honourable Allan Rock, Minister of Justice and Attorney General of Canada, to the
Eighteenth International Conference on Privacy and Data Protection (Ottawa, September 18, 1996).

6 S.C. 1991, c. 46, s. 459 as amended by 1997, c. 15, s. 55; S.C. 1991, c. 45, s. 444 as amended by 1997, c. 15,
s. 385; S.C. 1991, c. 47, s. 489 as amended by 1997, c. 15, s. 263.
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requiring afinancial institution to establish procedures on the collection, retention, use and
disclosure of any information about its customers. The new power also permitted regulations
that required institutions to implement privacy complaint procedures and to make reports to
regulators on the complaints received. It is expected that the government will issue new
regulations under this power as early as the Summer of 1998.

In late 1997, the Ontario Ministry of Health released a proposed Personal Health Information

Act.** The proposed Act would regulate the use of health information by various parties

including the provincial Ministry of Health, hospitals and insurance companies licensed under

the Ontario Insurance Act.*> Such parties would be required to follow privacy principles relating

to the collection, use and disclosure of health information; as well, they would be required to

provide rights of access to an individual's own health information. The insurance industry has
expressed concern that if Ontario and other provinces enacted health information statutes, it
could become subject to statutory privacy duties that varied from province to prévifitee
governments of Manitoba and Alberta have introduced medical information Bills, although the
provisions of these Bills would not appear to apply to insifgrsiowever, insurance

companies have in the past shared information through central agencies such as the Medical
Information Bureau of Massachusetts. Just as credit bureaux are regulated because of the risk
entailed to a consumer if information held about her is inaccurate, it would be appropriate to
regulate the information sharing activities of insurers.

In January 1998, the federal Departments of Industry and Justice issued a discussion paper about
proposed federal privacy legislation for the private séttdrhe discussion paper proposes a

new federal law that would apply across the federally regulated private sector, coupled with new
provincial legislation that would apply to the provincially regulated private sector. The

implication is that the federally regulated financial services sector would fall within the scope of

% Government of Ontario, Ministry of Health, Personal Health Information Protection Act, 1997: Draft for

Consultation (November 1997), available at http://www.gov.on.calhealth. See also: Government of Ontario,

Ministry of Health, Draft Personal Health Information Protection Act, 1997: Overview (November 1997).

% For a list of parties covered, see the definition of “health information custodian” in s. 2 of the draft Act.

% Canadian Life and Health Insurance Association, Privacy and Financial Institutions: Input to Mr. Owens

and Mr. Wright re Task Force Research Project (December 1997) at 6: “There is some concern...about possible
inconsistencies arising as further regulation is developed at the provincial level.”

¢ See: Manitoba'®ersonal Health Information Act, 1997 (Bill 51) and Alberta’sHealth Information Protection

Act, 1997 (Bill 30). In the case of the Manitoba Bill, the definition of a “trustee” of health information provided in

s. 1 suggests that the Bill would not apply to a private sector entity such as an insurance company. In the case of
Alberta Bill, a review of the provisions of the Bill suggests it is aimed at the public and health care entities.
However, the definition of a “custodian” of health information in s. 1 includes “any...corporation or other body that
is designated in the regulations as a custodian.” Thus, insurance companies and others could be added by
regulations. A background paper about the Alberta Bill does not mention plans to add insurance companies: see
http://www.health.gov.ab.ca/whatsnew/releases/protect.htm.

%  Government of Canada, Departments of Industry and JuStie®rotection of Personal Information: Building
Canada’s Information Economy and Soci@tawa: Department of Industry, January 1998), available at
http://strategis.ic.gc.ca/privacy. See also Jeff Sallot, “Ottawa Weaving Tight Web Privacydlale'& Mail,

27 January 1998, at A1 and Al2.
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the new federal privacy law.*® The discussion paper raises a series of questions about the shape
of new legislation and seeks public input on these questions.

The federal discussion paper suggests that the 10 principles from the CSA model code should
form the basis for new legislation. However, it questions whether the language of the principles
Is specific enough for legislation, and whether additional duties not included in the principles
should be considered. The paper raises the issue of the role that privacy codes might play in the
new legisative environment. It notes that approved codes might serve as an aid to interpreting
the legislation or even replace the privacy duties set out in legislation, asin the case of the
legislation of the Netherlands and New Zealand, respectively. On the other hand, it notes that the
new law might simply ignore codes or fail to give them any legal effect. Finally, the paper
discusses various enforcement issues. Here, it suggests a process that would see privacy
complaints taken first to the institution and then, if the individual remains unsatisfied, to a
government review body. It leaves open the question of the identity of the review body,
suggesting that it might be either the regulator responsible for the particular institution or a
general privacy official, such asthe federal Privacy Commissioner.

The discussion paper notes that a national l1aw reform organization known as the Uniform Law
Conference of Canada (ULCC) isin the process of drafting a model privacy law which might

serve as a template for new federal and provincial legislation. The ULCC'’s efforts date back to
1995, when it began discussions on the need for a model law governing the use of personal
information in the private sectdt. In March 1998, lawyers charged with developing the model

law for the ULCC produced a second draft based on the CSA prin€iplse second draft

imposes general duties on private sector organizations, and suggests that detailed procedures for
obtaining consent from individuals and charging individuals fees for access would be set out in
supporting regulations. The second draft gives a privacy commissioner the power to investigate
complaints and make recommendations to the parties. If a complaint was not resolved by this
process, the individual could refer the matter to a privacy tribunal. The tribunal would have the
power to make binding orders, including an order compensating the individual for harm caused
by a contravention of the Act. It is expected that the second draft will be further modified;
ultimately, the proposed draft will be set before the ULCC’s annual meeting in August 1998,
when it may be adopted by the organization’s membership. Assuming that the Model Act is
adopted by the ULCC, it may serve as a model for federal and provincial law reform.

% The Protection of Personal Information, supra, note 68 at 16. The paper mentions the Canadian Bankers

Association 1996 model code as an example of efforts at self-regulation, without making any suggestion that the new

federal law would not apply to banks.

™ For the first ULCC report on the concept of amodel law, see: Denis C. Kratchanov, The Uniform Law

Conference of Canada: Personal Information and the Protection of Privacy (1995), available at

http://www.law.ual berta.ca/alri/ul c/95pro/e95m.htm.

™ Fax from Denis C. Kratchanov, Department of Justice (Canada) to T.S. Onyshko, dated March 5, 1998, with

text of draft Private Sector Protection of Personal Information Act attached.. The first version of the second draft,

which dealt with most of the model law’s provisions except for those relating to enforcement issues, was released in
the Fall of 1997: see Fax from Denis C. Kratchanov to T.S. Onyshko, dated December 15, 1997.
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Public Concern about Privacy and Privacy Complaints

Public Surveys on Privacy

Recent surveys have shown high levels of concern about privacy, although the extent to which
individuals have actually experienced invasion of privacy remains unclear. These surveys also
reveal conflicting evidence as to whether Canadians are confident in the ability of businessto
self-regulate in the area of privacy protection. Three Canadian surveys deserve particular
discussion: the 1992 Ekos Research Associates survey for various parties, the 1995 Louis Harris
& Associates survey for Equifax Canada Inc. and the 1994 survey by consumer groups FNACQ
and PIAC.

Ekos Research Associates 1992 Survey

In 1992, Ekos Research Associates Inc. conducted a survey of 3,000 Canadian households on

behalf of avariety of public and private sector parties.”> The survey found that concern about

privacy was “remarkably high”: 92 per cent of respondents expressed moderate or greater
concern about privacy. There was evidence of particular concern about personal information.
Respondents were asked to indicate how important five different aspects of privacy were to them;
later, the results were ranked based on the number of people who expressed extreme concern
about particular aspects. The ranking placed informational privacy aspects in the second and
third position (i.e., “controlling who gets information” and “controlling what information is
collected”) before aspects relating to privacy at home and at the workplace (i.e., “not being
disturbed at home” and “not being monitored at wofk”).

The Ekos survey also revealed particular concern about financial and health information.
Respondents were asked to rate their level of concern for requests for 10 types of information;
the results were later ranked based on the number of people who expressed extreme concern
about a particular type of information. This ranking showed that the highest levels of concern
existed for information relating to the individual’s financial situation, health records and buying
habits”> However, it is worth noting that the degree of concern in providing personal
information varied depending on the source. Responses about the degree of concern involved in
providing personal information to 13 types of organizations were ranked, with insurance
companies ranking seventh and banks ranking eih@rganizations ranked as involving

higher levels of concern were companies that sell to people at home, survey companies,
telephone companies, retail stores, credit bureaux and television cable companies.

2 Ekos Research Associates Inc., Privacy Revealed: The Canadian Privacy Survey (Ottawa: Ekos Research

Associates, 1993).

 \bid., ati.
" |bid., at 10.
> |bid., at 20.

% |bid.
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When respondents to the Ekos survey were asked to discuss their own experience, 18 per cent

claimed to have experienced a “serious” invasion of priVacihese experiences fell into eight

broad categories, consisting of: physical threats or criminal incidents; nuisances or disturbances;
verbal or psychological harassment; abuse of information, government intrusion or release of
information without consent; incidents involving credit or financial matters; incidents involving
the police; spying or trespass; and incidents involving the workplace. At least some of these
experiences appear to involve issues far from the central concerns of privacy experts. And, as the
study itself noted, a large majority of Canadians had not experienced a serious invasion of
privacy: “This suggests that many people’s concerns are based on other factors. These factors
may include: matters of principle, hypothetical situations, concern about these problems applying
to them or their families in the future, or the experiences of friends and fehily.”

Finally, the Ekos survey found that there was a public desire for action to address privacy
concerns and that “[tlhe strongest support is for an active involvement of government — either on
its own or in partnership with busine<8.”A majority of respondents agreed with statements that
government should pass legislation to ensure that privacy is protected, privacy rules should apply
to both government and business, and government should work with business to develop
guidelines to protect privacy. In contrast, a minority of respondents agreed that they were
confident privacy would not be threatened if business was responsible for regulating itself.

Louis Harris & Associates/Equifax Canada Inc. 1994 Survey

In August and September 1994, Louis Harris & Associates conducted a survey of

1,250 Canadians for Equifax Canada Inc., a major credit reporting cofipahe. survey

found that high levels of concern about privacy existed: 70 per cent of respondents agreed with
the statement that “Consumers have lost all control over how personal information about them is
circulated and used by compani&s.However, in accord with the 1992 Ekos survey, the Harris
survey found that a minority of respondents (22 per cent) had actually experienced an “improper”
invasion of privacy.

The survey provided evidence of public support for certain uses of personal information. There
was strong support for the collection and use of personal information to assess credit risks. Large
majorities of respondents accepted that credit bureaux should collect and provide personal
information for an informed assessment of the risk on bank loans, home mortgages and credit
cards®® The survey also suggested that consumer concern relating to the use of personal
information focused more on the transfer of information outside the institution than the use of

T \bid., at 15.
B |bid.
" |bid., at 28.

The 1994 Louis Harris & Associates survey was afollow up to a 1992 survey for Equifax Canada Inc. by the
same polling organization.

8 The Equifax Canada Report on Consumers and Privacy in the Information Age (Equifax Canada Inc., 1995) at
17.

% lbid., at 43
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information by the institution for anew purpose.®® For example, 79 per cent of respondents
would find it acceptable for a bank to send unsolicited information on mortgage rates to its
customers. However, 69 per cent of respondents would find it unacceptable for a financial
company with which they do business to provide their name and address to an affiliated
Investment company, so that the investment company could mail them an offer for a market
Investment account.

A number of further findings supported industry self-regulation as an answer to privacy concerns.

A majority of 74 per cent of respondents agreed with the statement: “If companies and industry
associations adopt good voluntary privacy policies, that would be better than enacting
government regulatior?® More respondents were concerned about invasion of privacy by the
government than about invasion of privacy by the private s&ctand a majority of

respondents indicated that when choosing a bank or health insurer it would be “very important”
whether the institution had adopted a strong privacy protection policy.

FNACQ/PIAC 1994 Survey

Two public interest groups, Montreal’s Fédération nationale des associations de
consommateurs du Québec and Ottawa’s Public Interest Advocacy Centre, conducted a survey
of 2,000 Canadians in December 1§94The study suggested that, despite the findings of earlier
research, individuals had substantial personal experience of privacy intrusions:

Earlier research had argued that for many Canadians it was vicarious or theoretical
possibility of insidious, hidden invasions which produced highest levels of

concern. This new study clearly documents that many informational privacy
abuses are in fact fairly pervasive, and indeed noticed by individuals. On the

other hand it is quite clear that the level of experience is inversely correlated with
the seriousness of the invasion. In other words, relatively trivial invasions (e.qg.,
“victims” of telemarketing) are ubiquitous, but more threatening forms of privacy
invasions, such as governments selling your health history to an insurance
company or an employer taping your telephone conversations, are relativéfy rare.

The FNACQ/PIAC survey identified several activities with privacy implications which more
than 50 per cent of respondents had experienced or believed they had experienced: uninvited
calls from businesses, being required to provide information about employment status when

% lbid.,, at xiii and 20-22.

®  lbid, at 17.

% lhid., at 18: “When asked which type of invasions of privacy worry them most, 51% of Canadians indicate that
they are most concerned about the activities of government agencies, compared with 37% who are more worried
about the activities of business.”

8  The Equifax Canada Report on Consumers and Privacy in the Information Age (Equifax Canada Inc., 1995) at
19-20.

8 Public Interest Advocacy Centre and Fédération nationale des associations de consommateurs du Québec.
Surveying Boundaries: Canadians and their Personal Information (Ottawa and Montreal: PIAC and FNACQ,

1995).

% lbid,, at x-xi.
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opening a bank account, uninvited calls from charities, businesses monitoring personal

information in order to target market goods and services, and calls from organizations when the
individual had called but not left a message for areturn call.®® Other activities which a

significant number of respondents had experienced or believed they had experienced included
businesses selling personal information, businesses sharing personal information with affiliates,

and charities selling lists of names.*® However, many of these activities — including the most
common (i.e., uninvited business and charity calls) — were viewed as “very serious” by only a
minority of respondents.

On the issue of the manner of privacy protection, the FNACQ/PIAC survey suggested that the
public had a strong preference for government involvement, although there was distrust of both
government and the private sector. Eighty-seven per cent of respondents agreed that the
protection of personal information should be a “priority” of government, although a large
majority also rejected the notion that they should have to pay higher taxes for better privacy
protection™ The survey authors argued that the results of 1994 Harris/Equifax survey
supporting self-regulation could be explained by the fact that the question used there was
qualified (i.e., “If companies and industry associations agopd voluntary policies....”).

Privacy Complaints About Financial Institutions

While the surveys discussed above reveal high levels of concern about privacy, there is little or
no evidence that consumers are experiencing serious privacy problems in their dealings with
financial institutions. There are three main sources of statistics and information about privacy
complaints involving financial institutions: the Quebec access and privacy commission, the
Canadian Banking Ombudsman and individual bank ombudsman, and the insurance industry
associations. All report low levels of complaints about privacy issues.

Quebec Commission

The Commission d’accés a lI'information du Québec is the provincial agency with a mandate to
receive, investigate and resolve complaints under Quebec’s private sector privacy law. In
1995-96, the commission received 151 complaints relating to the private sector as a whole, of
which 13 per cent (or 20 complaints) related to financial institutions and 14 per cent (or

21 complaints) related to insurance compaffiemformation about the nature of complaints to

the Quebec commission suggests that they deal with cases in two main categories: those

% Ibid., at 6.

% |bid., at 6. Twenty-five to 39 per cent of respondents indicated that they had experienced, or believed they had
experienced, these activities.

8 Public Interest Advocacy Centre and Federation nationale des associations de consommateurs du Quebec.

Surveying Boundaries: Canadians and their Personal Information (Ottawa and Montreal: PIAC and FNACQ, 1995)

at 36-37.

% Commission d’'accés a I'information du Québei privée et transparence administrative au tournant du siécle
(Juin 1997) at 1.3.3 and Graphique 10, available at http://www.cai.gouv.qc.ca/sunsetl.htmk. The paper does not

discuss the commission’s definition of a “financial institution,” which apparently does not include an insurance
company.
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involving the collection or disclosure of information without consent, and those involving the
wording of forms obtaining individual consent.*®

As an example of acomplaint in the first category, one bank was alleged to have gathered

information about a woman who applied for a car loan, including information about her alimony
payments and rent, and then provided this information to her employer. The commission found

that the complaint was justified as the form did not provide proper consent to the disclosure, and
ordered the bank to take corrective measures. In another case, atrust company revealed that the
complainant had three G.I.C.s in particular amounts to the complainant’s wife. The trust
company was closing the particular branch and wanted to provide notice to the complainant.
Although there was no bad faith on the part of the trust company, there was a violation of the
Quebec Act when the trust company disclosed information to a third party. And in a case
involving a caisse populaire, the commission found that the institution had disclosed the
complainant’'s bankbook to a lawyer after the lawyer issued a subpoena referring to the
information. The commission noted that the lawyer did not have the power to compel disclosure,
and that the institution should have appeared before the tribunal with the information. Other
example cases involved situations where financial institutions ran credit checks without proper
consent or revealed confidential information to the ex-wife of the complainant or anothéf party.

As an example of a complaint in the second category, a consumer group filed a complaint against
an insurance company based on the wording of the consent form which an insured would sign to
claim payment of medical expenses. The form authorized every doctor, hospital, clinic or
government institution to provide the insurer with any information requested on the medical
history of the patient. The commission found that there was no need for the insurer to have
access to all the claimant’s medical records in order to process a particular claim. The insurer
was ordered to revise the form. In another case of this type, the complainant wished to make a
claim on his insurance policy and was required to sign a form allowing the insurance company to
gather and communicate any personal information concerning the complainant. The commission
ruled that the claim form was too broad to provide proper consent, and the insurer was ordered to
redraft the form. And in another case, the complainant challenged a bank policy that required a
new customer to produce three pieces of identification in the form of a social insurance number,
a health card and a credit card. The commission ruled that the complaint was partially justified:

% Thefollowing discussion of complaints to the Quebec commission is based on materials about complaint

investigations and decisions provided by the Commission d’accés a I'information du Québec to the authors of the
study in December 1997. See: Letter to Bar&er from Christiane Cliche of the Commission d’accés a

l'information du Québec of December 9, 1997. A representative of the commission indicated that the material could
be published in this study.

% For example, a complainant alleged that a bank had revealed confidential information to his ex-wife (i.e., his
bank account balance) which caused him serious problems. The commission found that there was a violation of the
Quebec Act and that the bank must take measures to ensure a similar situation would not occur in the future. In
another case, the complainant had received confidential information from a bank about another party, presumably by
mistake. After being informed of the incident, the bank took appropriate measures to ensure the situation would not
occur again. And in other cases, a caisse populaire and an insurance company failed to obtain proper consent before
running credit cheques on individuals. The insurance company alleged that the individual had given oral consent,
which the individual disputed. However, the commission noted that in cases of doubt the onus was on the institution
to show that proper consent had been obtained.
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although the bank could ask for identification, it could not demand that specific pieces of
identification be produced.

The Canadian Banking Ombudsman and Internal Bank Ombudsmen

The office of the Canadian Banking Ombudsman (the “Ombudsman”) was established by the

banking industry in 1996. The Ombudsman'’s office is funded by major banks operating in
Canada, and responsible to a board of directors consisting of five bankers and five independent
directors® Originally, the Ombudsman’s mandate was the resolution of complaints from small
businesses; however, the mandate was expanded to include the resolution of complaints from
individuals, which have been accepted since March 1997. The Ombudsman may investigate a
consumer complaint against a participating bank if the consumer has used the bank’s internal
complaint procedure and remains unsatisfied. After an investigation, the Ombudsman may issue
a non-binding recommendation to the bank. Statistics about the level and nature of consumer
complaints to the Ombudsman'’s office were released in July*$9%fey show that in the first

five months of accepting consumer complaints, the Ombudsman received 198 such complaints.
Of these only two complaints — or 1 per cent of the total — related to privacy issues.

One of these privacy complaints to the Canadian Banking Ombudsman involved the following
situation?” Mr. X had applied to establish a line of credit at a branch where he and his wife,

Ms. X, had a joint mortgage and joint bank account. Ms. X did not provide consent to the bank
to obtain a credit report on her; however, the bank later showed a credit report about Ms. X to
Mr. X. Ms. X. later complained that her privacy had been violated. The bank defended its
actions saying that since other bank transactions had been joint, it presumed the application for a
line of credit was joint as well. The Canadian Banking Ombudsman investigated the incident
and determined that the bank had breached its own policies and several of the privacy principles
in the Canadian Bankers Association model code. The breaches included showing a credit report
to a third party outside the bank and relying on a 10-year old consent to obtain a credit report.
The complaint was resolved when the bank paid Ms. X. $4,000 for expenses and lost wages
relating to her year-long effort to get the bank to acknowledge her privacy had been violated.

The other privacy complaint involved a telephone application for an RRSP|d&re bank
representative asked the customer the name of his employer but did not obtain permission to
contact the employer. The bank later contacted the customer’'s employer, and defended itself by
claiming that the customer should have known that verification of employment was part of the
lending process. The Canadian Banking Ombudsman concluded that the bank violated its own

% Canadian Banking Ombudsman, 1996 Annual Report; and Canadian Banking Ombudsman, Submission to the

Task Force on the Future of the Canadian Financial Services Sector (North Y ork: October 1997).
% Canadian Banking Ombudsman, Report for the Nine Months ended July 31, 1997 (1997).
% Canadian Banking Ombudsman, “Privacy Case Summary” (November 17, 1997), a short document provided by
the Ombudsman to authors of this study which summarizes personal privacy cases resolved to date. The
Ombudsman indicated to the authors of this study that material about the privacy cases could be published in this
9sstudy as long as the parties were identified in an anonymous fashion (i.e., Mr. X and Ms. X).

Ibid.
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policy of obtaining customer consent; the complaint was resolved when the bank paid the
customer $500 for the privacy breach.

The Canadian Banking Ombudsman office also keeps statistics on the complaints received by

internal bank ombudsmen and complaint officials. Most banks have now appointed ombudsmen

or officials within the institution to investigate and resolve consumer complaints. These internal
ombudsmen and officials resolve the large majority of complaints, given the relatively small

number of complaints made to the Ombudsman. In July 1997, the Ombudsman'’s office released
figures about complaints received by the 11 participating banksthe five-month period of

the report, participating banks received 1,626 consumer complaints but only 1 per cent of the
complaints related to privacy and confidentiality. Interviews by the authors of this study with
several of the internal ombudsmen and officials confirmed that individual institutions are
receiving a very low number of privacy complaints, generally in the range of one to a few per
cent of all complaint® All but a negligible number were quickly resolved to the satisfaction of
the customer.

Insurance Industry Associations

Finally, the Canadian Life and Health Insurance Association Inc. and the Insurance Bureau of
Canada run information centres which accept calls from consumers with questions about life and
health insurance issues. Statistics about customer calls to these information centres show that
only a small percentage relates to privacy. In the case of the CLHIA, of the 75,000 phone calls
received in 1996, only 15 calls were identified as relating to privacy con¢ertBome increase

in this number has been noted in recent years, perhaps arising from a general increase in
awareness about privacy and increased publicity in this area, but the number of enquiries
remains at a very modest level,” the association has n6tdd.the case of the IBC, of the

113,000 consumer enquiries received by the IBC’s five regional consumer information centres in
1997, only 342 related to privacy issu&.In general, these calls related to matters such as the
right of an insurer to obtain a motor vehicle record, to obtain a previous accident history or to
undertake surveillance of the insured when a claim for bodily injury has been made.

Significance of the Data

The foregoing sets out in some detail the types of complaints concerning privacy that are
received; two observations should be considered here. First, the number of complaints, as

% See Canadian Banking Ombudsman, supra, note 96.

1% I the Fall of 1997, we contacted bank ombudsmen or complaint officials at the following institutions: Canadian
Imperial Bank of Commerce, Toronto-Dominion Bank, Canadian Western Bank, Bank of Nova Scotia, Laurentian
Bank of Canada, Hongkong Bank of Canada, Citibank Canada, Bank of Montreal, National Bank of Canada, Amex
Bank of Canada and Royal Bank. R.C. Owensand T.S. Onyshko met with, received phone calls from or received
correspondence from most of these officials.
101 Canadian Life and Health Insurance Association Inc., Privacy and Financial Institutions: Input to Mr. Owens
%rzld Mr. Wright re Task Force Research Project (December 1997) at 5.

Ibid.
103 Fax sent by Steven Lingard of the Insurance Bureau of Canadato T.S. Onyshko on May 22, 1998.
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mentioned above, is extremely small compared to the number of transactions with individuals
that such institutions engaged in on aregular basis. Large financia institutions have tens of
thousands of employees and conduct hundreds of millions of customer transactions during a year.
The relatively small number of complaints could be explained in part by the fact that individuals
are not aware of the treatment of their personal information or of the correct body to which to
make acomplaint. But the negligible level of complaints compared to the numbers of
transactions suggests that customers remain relatively satisfied with the manner in which privacy
Issues are addressed by financia institutions. Second, the particular complaints that have been
made relate to incidents under varied and unique circumstances, which, while they may be of
individual concern, do not support any reasonable conclusion of the widespread systemic failure
of the existing forms of privacy protection.

One further note of caution is appropriate here. In compiling this study, we have spoken to
industry participants, members of industry and consumer associations, reviewed documents on
privacy and the financial services sector and considered anecdotal evidence relating to privacy
issues. We have made every effort to properly document our observations and conclusions, but
our empirical research necessarily has been limited by the reasonable deadlines and financial
constraints imposed on the preparation of this study. While appropriate to our conclusions, our
research is not meant to be presented as a comprehensive and statistically reliable consumer
satisfaction survey.

Features of the Financial Services Sector in Canada

Before ending this introduction, it is necessary to discuss five characteristics of the financial
services sector in Canada that have an impact on privacy issues. These characteristics provide
important background to the observations and conclusions made in this study.

First, most financia institutions regulated by the federal government provide services across

Canada. In generd, these institutions may be regulated by the provinces and so will be affected

by provincial laws; only banks are to alimited extent exempt from the application of provincial
laws.*® Financial services providers operating in Quebec may be bound by Quebec’s privacy
legislation relating to the private sectdt. Likewise, insurers operating in Ontario would be
bound by any future statute in that province which protects the privacy of medical information.
Thus, there is the potential that a national institution will be caught in a patchwork of different
provincial laws that set out different privacy standards. The situation becomes much worse if
different provinces adopt conflicting or incompatible standards. In an ideal world, privacy
regulation (actually, all regulation) for national financial services providers should be consistent
across the country.

104 For afurther discussion of the provincial regulation of financial institutions and the exclusive federal jurisdiction
over banks, see: Peter W. Hogg, Constitutional Law of Canada, Looseleaf edition, volume 1 (Scarborough, Ont.:
Carswell, updated to 1997) at pp. 24-1ff.

105 See for example, Dubreuil, supra, note 50.
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Second, privacy has been a part of the tradition of service offered by banks, trust companies,
credit unions and insurers. In general, people feel comfortable providing details of their finances,
income and health to financial institutions because they understand that such institutions can be
trusted to keep information confidential. The culture of confidentiality that exists within these
Institutions has been bolstered by the common law’s recognition that banks owe an implied duty
of confidence.™®® Furthermore, afinancial institution would have little to gain and much to lose
by disclosing sensitive personal information to others. If these disclosures became public
knowledge, customers would avoid the offending institution and seek out others which could be
better trusted.

Third, the Canadian financial services sector has become increasingly competitive, in large part
because of past reformsto the federal legislation governing financial institutions. In this
competitive environment, financial institutions could be expected to address concerns about
privacy as a means of attracting new customers and ensuring that existing customers remain
loyal.

Fourth, Canadian financial services providers have made significant efforts to address privacy
concerns. Theinsurance industry was one of the first to adopt industry codes to protect privacy

in the early 1980s. More recently, banks and trust companies have adopted industry association

privacy codes, in part in response to pressure from federal regulators. These codes generally

follow the principles set out in the OECD guidelines and the CSA model code. In addition, the
banking industry has established an ombudsman system to handle complaints about privacy and

other matters. Customers unsatisfied by a particular bank’s efforts to resolve a complaint may
take the complaint to the office of the Canadian Banking Ombudsman. Particular codes may
have shortcomings, and there are questions about the availability of the codes of some
institutions to members of the public. However, these concerns should not obscure the fact that
much progress has been made.

Fifth, there is a lack of hard evidence to suggest that privacy complaints are common in the
financial services sector. For example, the statistics compiled by the Canadian Banking
Ombudsman (and discussed at more length elsewhere in this Part) suggest that privacy
complaints amount to about 1 per cent of all complaints rec&(e@iven the lack of evidence
of any widespread problem, legislators should be cautious when imposing new regulation.

The above characteristics suggest that policy makers should not rush to adopt new privacy
legislation or regulation. In particular, there should be reasonable sensitivity to the costs that
may be involved in new privacy measures. These costs include the costs of the financial
institutions of complying with regulation (e.g., the costs of hiring and training additional
personnel, printing costs, mailing costs, etc.) and the costs to the taxpayer of establishing a new
system of regulation (e.g., the cost of assigning regulators to privacy matters).

196 For further discussion of the common law implied duty of confidentiality, see Part Il under the heading “The
Implied Contractual Duty of Privacy”.

197" For further discussion of these statistics see this Part | under the heading “Public Concern About Privacy and
Privacy Complaints”.
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Such costs will not cause an institution to fail and, in some instances, will overlap with costs that
areasonably prudent business would have had to incur to protect its customer data. But while
these costs may not be material, they are significant in the sense that they represent a meaningful
number of dollars. Thus, as ageneral approach, new privacy measures should be measured
against both existing measures for privacy protection and the need for additional intervention.
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ll. Existing Privacy Protection

Introduction

Part 11 examines existing forms of privacy protection. The Part begins with areview of the way

that common law and equity protect various aspects of privacy, as well astheir shortcomings. It

then discusses the banker’s implied contractual duty of privacy, which was recognized in the
seminal English case @burnier v. National Provincial & Union Bank of England. Next, the

Part considers the protection that existing federal and provincial legislation affords privacy. It
reviews various provisions in federal laws governing banks, insurance companies, trust
companies and credit associations and provincial laws that affect financial services providers and
credit bureaux. It also reviews the provisions of Quebec’séspecting the protection of

personal information in the private sector, which represents Canada’s first data protection statute
applying to the private sector as a whole. Part Il concludes with a lengthy review of the model
privacy codes adopted by the industry associations for banks, trust companies and insurance
companies and the model privacy code under consideration by the industry association for credit
unions.

An Overview of Privacy at Common Law and Equity

No Canadian jurisdiction with the exception of Quebec has a general data protection statute
which applies to the private sector. Individuals outside Quebec seeking a remedy for a perceived
misuse of personal information must look to the common law or equity, a sector-specific federal
or provincial statutory provision that relates to privacy matters, or the institution’s own privacy
code. This section briefly reviews certain relevant common law and equitable actions that
protect aspects of priva¢§’ The application of contract law will be discussed in detail later in

this Part, as well as specific federal and provincial statutory provisions, the Quebec privacy
legislation and financial industry privacy codes.

The relevant torts and equitable actions may be broken down into two general categories: first,
actions relating to intrusion into the individual’s private life and, second, actions relating to the
disclosure or use of personal information. Actions in the first category include trespass, nuisance
and invasion of privacy, while actions in the second category include defamation, negligence, the
rule inRylands v. Fletcher, breach of confidence, and breach of fiduciary duty. However, when a
contract forms the basis of the relationship between the parties, its provisions may restrict the
ability of the parties to sue based on tort law or equity. As well, the implied contract between the
parties has allowed courts to imply a legal duty of confidentiality into the relationship between

the customer and his or her financial institution. As a result, contract law is particularly

important in the context of the financial services industry.

108 Please note that this section uses some materia that first appeared in: Thomas Steven Onyshko, Informational
Privacy and the Law in Canada, A Master of Laws Thesis (University of Toronto, Faculty of Law, Fall 1995).
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Actions Relating to Intrusion

The tort of trespass is committed when there is physical interference with the individual’s person,
property or land. Historically, some cases have applied trespass to protect the plaintiff's privacy
interest. For example, Bheen v. Clegg'® andGrieg v. Grieg,*'° courts found that the

defendants had committed trespass when they installed microphones in the homes of the
plaintiffs. On the other hand, the taking of photographs by aerial surveillance has been found not
to involve trespass, since there is no physical interference with th&tahdthe context of

financial institutions, if bank were to sift through an individual’s safety deposit box without his

or her permission, this might well constitute tresg&sdn addition, one Ontario case suggests

that the mailing of unsolicited marketing materials may amount to trespass when the material is
physically delivered to the individual’'s horlfé. However, this decision appears to fall outside

the traditional scope of the tort.

The tort of nuisance protects the plaintiff’'s enjoyment or use of land. Traditionally, the action
has been applied to recurrent intrusions, such as noises, smells and vibrations, which
substantially and unreasonably interfere with the plaintiff’'s enjoyment of land. However, the
Alberta Court of Appeal has held that harassment by telephone may be a nuisance if taken to an
extreme. IViotherwell v. Motherwell,"** the court held that the tort was made out when the
defendant made as many as 30 calls within the space of one hour to the plaintiff's home.
Arguably, a telephone marketing campaign involving repeated phone calls might amount to
nuisance.

The tort of invasion of privacy has been recognized in Ontario but is not well defined. The
Ontario County Court first recognized the torSatconev. Orr,**®> when it awarded damages for
the defendant’s public use of a tape recording of a private conversation with the plaintiff. The

1% Unreported. A description of the case appeared in the Daily Telegraph on June 22, 1961. See: Burns,

“The Law and Privacy: The Canadian Experience” (1976} &adian Bar Review 1 at 13 footnote 85.

10 11966] V.R. 376 (S.C.).

11 Bernstein of Leigh v. Skyviews & General Ltd., [1978] 1 Q.B. 479. See alstalone v. Commissioner of Police

(No. 2), [1979] 2 All E.R. 620 (Ch.D.), where the court found that government wiretapping of theffdainti

telephone did not amount to trespass because it did not involve any act which physically intruded into the plaintiff's
premises.

12 1t is unlikely that the institution’s unauthorized use of personal information would be viewed as trespass on the
individual's property. In order to show trespass, the customer would have to prove some proprietary interest in the
personal information held by the bank and also spimgsical interference with his person or property.

13 |n Allan Mather v. Columbia House, an unreported case decided Augustd®2 by the Ontario Court (General
Division), the plaintiff brought an action in contract against direct marketer Columbia House in an effort to get
Columbia House to stop sending mail to his house. The plaintiff had repeatedly requested that he be removed from
its mailing list but was unsuccessful. The court found that Columbia House had a duty not to forward junk mail to
persons who specifically request that it not be done. In arriving at this conclusion the court made reference to the
fact that Columbia House belonged to a national association and subscribed to a code of ethics that required them to
delete names when requested to do so. The court held Columbia House liable for trespass and awarded the plaintiff
general and punitive damages. The case is interesting for the court's willingness to stretch legal reasoning to find a
remedy for a deeply annoyed homeowner, and for its suggestion that a voluntary code could be given legal effect.
14 11976] 6 W.W.R. 550, 1 A.R. 47, 73 D.L.R. (3d) 62 (C.A.).

115 (1981), 34 O.R. (2d) 317.
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tort was confirmed by two later decisions by Justice Mandel of the Ontario District Court and the

Ontario Court (General Division).™® In Palad v. Pantaleon,™" Justice Mandel awarded $2,500

for invasion of privacy in acase where a creditor had harassed a debtor by frequent phone calls

and by appearing in the debtor's home and workplac®otmv. Roth,*® the judge awarded

$25,000 for mental distress as a result of invasion of privacy and $5,000 in exemplary damages.
One of the defendants in the case had assaulted one of the plaintiffs, removed articles from the
plaintiffs' cottage and locked a gate leading to an access road to the cottage.

It is possible (but unlikely) that the privacy tort established by the Ontario decisions would apply
to the collection and use of personal information. In theory, one might argue that the collection
of personal information and use of information amounted to an invasion of privacy, particularly
where the information was later used without the individual’'s knowledge or consent. But the
Ontario cases have, in general, involved situations with an element of physical intrusion: for
example, where the defendant physically invaded the privacy of the plaintiff's home, cottage or
workplace. It is unclear whether the privacy tort is broad enough to apply to information. In the
United States, where privacy jurisprudence is much better developed, the dedByeriv.

American Express,'® suggests that the U.S. tort of invasion of seclusion will not apply to the use
of customer purchase information.

Actions Relating to the Disclosure or Use of Personal Information

The tort of defamation may provide a remedy if the defendant publishes (i.e., communicates to
one or more other persons) confidential information about the plaintiff which is negative and
wrong. To be considered defamatory, the statement must expose the plaintiff to hatred, contempt
or ridicule, or tend to lower him or her in the eyes of reasonable members of §ciety.

Defamation will only apply when the statement itself was false; thus, it will be available only
when the defendant’s conduct involved a mistake or some misconduct, and never when sensitive
but true information is disclosed to a third party.Gitiett v. Nissen,** the plaintiff sued his

former employer after the former employer (falsely) told a potential new employer that the

plaintiff had been dismissed for dishonesty. Similarly, an individual might sue a financial
institution for releasing false credit information that reflected poorly on him or her. As an
example, irCossette v. Dun,*? the Supreme Court of Canada ruled that a Quebec company was

18 For further discussion of the development of the tort of invasion of privacy, see: lan Lawson, Privacy and Free
Enterprise: The Legal Protection of Personal Information in the Private Sector (Ottawa: Public Interest Advocacy
Centre, 1992) at 226ff.

17 (14 June 1989), Ontario District Court, Action No. 266930/86 (unreported).

118 (1991), 4 O.R. (3d) 740 (O.C.G.D.).

19 652 N.E. 2d 1351 (1995, I1l. App. Ct.). In Dwyer, several American Express cardholders claimed that the
company'’s practice of selling information about consumer purchases amounted to invasion of seclusion. Thelllinois
Court of Appedls dismissed the action. The court noted that use of the credit card was voluntary and that the company’s
practice resembled the sale of magazine subscription lists, which had been upheld by other U.S. case law.

120 For ageneral discussion on the law of defamation, see Raymond E. Brown, The Law of Defamation in Canada,
vol. | (Toronto: Carswell, 1994) at 1-16.1ff.

121 (1976), 58 D.L.R. (3d) 104 (Alta. S.C.).

122 (1891), 18 SC.R. 22.
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liable for damages for afalse credit report that brought the plaintiff to the brink of financial
- 123
ruin.

Therulein Rylands v. Fletcher provides aremedy for harm caused by the release of certain

dangerous or noxious substances. In Rylands v. Fletcher'?*, the House of Lords found that the

defendant factory owner was strictly liable when areservoir maintained on its property burst into

the plaintiff’'s neighbouring coal mine causing damage to the plaintiff's property. The English
courts imposed strict liability on the principle that a “person who for his own purposes brings
onto his own lands and collects and keeps there anything likely to do mischief if it escapes, must
keep it at his peril, and, if he does not do so, is prima facie answerable for all the damage which
is the natural consequence of its escafie S3ome Canadian observers have argued that the rule
in Rylands v. Fletcher might apply to databases of sensitive information, so that the controller of
the database would be strictly liable for the harm caused by unauthorized use or disclosure of
such informatiort” Thus, an individual harmed by the unauthorized release of financial
information from the data bank of a financial institution might sue based on this rule. However,
it is unclear whether the rule could be stretched so far from its roots that it would cover personal
information stored in databanks. Case law under the rule has dealt with the escape of physical
objects, fire and vibrations; it might be difficult to argue that the escape of something as
intangible as information should be treated in the same way.

The equitable action of breach of confidence may provide a remedy for the unauthorized use or
disclosure of the plaintiff's information. The action applies when three requirements are met:
first, the information must have the necessary character of confidentiality; second,
communication of the information must occur in circumstances giving rise to an obligation of
confidence; and, third, there must be mis-use or unauthorized use of the inforifatton.

appears that both common law and equitable remedies will be available to the successful
plaintiff.® The main Canadian cases to date have involved commercial inforrfation,a

handful of English cases have used the action to protect types of personal information. For

122 Mr. Justice Ritchie of the court stressed the need for reporting companies to make reasonable efforts to ascertain
the truth of credit information, given that individuals had no right of access to their own files. (The case was decided

in 1891, long before provincial credit reporting laws which give individuals aright of access to their own

information.) However, Cossette v. Dun was decided under the principle of tortious liability set out in the Quebec

Civil Code, so that the court did not consider general common law principles relating to defamation.

124 (1866) L.R. 1 Ex 265,fad (1868) L.R. 3 H.L. 330.

125 (1866) L.R. 1 Ex 265 at 279-280. Recently, the House of Lords confirmed that the foreseeability principle
applied to the rule so that the defendant will not be liable for the spill of material which was not known to be
hazardous at the time of the splambridge Water Company v. Eastern Counties Leather, [1994] 1 All E.R. 53.

126 gee: Dale Gibson, “Regulating the Personal Reporting Industrgpets of Privacy Law: Essaysin Honour

of John M. Sharp, ed. by Dale Gibson (Toronto: Butterworths, 1980) 111 at 127; and Chris Dockrill, “Computer
Data Banks and Personal Information: Protection Against Negligent Disclosure,” (1988)hblisie Law Journal

546 at 564-566.

127 gee: Mistrale Goudreau, “Protecting Ideas and Information in Common Law Canada and Quebec,” (1994) 8
Intellectual Property Journal 189 at 192.

128 gSee, for example, Mr. Justice Sopinka’s commenitg\® Minerals v. International Corona Resources Ltd.,
[1989] 2 S.C.R. 574 at 615.

129 | AC Minerals . International Corona ResourcesLtd., [1989] 2 S.C.R. 574?harand Ski Corporation v.

Alberta (1991), 7 C.C.L.T. 225 (Alta. Q.B.).
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example, in Duchess of Argyll v. Duke of Argyll,"* the court issued an injunction to prevent the
Duke of Argyll from publishing confidences of hisformer Duchess although she had since
divorced him. Andin X. v. Y.,"*" the court issued an injunction to prevent a newspaper from
publishing the names of two doctors who had contracted AIDS. If afinancial institution
proposed to make some unauthorized use of personal information, an action for breach of
confidence might be available depending on the nature of the information and the circumstances
under which it was communicated to the institution.

Finally, the equitable action of breach of fiduciary duty may prevent the unauthorized use of
information in certain relationships. In general, fiduciary duties apply to the dominant party in a
relationship with a special element of trust or authority, such as the relationship between solicitor
and client or doctor and patient."** In addition, courts have been willing to impose duties on
parties outside the traditional trust relationships, based on the particular facts of the case.*®
Fiduciary duties require the fiduciary to act with good faith towards the beneficiary; as aresult,
the fiduciary is prohibited from using information communicated within the relationship for an
unauthorized purpose. It is possible that, in certain circumstances, a bank, insurer, trust
company, or credit union will be recognized as being in afiduciary relationship with an
individual.

Contract Law

Contract law provides a double-edged sword that may be wielded both to protect and diminish

privacy interests. On the one hand, express or implied terms in the contract may protect the
confidentiality of information and the customer’s privacy interest. On the other hand, the express
terms of a contract may limit the scope of privacy protection that a customer would otherwise
enjoy.

Contract law is particularly important in the case of financial institutions. Based on the English
Court of Appeal’s decision ifiournier,™** courts have recognized that a duty of confidentiality
should be an implied term of the contract between the banker and the customer. This implied
duty of confidentiality may place important limits on the activities of the financial institution,
unless it is modified by express contractual terms. In addition, it is possible that the terms of an

130 11967], Ch.D. 302.

131 11988], 2 All E.R. 648.

%2 For ageneral discussion of the law of fiduciary duties, see: Special Lectures of the Law Society of Upper

Canada, 1991: Fiduciary Duties (Toronto: Richard De Boo, 1991).

13 The general test that has been adopted by various members of the Supreme Court of Canada was first proposed

by Madam Justice Wilson in Frame v. Smith, [1987] 2 S.C.R. 99 at 135-136. Thistest suggests that fiduciary

obligations will be imposed on parties in relationships that possess three general characteristics: “(1) The fiduciary
has scope for the exercise of some discretion or power. (2) The fiduciary can unilaterally exercise that power or
discretion so as to affect the fiduciary’s legal or practical interests. (3) The beneficiary is particularly vulnerable to or
at the mercy of the fiduciary holding the discretion or power.” B&€:Mineralsv. International Corona

Resources Ltd., [1989] 2 S.C.R. 574 at 599, per Sopinka J. Note, however, that judges have stressed that fiduciary
duties will be imposed in a flexible fashion and that a relationship may be fiduciary for some purposes and not for
others. Sed:AC Mineralsv. International Corona Resources Ltd., [1989] 2 S.C.R. 574 at 648, per La Forest, J.

134 11924], 1 K.B. 461 (C.A)).
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institution’s privacy code form an implied part of the customer’s contract with the institution, so
that a breach of the privacy code may be a breach of the contractTo{(Fheer case and the
possibility that privacy code terms will be implied into the customer’s contract will be discussed
in more detail below’}®

However, contracts between financial institutions and their customers usually include provisions
which effect consent, as required by privacy codes, to certain uses of personal information. Such
terms usually take the form of a list of third parties from whom the institution may gather
personal information about the individual, or a list of third parties to whom the institution may
provide personal information about the individual. In some cases, these provisions appear
excessively broad. It is worth examining provisions that appear in the form used to open
accounts with several banks. (The reference to bank forms is convenient and illustrative, but we
do not mean to single out the banks; similar provisions appear in contracts with insurers, trust
and security dealers.) The Bank of Nova Scotia application for deposit services states on its
back:

Scotiabank collectsinformation from you for the purposes of establishing and maintaining a
relationship, offering and providing products and services, rendering credit decisions, marketing
services, complying with the law, protecting your and the Bank’s interests and for any other
compatible purpose.

By signing on the front of this Application, you confirm that the information you have given is true
and complete. You authorize us to give to, obtain, verify, share and exchange credit and other
information about you with others, including credit bureaux and any subsidiary of the Bank as well
as any other person with whom you have financial dealings or as may be otherwise permitted or
required by law. You also authorize any person whom we contact in this regard to provide such
information. You authorize us to send you information about products of the Bank and its
subsidiaries and agree that we may use the information about you for marketing purposes after the

relationship created by this agreement has endet®

The Canadian Imperial Bank of Commerce account and services application form states above
the signature line:

You may, from time to time, give any credit and other information about me, including any
information on this form, to, and receive such information from, any: (a) credit bureau or reporting
agency; (b) person with whom | may have or propose to have financial dealings; and (c) person in
connection with any dealings | have or propose to have with you. | agree that you may use that
information to establish and maintain my relationship with you, and to offer me any services from

time to time, as permitted by law™>’

135 For further discussion of Tournier and privacy codes, see the discussion in this Part || under the heading

The Implied Contractual Duty of Privacy.

1% Bank of Nova Scotia, Application for Deposit Services (Form), apparently dated “9/96” and obtained from
Scotiabank branch in downtown Toronto in Fall 1997. It should be noted that the form refEesdanal Banking
Agreement Booklet; a review of the booklet confirms that it does not contain additional provisions that affect
privacy.

137 Canadian Imperial Bank of Commer&&grsonal Account and Services Application — Account Information
(Form), apparently dated “95/08” and obtained from a branch of the CIBC in downtown Toronto in Fall 1997.
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The Toronto Dominion-Bank financial services agreement form states above the signature line:

You authorize usto obtain credit or other information about you, to the extent permitted by
law. We can give other credit grantorsand credit bureausinformation about your

application and your credit experience with us. %8

Royal Bank’s application for a personal deposit account states on the second page of the form
above the signature line:

You may collect credit and other financially-related information about me (“Information”)
from me, from service arrangements | have made with or through you, from credit bureaux
and other financial institutions, and from references | have provided to you. You may give
Information to credit bureaux and other financial institutions and, with my consent, to other
parties. You may also use Information to determine my financial situation and keep it in

your records so long as it is needed for the purposes described abdve

In addition, a Royal Bank client agreement form associated with the application form contains
detailed provisions on the collection and use of personal information:

From time to time,

@) You may collect credit and other financially-related information about me
(“Information”) from me, from service arrangements | have made with or through
you, from credit bureaux and from other financial institutions, and from references
| have provided to you;

(b) You may use Information as follows:

() You may give it to credit bureaux and other financial institutions and, with
my consent, to other parties,

(ii) You may use it to determine my financial situation,
(iii) You may use it for any purpose related to the provision to me of services |
request from you. You may also give it to anyone who works with or for

you, but only as needed for the provision of those services,

(iv) You may use my social insurance number for income tax reporting
purposes if | have given that number to you; and

(c) You may also use information for the following purposes:

() You may use it to promote your services to me. You may also add it to client
lists you prepare and use for this purpose,

(i) You may share it with other members of Royal Bank Financial Group (where
the law allows this) so that they may promote their services to me, and

138 Toronto-Dominion Bank, Financial Services Agreement (Form), apparently dated “6-95” and obtained from a
branch of the TD Bank in downtown Toronto in Fall 1997.
139 Royal BankApplication for Personal Deposit Account (Form), apparently dated “10-1997” and obtained from
a branch of Royal Bank in downtown Toronto in Fall 1997.
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(i) You may also use my social insurance number asan aid to identify me with
credit bureaux and other financial institutionsfor credit history file matching
pur poses.

I may tell you to stop using Information in the ways described in (c) at any time by
contacting my branch or by calling you toll-free at 1-800 ROYAL 9-9.

Y ou acknowledge that the use of I nformation in the ways described in (c) isat my option and
that | will not berefused credit or other servicesjust because | havetold you to stop using it
in those ways.

For the purposes of (c)(ii), other members of Royal Bank Financial Group include your
affiliates which are engaged in the business of providing any one or mor e of the following
servicesto the public in Canada: deposits, loans and other personal financial services; credit,
charge and payment card services; trust and custodial services; securities and brokerage
Services; insurance services.

If 1 am nolonger your client or this Agreement terminates, you may keep information in
your recordsso long asit isneeded for the purposes described in (b) above.**

A review of the forms suggests that, in general, they provide a wide scope for both the collection
and disclosure of personal information.

In general, the bank forms discussed above raise certain concerns about the use of contractual

provisions to authorize the collection and disclosure of personal information. (As a separate but

similar example, the insurance claim forms used by insurance companies may provide very wide

powers of collection and disclosure to the insurance company.**") As noted above, the forms

often give very wide powers of collection and disclosure to the bank — to the point where they
could undermine effective privacy protection. Moreover, a power imbalance exists between the
bank and the individual customer. An individual bank customer confronted with a standard
corporate form will not have the ability to propose changes to the form that better protect his or
her privacy. The bank simply will not accept changes to the standard form used for consumer
transactions. In addition, individuals may not be aware of the differences between different
banks’ standard forms; in any case, such forms generally take the same approach. In defence of
the banks, it is understandable why, from a legal perspective, such consent would be drafted very
broadly. It is difficult to anticipate every legitimate need to share information and lawyers tend

to draft broadly, particularly when there is no negotiation to force them into a narrower approach.
In part because the bank forms are not negotiated, there will be a tendency on the part of the
courts to interpret them against the banks. For instance, while the Bank of Nova Scotia account
form appears on its face to be broad enough to permit virtually any information sharing, there is
little chance that a court would permit reliance on such a clause in cases that fell outside the
scope of what the customer would reasonably have anticipated when signing the form.

140 Royal Bank, Client Agreement (Form), apparently dated “11-96” and obtained from a branch of Royal Bank in
downtown Toronto in Fall 1997.

141 several complaints to the Quebec privacy commission have led to findings that the provisions of insurance
company forms are much broader than necessary in the circumstances. For further discussion of these complaints,
see Part | under the heading Public Concern About Privacy and Privacy Complaints.
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The above discussion reflects the limitations of contract law to protect privacy. However, it aso
reflects the reality of the provision of services on the mass scale that banks and insurance
companies provide. Theinefficiencies caused, and the costs to both institution and customer
Imposed, by negotiation of every contract between them, would put such services out of the reach
of virtually all consumers. Therefore, contract, like the enforcement mechanism of suing in
court, ought not to be seen as a comprehensive form of privacy protection.

General Shortcomings of Common Law and Equitable Actions

Tort law, equity and contract law may protect various aspects of privacy. However, two general
shortcomings of legal and equitable actions should also be considered. First, in many cases it
may be difficult to show that the plaintiff has suffered significant damages as a result of the
unauthorized disclosure or mis-use of personal information.**? If the plaintiff cannot show actual
damages, the action will be dismissed or the plaintiff will receive only nominal damages
depending on the nature of the particular action involved. This may be just in the circumstances,
but it does little to enforce a standard of conduct. Second, the high cost of bringing a court action
will discourage many individuals from seeking a common law or equitable remedy for a privacy
problem. Disclosure or mis-use of personal information often will involve small amounts of
provable damages, yet the individual must pay significant legal feesin order to bring an action.

The Implied Contractual Duty of Privacy

Tournier and the Implied Duty of Confidentiality

Common law decisions have established that an implied contractua duty of confidentiality
appliesto the relationship between a bank and its customers. By extension, a similar duty should
apply to the relationships between other financial institutions and their customers. The common
law duty will have an important effect on the way that financial institutions treat information
relating to their customers. Asaresult of the duty, financia institutions may be more restricted
than other corporations in their ability to disclose persona information to third parties.

Theimplied duty of confidentiality was recognized by the leading English case of Tournier v.
National Provincial & Union Bank of England.**® In the case, a bank disclosed information
about one of its customers, Mr. Tournier, to hisemployer. In particular, the bank disclosed the
fact that Mr. Tournier made frequent overdrafts and that he had endorsed a cheque in the name of
abookmaker. When Mr. Tournier was not hired at the end of his probationary term, he brought
an action against the bank. He aleged that an implied contractual term prevented the bank from
disclosing information about his account to third parties.

142 gSee, for example, the defamation case of Gillett v. Nissen (1976), 58 D.L.R. (3d) 104 (Alta. S.C.). There, the
plaintiff failed to receive ajob from a new employer after his former employer made false statements about his
honesty; however, the plaintiff was unable to show that the statements were the cause of his not receiving the job.
143 [1924] 1K.B. 461 (CA.).
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The English Court of Appeal held that there was no contractual requirement of absolute
confidentiality between a bank and its customers. However, it found that there was an implied
term of the banker-customer contract which required that customer information be kept
confidential, subject to four qualifications. The three-judge panel of the court declined to
provide a complete definition of the bank’s positive duty but discussed the scope, timing and
qualifications which applied to the duty.

On the timing and scope of the duty of confidentiality, Justice Bankes of the court took the
position that;**

. the duty did not end when the account closed, so that information about the
account remained confidential unlessit could be released under one of the
qualifications;

. information considered confidential was not limited to the state of the account but

included any information gained from the account itself, such as the customer’s
address and other personal information; and

. the duty did not extend only to information derived from the customer alone but
extended to information derived about the customer from other sources, provided
it was gathered by bank personnel in their capacity as bank representatives.

Justice Bankes then set out four qualifications to the implied duty of confidentiality, which
remain relevant today. He found that a bank could disclose customer information:

. where the disclosure was under compulsion by law;

. where there was a duty to the public to disclose;

. where the interests of the bank required disclosure; and

. where the disclosure was made with the express or implied consent of the
customer.

The implied duty of confidentiality recognized in Tournier has been applied and interpreted by
cases in England, Canada, the United States and other Commonwealth countries.**> For

144 The three appeal judges produced different reasons, although Bankes’ reasons are often cited in later cases.
Because of the different sets of reasons, the precise scope of the implied duty of confidentiality reco@oizettby

is not as clear as one might like and, in fact, one judge took a much narrower view of the duty. While Bankes, J. and
Atkin, J. held that the duty extended to all information collected from or arising out of the relationship of banker and
customer, Scrutton, J. suggested that the duty applied to the customer’s account and related transaction but not to
information derived from other sources. And, while Banks, J. and Atkin J. were of the view that the duty would not
come to an end when the account was closed, Scrutton J. took the position that the duty did not apply to information
acquired before or after the existence of contractual relations between the bank and its customer.
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example, in Hull v. Childs & Huron and Erie Mortgage Corp., the Ontario High Court held that
disclosure of the amount of a customer’s credit to a third party would constitute breach of the
implied duty, even where that person presented a blank cheque purporting to authorize the payee
to withdraw the entire balance in the accodhtAnd, inGuertin v. Royal Bank of Canada, the

Ontario High Court held that the duty not to disclose confidential customer information also
encompassed a duty on the part of bank employees not to use such information for their own
advantage?’ Other decisions have suggested that disclosure of confidential information by one
entity to another within a structure of holding companies and subsidiaries may constitute a breach
of the duty*®®

Case law has also interpreted the scope of the four exceptions to the duty of confidentiality set
out by Justice Bankes. The first exception applies when the disclosure of information is
compelled in the course of legal proceedings by law or by court ¥fd&uch disclosure also

may be required in order to comply with statutory provisions of both Canadian and foreign
law.™ Where a bank is compelled to make disclosure in connection with legal proceedings, it
should make reasonable attempts to inform the customer that this will be necessary, although

%5 Tournier was recently affirmed in a decision of the Judicial Committee of the English Privy Council, Robertson

v. Canadian Imperial Bank of Commerce, [1995] 1 All E.R. 824 (P.C.). For Australian cases, see Smorgen v.

Australia and New Zealand Banking Group Ltd (1976), 134 C.L.R. 475; Re Peter Lawrence Crawley et al (1981),

52 F.L.R. 123; Re Kingston Thoroughbred Horse Sud and Australian Tax Office No. N85/130 (1986)

(Administrative Appeals Tribunal); Kabwand Pty. Ltd. v. National Australian Bank Limited (1989), No. G355, Fed.

No. 195 (Aust. F.C.); Australian Securities Commission v. Westpac Banking Corporation (1991), A.C.S.R. 350, 32

F.C.R. 546. For United States cases, see Jacobsen v. Citizens State Bank (1979), 587 SW2d 480 (Tex. Civ. App.);
Suburban Trust Co. (1979), 408 A.2d at 758; Sate v. McCray (1976) 15 Wash. App. 810, 551 P.2d 1376;

Burrows v. Superior Court of San Bernardino County (1974), 13 Cal. 3d 238, 118 Cal. Rptr. 166, 529 P.2d 590;

Pigg v. Robertson (1977), 549 SW2d 597; Taylor v. Commerical Bank (1903) 174 NY 181, 66 NE 726.

146" Hull v. Childs & Huron and Erie Mortgage Corp., [1951] O.W.N. 116.

147 (1983), 43 O.R. (2d) 363 at 374. See also the recent case of Hongkong Bank of Canada v. Phillips, [1997] M.J.

No. 134 (Man. Q.B.), where the Manitoba Court of Queen’s Bench held that a bank’s duty of confidentiality to one
customer did not obviate the “minimal duty of the bank” to advise another customer to seek independent legal or
financial advice with respect to a transaction involving risks of which the bank was well aware.

148 11987] A.C. 45 at 53-54, [1986] 3 All E.R. 468 at 475-476 (C.Bhpgal v. Punjab National Bank, [1988] 2

All E.R. 296 at 305 (C.A.).

19 See Bradley Crawford;rawford and Falconbridge on Banking and Bills of Exchange, 8" ed. (Toronto, 1989)

at 806-811. Canadian law does not recognize an inherent privilege in banking information: see, for Bxample,
Soencer (1983), 2 C.C.C. (3d) 526 (C.Aper McKinnon A.C.J.O. IrHaughton v. Haughton, [1965] 1 O.R. 481,

the court held that a subpoena was insufficient to compel a bank manager to testify but that a specific court order
would constitute the requisite “compulsion of law” to override the banker’s duty of confidentidditighton was

later affirmed inRoyal Bank of Canada v. Art's Welding & Machine S{i$89), 34 C.P.C. (2d) 190.

10 See CIBC v. A.-G. Can(1962), 35 D.L.R. (2d) 49 (S.C.C.); and Rosemary Regan, “You Don't Say,” (1982) 89
Canadian Banker 32. See alsBudzch v. Toronto Dominion Bank, [1996] 2 C.T.C. 278, where the parties

conceded that a demand by Revenue Canada pursuant to a statutory power constituted a “compulsion of law”; and
Park v. Bank of Montreal, [1997] B.C.J. No. 787, where the court found that a bank’s disclosutgthits Korean
Branch to the Korean criminal prosecutor’s office constituted a compulsion of law because the disclosure was
required under Korean law.
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there is no absolute duty to do so given the difficulty a bank may have in actually reaching a
customer in the time available.™

The second exception applies when disclosure arises as amatter of public duty.™? It has been

suggested that the exception might apply if a bank disclosed information to the authorities about
acustomer suspected of criminal activity, or trading with the enemy during wartime. However,

there have been few actual instances where this exception has been invoked.™® InR. v. Lillico,
disclosure of customer information to the police for the purposes of acrimina investigation into

the acts of the customer was justified on the grounds of public interest.”™* 1t wasalso held in

Lillico that while thereis an inherent privacy interest in information, which may attract the

protection of s. 8 of the Canadian Charter of Rights and Freedoms, the public interest in

effective law enforcement through the disclosure of general banking information (e.g.,

confirmation that a particular cheque was deposited in the customer’s account) outweighed any
infringement of the customer’s privacy that would attract the protection of s. 8 Ghéneer >
Although a bank may be required to disclose customer information for the purpose of a criminal
investigation, disclosure by a bank that a customer is generally a “dishonest” person will not be
justified by a duty to the public®

The third exception applies when the interests of the bank may justify the disclosure of
confidential information, as when the bank sues for settlement of an overdrawn account or seeks
to protect itself against fraud or crinffé. Disclosure must be reasonably necessary for the
protection of the bank’s interests, and presumably is not permitted where it is merely to the

13! Robertson v. Canadian Imperial Bank of Commerce, supra, note 145, per Lord Nolan. There may also be

situations in which a bank may be entitled to refrain from informing the customer, which would arise by implied

agreement and on the grounds of protecting the bank’s own interest or as a result of public ididy; Xee-G. v.

A Bank, [1983] 2 All E.R. 464; an#iarcel v. Commissioner of Police of the Metropolis, [1992] 1 All E.R. 72, Ch.

225. Canadian cases have also considered this issueBuBgeh v. Toronto Dominion Bank, [1996] 2 C.T.C. 278,

where theRobertson decision was considered, and the court suggested that a bank may have a duty to warn a
customer when it has been compelled by Revenue Canada to disclose the customer’s inform&tongatidn

Co. of Canada Ltd. v. Dhillon, [1995] O.J. 3211 (Ont. Ct. Gen. Div.), where the court stated that there was no duty

to warn where there existed a prima facie case that the customer had breached a trust, committed fraud, and accepted
secret commissions. See aRark v. Bank of Montreal, [1997] B.C.J. No. 787, where the court held that when the
compulsion is in relation to a non-criminal matter, there is ordinarily a duty on the bank to use its best efforts to warn
the customer of the disclosure. However, where the disclosure is in relation to an alleged criminal activity, there is

no implied term that the bank should first warn the customer.

152 Tournier, supra, note 143 at 473. See aM#&!d-Blundell v. Sephens, [1920] A.C. 956 at 965.

138 Crawford & Falconbridge, supra, note 149, at 811. See, for examjhidyan Arab Foreign Bank v. Bankers

Trust Co., [1988] 1 Lloyd’s Rep. 259.

154(1994), 92 C.C.C. (3d) 90 (Ont. Ct. Gen. Div.).

%5 bid., at 93-94 and 95.

1% Murano v. Bank of Montreal (1995), 31 C.B.R. (3d) 1, 20 B.L.R. (2d) 61, where the court rejected the argument
that the disclosure by the bank to a customer’s business associates, suppliers and other lenders that the customer was
“dishonest” was justified by a duty to the public. But see @stada Deposit Insurance Corp. v. Canadian

Commercial Bank (1989), 64 Alta. L.R. (2d) 329, 71 C.B.R. (N.S.) 239, 95 A.R. 24, AW.L.D. 367, where the court

held that because the Canadian Deposit Insurance Corporation needed to inspect bank accounts in the custody of the
liquidator, there existed a “higher duty to the public that requires disclosure on a broader basis than would be
obtainable by way of [documentary discovery].”

57 Tournier, supra, note 143 at 47%er Bankes L.J.; at 48 er Scrutton L.J.; at 486er Atkin L.J.
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bank’s advantage to disclose the informaf@nMontgomery v. Ryan provides an example of

this sort of disclosure; there, the bank was justified in revealing the particulars of the
indebtedness represented by a note, and of the collateral securing it, to a potential pdtchaser.

In Canadian Imperial Bank of Commerce v. Sayani, the British Columbia Court of Appeal found

that it is “inconceivable that an honest banker would ever be willing to do business on terms
obliging the bank to remain silent in order to facilitate its customer in deceiving a third arty.”
And in Sutherland v. Barclays Bank Ltd., the defendant bank was held to have acted properly in

its own interest in disclosing to the husband of the plaintiff that she was overdrawn and that most
of the cheques passing through her account were in favour of her bookffiakers.

The final exception applies when the customer consents to the disclosure, either expressly or by
implication!®® The most common occasion where this occurs in a banking setting is where the
customer authorizes disclosure to a third party for the purpose of credit reporting. While
circumstances involving express authorization from the customer are relatively straightforward,
guestions of implied consent have been more difficult for the courts to resolve. Canadian courts
have held that a signed blank cheque does not itself imply the signatory’s consent to disclose
confidential information to third partié&® On the other hand, iRoyal Bank of Canada v. Art's
Welding & Machine Shqphe court was willing to find that where a customer knew that another

party’s livelihood depended on their contractual relations, this implied the customer’s consent for
the bank to disclose his records to the other p&ftyt should also be noted that while the duty

of confidentiality will not apply to information so disclosed, the bank might still be liable in tort
should the disclosure cause economic 16%s.

TheTournier decision provides a basic confidentiality framework which restricts the ability of
banks — and, by implication, other financial institutions — to disclose information to third parties.
However, it does not address all issues relating to personal information. For example, the
decision does not restrict the type of information that may be collected about a customer. It has
nothing to say about when (if it all) a bank reaches the point where it passes beyond the scope of
legitimate inquiry when it collects information from its customers. The decision does not govern

158 bid., at 481, per Scrutton L.J.; at 486, per Atkin L.J. Also, in Park v. Bank of Montreal, [1997] B.C.J. No. 787,

the court stated that this exception to the duty of confidentiality “should be construed narrowly' Rtyal iBank

of Canada v. Brattberg (1993), 11 Alta. L.R. (3d) 190, 8 W.W.R. 139, 143 A.R. 131, A.W.L.D. 684, the bank was
entitled to disclose the fact that it held a security interest in the customer’s property in order to protect that interest.
See als@Crawford & Falconbridge, supra, note 149 at 812-814.

19 (1907), 9 O.W.R. 572 (H.C.), revid (1908), 16 O.L.R. 75 (C.A.).

160 (1993), 83 B.C.L.R. (2d)167 at 17%r Taylor J.A.

161 (1938) 5 L.D.A.B. 163per Du Parcq L.J. His Lordship also held that the plaintiff had given her implied
consent to the disclosure.

162 Tournier, supra, note 143 at 47%er Bankes L.J. Whether a customer has consented is a question it dact:
at 468 ,per Atkin L.J.

163 SeeHull v. Childs, supra, note 146.

14 Royal Bank of Canada v. Art’s Welding & Machine SH&§89), 34 C.P.C. (2d) 190, A.W.L.D. 653, C.L.D.

895. See also Hong Kong Bank of Canada v. Philligd997] M.J. No. 134 (Man. Q.B.), where a customer who

brought in new clientsto a bank to which he was in arrears so that those clients could borrow money to invest in his
ventures, was held to have impliedly consented to the bank disclosing the information he had given it with respect to
those ventures.

165 See supra note 150.
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the way a bank itself uses personal information collected from or about a customer. It would not
stop a bank from taking information collected for one purpose and using it for another purpose
(e.g., the marketing of an unrelated bank service). And the decision does not establish any right
of access to personal information, or aright to seek a correction of personal information which is
Inaccurate. Y et principles limiting the collection, use or disclosure of persona information and
establishing access rights to such information have become integral aspects of modern privacy
protection.

Implied Terms and Privacy Codes

It is possible that the voluntary codes of privacy that many financial institutions have publicly
adopted may be viewed asimplied terms in contractual agreements between these institutions
and their customers. Under common law doctrine, a court may imply aterm into a contract to
give efficacy to a contractual relationship*® or because trade custom or general business
practice'®’ dictate that such aterm is understood to be included in the contract. However, if the
courts were willing to treat the provisions of a privacy code as implied contractual terms, an
individual would still have to prove the breach of his contractual right and make the case for a
remedy such as damages or specific performance. Moreover, a contract signed by the customer
that contained a specific clause consenting to the transfer or other use of personal information
likely would prevail over any general privacy provisions in the code. Hence, the provisions of a
privacy code are best enforced through a more flexible complaints process, such as the bank
ombudsman.

It is debatable whether the terms of the financial institution’s privacy code would be necessary in
order to give efficacy to the contractual relationship with the customer. As Professor G.H.L.
Fridman has written on the notion of business efficacy: “The theory behind this doctrine is that
had the ‘officious bystander’ drawn the attention of the parties to the matter in issue, they would
have agreed that the contract should provide for its resolution in the manner which is
subsequently suggested, in later litigation, as the implied t&fnHad the officious bystander

drawn the institution’s privacy code to the attention of the customer at the time that the customer
entered the contract with the institution, the customer might well have viewed the terms of the
code as part of the contract. On the other hand, the financial institution would have a different
view of the matter. As well, one may argue that the terms of a privacy code are not essential to
the operation of the contract since many such contracts were entered into before Canadian
financial institutions adopted privacy codes.

166 “The law is very clear that where it is reasonably necessary, having regard to the circumstances or where there is

an operative business practice that may be said to govern the relationship of the parties, a term may be implied to
give efficacy to the contractual relationship.” Seédland Doherty Limited v. Rohrer(1984), 62 N.S.R. (2d) 205 at

212 (N.S.T.D.).

167 «Usage, of course, where it is established, may annex an unexpressed incident to a written contract; but it must
be reasonably certain and so notorious and so generally acquiesced in that it may be presumed to form an ingredient
of the contract.” Seé3eorgia Construction Co. v. Pacific Great Eastern R. Co., [1929] 4 D.L.R. 161 at 163

(s.c.c).

%8 See: G.H.L. FridmanThe Law of Contract in Canada, 3 ed. (Scarborough: Carswell994) at 476.
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In addition, courts may recognize an implied term based on awidely accepted usage or custom in

the trade, business, or profession. The courts have, however, been fairly strict in their

recognition of implied terms on this basis; the usage must be “so generally acquiesced” by those
in the business that it can be “presumed to form an ingredient of the coffttakttis possible

that the Canadian Bankers Association’s model privacy code would meet this threshold. The
Code has been in effect in one form or another since 1990 and has been promoted by the banking
association to the public and government officials as the industry’s response to privacy concerns.
As well, the Code often uses mandatory language relating to a bank’s privacy duties. These facts
might tend to support a conclusion that the Code has been generally acquiesced to by the banking
industry.

There is little Canadian case law that deals specifically with the issue of imposing the terms of a
voluntary code into a contractual agreeméhtln Banks v. Biensch,'”* the court considered a

“Code of Ethics” published by a Charolais bull and cow breeders association which guaranteed
animals sold would be breeders. The court determined that the usage of the trade in sales of
Charolais animals by members of the association was so well recognized and established that the
Code could be assumed as implied terms of sal&milin v. Kamloops and District Elizabeth

Fry Society,'’? a social worker was dismissed because of her relationship with a client who was
receiving counseling at the Society. The action for wrongful dismissal was dismissed on the
ground that there was an implied term of the plaintiff's employment contract that she abide by
the British Columbia Association of Social Workers’ Code of Ethics. These two cases lend
some support to the proposition that privacy codes may be treated as implied contractual terms.
As well, it seems likely that as the public becomes more aware of these codes, the argument for
deeming the codes’ provisions to be implied terms will become stronger.

The difficulties with the implied term analysis can be avoided to a large extent since, arguably,
the financial institutions are holding out privacy codes as governing the relationship with the
customer, and as therefore being express contract terms. Whether or not this is the case might
depend upon agreements the customer had signed with the financial institution, and whether or
not those agreements purported on their face to exclude any terms other than those contained in
the four corners of the signed agreement. It is unlikely, however, that a court would apply a
contract which had not been subject to any significant negotiation, which was in fact a standard
form contract, and which is unlikely in any event to provide a comprehensive code for all aspects
of the customer bank relationship, to preclude a remedy based on the privacy code in appropriate
circumstances.

An argument further runs that privacy codes have been adopted pursuant to requirements in
applicable financial services legislation, such that they may be enforceable as quasi-statutory
instruments and have the force of public law.

19 Georgia Construction Co. v. Pacific Great Eastern R. Co., [1929] 4 D.L.R. 161 at 163 (S.C.C.).

10 There are a number of casesin which certain standards imposed legislatively in building codes or labour codes
were held to be implied terms in contracts, but these cases are of limited use for the purposes of this discussion.

71 (1977) 5A.R. 83 (S.C)).

172 11995] B.C.J. No. 516 (B.C.S.C.), affirmed (1996), 136 D.L.R. (4™) 644 (C.A.).
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Legislative Provisions Respecting Financial Institutions and
Confidentiality

Federal Legislation Relating to Financial Institutions

The federal statutes that govern generally the corporate status, governance and regulation of
financial institutions in Canada are the Bank Act,'” the Insurance Companies Act,*” the Trust
and Loan Companies Act'™ and the Cooperative Credit Associations Act.'® These statutes
protect the persona information of customersin five different ways. First, three of the Acts
allow the Governor in Council to make regulations concerning the use of customer information.
Second, financia institutions are required to take reasonabl e precautions to ensure the protection
and accuracy of their records. Third, the directors of afinancial institution are required to
establish procedures restricting the use of confidential information. Fourth, regul ations made
pursuant to the Acts place restrictions on the ability of certain institutions to share information
with others. Finaly, financia institutions are required to maintain certain recordsin Canada,
although the processing of information may occur off-shore if the Office of the Superintendent of
Financia Institutions grants an exemption order.

Regulation-Making Power Relating to Customer Information

Until the early 1990s, there was no provision in the federal statutes that governed financial

Institutions to permit the government to make regulations respecting privacy or information
generally.*”” 1n 1991, the old statutes were repealed and replaced with the present statutes. The

new Bank Act, Insurance Companies Act, and Trust and Loan Companies Act included a

provision stating that: “The Governor in Council may make regulations governing the use by a
company of any information supplied to the company by its custorH&rgétiowever, the new
Cooperative Credit Associations Act did not include a similar provision.)

In 1997, the regulation-making provision in Bank Act, Insurance Companies Act, andTrust

and Loan Companies Act was repealed and replaced with a provision that granted the Governor
in Council a more specific ability to regulate the use of information. The new provisions in the
three Acts state that the Governor in Council may make regulations:

. requiring a financial institution to establish procedures regarding the collection,
retention, use and disclosure of any information about its customers or any class of
customers;

3 S.C. 1991, c. 46 as amended.

7% 'S.C. 1991, c. 47 as amended.

5 S.C. 1991, c. 45 as amended.

76 'S.C. 1991, c. 48 as amended.

7" The existing legislation consisted of the following statutes: the Bank Act, R.S.C. 1985, c. B-1, Loan Companies
Act, R.S.C. 1985, c. L-12, Trust Companies Act, R.S.C. 1985, c. T-20, Canadian and British Insurance Companies
Act, R.S.C. 1985, I-12, Foreign Insurance Companies Act, R.S.C. 1985, 1-13, and Cooperative Credit Associations
Act, R.S.C. 1985, c. C-41.

8 S.C. 1991, c. 46, s. 459; S.C. 1991, c.47, s. 489; and S.C. 1991, c.45, s. 444.
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. requiring afinancial institution to establish procedures for dealing with complaints
made by customers about the collection, retention, use or disclosure of information
about the customer;

. respecting disclosure by afinancial institution of information relating to information
procedures and complaint procedures;

. requiring a financial institution to designate officers and employees responsible for
implementing information procedures and for receiving and dealing with customer
complaints,

. requiring afinancial institution to report information relating to customer
complaints on information matters and the actions taken by the institution to deal
with such complaints; and

. defining “information”, “collection” and “retention” for the purposes of the
regulations.”

In effect, this detailed provision allows the federal government to make regulations that would
require a financial institution to implement a privacy code.

At the time of the writing of this study (Spring 1998) federal officials were in the process of
preparing draft regulations under this provision. The draft regulations are expected to contain the
following elements: Federally-regulated financial institutions will be required to establish
procedures governing the collection, use and retention of customer information, and also for
handling complaints relating to such matters. Institutions will be required to provide customers
(perhapsall customers) with a written summary of their information and complaint handling
procedures. There will be some form of annual reporting requirement, so that regulators may
monitor the number of privacy complaints received by institutions. It is expected that the draft
regulations will be released in Spring 1998, and that final regulations may be in place as soon as
Summer 1998. Consultation with the industry prior to release of the draft regulations has not
been entirely supportive. Proposed provisions such as requiring a mass mailing respecting
privacy to all customers have been resisted on the basis that the cost of any such action is not at
present warranted.

Protection and Accuracy of Records

Prior to 1991, s. 157(3) of tigank Act provided that a bank and its agents shall take reasonable
precautions to: “(a) prevent loss or destruction of, (b) prevent falsification of entries in, [and]
(c) facilitate detection and correction of inaccuracies in the registers and records required or
authorized by this Act to be prepared and maintained.” In 199BattieAct section was

1 5.C. 1991, c. 46, s. 459 as amended by 1997 c. 15, s. 55; S.C. 1991, .47, s. 489 as amended by 1997 c. 15,

s. 263; and S.C. 1991, c.45, s. 444 as amended by 1997, c. 15, s. 385. This same provision is repeated a second time
in the Insurance Companies Act in order to give the Governor in Council the authority to make similar regulations
with respect to foreign companies aswell. See: S.C. 1991, c. 47 s.607 as amended by S.C. 1997, c.15, s.314.
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amended to add paragraph (d), which provides that reasonabl e precaution shall be taken to

“ensure that unauthorized persons do not have access to or use of information” in the required
registers and record® Provisions identical to the amended s. 157(3) were also included, for the
first time, in the newly enactddsurance Companies Act, Trust and Loan Companies Act and
Cooperative Credit Associations Act."®" This provision remains in force in all of the Acts.

Directors’ Policies Respecting Confidential Information

Prior to 1991, there were no provisionsin any of the Acts specifically requiring the directors to
develop internal policies with respect to the use of confidential information. Since 1991,
however, each of the federal Acts governing financia institutions stipul ate that the directors of a
financial institution shall “establish procedures to resolve conflicts of interest, including
techniques...for restricting the use of confidential informatish.”

Restrictions on the Use of Customer Information

Two federal regulations that restrict the sharing of customer information have been enacted under
the federal financial statutes. Thesurance Business (Banks) Regulations'®® under theBank Act

prohibit a bank or any one of its subsidiaries from providing any insurance company, agent or
broker with any information respecting a customer or employee of the bank or the subsidiary. In
effect, the regulations limit the ability of banks to share customer information with other
companies or subsidiaries for insurance purposes, regardless of customer cons€nédiThe
Information (Insurance Companies) Regulations' under thensurance Companies Act prohibit

a company from using credit information obtained from customers in the promotion of an
insurance company, agent, broker or policy unless certain qualifications are met. The regulation
also prohibits a company or its subsidiary from directly or indirectly providing an insurance
company, insurance agent or broker with any consumer credit information.

Storing and Processing Customer Information

Under the provisions of federal statutes, a financial institution is required to maintain, in Canada,
daily records showing particulars of each customer’s transactions with the institution and the
balance owing to or from each custorff&rin general, the financial institution must perform all
processing of data that relates to the preparation and maintenance of these customer records in
Canada. However, off-shore processing of this information may occur if the Superintendent of
Financial Institutions issues a special exemption dffieln such a case, the processing will be
governed by the terms and conditions of the exemption order. Although these provisions may

180 5.C. 1991, c. 46, s.157(3).

181 5. 1991, c. 47, s. 267; S.C. 1991, c. 45, s. 249; S.C. 1991, . 45, 5. 241, respectively.

182 5.C. 1991, c. 46, s. 157(2)(c); S.C. 1991, ¢.47, s. 165(2)(c); S.C. 1991, c.45, s. 161(2)(c) and S.C. 1991, c. 48,
s. 167(2)(c).

183 SOR/92-330, made under s. 416 of the Bank Act.

184 SOR/97-11, made under s. 489 of the Insurance Companies Act.

185 5.C. 1991, c. 46, s. 238; S.C. 1991, c. 47, s. 261; S.C. 1991, c. 45, s. 243; S.C. 1991, c. 48, s. 235.

18 5.C. 1991, c. 46, s. 245(1); S.C. 1991, c. 47, s. 268(1); S.C. 1991, c. 45, s. 250(1); S.C. 1991, c. 48, s. 242(1).
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protect the privacy of individuals’ records, it should be noted that they have been administered
principally with a view to the protection and security of data.

The Superintendent of Financial Institutions has issued guidelines outlining the circumstances
under which an exemption order may be grantedrhree requirements must be met before an
order is granted® First, the Superintendent must have adequate access to the information. The
laws of the jurisdiction where the data processing will occur, as well as the contracts or other
legal arrangements related to it, must entitle the Superintendent to reasonable and timely access
to the financial institution’s information. Second, the processing of the data off-shore must not
have a significant negative impact on the institution’s business operations and services in
Canada. This includes a consideration of whether there are adequate back-up facilities to handle
operations without a major disruption of service. Third, the laws of the country in which the
information is to be maintained and processed must be compatible with those of Canada. The
laws of the jurisdiction where the processing will occur must not prevent a financial institution
from doing anything with the information that it is reasonably expected to do in Canada. The
Superintendent has also indicated that an exemption order may be subject to a time limit, any
terms and conditions the Superintendent thinks fit, and the filing of any contract or procedures
respecting the off-shore maintenance and processing of the information 8? data.

Provincial Legislation and Issues

Financial institutions may be subject to various provincial statutes which provide for the
protection of information privacy in certain circumstances. These statutes fall into three main
categories: statutes governing credit unions and co-operative associations, provincial Privacy
Acts, and statutes governing credit reporting activiti®s.

Several provinces have statutes that govern the actions of provincial credit unions or co-operative
associations. These statutes include provisions protecting the privacy of customer information.
For example, the Ontaridredit Union and Caisses Populaires Act'® requires the directors,

officers, committee members and employees of a credit union to keep as confidential any
information received by the credit union or any information respecting members’ transactions
with the credit union. The Alber@redit Unions Act'® provides that regulations may be made

under the Act with respect to the confidentiality of information that credit unions possess. The

187 '5.C. 1991, c. 46, s. 245(7); S.C. 1991, c. 47, s. 268(7); S.C. 1991, c. 45, s. 250(7); S.C. 1991, c. 48, s. 242(6).
188 Office of the Superintendent of Financial Institutions Canada, Processing Information Outside Canada,
%lideline E-3, May 1992, available at www.osfi-bsif.gc.ca.

Ibid.
10| addition, there are a number of miscellaneous statutes that have some impact on privacy and personal
information. In British Columbia, the Financial Institutions Act, R.S.B.C. 1996, c. 141, stipulates that a financial
institution must not communicate information about a customer except as necessary to perform the transaction (ss. 95
and 218). The British Columbia Insurance Licensing Regulation also requires that any insurance agent who receives
customer information shall not communicate the information except as necessary to perform his or her duty. In
Alberta, the Financial Consumers Act, S.A. 1990, c. F.9.5, imposes restrictions on a supplier, agent or financial
planner with respect to their use of personal finance information provided by a consumer (s. 18).
¥ S.0199%4, c11, s 143.
%2 SA. 1989, c.31.1, s 226.
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Saskatchewan Credit Union Act'®® stipulates that registers of members of a credit union are to be
kept confidential and cannot be released without the authorization of the board. Legislationin
both New Brunswick and Newfoundland impose a duty on credit unions to take reasonable
precautions to ensure the protection and accuracy of records. *** In addition, British Columbia
and Newfoundland each have Acts that specifically govern cooperative associations.*® In these
Acts, cooperative associations are required to maintain the confidentiality of all member
information unless the member otherwise consents to the information’s release.

Four common law jurisdictions in Canada have recognized a right to privacy in tort through
statute. Statutes in Newfoundlafit Saskatchewali” Manitoba'*® and British Columbi&®

establish tort liability for invading the privacy of another person and permit actions to be brought
without proof of damage. None of these statutes define the term “privacy”; thus, interpretation of
what constitutes an invasion of privacy is left to the courts. To date there has been relatively
little judicial consideration of these statutory provisi6fisin general, courts considering actions
under these provincial statutes have looked to the facts in each case to determine whether there
was an unreasonable violation of privacy. As noted above in the discussion of the common law
tort of invasion of privacy, it is possible that the statutory privacy tort would apply to the
collection and use of personal information. However, cases decided under the privacy statutes
have involved situations with an element of physical intrusion; as a result, it remains unclear
whether the statutory tort is broad enough to apply to information.

Finally, most provinces have enacted consumer reporting legislation which attempts to balance
the value of protecting informational privacy with the value of extending credit to worthy
individuals®* Consumer reporting agencies (also known as credit bureaux) collect information
about individuals and sell it to other interested businesses, such as financial institutions, which
use the credit reports to determine whether or not they will extend credit to a cuSfoifiee.

reports produced by such agencies must be fair and accurate, as inaccurate information may lead

9 S.S.1984-85-86, c. 45.1, s. 27.

19 Credit Unions Act, SN.B. 1992, c. C.32.2, s. 28; Credit Unions Act, SN. 1997, c. C.37.1, s.28.

1% Cooperative Association Act, R.S.B.C. 1996, c. 71, s. 47; Cooperative Societies Act, R.S.N. 1990, c. C-35, s.24.
1% Privacy Act, S.N. 1981, c. 6.

97 Privacy Act, R.S.S. 1978, c. P-24.

1% Privacy Act, R.S.M. 1987, c. P-125.

% Privacy Act, R.S.B.C. 1979, c. 336.

2% For some discussion of the case law decided under these statutes, see: Lawson, supra, note 116 at 87-95.

201 British Columbia Credit Reporting Act, R.S.B.C. 1996, ¢.81; Manitoba Personal Investigations Act, R.S.M.
1987, c. P.34 as amended; Newfoundland Consumer Reporting Agencies Act, R.S.N. 1990, c. C-32, as amended,
Nova Scotia Consumer Reporting Act, R.S.N.S. 1989, c. C.93; Ontario Consumer Reporting Act, R.S.0. 1990,

¢. C-33 as amended; Prince Edward Island Consumer Reporting Act, R.S.P.E.I. 1988, c. C-20 as amended,;
Saskatchewan Credit Reporting Agencies Act, R.S.S. 1978, c. C-44, as amended; QuebstAct respecting the
Protection of Personal Information in the Private Sector, S.Q. 1993, c. P.39.1, as amended. Alberta, and New
Brunswick do not have legislation governing consumer credit reporting agencies.

%2 For some general discussion of credit reporting, see: Dale Gibson, “Regulating the Personal Information
Industry,” in Aspects of Privacy Law: Essaysin Honour of John M. Sharp, ed. by Dale Gibson (Toronto,
Butterworths, 1980) 111 at 113.
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to unfair denials of credit and other benefits.®® Consumer reporting statutes limit the sort of

information that may be reported and establish rights of access to the individual's own
information, so that the individual may check the accuracy of his or her records. In addition to
these statutes, some credit bureaux have adopted their own privacy codes or guidelines. For
example, Equifax Canada Inc., a leading credit bureau company, has adopted a code of conduct
for its information handling practicé%.

While consumer reporting statutes specifically govern the business of consumer credit reporting
agencies, they also contain provisions to which financial institutions must adhere. For example,
financial institutions generally may obtain customer information from a credit reporting agency
only upon written consent of the consufffeor upon notice to the consunfét. In some

provinces, financial institutions also must inform a consumer, at the consumer’s request, whether
a consumer report has been referred to in connection with a transaction and, if so, must provide
the consumer with the name and address of the consumer reporting agency supplying the
report?®” The statutes generally stipulate that when a benefit is refused on the basis of a
consumer credit report, the consumer is entitled to know the name and address of the agency and
the source of information on which the negative decision was B&séd well, in Ontario, a

financial institution extending credit to a consumer cannot supply a list of names and criteria to a
credit reporting agency in order for the agency to determine which names meet the criteria
without first notifying the consumer in writing of its intention to d&%o.

One of the biggest concerns relating to privacy in the financial services sector is raised by the
credit bureau. The credit bureau is an institution with no direct dealings or relationship with
consumers, largely unknown and misunderstood, maintaining large databases of information
which may or may not be accurat. It has the power to determine whether or not an individual

Is given credit to consolidate his or her bills, buy a home or start a business; it is the epitome of
the remote database, in its size and potential for harm equalled only by the comprehensive
records of taxation authorities. Justifiably, the ability to use and share information with credit
bureaux is regulated. However, not all provincial regulation is up to the same standard.
Requirements that individuals be informed of the use of a credit bureau, of the location and the

23 However, at least one study suggests that errors are relatively common in agency records. In 1991, Consumer

Reports reported that a study of 1,500 files held by the three largest U.S. reporting agencies found errorsin 43 per

cent of all the files, although the industry disputed the findings. The magazine’s own staff requested 30 summaries

of their files from the three national reporting companies and found them “hard to decipher, incomplete and
sometimes inaccurate.” See: “What Price Privacgg@isumer Reports (May 1991) 356.

24 For a brief discussion of the privacy measures taken by Equifax Canada Inc., see that company’s Web site at
www.equifax.ca.

%% R.S.P.E.I. 1988, c. C-20, s. 10; R.S.0. 1990, c. C-33, s. 8; R.S.B.C. 1996, c.81, s. 12; R.S.M. 1987, c. P.34, s. 3;
R.S.N. 1990, c. C-32, s. 19; R.S.N.S. 1989, c. C.93, s. 11.

%% R.S.P.E.I. 1988, c. C-20, s. 10. R.S.0. 1990, c. C-33, s. 10, R.S.B.C. 1996, c.81, s. 12; R.S.M. 1987, c. P.34,

S. 3; R.S.N. 1990, c. C-32, s. 23; R.S.N.S. 1989, c. C.93, s. 11.

27 R.S.S. 1978, c. C-44, as amended s.21, R.S.0. 1990, c. C-33, s. 10; R.S.P.E.I. 1988, c. C-20, s. 10. R.S.N. 1990,
c. C-32,s.22;S.Q. 1993, c. P.39.1, s. 19.

% R.S.B.C. 1996, c.81,s. 13; R.S.M. 1987, c. P.34, s. 6; R.S.N.S. 1989, c. C.93, s. 11; R.S.0. 1990, ¢. C-33, s. 10;
R.S.P.E.Il. 1988, c. C-20, s. 10.

%9 R.S.0. 1990, c. C-33, s. 11.

219 Consumer Reports, supra, note 203.
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contact person for the credit bureau, and of the right to see any credit bureau report would appear
to be fundamental. Asthe federal government has no authority to legislate in this area, the
provinces should be encouraged to review their legislation to ensure it meets certain uniform
standards. We have not conducted the same investigations of complaints and voluntary practices
in the credit reporting sector; thus, while theoretical concerns arise, we cannot judge to what
extent they are met by present practice.

A further concern related to provincia jurisdiction is the sharing among insurers of health

information. The regulation of insurance is a matter or provincial jurisdiction, based on the

provinces’ constitutional power to regulate property and civil righitdistorically, the right to
incorporate and to regulate insurance companies has been acquired by the federal government
and largely acceded to by the provinces. However, there appears to be no constitutional basis for
such federal jurisdiction, as there is with the exclusive federal jurisdiction over banking. In any
event, the regulation of the conduct of insurance transactions and relationships between insurers
and their customers is clearly within the provincial jurisdiction.

Insurers routinely share health information through the Medical Information Bureau, Inc. (MIB),
an information clearinghouse with its main office near Boston, Massachi$efistablished by

the insurance industry, the MIB is intended to prevent fraud by serving as a central repository of
medical facts about insured persons. About 680 member insurers in Canada and the United
States provide basic information about insured persons to the MIB, based on an authorization
included in the insurance application form. The MIB makes this information available to its
member insurance companies, on request, in coded reports. The report consists of the person’s
name, birth date, birth state, occupation and general area of residence, together with a string of
codes representing medical conditions and certain non-medical attfSutéise MIB report is
intended to function as an alert only; an insurer who requests a report is required to conduct an
underwriting investigation rather than rely on the report alone to make a decision about an
insurance applicant. The MIB does not provide information to non-members, except under the
terms of a court order, and MIB members are required by the terms of their agreements with the
MIB to keep reports confidential. Canadian residents may apply to the MIB at its Toronto office
to gain access to their reports; individuals also may request corrections of inaccurate information.

21 See: Peter W. Hogg, Constitutional Law of Canada, Looseleaf edition, volume 1 (Scarborough, Ont.: Carswell,
updated to 1997) at p. 24-7: “[T]he insurance industry was the battleground upon which federal and provincial
regulators fought for control in a series of cases betd/880 and 1942. These cases were all resolved in favour of
the provincial power over property and civil rights. Insurance companies are therefore subject to provincial
regulation, although there is also a considerable federal presence which seems to be based as much on acquiescence
by the provinces and the industry as on constitutional right.”

22 For further information about the MIB, sédedical Information Bureau: A Consumer’s Guigiedated),

published by the MIB, and Consumers’ Association of Carfdeacy and Data Protection: Background Paper
(Consumers’ Association of Canada, July 1992) at 68-70.

3 There are about 210 medical codes: “Conditions most commonly reported include height and weight, blood
pressure, EKG readings and x-rays if, and only if, these facts are commonly considered significant to health or
longevity.” There are five codes representing non-medical information, including an adverse driving record,
participation in hazardous sports and aviation activity. Medical Information Bureau: A Consumer’s Guide

suprg note 212 at 6.
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To our knowledge, there is no Canadian legislation that regulates the operation of the MIB or
guarantees the access and correction rights of Canadian residents.?* While the MIB performs a

useful function, its operations may raise legitimate privacy concerns. Thereis a strong argument

that to the extent an insured’s health information is shared through the MIB in the same manner
that financial information is shared through credit bureaux, the MIB — or the insurers who use the
MIB’s services — should be subject to similar provincial regulation. On the other hand, the
limited nature of the information in the MIB report and the fact that MIB members are required

to conduct an independent investigation after receiving a report somewhat mitigate privacy
concerns. Further investigation of the MIB and the manner in which Canadian insurers use the
MIB’s services would be appropriate to determine whether regulation is needed. Some provinces
are considering medical information statutes; in particular, the proposed Ontario statute might
apply to an insurers’ disclosure of information to the MIB or use of information received from

the MIB#® As the regulation of the activities of insurers is a matter of provincial jurisdiction,
provincial officials might be encouraged to further study the issue of the sharing of health
information.

Quebec’s Private Sector Privacy Legislation

The only province with statutory provisions that regulate the collection, use, transfer and

retention of personal information throughout the private sector is Quebec. Quebec’'s Act

respecting the protection of personal information in the private sector (also known as Bill 68)

expands and clarifies certain privacy rights first set out in the province’€néviCode.”® The

Act came into force on January 1, 1894nd applies to a wide range of private sector entities,
including corporations, sole proprietorships, partnerships, organizations and assdctations.
represents the first legislation in North America imposing privacy principles on the private sector
as a whole, and has important implications for Canada. As Professor Colin J. Bennett wrote: “At
the moment, Canada is the only country in which the scope of privacy protection in one of its
member jurisdictions exceeds that of the federal governrgnt.”

On a literal reading, the Act applies to banks as well as other financial institutions. However, it
IS an open question whether the provincial Act may apply to banks, as banking is a head of
jurisdiction assigned to the federal government byGiestitution Act, 1867°° In a 1994

article, lawyer Etienne DuBreuil acknowledged that banks might challenge the application of the

2% However, state privacy legislation in Massachusetts may apply to the operations of the MIB. See: Consumers’
Association of Canad®&rivacy and Data Protection: Background Paper, supra, note 212 at 69.

5 gee Part | of this study, footnotes 64 to 67 and accompanying text.

26 R.S.Q.c. P-39.1. The Act expands and clarifies certain rights of privacy and access to information set out in
articles 35 to 41 of th€ivil Code of Quebec.

217 Note, however, that certain provisions did not come into force until six months or one year after January 1, 1994.
See the original enactment of the Act: S.Q. 1993, ¢. 17, ss. 114 and 115.

28 The definitions of the entities covered by the Act may be found in ss. 1, 96 and 97 of the Act and article 1525 of the
Civil Code of Quebec.

29 Colin J. Bennettmplementing Privacy Codes of Practice, PLUS 8830 (Etobicoke, Ont.: Canadian Standards
Association, 1995) at 10.

0 R.S.C. 1985, Appendix II, No. 5.
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Act as unconstitutional but argued that there was a good chance that the Act’s application would
be upheld® He noted that, in the absence of federal legislation on a particular subject matter,
validly enacted provincial law may apply to a federal undertaking unless the law prevents the
federal undertaking from managing its operations or generally accomplishing its ends. Assessing
the Quebec privacy legislation, DuBreuil wrote:

In the context at hand, we can draw afirst conclusion to the effect that the
Federal Parliament has not enacted legislation dealing with the protection of
personal information in the private sector. That being the case, it is our view that
thislegidation is applicable to Federal enterprises. Bill 68 will therefore be
applicable to all enterprises carrying on their activitiesin the province of
Quebec. Perhaps the only challenge to this application of Bill 68 would be a
judicial ruling to the effect that the Federal enterprise is being paralysed in
carrying on its business or managing its operations. To paraphrase the
jurisprudence, the court would have to be satisfied that the Provincial law is
preventing the Federal |egislation from accomplishing the very object for which

it is created. 2%

While the present study does not purport to assess the constitutionality of the application of Bill
68, the authors note it is possible that proposed regulations requiring banks to adopt privacy
codes would affect DeBreuil’s analysis. Arguably, the federal regulations might be seen as
precluding the application of provincial privacy legislation.

The Quebec Act contains a variety of provisions that govern the collection of “personal
information,” which it defines as information that relates to an individual and that allows the
individual to be identified”® For example, a business must assign an object to a file of personal
information on the establishment of the file; moreover, if the business collects information
directly from the individual, it must inform the individual of the existence of the file. A business
may collect only information which is necessary to the object of th&filds well, a business

must collect information directly from the individual, subject to certain exceptions, and must
collect information only by lawful means.

221 Etienne DuBreuil, “Quebec Bill 68: Is it Sufficient for the Federal Canadian Financial Institutions Sector?” in
Privacy in Financial Services: Sriking a Balance between Privacy Rights and Profits (Toronto: Canadian Institute,

April 27, 1994).

22 1hid., at 6-7. Note, however, that DuBreuil also cautions that his article not be read as a legal opinion on the
constitutionality of Bill 68. Later, Professor Colin J. Bennett noted that while the jurisdictional issues relatiirégto B
remained unresolved, entities within the federally-regulated private sector such as banks and airlines had declared their
willingness to abide by the legislation. See: Bensaft;a, note 219 at 10.

3 R.S.Q.c.P-39.1,ss.1,2and 4to 9. Note that s. 1 states that the Act does not apply to journalistic material which is
collected or used for the purpose of informing the public.

224 \While the Act states that a business may collect only information “necessary” to the object of the file, the Civil

Code states that a business may collect only information “relevant” to the object of the file. See: R.S.Q. c. P-39.1, s. 5,
andCivil Code of Quebec, article 37.
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Other provisions apply to the use and transfer of personal information.?> Businesses must

ensure that personal information is up-to-date and accurate when it is used to make a decision

affecting theindividual. In general, businesses are prohibited from disclosing, transferring or

using personal information for purposes that are “not relevant” to the object of the individual's
file. Other uses, disclosures or transfers are permitted only where the individual consents to them
or one of the exceptions set out in the Act apgfisThe Act provides a narrow definition of
individual consent: “Consent to the communication or use of personal information must be
manifest, free and enlightened, and must be given for specific purposes. Such consent is valid
only for the length of time needed to achieve the purposes for which it was reqé€steae’

Act also prohibits a business within Quebec from making an extra-provincial transfer unless the
transferor has taken “all reasonable steps” to satisfy itself that the information will be protected
in the new jurisdictiod®

Special provisions apply to “nominative lists,” which are defined as lists of individuals' names,
addresses and phone numbétsThe Act states that when a business seeks to use its own
nominative list for commercial or philanthropic canvassing, the individuals named on the list

must be given a valid opportunity to request that their names be deleted. When a business seeks
to transfer its own nominative list to another business, it must ensure that the list will be used
only for commercial or philanthropic canvassing and, before transfer, ensure that the individuals
named on the list have a valid opportunity to have their names deleted. In either case, the
provincial agency responsible for the Act takes the position that the business must send a letter to
each individual named on the list with instructions on how to have his or her name f8leted.
Finally, a person who solicits by telephone or mail on the basis of a list must inform the

individual being contacted of the right to have his or her name deleted from the list.

The Act also fleshes out rights of access to and correction of personal information which are set
out in theCivil Code of Quebec.”*' Under the Act, the business must confirm the existence of a

file of personal information on the individual's request and answer an access request within

30 days of its receipt. The business must provide access free of charge, except for a reasonable
fee that may be charged for the transcription, reproduction or transmission of information. In
addition to the Civil Code's rights of correction, the individual can require the business to delete

5 RS.Q.c. P-39.1, ss. 10 to 26.

225 There are more than a dozen exceptions set out inthe Act. See: R.S.Q. c. P-39.1, ss. 18 and 21.

#2! RS.Q., c. P-39 s 14,

8 pid., s. 17.

9 pid., ss. 22 t0 26.

20 Commission d'accés a l'information du Quéliantact / Advice on the Confidentiality of Personal Information:
Direct Marketing (January 1995).

21 geeCivil Code of Quebec, articles 37-40, and R.S.Q. c. P-39.1, ss. 27 to 41.
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information in his or her file which was collected “otherwise than according to law.” However,
the Act also sets out exemptions and limits to the accessfight.

The Quebec Act should have a significant effect on the collection and use of all types of personal
information by financial institutions. A financial institution which intends to collect information
must reveal this fact to the individual and establish a file on the individual with a stated object.
Information collected must be used only for purposes relevant to the object of the file, unless one
of the exceptions in the Act applies. The institution must establish methods by which customers
may have access to their information. If the institution intends to use information for the
assembly of lists to be used for commercial or philanthropic soliciting, it will face the application
of the Act's onerous provisions relating to nominative lists. Thus, for example, an institution
would be unable to compile a list of customer’s names for sale to other businesses without giving
those customers a valid opportunity to have their names removed from the list. Moreover, the
effects of the Quebec Act will not be confined to the province. National institutions will face the
Act's restriction on the extra-provincial transfer of information. As a practical consequence, they
may be required to avoid extra-provincial transfers of personal information about Quebec
residents or adopt measures similar to those required by the Act at offices across Canada.

Industry Association Codes

The period since the early 1980s has seen a proliferation of corporate codes intended to protect
the privacy interests of customers of financial institutidhsn the 1980s and 1990s, industry
associations for banks, insurers and trust companies adopted model codes for use by their
member$® Responding to pressure from government and industry associations, many financial
institutions have adopted codes based on their association model codes. While these privacy
codes do not have the force of law, they represent a significant commitment to privacy principles.
A customer with concerns about the collection or use of personal information may launch a
privacy complaint or apply for access to the information under the institution’s privacy code.

The main industry model codes are discussed below.

%2 The Act places alimit on the access right of some minors, stating that there is no right for a person lessthan

14 years of age to gain access to information of amedical or socia nature. The Act also establishes a small set of

exemptions to the accessright. The main mandatory exemption requires the business to withhold personal information

about an individual other than the requester if disclosure might seriously harm that individual. Three permissive

exemptions permit disclosure to be withheld of: (1) health information where disclosure would result in serious harm to
theindividua’s health; (2) information that would likely hinder investigations of a security service, security agency, or a

detective agency; and (3) information that would likely affect judicial proceedings in which either the business or the

individua has an interest.

2% For discussion of privacy codes and financial institutions, see: Richard C. Owens, Tom Onyshko, and

Peter C. Goode, “Reform Proposals Relating to Customer Privacy and Tied Selling in the Federally-Regulated
Financial Services Sector” ithe Regulation of Financial Ingtitutions: 1ssues and Perspectives (Scarborough:

Carswell, 1997) 143 at 153ff.

24 |n the 1990s, federal statutes governing financial institutions banks, insurers and trust companies were amended to
require such institutions to adopt procedures restricting the use of confidential information. More recently, the federal
statutes governing banks, trust and loan companies and insurance companies were amended to permit the government to
issue regulations requiring privacy codes. For further discussion see this Part under the heading Legislative Provisions
Respecting Institutions and Confidentiality.



PRIVACY AND FINANCIAL SERVICES IN CANADA 69

It should be noted that attempts were made to obtain information about the privacy codes, if any,
of the Investment Dealers Association of Canada and three particular investment dealers, which
were unsuccessful 2

Canadian Bankers Association

The Canadian Bankers Association (CBA) adopted a Model Privacy Code for Individual
Customersin 1990 after consultations with the federal government, provincia governments and
the Consumers Association of Canada.*® The code relied substantially on the principles set out
in the OECD guidelines.?® It set out principles relating to the collection of personal information,
the quality of personal information, specifying the purposes of personal information, limiting the
use of personal information, security safeguards, individual participation, accountability and
openness.

Various provisionsin the code related to the collection stage. For example, banks were directed

to obtain information “primarily” from customers themselves, but permitted to consult external
sources such as credit grantors, credit bureaux, income sources and personal references. Under
section 5(a), banks were permitted to collect personal information for a variety of purposes:
“establishing and maintaining relationships with customers; offering and providing products and
services as permitted by law; complying with the law; and protecting customers’ and banks’
interests.” Banks also were required to advise customers at the time of collecting information of
the use of that information, and to obtain consent to obtain further information from external
sources.

Other provisions related to the use of information. Where personal information was used for
purposes other than those for which it was collected (or a compatible purpose) the bank was
required to obtain the customer’s consent. Banks were permitted to release information to third
parties only for four purposes, which were based on theTmunier categories: in the case of

the customer's consent, in order to fulfil a legal obligation, to protect the bank's interests, and in
the case where there is a significant public interest requiring disclosure. However, the definition
of the bank's own interest was very vague, offering as an example that “various court proceedings
may require that personal information on customers’ accounts be introduced as eviience.”

Banks were required to keep information only for the purposes set out in section 5(a) and to

%5 The Investment Dealers Association of Canada did not provide any materials to the authors and indicated that it

did not wish to participate in the author’s study. An articling student assigned to obtain the privacy codes of three
large investment dealers was unable to do so. In one case, he was told that no such information was available. In the
two other cases, his calls were not returned by representatives of the investment dealers.

26 Canadian Bankers Associatidvipdel Privacy Code for Individual Customers (1990). It is worth noting that

the CBA submitted a model code of privacy principles to its membership in 1986, but this earlier attempt at a code
was rejected by the membership. See Benagita, note 219 at 26. For further discussion of the 1990 CBA code,
see Edward K. Rowan-Legg, “Confidential Information’l’ive Got A Secret: The Duty of Confidentiality in the

Private Sector (Toronto: Canadian Bar Association - Ontario, March 1994).

27 For discussion of the OECD guidelines, see Part | of this study under the heading The Nature of Privacy and
Informational Privacy Issues: Computerization and Personal Information Principles.

28 CBA, 1990 model codesupra, note 236, s. 6(c).
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ensure that information remained as accurate as possible and as complete as required for the
purpose.

The customer’s right of access was also set out in the code.® However, the access right

extended only to factual information about the individual and not “to opinions or judgments

about them” which were held by the bank. The code permitted banks to take a reasonable time
and charge a reasonable fee for access. If access was refused, the bank was required to provide
reasons for the refusal. Customers who received access had a right to challenge the accuracy of
personal information; any differences about the accuracy of information were to be “noted”. The
bank had a duty to pass on corrections to third parties only where the inaccuracy might result in a
customer's interests being harmed. Banks were required to maintain a list of disclosures of
information along with the customer records, except for routine disclosures which did not have to
be noted.

Other provisions in the code required security safeguards to protect the privacy of personal
information, stated that banks were to delegate a senior officer responsible for privacy protection,
and stated that privacy policies (including complaint procedures) were to be made known to
customers. If customers were unhappy with the way a complaint was handled, they could contact
the Office of the Superintendent of Financial Institutions.

The 1990 CBA code was criticized by the federal Privacy Commissioner and the Consumers’
Association of Canadd’ The Privacy Commissioner pointed to the code’s limitation on the
individual’'s access rights and its vaguely defined exceptions permitting disclosure. For example,
Commissioner Phillips wrote in 1994:

The Canadian Bankers Association code (and those of the individual banks) does not
cover subjective information about individual clients nor do they protect bank
employees. Broad disclosures are allowed to serve the banks business interest (as
anyone who has read the fine print at the bottom of a bank card application will
attest). And the codes will do nothing to prevent banks exchanging clients' personal
information with the insurance companies and stock brokerages they may now own

following recent changes to financial legisl ation.241

In 1996, the CBA issued a revised version of the code — knowo@s Privacy Code:

Protecting individual bank customers’ personal informatiowhich was based on the principles

of the CSA model cod&? The new CBA code is more detailed, with a new emphasis on the
need to obtain a customer's consent, some specific discussion of the bank's target marketing
practices and a strengthening of the customer’s access right. The new code consists of

10 principles: accountability; identifying the purposes of personal information; obtaining
customer consent; limiting the collection of personal information; limiting the use, disclosure and

29 pid., s. 8.

290 Bennett, supra, note 219 at 26.

1 privacy Commissioner of Canada, Annual Report 1993-94 (Ottawa: Canada Communications Group, 1994) at
6. Seealso Privacy Commissioner of Canada, Annual Report 1990-91 (Ottawa: Supply and Services Canada, 1991)
at 16.

2 For discussion of the CSA model code, see Part | under the heading Privacy Developments Relating to the
Financial Services Sector in Canada, at footnotes 53 to 55 and accompanying text.
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retention of personal information; keeping personal information accurate; safeguarding personal
information; making information about privacy policies available; customer access to personal
information; and handling complaints. The accounting firm of Price Waterhouse has provided
areport confirming that the new code complies with the CSA model code.**

In the case of collection, the code sets out a new (and longer) list of purposes for which a bank

may collect information: “to understand the customer's needs; to determine the suitability of the
products and services for the customer or the eligibility of the customer for products and
services; to set up and manage products and services that meet the customer's needs; to offer
products and services that meet those needs; to provide ongoing service; to meet legal and
regulatory requirement$® At the time of collection, the bank now must make the customer
aware of why the personal information is needed, how the information may be used with consent
for other purposes and the fact that the customer may refuse consent for other purposes.
However, the new code maintains the previous approach to the source of personal information,
stating that banks should collect it “primarily” from the individual but may also collect it from an
external source such as credit bureaux, employers and other lenders.

In the case of consent, the code places an obligation on banks to make a “reasonable effort” to
ensure that customers understand how personal information will be used and disclosed. The
bank has a responsibility to obtain consent for the use and disclosure of information at the time it
is collected” This consent can be express or implied, although express consent will be the
“preferred” form (unlike Quebec's Bill 68, which sets strict requirements for consent to be
“manifest, free, and enlightened, and [given] for specific purpd8®s.Implied consent will

occur when a customer uses a bank product or service, or fails to respond to the bank's offer to
have their personal information removed from a direct marketing list. A bank may use
information without consent to detect fraud, collect overdue accounts, comply with the law, or
provide information to agents of the bank who need it for banking functions (such as printing
cheques). The customer may later withdraw his or her consent, subject to legal or contractual
restrictions. But a withdrawal may mean that the bank is no longer able to offer certain types of
products or serviced’ For example, a bank may refuse to lend money if the customer refuses to
consent to the bank obtaining a report from a credit bureau.

3 The short Price Waterhouse report is contained in the version of the CBA code issued by the Canadian Bankers
Association in November 1996.

24 Canadian Bankers Association, Privacy Model Code: Protecting individual bank customers’ privd©p6),

S 2.2

5 bid., Principle 3.

6 see: An Act respecting the protection of personal information in the private s&®®. c. P-39.1, s. 14.

7 This withdrawal of consent provision states in part: “Subject to legal and contractual restrictions, customers can
refuse or withdraw consent at any time as long as: the bank is given reasonable notice of the withdrawal [and]
consent does not relate to a credit product where the bank must report information after credit has been granted.
This is to maintain the integrity of the credit system. ... Refusing or withdrawing consent for the bank to collect, use
or disclose personal information could mean that the bank cannot provide the customer with some product, service or
information of value to the customer.” The withdrawal of consent provision is based on a similar provision which
appears in the CSA model code. See CBA 1996 model saute, note 244, s. 3.5.
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Other provisions require consent before using personal information for target marketing.?*® If a

bank wishes to use personal information to market new services or products through the bank or

an affiliate or subsidiary, the bank must obtain the customer’s consent at the time of collection.

At the time that the customer applies for a product or service and provides personal information,
the bank must: “tell the customer that this personal information may be used by the bank or its
subsidiaries of affiliates to market other products and services to the customer; describe the types
of subsidiaries and affiliates who might market their products or services; ask the customer for
consent, telling them that this use of personal information is opti&iial.”

A complementary duty is imposed on subsidiaries or affiliates who offer services to bank
customers. The first time that a subsidiary or affiliate discusses a product or service with the
customer, the subsidiary or affiliate will explain the use to be made of the customer's personal
information and give the customer an opportunity to withdraw consent for further use of
information.

In the case of use and disclosure of information, the new code sets out the principle that a bank
must use personal information only for the reasons for which it was collected unless the customer
has consented to a new use. But the new code is less specific about the bank's ability to disclose
information without consent. It states that “[ulnder certain exceptional circumstances, banks
have a common law duty or right to disclose personal information to protect the bank's or

public’s interest without customer consefif.” And it states that a bank may release information

to comply with the law, such as in response to subpoenas, search warrants, other court orders and
demands from parties with a legal right to information. When a bank discloses to comply with

the law, it should protect the customer’s interests by: ensuring that the order appears to comply
with the law under which it was issued; disclosing only the information that is legally required;

and refusing to comply with casual requests for information from government or police.

Special provisions are included for health information. These provisions appear to be aimed at
alleviating concerns that a bank will use health information for reasons other than those stated at
the time of collectio?™ The code states that a bank may collect health records only for a

specific purpose and that it will not disclose such records to its subsidiaries or affiliates, nor vice
versa. Thus, a bank cannot use its subsidiary's records of the health of its customers to assess a
loan application.

In the case of access and correction, the new code sets out in more detail the customer's right of
access to personal information. One important change is that the access right is no longer limited
merely to factual information; a second is that the code now sets out some of the reasons for
refusal of access. Section 9.3 fleshes out the access right by stating:

% bid,, s. 5.3.

9 pid,, s. 5.3.

20 hid., Principle 5.

A1 hid., s. 5.4. For an expression of concern about the use of health information, see Consumers’ Association of
CanadaReform of Financial Services: Retailing of Insurance by Deposit-Taking Ingtitutions, A submission to the

federal Department of Finance (Augd995) at 16ff.
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Each bank will identify who it collected the persona information from, who it has
disclosed the personal information to, and how and when the information was
disclosed. The bank will take this information from its records, and will provide it
to the customer in aform that is easy to understand, providing explanations for
abbreviations and codes. Each bank will provide the personal information to the
customer within areasonable time, and for a reasonable cost.

The code states that banks may deny access to personal information only for specific reasons

which it must set out in their policies. These reasons may include the fact that the information:

“may be too costly to retrieve; may contain references to other persons; may be subject to
solicitor-client or litigation privilege; may contain the bank's own ‘proprietary information’; and
cannot be disclosed for legal reasofts.”

Canada’s main banks all adopted privacy codes or policies after the CBA adopted its first model
code in 1990. More recently, banks have begun to revise their codes or policies to comply with
the new version of the CBA model code. Various bank publications on privacy codes or policies
are available to the public on request: see, for example, the Canadian Imperial Bank of
Commerce’'<CIBC: Privacy Sandards; the Bank of Nova ScotiaScotiabank & You: A

Question of Privacy”™; the Toronto Dominion Bank'Brotecting Your Privacy: TD’s Privacy

Code Royal Bank’sStraight Talk about client privacy; the Bank of Montreal’¥our Privacy,

and the National Bank of Canad&svacy Code for Individual Customers. (In addition, foreign

banks operating in Canada such as Amex Bank of Canada, Citibank Canada, Hongkong Bank of
Canada and ING Bank of Canada have published privacy maféfjala.general, these

publications describe in broad outline the principles from the revised CBA code. However, it
should be noted that an articling student assigned the task of gathering the privacy codes of banks
was unable to obtain privacy codes from two smaller banks. Representatives of these banks
contacted by the student were unable to provide a copy of the bank’s code or privacy materials.
It should be noted that many smaller banks (but not those contacted by us) have no significant
participation in the consumer market for financial services; thus, it may not be appropriate for
such smaller banks to have the same framework of privacy protection.

%2 CBA 1996 model code, supra, note 244, s. 9.4. Explaining the term “proprietary information” the code states:
“For example, a bank may use a scoring formula or make a collection recommendation that is confidential to the
bank.”

%3 The full Bank of Nova Scotia’s Privacy Code is available on the bank’s web site at
http://mww.scotiabank.ca/privcode.html.

#4 See Amex Bank's\merican Express Privacy Code, Citibank’sCitibank Canada: Your Privacy, Hongkong

Bank of Canada’Strictly Between Us: Protecting your privacy and resolving your complaints, and ING Bank of
Canada’dNG DIRECT: Personal Account Terms. See also Bennettpra, note 219 at 26.
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Trust Companies Association of Canada

In 1993, the Trust Companies Association of Canada (TCAC) adopted a model privacy code.

The TCAC's Customer Privacy: A Matter of Trust describes acode whichissimilar inits

outline and most of its details to the 1990 Code of the CBA. The TCAC code sets out eight
principles relating to: the collection of personal information, the quality of personal information,
the purpose for collecting personal information, the use of personal information, security
safeguards, the customer’s right of access to and correction of personal information and dispute
resolution measures. Like the first CBA code, the TCAC code limits the individual’s right of
access to factual information. Complaints are to be resolved by procedures established by
individual trust companies.

It appears that trust companies have adopted privacy policies of their own or use the privacy
codes of their parent banks. Canada Trust has its own privacy brodPnatecting Your

Privacy — and its own privacy policy based on the CSA model code principles, while National
Trust and Montreal Trust use the privacy brochure and code of their paretbafdwever, an
articling student assigned the task gathering privacy codes from several other trust companies
was unable to do so; these trust companies did not return phone calls or failed to provide privacy
materials.

Insurance Industry Associations

Two separate associations exist for the insurance industry: the Canadian Life and Health
Insurance Association (CLHIA), which represents life and health insurance companies, and the
Insurance Bureau of Canada (IBC), which represents automobile and casualty insurance
companie$>® Both associations have been active in the development of model privacy codes.

The efforts of the CLHIA predated the official publication of the OECD principles. In 1980, the
association adopted a set of guidelines for its member insurers based on the draft version of
OECD personal information guidelines. Professor Colin J. Bennett has noted that a variety of
factors help to explain the association's early interest in privacy issues, including the fact that
U.S.-based insurers had developed privacy codes in the 1970s, and the fact that provincial
insurance regulators expressed some early interest in the privacista¢er, the association
adopted a set of specific guidelines on the use of HIV informé&tion.

The CLHIA moved to revise its privacy guidelines in the early 1990s, resulting in Rigbiito
Privacy Guideline published in 1993. The current version of the guidelines sets out principles

%5 The Canada Trust privacy code is titled Protecting Your Privacy. (November 1997). The discussion of the
approach taken by National Trust and Montreal Trust is based on interviews by N. Djordjevic with officials of
National Trust and Montreal Trust in February 1998.

%6 See Bennett, supra, note 219 at 28. Note that the Insurance Bureau of Canada has recently become part of
another group known as the Insurance Council of Canada.

7 1bid., at 29.

%8 Canadian Life and Health Association, Guidelines with Respect to AIDS, for the Sale and Underwriting of Life
and Health Insurance (1987).
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relating to the collection of personal information, the quality of personal information, specifying
the purpose for personal information, the use and disclosure of personal information, individual
access to personal information, complaint resolution measures, and security safeguards. The
wording and general approach of the guidelines remain based on the OECD information
principles. Thereisno provision for independent oversight; complaints are to be resolved by
individual companies own procedures. The guidelines are accompanied by a set of explanatory
notes which expand on the meaning of the various principles.?>

The Insurance Bureau of Canada adopted the Model Privacy Code for the Individual Customer in
1992, which was based on the OECD guidelines and was similar in many of its details to the
1990 CBA code. The 1992 code set out principles relating to specifying the purpose of personal
information, the quality of personal information, the collection of personal information, the
limitation of use of personal information, security safeguards, the individual right of accessto
personal information, accountability and openness. Complaints were to be resolved by
procedures established by individual insurers.?®

Later, the IBC decided to revise its model code based on the 10 principles of the CSA code. The

new IBC code — known as tihodel Personal Information Code — was approved by the Quality
Management Institute of Canada as complying with the CSA code if¥9%he new IBC code
contains a variety of notable features in its statement of the consent, use limitation and access
principle. The consent principle states that the individual may withdraw consent to the use of
personal information on reasonable notice, subject to legal or contractual restrictions “and the

%9 A few features of the new CLHIA guidelines deserve discussion. The collection limitation principle suggests

that where “appropriate” information should be collected from the individual and that the individual should be
notified before information is collected from another source. However, this principle does not apply to group
insurers, since they cannot control the manner in which employers collect information about their employees. The
use and disclosure principle states that information will be used in the manner that has been specified to the
individual when it was collected, or in one of four other specific ways. The principle relating to access to information
applies to all information in the insurance company'’s records, without the distinction between factual and opinion
records made in the first CBA code. The code permits an insurance company to charge a reasonable fee for access
and states that some medical information may be available only through the individual’s doctor.

20 several other provisions of the 1992 IBC code deserve to highlighted. The purpose specification principle set
out a list of purposes for which personal information could be collected that was tailored to the insurance industry,
and so included: underwriting risks on a prudent basis, investigating and paying claims, and compiling statistics.
Personal information was to be collected primarily from the individual but might include one of a number of external
sources particularly relevant to insurers (such as brokers, the Insurance Crime Prevention Bureau and underwriting
information networks). An insurer was to obtain personal information with the individual’s consent, except in
“exceptional circumstances, where there are reasonable and probable grounds for suspecting fraud.” On the use
limitation principle, the IBC code set out a longer list of reasons for which information may be disclosed without the
customer’s consent than the 1990 CBA Code. The reasons included transferring information to other companies
which share in the risk, transferring information for underwriting or claims purposes, and transferring information to
insurance intermediaries. On the access principle, the IBC code followed the 1990 CBA Code’s approach of
permitting access only to factual information about the individual. Finally, the IBC code set out a suggested dispute
resolution method for refusals of access: it stated that a customer wishing to challenge a refusal should send a letter
to the president of the insurance company. The company then had a duty to “promptly institute a dialogue” with the
customer and jointly agree to another method of dispute resolution if the dialogue fails.

%1 «|BC privacy code first to earn approval by CSA quality registrar/hsurance Bureau of Canada Comment

(March 1997) at 1.



76 TASK FORCE ON THE FUTURE OF THE CANADIAN FINANCIAL SERVICES SECTOR

requirement that P& C insurers maintain the integrity of the statistics and data necessary to carry

on their business®® The use limitation principle states that there are several situations specific
to the property and casualty insurance business where insurers will disclose personal information
to others “as dictated by prudent insurance practfé@s&nd the access principle raises the
possibility that an independent mediation process will be available to individuals if a property

and casualty insurer refuses access to the customer’s own personal infoffhation.

Life insurance companies have adopted privacy policies based on the CLHIA guidelines and the
IBC codes™ London Life’sRight to Privacy Guidelines follow the CLHIA model, while The

Mutual Life Assurance Company of Canad@le of Business Conduct: Relationswith Clients

includes privacy provisions. However, an articling student assigned the task of obtaining privacy
brochures or codes from several other insurers was unable to do so. A representative of the
Aetna Life Insurance Company informed the student that the company has guidelines based on
the CLHIA guidelines, but that they are not available to the public. Other insurance companies
did not return calls, indicated that their companies apparently did not have privacy codes or failed
to provide the student with materials.

Over 80 property and casualty insurers or groups of insurers representing almost 75 per cent of
the market (in terms of premiums) have adopted the 1992 IBC model®®o8imce the IBC

1992 code was intended to be adopted without amendment, these companies have made a
commitment to using the code without publishing their own brochures or p&ficitss

expected that IBC members will soon adopt the 1997 version of the code.

%2 | nsurance Bureau of Canada, Model Personal Information Code (1996), s4.3.10. Several other notable

provisions appear in the IBC code’s consent provision. The consent provision sets out unique features of the property
and casualty insurance industry that make it impossible to obtain express or written consent in certain situations, such as
the fact that such insurers operate through independent agents or brokers. It states that if an individual refuses to provide
information about his or her date of birth, address and claims history, the insurer may refuse to provide insurance
because the insurer will not be able to determine the appropriate rate. It states that one individual may consent to the
collection and use of personal on behalf of multiple insured persons, as in the case of a person applying for auto
insurance coverage for his or her family. And it states that for certain types of sensitive personal information — such as
medical or hospital records, employment records or tax returns — express and written consent will always be obtained
from the individual. See, respectively, ss. 4.3.1, 4.3.5, 4.3.8, and 4.3.6.

%3 These include: disclosure of personal information to reinsurance companies that share in the risk; disclosure of
personal information for underwriting, claims, classification or rating purposes; and disclosure of personal information

to insurance intermediaries such as brokers and agents. See IBC 1996 modepcadeote 262, s 4.5.1.

%4 The access principle states that an insurer must provide the customer with information about how to challenge a
denial of access to personal information, including: “(a) an invitation to the customer to send a letter to the [insurer’s]
President requesting reconsideration of such denial; (b) a commitment by the [insurer] to open promptly a dialogue with
the customer; and (c) a commitment by the [insurer] to participate in an independent mediation process should the
parties be unable to resolve the dispute.” See IBC 1996 modekopds, note 262, s. 4.9.1.

%5 One observer has noted that large health and life insurers first published privacy guidelines or business codes which
dealt with privacy in the 1980s. See Benreeipra, note 219 at 29.

%6 Fax sent by Steven Lingard of the Insurance Bureau of Canada to T.S. Onyshko on May 22, 1998.

%7 Interview by T.S. Onyshko with Steven Lingard of the Insurance Bureau of Canada on February 20, 1998.
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Credit Union Central of Canada

The Credit Union Central of Canada (CUC) isin the process of developing a model privacy code

for member credit unions, which is expected to be implemented by late 1998.”® The CUC's

draft model code is based on the CSA model privacy code and sets out the same general
principles®® However, there are several notable features to the CUC draft model code. The
principle requiring that a credit union identify the proposed uses of information at the time that
information is being collected from the individual states that the identified purposes should be
“specific” to the individuaf™® The principle requiring customer consent contains some
discussion of the reasonable expectations of the customer in particular sittfatienaell, the
consent principle gives the individual the ability to withdraw consent, subject to contractual and
other restrictiond’® The principle on the use, disclosure and retention of personal information
contains a special provision which discusses the treatment of health information; it suggests that
health information may be used for both credit applications and related insurance ptifposes.
And the principle on compliance raises the possibility that an individual unsatisfied with the
credit union’s complaint procedures may obtain a hearing before an independent mediator or

arbitrator?™

Observations on Association Codes

A number of observations may be made about the way that the codes as a group might be
improved to better meet the benchmarks provided by the OECD principles and privacy theory.

%68 | etter from Susan Murray, Director of Government Affairs, Credit Union Central of Canada, to R.C. Owens,

dated November 28, 1997.

%9 Credit Union Central of Canada, Credit Union Code for the Protection of Personal Information (Draft)

(June 1996).

' |pid., s. 2.3. Presumably, this means that the written or oral explanation given to the individual must be tailored

to some degree to the individual’s circumstances. The draft model code goes on to suggest, for example, that an
application form with the relevant purposes highlighted would meet this requirement.

"L “In obtaining consent, the reasonable expectations of the member are also relevant. For example, a member who
requests debit card services should reasonably expect that the credit union, in addition to using the member’s name
and address for statement mailing purposes, would also contact the member to renew the card. Similarly, consent
will not be obtained when personal information is supplied to agents of the credit union to carry out processing
functions, such as data processing or the printing of cheques. In this case, the credit union can assume the member’s
request constitutes consent for the specific purposes. On the other hand, the member would not reasonably expect
that personal information given to a credit union would be given to a company selling insurance products, unless
consent was obtained.” CUC draft codgpra, note 269, s. 3.5.

22 |n a provision similar to that used in the CBA and IBC code, the CUC draft model code states: “A member may
withdraw consent at any time, subject to legal or contractual restrictions, provided that: (a) reasonable notice of
withdrawal of consent is given to the credit union; [and] (b) consent does not relate to a credit product requiring the
collection and reporting of information after credit has been granted.” See: CUC drafuppdenote 269, s. 3.7.

2" “The [credit union] member’s health records at the credit union may be used for credit application and related
insurance purposes. The member’s health records will not be collected from, or disclosed to, any other organization.”
See: CUC draft codeypra, note 269, s. 5.4.

2 |pid., s. 10.3. The draft code states that complaints not resolved by the credit union’s designated official may be
taken to the credit union’s board of directors. If the complaint is not resolved by the board of directors, the credit union
will have procedures to refer the complaint to Credit Union Central, a regulator or an independent mediator or arbitrator
“as may be appropriate.”
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First, the codes generally permit the use of implicit consent, either by defining consent to include

implicit consent or by failing to exclude implicit consent. Privacy theory’'s emphasis on

individual control of information suggests that express consent should be the preferred form,
particularly in cases where the information is sensitive. Some of the codes recognize that express
consent should be preferred and that for certain types of information express consent should be
required®” However, it would be preferable for the codes to clearly limit the use of implied
consent to non-sensitive information or to provide further guidance as to the circumstances in
which implied consent is appropriate.

Second, the codes do not expressly address data mining and the use of personal information for
targeted marketing purposes. To ensure that individuals retain some control over the use of
personal information, it would be appropriate to permit them to opt out of data mining and
targeted marketing programs. The model codes contain provisions which may apply to data
mining and marketing uses of personal information. For example, the codes generally require
that information be used for the purposes for which it was collected or that individual consent be
obtained; as well, some of the codes state that an individual may later withdraw his or her
consent to the use of information, subject to certain restrictibrishe CBA code requires a

bank to obtain consent from the individual to use information for marketing purfbses.

However, it would be preferable for the codes to state expressly that individuals may request
institutions to refrain from using personal information for data mining and targeted marketing.
Some financial institutions may not yet have information systems which permit them to remove
selected individuals from their marketing lists. To avoid imposing undue costs on such
institutions, the codes might impose a duty on institutions to reasonable efforts to comply with
the individual’'s request.

Third, the codes address the question of the purposes for which information may be collected
with provisions that vary from code to code. Some codes state that information may be collected
only if it relates to purposes stated in the code; other codes state that information must be
“pertinent” to the business of the institution or “necessary for the purposes” that have been
identified by the institution. To better meet the OECD principle of collection limitation, the

codes might provide a more specific description of the types of information that may be collected
— and perhaps a list of types of information that should not be collected. A related issue is when
information may be collected from third parties rather than the individual. The codes might
provide more discussion of the circumstances in which collection from third parties is
appropriate. They also might require the institution to provide the individual with notice if the
institution obtains a credit report about the individual.

2’5 The CBA code recognizes that express consent is the preferred form, while the IBC code states that express
consent is required before the institution collects medical or hospital records, employment records or income tax
returns. See: CBA 1996 model code, supra, note 244, s. 3.3 and IBC 1996 model code, supra, note 262, s 4.3.6.

2"® The CBA code, the IBC code and the CUC draft code recognize that a customer may later withdraw his or her
consent to the use of information, subject to some restrictions. See: CBA 1996 model code, supra, note 244, s. 3.5;
IBC 1996 model code, supra, note 262, s 4.3.10; and CUC draft code, supra, note 269, s. 3.7.

2" CBA 1996 model code, supra, note 244, s. 5.3.



PRIVACY AND FINANCIAL SERVICES IN CANADA 79

Fourth, the codes generally provide an open-ended list of reasons for which an individual may be
refused accessto his or her file: that is, the codes recognize that information may be refused
(sometimes the codes add for “specific” or “valid” reasons) but do not set out the specific
grounds for refusal. A list of specific exemptions is included in the access and privacy
legislation applying to Canadian and provincial governments. It might be preferable for the
codes to provide a list of specific types of exemptions, rather than leaving the list open-ended,
although a case can be made for the flexibility afforded by the existing provision.

Finally, there are two further issues relating to the implementation of the model codes. Firstis
the question of whether individual financial institutions provide copies of their codes to the

public. As noted above, an articling student assigned to gather copies of privacy codes from
different institutions had difficulties obtaining materials from some small banks, trust companies
and insurance companies. In order for a system based on codes to work properly, the public
should have access to such codes with relative ease. Individual institutions, industry associations
and, if necessary, regulators, should take measures to ensure that the public may have access to
the privacy codes of all financial services providers. We understand that proposed draft
regulations under federal legislation will address this concern by placing a duty on financial
institutions to provide information about their privacy policies to individual customers.

Second is the question of the review of consumer complaints made under the codes. The CBA
model code is praiseworthy in that it gives the individual the ability to take an unresolved privacy
complaint to the Canadian Banking Ombudsman. Other codes raise the possibility that a third
party (such as a mediator) may be involved in the resolution of difficult complaints. From the
point of view of privacy protection, it would be preferable for all industry associations to provide
a means of review of privacy complaints similar to the Canadian Banking Ombudsman or some
method of mediation. However, there is the question of the costs involved in such a system; the
costs imposed on the industry to create review mechanisms may exceed the benefits that would
be obtained. The question of review mechanisms will be discussed further in the conclusions to
this study (Parts VI and VII).

These observations do not represent significant shortcomings but rather areas for potential
Improvement against ideal notions of privacy protection. It is important to recognize that the
codes represent a significant commitment to privacy principles. Each code addresses the privacy
and information concerns identified by the OECD principles. Each code sets out a variety of
reasonable privacy principles and establishes the individual’'s right to request access to his or her
information and to seek correction of that information where it is inaccurate. The codes
represent the basis for a reasonable system of self-regulation which has been established by the
main industry associations for the financial services sector.



80 TASK FORCE ON THE FUTURE OF THE CANADIAN FINANCIAL SERVICES SECTOR

lll. Privacy Challenges

Introduction

Part 111 discusses potential challenges to the protection of personal privacy. The Part begins by
reviewing the key concerns raised by some privacy experts and consumer groups. These consist
of the sharing and use of personal information, the use of implicit (as opposed to explicit)
consent, the nature of dispute resolution systems and the openness of ingtitutions, and the fact
that various financial services providers are not regulated by federal legislation. The Part then
considers technologies and trends with privacy implications: data aggregation, targeted marketing
and data mining, stored value cards, Internet banking and money management software,
international sharing of information and international provision of financial services.

Consumer Concerns®®

Sharing and Use of Personal Information

Asfinancial ingtitutions provide a greater range of products and services and continue to improve

their direct marketing programs, it can be expected that they will make greater use of personal
information. The use of personal information to “target market” or “relationship market” is one
of the big trends of retailing, and we would expect financial services to increasingly rely on it,
like other retailers. Financial institutions, as information technology intensive industries, are
perhaps near the vanguard of the trend. The positive way of looking at this is that banks are
increasing their ability to provide personalized service. However, consumer groups and some
privacy experts contend that the increased use and manipulation of personal information raises
significant concerns relating to privacy and autonomy. At the extreme, it is contended that
information could be used to manipulate or intimidate customers. For example, the Consumers
Association of Canada has suggested that individuals might feel implicit pressure to accept new
services offered by a bank through targeted markétinhe argument runs that the individual

2" For a discussion of consumer concerns, see, for example: Consumers’ Association of R amagand Data
Protection: Background Paper (Ottawa: Consumers’ Association of Canada, July 1992); Consumers’ Association of
CanadaConsumer Data Protection (Ottawa: Consumers’ Association of Canada, March 1993); Consumers’
Association of Canad®&rivacy in the Age of the Information Highway (Ottawa: Consumers’ Association of Canada,
March 1995); Ed PawlusiakKiodes, standards and practices: Do they protect consumer interests? (Ottawa:

Consumers’ Association of Canada, April 1996); Option consommateasr€anadiens et la protection des

reseignement personnels détenus par les entreprises: éléments d’'une Iégislation (summaire d’une étude a paraitre)
(Montreal: Fédération nationale des associations de consommateurs du Québec and Option consommateurs,
February 1998); Association coopérative d’économie familiale du Centre de Monésdansommateurs et

I'examen de 1997 de la législation régissant les institutions financieres: Observations présentées au ministere des
Finances du CanadéMontreal: Association coopérative d’économie familiale du Centre de Montréal, 1996). See
also the letter submission of Richard D. Speers of Toronto to the Task Force on the Future of Canadian Financial
Services, dated September 23, 1997, in which Mr. Speers discusses various concerns relating to bank practices and
privacy codes.

2" gee, for example: Consumers Association of Cariedar;m of Financial Services: Retailing of Insurance by
Deposit-Taking Institutions (August1995).
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will feel obliged to accept new products offered to him or her in order to maintain the
relationship with the bank and so ensure access to future essential services, such as future credit.

Along with the general concern about increased use of information, consumer advocates have

expressed particular concern about the use of insurance information by banks. As the ability of

banks to offer insurance products through subsidiaries has expanded, new opportunities to use
information gained through insurance activities may become available. The Consumers

Association of Canada has argued that insurance information should not be used to make

decisions about the individual’s banking servit@sFor example, the decision to deny insurance
coverage to an individual should not be used to reduce the individual’'s credit rating. In addition,
information about a potential health problem revealed to an insurer as part of the individual's
duty of disclosure to the insurer should not be used against the individual when he or she later
applied for a loan.

These concerns deserve closer examination. Marketing programs can involve intrusion by
unsolicited telephone calls or unsolicited ni&il.However, marketing programs may have the
actual benefit of bringing useful products and services to the attention of consumers with
particular needs or interests. While “data mining” and target marketing have proven to be useful
technologies from the marketer’s point of view, it is not correct to suggest that they have any
capability to unduly influence individuals or are intended to do so. Furthermore, under existing
privacy codes, banks and insurers have committed themselves to the principle that an individual
may later withdraw his or her consent to the use of personal information for particular
purposes® Increasing sophistication of financial services systems may permit such consent to
be withheld in respect of specific categories of services.

There is a reasonable argument that medical information collected for insurance purposes should
not be used for making decisions about banking services, particularly when banking services
have traditionally not involved a review of such information. Financial and health information

are among the types of information considered most sensitive by the public, and there may be
legitimate policy objectives involved in keeping some distance between the two types of
information?®®® The Canadian Bankers Association model code specifically deals with this issue,
stating that health records will be collected only for specific purposes, and that banks and
subsidiaries will not disclose health records to each 6thdn general, the institution is better

2% bid.

%1 Certain types of telephone solicitations are regulated by the CRTC on privacy grounds, privacy being an express

policy to be applied in the interpretation of the new Telecommunications Act. The Canadian Direct Marketing

Association voluntary code imposes limits on unsolicited mail from the Association’s members.

%2 The model codes of the Canadian Banking Association and the Insurance Bureau of Canada permit the
individual to withdraw his or her consent subject to certain restrictions. As well, the CBA code requires banks to
obtain individual consent before using personal information for marketing purposes. See footnotes 276 and 277 in
Part Il and accompanying text.

%3 Ekos Research Associations Irrivacy Revealed: The Canadian Privacy Survey (Ottawa: Ekos Research
Associates, 1993) at 20. For further discussion of the Ekos Survey, see Part | of this study under the heading Public
Concern About Privacy and Privacy Complaints.

%4 Canadian Bankers Associatidtrivacy Model Code: Protecting individual bank customers’ privd©ge),

Principle 5.
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served by collecting only the information necessary to its credit decision. Institutions are
required to have, and follow, internal credit policies to discipline the credit investigation and
granting process. Such policies would not be served by considering extraneous information of
uncertain relevance taken in another context. Moreover, insurers, including insurers which are
owned by other financial services providers, have an essential interest in accurate information
disclosure by insured.”® In particular, insurers rely on the doctrine of uberrimae fides, or the
duty of highest good faith, which provides that an insured owes a duty to disclose to the insurer
all relevant information requested by the insurer in respect of apolicy. Implicit in that obligation
Is the obligation of the insurer to act as a steward of that information. The insurer most certainly
would not want to discourage such disclosure by being known to be in a position of
inappropriately using information provided. After all, there are generally no restrictions on what
can be asked with respect to a credit application, provided theinformation isrelevant. It is better
for alender to ask for information again, even if it duplicates information obtained in the
insurance context, than it isto rely on other, perhaps older records obtained in a different context
and under different conditions.

An issue commonly raised in discussions of informational privacy is the transfer and use of

personal information outside the collecting institution. However, this issue appearsto have less
relevance in the context of regulated financial institutions. Such institutions are under a statutory
duty to protect customer information and have along tradition of maintaining the confidences of
their customers.”® In addition, such institutions are presumably subject to the implied duty of
confidentiality recognized in the Tournier decision.?®” Although that decision applies directly to
banks, there is no basis for distinguishing other financial services providers on principle.
Unauthorized transfers or disclosures outside regulated financial institutions areillegal and

would certainly be counter-productive to the business of the institution if they became public
knowledge. In general, transfers or disclosures outside financial institutions will occur only with

the customer’s explicit or implicit consent. For example, banks routinely provide customer’s
credit information to credit bureaux, but consent to such disclosure will be provided for on the
form that the customer completes to apply for the bank sefliddoreover, there is a
compelling social need to ensure that this disclosure takes place, so that businesses which

%5 |nterestingly, they do not have an interest in knowing everything. Asis ably demonstrated by the economic

analysis set out in an unpublished paper by Trevor Hoffman, “The Economics of Privacy: an analysis of information
access in the insurance context” (1997), in a world of perfect knowledge, the entire insurance enterprise would fail
because premiums would equal the marginal cost of every risk. It is only the ability to actuarially spread risk over a
large population that permits the insurance market to go forward.

% For discussion of the provisions relating to privacy and customer information in federal legislation and
regulations, see Part Il of this study under the heading Legislative Provisions Respecting Financial Institutions and
Confidentiality.

%7 For discussion of th€ournier decision, see Part Il under the heading The Implied Contractual Duty of Privacy.
Tournier was a case about a bank and similar cases recognizing an implied duty of confidence also involve banking
institutions, presumably because banks are most frequently contacted for credit references and the like. However,
there appears to be no basis on which to contenddhaier should not apply to other financial institutions holding
confidential information. In fact, we would suggest that the implied duty of confidence will apply similarly to
unregulated institutions, such as consumer credit companies.

%8 See, for example, the discussion of bank account opening forms in Part Il at footnotes 136 to 140 and
accompanying text.
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provide credit may assess an applicant’s credit history. Unauthorized transfers or disclosures of
personal informatiolccasionally do occur, as complaints to the Canadian Banking Ombudsman
and the Commission d’acces a I'information du Quebec sugfgeBut these situations are the

result of mistakes or misunderstandings by bank staff, and do not represent normal bank
practices.

Implicit v. Explicit Consent

Another issue is the question of implicit as opposed to explicit consent. Consumer groups and
some privacy experts take the position that in order for an institution to use an individual’s
personal information, the institution should obtain the individual’s explicit coA%ent.

Furthermore, when an institution is obtaining an individual's consent, the institution should
require that the individual “opt in” to such uses of information by a positive action (for example,
by ticking a box that describes the institution’s proposed use of information). Consumer groups
and some experts argue that the alternative — requiring an individual to “opt out” before the
institution will refrain from using the information as proposed — does not provide a sufficient
degree of privacy protection. Put another way, they contend that the protection of privacy should
be the rule and any proposed use of personal information should be treated as an exception which
requires the individual’'s consent through some positive act.

In contrast, industry privacy codes state that consent to the use of personal information may be
implicit. For example, the Canadian Bankers Association 1996 code states: “A customer’s
consent can be expressed, implied or given through an authorized represefitafive.CBA

code states that while express consent is the “preferred form,” a bank may imply consent from
the customer’s use of a bank product or service, or from the customer’s failure to respond to an
offer by the bank to have the individual’s information removed from a marketing list. But the
CBA code adds that before deciding what type of consent is appropriate (i.e., oral or written,
express or implicit) the bank will consider the type of personal information, the reason for its use
and the type of customer contact involved. The CSA model code also recognizes the possibility
of implied consent, stating that the form of consent should vary depending on the circumstances
and the type of informatiofi* While the value of explicit consent is not denied, sometimes
explicit consent is more important than others. Not all potential and necessary uses of personal

%8 See the discussion of complaints to the Canadian Banking Ombudsman and the Quebec access and privacy

commission in Part | of this study under the heading Public Concern About Privacy and Privacy Complaints.

20 gee, for example, Consumers’ Association of Carfadeacy, Data Protection and Financial Institutions:

Submission of the Consumers’ Association of Canada to the Senate Standing Committee on Banking, Trade and
CommercgOttawa: Consumers’ Association of Canada, 1992) at 3: “Consumers have a fundamental right to
information self-determination. It is consumers who should decide if they want their information used. This concept
which CAC heartily endorses is known simply as ‘positive consent.”

#1 CBA 1996 model codespra, note 284, Principle 3.

%2 The CSA code states that when information is likely to be considered sensitive, express consent should be
sought; however, where information is less sensitive, implicit consent may be sufficient. As well, when obtaining
consent, it is relevant to consider the reasonable expectations of the individual. Presumably, if the reasonable
expectations of the individual would not include a particular use of personal information, then express consent would
be appropriate. See: Canadian Standards Associktani®) Code for the Protection of Personal Information: A

National Standard of Canada, CAN/CSA-Q830-96 (Etobicoke, Ont.: CSA, 1996), Principle 3.
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information can be anticipated in arequest for consent. Such subsequent uses as may arise might
not implicate such interests as to make going back for explicit consent at all worthwhile. If they
do, and institutions ignore those interests, the marketplace will provide motivations to upgrade
their standard of behaviour.

Given that at least some types of personal information may not raise significant privacy concerns,
aflexible approach to consent seems reasonable. The key concern seems to be to ensure that
appropriate judgment is used to determine when implied consent is appropriate. One might
expect that if the choices made by financial institutions do not accord with the expectations of
most individuals, there will be a public outcry leading regulators to intervene. Furthermore, the
precise manner in which consent is obtained may be less relevant if the customer is given an
opportunity to withdraw their consent at any time in the future. As noted above, many financial
institutions have committed themselves to the principle that, with certain exceptions, an

individual should be able to withdraw his or her consent to the use of personal information.
Finally, the “opt out” approach to obtaining customer consent may be legitimate if the majority
of customers could be expected to consent. The low level of privacy complaints made by
customers of financial institutions suggests that this may be the case.

Dispute Resolution Systems and Openness

Another issue raised by consumer groups and some privacy experts relates to the dispute
resolution mechanisms for complaints made under the privacy codes of financial institutions.
Such codes generally call for complaints to be resolved by procedures adopted by the financial
institution itself. Consumer groups and some experts question whether these mechanisms
provide appropriate and effective forms of review. As a result, they propose that consumers have
an ability to bring their complaints to an independent, government review agency, with the power
to enforce its decisions on financial institutiGns.

Concerns of bias arise about relying on procedures that are internal to an institution to resolve
complaints. An internal official may possess a high degree of autonomy, but still share the
general outlook of the institution or face implicit pressure to decide certain matters in certain
ways. However, the concern seems less serious when a review process located outside the
institution is also available. Some industry codes make provision for a degree of external review.
The code of the Insurance Bureau of Canada raises the possibility of mediation before an
independent mediator in the case of a denial of access to the customer’s own infdithation.

The model code of the Canadian Bankers Association states that customers who are unsatisfied

23 see, for example, Privacy, Data Protection and Financial Institutions: Submission of the Consumers’

Association of Canada to the Senate Standing Committee on Banking, Trade and Cosupegamte 290, at 5:

“Even if privacy codes become a feature of the Canadian marketplace, their effectiveness to protect an individual
consumer’s privacy remains in doubt. CAC'’s position has been, and continues to be, that consumers are not able to
protect their own privacy without the assistance of regulatory authorities. This includes the need to develop an
effective mechanism for monitoring compliance.”

%4 Insurance Bureau of Canadégdel Personal Information Code (1996), s. 4.9.1.
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with the bank’s handling of a complaint may complain to the Canadian Banking Ombudsman.
The banking industry appears to have the most developed complaint handling process, with
internal ombudsmen or complaint officers providing a first stage of review and the Canadian
Banking Ombudsman providing a second stage.

The exact degree of independence of the Canadian Banking Ombudsman may be open to
debate® On the one hand, the office of the Ombudsman was established by the banking
industry, is responsible to a board composed in part of bank representatives, and does not have
the power to force a bank to follow his recommendations. On the other hand, the Ombudsman is
not beholden to any particular bank, has a mandate to operate as an independent investigator and
mediator of disputes, and may be able to ensure that his recommendations are followed by
applying moral pressure and the threat of negative publicity. The limited experience to date
suggests that the Ombudsman will make recommendations that are in the interests of
complainant$?’ However, at this early stage in the development of the Ombudsman'’s office, it
does not seem possible to accurately assess its effectiveness. A final thought is that there may be
more willingness within the banking community to comply with the recommendations of an
industry-established Ombudsman than the orders of a government-imposed review agency. Itis
worth noting, too, that while it might be arguable that there is an industry bias in the bank
ombudsman, the fact that he represents the interests of all the major banks means that, in respect
of any particular issue, all the members of his board but one have a competitive interest in
embarrassing the institution involved.

In addition to the particular concern about the independence of complaint resolution mechanisms,
there is the more general concern of the openness of institutions about their information practices
and privacy policies. Industry codes include the principle that institutions should be open about
such matters and also, in general, require institutions to provide specific information about
privacy policies and complaint mechanisms. Obviously, such openness about consumer benefits
Is in the interest of the institution. However, a legitimate concern will arise if such information is
not easily available in practice. There may be problems of this nature involving some sectors of
the financial services sector. An articling student assisting with this study was assigned the task
of gathering privacy codes and policies faced significant difficulties in obtaining such

information from some small banks, some trust companies and some if€ulerseveral

cases, his phone calls were not returned and his questions about such materials went unanswered.

2% CBA 1996 model code, supra, note 284, Principle 10. In addition, Insurance Bureau of Canada’s code raises
the possibility of an independent mediation in the case of a denial of access to personal information, and the draft
Code being considered by Credit Union Central of Canada suggests that complaints not resolved by internal
procedures within a credit union should be referred to the Association or an independent mediator or arbitrator.
See: IBC model code, supra, note 294, s. 4.9.1; Credit Union Central of CaraitelJnion Code for the

Protection of Personal Information (Draft) (1996), Principle 10.

2% For information about the Office of the Canadian Banking Ombudsman, see: Canadian Banking Ombudsman,
Annual Report 1996, and Canadian Banking OmbudsmBeport for the nine months ended July 31, 1997.

%7 See: Canadian Banking Ombudsman, “Privacy Case Summary” (November 17, 1997), a short document
provided by the Ombudsman to the authors of this study. Of the two cases resolved by the Ombudsman as of
November 1997, the bank involved paid $4,000 and $500 in order to settle the complaints on the recommendation of
the Ombudsman.

2% For further discussion, see Part Il under the heading Industry Association Codes.
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Moreover, in some cases, he was informed that the institution did not have a privacy code, that
the representative did not know of any privacy code, or — most unusual of all — that the insurance
company had a privacy code but it was not available to members of the public.

Entities Not Regulated by Federal Legislation

A final consumer concern is that many entities that offer financial services are not subject to the
same legislative duties and scrutiny as federally regulated institutions. Regulated banks,
insurance companies and trust companies face pressure from federal regulators to adopt privacy
codes; moreover, new regulations are expected in the near future to require such institutions to
adopt codes. Provisions in federal legislation and regulations also require policies relating to the
confidentiality of customer informatidfi: However, many entities that offer financial services

in competition with banks, insurance companies and trust companies are largely unregulated.
For example, consumer finance companies which fall outside federal financial legislation may
offer credit to the public. While they must comply with provincial legislation relating to credit
generally, such companies will not be subject to the privacy provisions of federal legislation nor
the scrutiny of federal regulators. Thus, companies offering some services similar to those
offered by federally-regulated institutions may have lower levels of privacy protection for
customers — a fact that may be unknown to the average consumer. However, it should be noted
that such institutions typically have less sensitive information than would, for instance, a bank or
insurer. As well, some representatives of the consumer finance industry do have privacy policies,
although we are not aware of how common such policies are in the non-federally regulated
sector. In any event, we are not aware of any empirical evidence of a level of privacy problems
in the sector which would reinforce any recommendation for further regulation.

New Technologies and Trends

Data Aggregation

As financial institutions become larger and offer a wider range of services and products, they are
changing the ways that they store and assess their information. Traditionally, customer data was
stored in separate “data silos” — accumulations of data which were relevant to a particular
division of the institution or a particular set of products or services but which were not accessible
throughout the institution. Thus, for example, an individual's deposit account information might
be stored in one silo while an individual’s investment records might be stored in another. As
different divisions have been added to financial institutions and as these institutions have sought
to have these divisions work in a more integrated fashion, the concept of the “data warehouse”

?®  For discussion of the provisions relating to privacy and customer information in federal legislation and
regulations, see Part |1 of this study under the heading Legislative Provisions Respecting Financia Institutions and
Confidentiality.
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has replaced the data silo.*® Ideally, institutions wish to store datain aformat that can be

accessed across the institution and used for a variety of different purposes with minimal effort.

This may involve new computer hardware systems that share data more effectively and new

computer software that allows staff in different divisions to obtain a comprehensive picture of an
individual's dealings with the institution. The institution’s data warehouse could be used in a
variety of ways. For example, it may permit the institution to update the customer’s address
once, rather than at each point of access between the individual and the institution, or to provide
better service to customers traveling from city to city. In addition, the institution might use “data
mining” techniques to analyze the collected customer information and so gain an understanding
of how to better design products for its customers.

Arguably, even if personal information continues to remain within financial institutions, privacy
may be threatened as a greater number of uses are made of personal information. This raises
informational privacy concerns about the relationship of the institution and the individual similar
to those discussed above. However, once the policy choice has been made to permit the same
institution to offer a wide variety of products and services through its divisions, it seems
counterproductive to impose measures designed to enforce a rigid separation of those divisions.
Institutions naturally seek to increase the efficiency, flexibility and integration of their

information systems. Amongst other benefits, this allows them to better market products to their
customers and design products for them. The privacy concerns involved in the increased use of
personal information are real, but they must also be evaluated in the light of the practical benefits
both to the institutions and to their customi&fs.

Targeted Marketing and Data Mining

Targeted marketing and “data mining” will play an important role in the future activities of
financial institutions. Targeted marketing is the notion that an institution should focus its
marketing efforts to those most likely to accept a product or sef¥idRather than undertake a

mass marketing program aimed at all the institution’s customers, the institution should focus on a
smaller segment with the needs or inclinations relevant to a product or service. A person’s past
history of transactions with the institution, as well as his or her assets and income levels, may be
relevant to determining an individual’s likely needs or interests. For example, a customer with a
large amount of money in his or her savings account may be interested in investment dealer
services, while a customer who has taken out a mortgage may be interested in insurance for the

%0 “Data Warehousing is the strategy of ensuring that the data used in an organization is available in a consistent
and accurate form wherever it is needed. Often this involves the replication of contents of department computers in a
centralized site, where it can be ensured that common data definitions are in use....” Michadb&elMining

FAQ, at http://mww.qwhy.com/dmfag.htm.

%1 See the discussion in this Part Ill under the heading Consumer Concerns and the sub-heading Sharing and Use of
Personal Information.

%2 |n any event, it should be remembered from a practical perspective the day of the data warehouse has not yet
arrived. In reality, most institutions are faced with a variety of incompatible systems borne of specific business
initiatives and discretionary technologies spending over many years. While the ideal of data as available from any
node in a wide area network is sought after, it may be many years before it is achieved.

%3 For further discussion of targeted marketing, see, for example: Garth Halbe@Egnsumers Are Not Created

Equal: The Differential Marketing Strategy for Brand Loyalty and Profits (New York: Wiley & Sons, 1995).
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property. Using targeted marketing, an institution will direct its marketing efforts so that they are

more cost effective. Individuals perceived as unlikely to have a need or interest for new products

will receive less attention, while those perceived as likely to have such aneed or interest will

receive greater — and more personalized — attention. Personal information will form the basis for
the decision about how to categorize a particular individual.

The concept of data mining is one that has come to prominence over the last few years and is
certain to gain further importance in the future. Data mining is a set of techniques which are
intended to reveal new connections, patterns or associations between different items of
information. As one study defined the concept:

Datamining is a set of automated techniques used to extract buried or previously unknown pieces of personal
information from large databases. Successful data mining makes it possible to unearth patterns and relationship,

then use this “new” information to make proactive knowledge-driven business decisions. Data matching then,
“centres on the automated discovery of new facts and relationships in data. The raw material is the business
data, and the data mining algorithm is the excavator, sifting through vast quantities of raw data looking for

valuable nuggets of information”’

Unlike more traditional forms of analysis, data mining does not seek to answer a particular

guestion by extracting relevant data from a database. Rather, data mining seeks to locate useful
connections that may not be obvious to either the institution or the subject individuals. “[T]he
data is sifted in search of frequently occurring patterns, trends and generalizations about the data
without intervention or guidance from the user. ... The data is searched with no hypothesis in
mind other than for the system to group the customers according to the common characteristics
found.”®® Using data mining techniques, an institution might discover that if the individual has
characteristics A, B and C but not D, the individual is more likely to want product or service X.

The advantage of data mining is that it frees marketers from predetermined approaches to their
customers. As well, data mining has proven useful in the context of fraud prevention (e.g., data
mining technology has been used to develop techniques to recognize anomalous credit card
transactions). However, proper data mining is difficult to do and depends on the quality of both
the software tools employed and the customer data that has been accumulated. Often, data
mining yields information that is mundane, useless or wihg.

Data mining has become possible as the cost of powerful computer equipment and sophisticated
software has fallen and the volume of information collected by institutions has increased. In
addition, data mining becomes easier as institutions move to consolidate their information
holdings in central data warehouses that hold personal information in a standard and easily
accessible form. Such techniques are used routinely by large corporations such as Blockbuster
Entertainment, MasterCard International, American Express and Wafllaks Canadian

%4 Ann Cavoukian, Data Mining: Staking A Claim on Your Privacy (Information and Privacy
Commissioner/Ontario, January 1998) at 3, available at www.ipc.on.ca.

%5 Queen’s University of Belfast, What is Data Mining at http//www.pcc.qub.ac.uk/tec/courses/datamining/
stu_notes/dm_book_2.htmi#HEADINGZ2, as cited in Cavouldagra, note 304.

%6 Craig Stedman, “Data Mining for Fool's Goldzbmputerworld, December 1, 1997, pp. 1 and 28.

%7 Cavoukiansupra, note 304 at 6-7.
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financia institutions adopt targeted marketing programs, data mining techniques will become
more common in the financial services sector. Yet it seems likely that such techniques will not
be well known among the customers unless positive measures are taken to inform them of the
way their information is being used.

Targeted marketing and data mining are trends which raise interesting privacy issues. Both

involve an increased use of personal information to make business decisions about individuals,

and activities which may not be anticipated by individuals at the time the information is collected

from them. In arecent analysis of the privacy implications of data mining, the Ontario

Information and Privacy Commissioner pointed to afew key concerns.*® For example, data

mining necessarily involves the use of large amounts of data. Unless care is taken by the

Institution, this data may include historical but now inaccurate personal information.

Furthermore, it is suggested that a meaningful approach to data protection will require

Institutions to reveal their data mining operations at the time that information is collected from
theindividual. Otherwise, such operations may fall outside the expectations of the individual

and be viewed as incompatible with the purpose for which the information was collected (i.e., to

provide some product or service). However, to simply identify “data mining” as one of the
potential uses of the information may not amount to meaningful disclosure by the institution or
consent by the individual. On the other hand, the institution may not know the ultimate purposes
that the data will be used for, since this may depend on associations that will be discovered only
after the data mining process itself.

It is worth noting that the extent to which data mining affects the privacy interests of individuals
IS open to debate. Data mining involves the discovery of relationships among large quantities of
aggregated data, which relationships are not related to identifiable persons. In the same way, the
aggregation of large amounts of personal data into general population statistics does not reveal
information about identifiable individuals. It might be said that no privacy interest is involved in
either data mining or the compilation of general statistics. On the other hand, the next step after
data mining usually is to apply the relationships recognized to particular individuals, in order to
target market or otherwise make decisions about them. Accordingly, data mining may
incidentally involve a privacy interest because it provides the institution with tools that will be
applied to particular individuals, based on their particular, known characteristics to structure the
relationship between the institution and the individual.

38 |pid., at 8-11.
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Stored Value Cards

The first widespread implementation of “smart card” technology in the financial services sector
will be in the form of the stored value c&fd. A smart card is a card roughly the size and shape

of a credit card, and contains embedded logic circuits and digital memory. Such a card may store
a larger amount of information than traditional magnetic stripe cards; furthermore, the

information stored on the card may be changed and updated each time the individual uses the
card to accomplish some transaction. Over the next several years, it is expected that smart card
technology will begin replacing traditional magnetic stripe cards in a variety of applications.

The stored value card (also known as an electronic purse) is intended to offer a convenient
alternative to cash that may be used for all types of consumer purchases. The consumer obtains
the card from the issuer and loads the card’s memory with a certain amount of value. The
consumer then may make purchases from merchants who have machines that deduct value from
the card®™ in some systems, the consumer also may transfer stored value from one card to
another. The degree of privacy in a stored value system varies with its design. In systems with
greater privacy, records of purchases are kept only on the stored value cards and the merchants'
card readers; in other systems, detailed central records are kept by the card issuer.

Most major deposit-taking financial institutions are participating in the introduction of the

Mondex stored value system in Canada. The system has been implemented in Guelph, Ontario
and is expected to be made available across the country in the neat futundike other

systems, Mondex is not centrally accounted and does not maintain detailed records in a central
database. Records identifying the last 10 card transactions are stored on the card itself; records
identifying the last 300 card transactions (identified only by a card number and not by identity of
the cardholder) are stored on the merchants' termifaMerchants may print out paper copies

of the transaction data, for use in the case of a future dispute. However, merchants will not know
the identity of the cardholders who made purchases unless this information is supplied by the
card issuer. Card issuers will not supply identifying information unless they are required to do so
by law or the cardholder has agreed to participate in a customer loyalty scheme promoted by the

% |n addition to stored value cards, discussed below, smart card technology raises other questions for the future.

Technical observers have noted that the same smart card could be used to provide avariety of unrelated services. For

example, asingle smart card might provide information about medical treatment, accessto restricted areas on an

employer’s premises and consumer financial transactions. A stored value card used for a variety of non-financial

purposes would rai se concerns about the ability of parties to gain access to sengitive information unrelated to the party’s

own transaction with the individual. For further discussion of stored value cards see, for example: T.S. Onyshko and

R.C. Owens, “Debit Cards and Stored Value Cards: Legal Regulation and Privacy Concerns” (19@&jabél

Banking Law Review 65.

%19 |n addition to card readers located on the merchants’ physical premises, prototype devices exist that would allow
consumers to make stored value purchases using a personal computer equipped with a modem.

%11 See the Mondex International web site at http://www.mondex.com and the Mondex Canada web site at
http://mww.mondex.ca. Participants in the Mondex Canada system now include Canadian Imperial Bank of Commerce,
Royal Bank, Hongkong Bank of Canada, Credit Union Central of Canada, Bank of Montreal, Canada Trust, Le
Mouvement des caisses Desjardins, National Bank of Canada, The Toronto-Dominion Bank and Scotiabank.

%12 see the Mondex International web site discussion of “How private is a Mondex transaction?” at http:/mondex.com
under the “About” and “Mondex FAQ” headings and the Mondex Canada web site at http://mondex.ca/fag5.html.
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merchant.*** Mondex provides a high degree of customer privacy but merchants and card issuers
can with cardholder consent cooperate to create electronic databases of transaction information
incidentally involving the Mondex card.**

Some privacy experts have argued that anonymity is an essential part of astored value system. A

stored value system that functions as a replacement for cash without the anonymity of cash could
generate a huge amount of information about an individual’s movements and purchasing habits.

One writer’s observation on the need for privacy protection of Internet transactions also appliesto

the need for anonymity in a stored value system: “Without such protection, a third party could
easily follow a user's every move, create a personal profile for commercial use, or learn the
intimate details of a person's everyday life, all by tracing his financial transactidhis....”

However, this argument does not provide sufficient justification for regulating a stored value
system in the absence of evidence of any problems. First, the Mondex system is a private one.
Based on statements of the Mondex organization, the system will be used to collect information
based on card purchases only if the customer has agreed to join an associated loyalty scheme.
Thus, privacy will be the norm unless the consumer has consented to some particular use of his
or her purchase information. Second, the Mondex system is more private than competing
payment systems such as credit cards and debit cards, which collect detailed records of customer
purchases. Just as there is no specific regulation applying to protect the privacy of credit card
and debit card transactions, it does not seem necessary in the case of Mondex card records.
Finally, it is not clear that the vast amount of information about day-to-day consumer purchases
that might be collected through a centrally-accounted stored value system (unlike Mondex)
would be useful. The cost involved in storing, sorting and analyzing the many millions of
routine cash transactions might well exceed any the value of any useful data that could be derived
from the operation.

Canadian Internet Banking and Money Management Software

In an attempt to offer new channels of distribution, Canadian banks and trust companies are
offering PC-based and Internet banking serviteshese services permit consumers to carry

out banking transactions using a modem and home computer, rather than at a branch of the
institution or an automated teller machine. For example, consumers might transfer money
between accounts, pay bills or apply for personal loans through these services. In the future, it is
expected that institutions will offer PC-based and Internet services compatible with popular
personal accounting software such as Microsoft Money or Intuit's Quitkefhus, for

example, customers might use accounting software to withdraw, deposit or conduct other

3 1bid.

34 Interview by T.S. Onyshko with Mondex Canada spokesperson Joe Clark on September 8, 1997.

315 catherine M. Downey, “The high price of a cashless society: exchanging privacy rights for digital cash?” (1996) 14
John Marshall Journal of Computer & Information Law 303 at 315.

316 gee, for example, Michael Smith, “The Internet has lan@adadian Banker (September-October 1997) 34;

and Michael Smith, “Technology and Tru§tanadian Banker (November-December 1997) 35.

317 See, for example, Kevin Marron, “Bankers edgy over software middlefinertlobe and Mail, November 25,

1997, p. C-1.
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transactions through PC-based and Internet services, and institutions might provide records of
such customer transactions in aform that could be used by the accounting software.

The new PC-based and Internet banking services raise certain privacy concerns. One concernis

that the services might be vulnerable to attack by unauthorized persons, who could change or

delete banking information. An assessment of the security features of PC and Internet banking
services is beyond the scope of this study. However, it isworth remembering that unauthorized

access to information occurs in the physical world as well; thus, the aim is to reduce the

possibility of unauthorized access to acceptable limits, rather than to completely eliminate it.

Another concern relates to the fact that PC-based and Internet banking services may alow

consumers to store their confidential banking information on their own personal computers. |If

such information is not encrypted or kept in “locked” files, it may be open to inspection by
people with access to the individual's computer, such as friends or family. Here, it seems that
individuals need reminders of the need to protect the confidentiality of electronic information in
the same way as paper bank book records. The onus of taking the steps needed to protect
electronic records would then rest on the individual. Improper security at the banking terminal
end — the home PC — is likely a bigger risk than bank system failure.

International Sharing of Information and International Provision of Services

A final set of trends relates to the growing globalization of the market for financial services. In
general, while these trends will see greater sharing of personal information and more processing
of information outside of Canada, it is unlikely that they will pose a serious risk to privacy.

In the future, it is likely that Canadian financial institutions will cooperate more closely with
foreign institutions. For example, Canadian institutions may enter into international joint
ventures or other arrangements to implement new technologies and systems. One part of these
new arrangements may be the sharing of customer information. We are not, however, aware at
the moment that such sharing of information would exceed that which occurs in respect of credit
cards: that is, such minimal sharing of information as is necessary to facilitate the convenient use
of the card in a jurisdiction other than that of the issuer. (For example, the Mondex stored value
system involves the international sharing of information relating to stored value purchases made
in other countries.) It seems certain that the contracts between institutions establishing these new
arrangements will include provisions intended to protect the privacy of Canadian customer
information. However, the implication of such arrangements is that personal information may be
shared more widely, among a greater number of institutions in a greater number of countries.

It is also possible that Canadian financial institutions will process data outside the country in
some other portion of their far flung empires, or with an outsource service provider in a different
jurisdiction. Such processing can only occur at present for a federal institution provided the
consent of the Office of the Superintendent of Financial Institutions is obtained under the
relevant Act. The purpose of such consent is ostensibly to ensure the security of data and its
availability in the case of the need for the exercise of regulatory control, but in any event such
oversight substantially serves the privacy goal. The factors driving the location of data
processing, particularly as flexibility of telecommunications services increases and the cost
thereof declines, may increasingly face competitive pressures to occur in the lowest cost
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jurisdictions (which may very well be Canada). Foreign owned unregulated service providers are
more likely to process data offshore, in aggregation with their easier, home jurisdictions
processing needs. Such institutions are more likely to process personal data outside the country,
and they may or may not be subject to the privacy and confidentiality requirements of the Bank
Act or other relevant federal legidation. Again, it isworth pointing out that we are aware of no
empirical data of any difficulties with this sector.

A final problem might ariseif aforeign corporation offered financial services to Canadians over
the Internet, and then used the information it collected without regard to privacy principles. This
situation would raise serious concerns but would be difficult or impossible to address given the
jurisdictional limits of Canadian regulators. General regulatory concerns about the use of foreign
financial services providers have been addressed in the recent Department of Finance
consultation paper on foreign banks.*'® Except to the extent that foreign regulators are willing to
cooperate to address a problem identified by their Canadian counterparts, it appears that the
regulatory options are so limited that the ruleislikely to be and remain caveat emptor.

318 Government of Canada, Department of Finance, Foreign Bank Entry Policy: Consultation Paper
(September 26, 1997), available at www.fin.gc.caltoce/1997/foreigntoc-e.html.
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V. International Conventions, The EU Directive and
Legislation in Foreign and Domestic Jurisdictions

Introduction

Part 1V discusses international agreements and statutes that protect privacy in certain foreign and
domestic jurisdictions. It begins by briefly reviewing international conventions and agreements
involving Canada that provide for the protection of privacy. It then turnsto adetailed discussion

of the European Union’s data protection directive; in particular, the discussion considers the
restrictions on the international transfer of personal information imposed by the directive. The
remainder of the Part discusses the private sector privacy legislation adopted in three
jurisdictions and the experience of a fourth jurisdiction that decided against such legislation. The
United Kingdom’sData Protection Act, 1994 provides an example of legislation that requires
data users to register with a central authority. Quel#etsespecting the protection of personal
information in the private sector provides an example of a non-registration system with detailed
privacy duties. New ZealandRivacy Act 1993 provides an example of legislation that mixes
statutory duties with approved private sector privacy codes. Finally, Australia provides an
example of a jurisdiction that considered, and then rejected, an extension of data protection
legislation to the private sector.

International Conventions and Agreements Involving Canada

Canada has acknowledged its commitment to protecting the privacy of its citizens by acceding to
a number of international agreements. For example, Canada is a signatotyrivéhsal

Declaration of Human Rights, which was adopted and proclaimed on December 10, 1948 by the
General Assembly of the United Nations. Article 12 of the Universal Declaration specifically
addresses the issue of privacy:

No one shall be subjected to arbitrary interference with his privacy, family, home
or correspondence, nor to attacks upon his honour and reputation. Everyone has

the right to the protection of the law against such interference or attacks. ™

The Universal Declaration addresses such rights as the right of life, liberty and security of person,
the right not to be detained arbitrarily, treated cruelly, or discriminated against, and the right to
freedom of thought and religion. The fact that privacy is numbered among these rights is a clear
indication of the importance which the international community attaches to privacy. It should be
remarked, however, that privacy, in that pre-computer age, did not connote the kinds of
informational privacy issues we primarily are discussing in this paper. Canada is also a signatory

9 U.N.G.A. Res. 217 (I11), 3 U.N. GAOR Supp. (No. 3) 71, U.N. Doc. A/810 (1948).
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to the International Covenant on Civil and Political Rights,**° Article 17 of which isidentical in
wording to Article 12 of the Universal Declaration.

The OECD Guidelines on the Protection of Privacy and Transborder Data Flows of Personal
Data®*! represent a more significant development in the international protection of privacy. In
1984, Canadaformally adhered to the OECD guidelines thereby committing the federal
government to the protection of individual privacy in the public and private sectors.** The
guidelines, which are voluntary and thus have no legal force, are centred on eight principles of
fair information practices which govern, among other things, the collection and disclosure of
personal information and an individual’s access to information relating t&hi@ECD
member countries are expected to implement legislation which provides individuals with
adequate sanctions and remedies in case data users fail to comply with the pfficiples.

EU Directive

The European Approach to Data Protection Legislation

The EU Directivé® is a significant development in the protection of privacy and personal
information. As well as exemplifying a certain standard of protection, it has implications for
Canada’s domestic protection of data.

Before proceeding further it will be useful to discuss the general European approach to data
protection and to contrast this with the approach of the United States and Canada. European
data-protection legislation is highly regulatory and comprehensive in its coverage. This approach
is a product of the European public-law orientation, which sees European countries enshrine
fundamental rights (including the right to privacy) in broad legislafiorin general, European

states have adopted either a registration or licensing regime for data protection that applies to
both the public and private sectors. In a registration regime, a public or private sector institution
which collects or uses personal information must register with a central data protection registrar.
A licensing scheme is similar but more stringent. It requires the institution to obtain a licence
from the central authoritigefore beginning to process personal information. The first wave of
European countries to pass data protection legislation adopted licensing systems; the European
countries which passed legislation more recently have adopted registration systems. France’s

%0 Signed 1966, Annex to G.A. Res. 2200A, 21 U.N. GAOR, Supp (No. 16) 52, U.N. Doc. A/6316, (1966). This
Covenant came into force in Canada on August 19, 1976.

%1 For the text of the full text of the OECD Guidelines, see for example James Michael, Privacy and Human Rights
(Paris: UNESCO Publishing, 1994) at 139ff.

%22 Privacy Commissioner of Canada, Annual Report 1984-85 (Ottawa: Supply and Services Canada, 1985) at 11.
23 For further discussion of the OECD guidelines, see the discussion in Part | of this study under the heading The
Nature of Privacy and Informational Privacy Issues.

¥4 See's. 19 of the OECD guidelines.

%5 Directive 95/46/EC on the Protection of Individuals With Regard to the Processing of Personal Data and on the
Free Movement of Such Data, OJ L 281/31 of Nov. 23, 1995.

%5 James Maxeiner, “Business Information and Personal Data: Some Common-Law Observations About the EU
Draft Data Protection Directive” (1995) 86wa Law Review 619 at 627.
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Law of 6 January 1978 on Informatics, Data Banks and Freedoms provides an example of the
licensing model, while the United KingdonDsata Protection Act, 1984 provides an example of
the registration modéf’

In contrast to the European approach, many non-European countries have adopted a sectoral
approach to privacy protection in the private sector. The United States, like Canada, uses the
sectoral approach. At the federal and state levels, statutes protect personal information in such
areas as credit reporting, electronic funds transfer and the confidentiality of information relating
to individuals subscribing to cable television and renting vid@osiowever, there is no
comprehensive private-sector privacy legislation in the U.S., nor is there any independent agency
responsible for monitoring or overseeing privacy or data-protection ffigh@bservers have

noted that the American approach towards privacy protection appears to be rooted in principles
of private rights and libertarian governarite American legislators are reluctant to regulate the
private sector without a demonstrated need and focus more on governmental excess than private-
sector excesS’ For example, the Clinton administration has refused to develop legislation to
prote;:st3 2privacy on the Internet, calling on the private sector to develop and implement privacy
codes:

Development of the EU Directive

Council of Europe Convention

One year after the OECD Guidelines were issued, the Council of Europe promulgated the
Convention for the Protection of Individuals with Regard to Automatic Processing of Personal

Data®*® (the“Convention” ), which took effect in 1985. The Convention requires signatories to
implement domestic legislation which gives effect to the Convention’s data protection principles.
The Preamble to the Convention acknowledges the increasing transborder flow of automatically
processed personal information, the desirability of extending safeguards to protect individuals’

%7 For some discussion of the French law, see for example: David H. Flaherty, Protecting Privacy in Surveillance

Societies (Chapel Hill: University of North Carolina Press, 1989) at 165ff.

%8 |an Lawson, Privacy and the Information Highway: Regulatory Options for Canada (Industry Canada: 1996),

available at http://strategis.ic.gc.ca/ SSG/ca00265e.html .

%9 |n 1977, the U.S. Privacy Protection Study Commission expressly decided against establishing an omnibus

privacy statute to regulate the flow of personal information for various reasons. The Commission cited the

importance of the free flow of information and the difficulty in drafting a statute that would cover all aspects of

information collection and use. See: Joseph Rosenbaum, “The European Commision’s Draft Directive on Data
Protection” (1992) 33urimetrics Journal of Law, Science and Technology 1 at 3-4.

%0 Joel Reidenberg, “Rules of the Road for Global Electronic Highways: Merging the Trade and Technical
Paradigms” (1993) 6larvard. Journal of Law. & Technology 287 at 302.

%1 Barbara Wellbery, “An Overview of Information Privacy in the United States and European UnRniX/day

in Electronic Commerce: A Compendium of Essays on the Use of Information, ed. by L. Fischer and R. Bennett
(Washington: American Bankers Association, 1997) 69 at 75.

%2 U.S. observers have argued that since the Internet, electronic commerce and other media are rapidly evolving,
any data-protection legislation would soon be outdated and might well hamper the development of these media. See:
Wellbery,supra, note 331.

¥3 Jan. 28, 1981, Europ. T.S. No. 108.
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right to privacy, and the need to “reconcile the fundamental values of the respect for privacy and
the free flow of information between peoples.”

The Convention is similar to the OECD guidelines in content, but whereas the guidelines place
more emphasis on the free flow of information, the Convention stresses individual privacy rights
to a greater extent. The purpose of the Convention, as set out in Article 1, is to secure for every
individual “respect for his rights and fundamental freedoms, and in particular his right to privacy,
with regard to automatic processing of personal data relating to him.” Like the Guidelines, the
Convention applies to automatic processing of personal data in both the public and private
sectors. “Personal data undergoing automatic processing shall be:

(a) obtained and processed fairly and lawfully;

(b) stored for specified and legitimate purposes and not used in a
way incompatible with those purposes;

(c) adequate, relevant and not excessive in relation to the purposes for which they
are stored,

(d) accurate and, where necessary, kept up to date;

(e) preserved in a form which permits identification of the data
subjects for no longer than is required for the purpose for which
those data are storetf”

The Convention also contains provisions dealing with data security, sanctions and remedies, and
sensitive personal data. Of particular interest is Article 12, which entitles a Party to the
Convention to prohibit transborder flows to a third party whose privacy protection does not
provideequivalent protection.

Draft of EU Directive

Although the Convention is legally binding upon its Members and requires signatories to enact
conforming national laws, not all European countries have ratified the Convention. Moreover,
the Convention, like the Guidelines, permits broad variances among national regimes and thus
uneven application. Some countries, for example, have created special protection for sensitive
data pursuant to Article 6, while others have fidtThe European Commission was concerned
that transborder data transfers would be impaired by the diversity in national data-protection
laws, which, in turn, would adversely affect the health of the Common Market and the
development of an efficient information structdi®.Thus, the EU Directive reflects the

4 Convention for the Protection of Individuals with Regard to Automatic Processing of Personal Data, Jan. 28,
1981, Europ. T.S. No. 108, Article 5.

%5 paul Schwartz, “European Data Protection Law and Restrictions on International Data Flows” (1199%) 80
Law Review 471 at 478.

%6 Lawson,supra, note 328.
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European Union’s guiding principle of consistency amongst member states. The Union will
often err on the side of increased regulation to obtain consistency at the cost of efficiency. In this
regard, the Union is not necessarily a federalist model which should be used uncritically.

In July of 1990, the Commission published a d@aftincil Directive on the Protection of

Individuals With Regard to the Processing of Personal Data and on the Free Movement of Such

Data (the“Draft Directive” )*' with the objective of harmonizing privacy protection legisiation

of Member Statesin order to facilitate the free flow of personal data within the European Union.

The Draft Directive was more detailed and broader in scope than the Convention; it was,

according to one author, part of a program by members of the European Union to go beyond the

creation of an economic and monetary union to form a political union as embodied in the Treaty

on European Union.**® The Draft Directive held greater promise of harmonizing Europe’s data
protection laws than did the Convention since, unlike the Convention, which was only binding on
Member States to the extent it had been implemented in their domestic laws, a directive could be
relied upon by both citizens and data protection commissioners if a Member nation either failed
to implement conforming national data protection laws by a certain date or failed to implement
the directive completeR?’

Member States were to enact legislation implementing the Draft Directive by January 1, 1993,
but the Commission was obliged to re-draft the proposed directive because of numerous critical
comments. The major issue of contention with the Draft Directive related to the provision
prohibiting the transfer of data to third countries without an “adequate” level of data protection.
It had been hoped that the draft proposal would clarify the ambiguous clause in the Convention
which required “equivalent” data protection laws in recipient countries. Not only did the Draft
Directive fail to provide any guidance on this matter, but it further complicated the issue by
apparently setting up two different levels of protection: an “equivalent” standard of protection
was required for transmissions of personal data among Member States while transmissions to
non-Member States required an “adequate” 1&0el.

The Draft Directive was also criticized by the United Kingdom, which felt that the directive’s
requirements went too far beyond its own data protection legislation and that it would impose
unnecessary burdens on business. The U.K. government was of the opinion that the Convention
provided sufficient legal certainf§* Other countries, such as Germany, were concerned that the
Draft Directive was not as comprehensive as their own data protection regimes and would
consequently weaken national data protectforOther criticism levelled against the Draft

Directive included the concern that the amount of direct mail would necessarily increase because

%7 COM (92) 314 final-SYN 287 Brussels, 13 Sept. 1990: (1990) O.J. C277/3.

%8 Fred Cate, “The EU Data Protection Directive, Information Privacy, and the Public Interest” (196&80
Law Review 431 at 432.

%% gchwartz, spra, note 335 at 481-482.

¥0 gee Olga Estadella-Yuste, “The Draft Directive of the European Community Regarding the Protection of
Personal Data” (1992) 4hternational and Comparative Law Quarterly 170 at 174-179.

¥1 Fjona Carlin, “The Data Protection Directive: The Introduction of Common Privacy Standards” (1996) 21
European Law Review 65 at 65.

¥2 gee lan Lloyd, “An Outline of the European Data Protection Directive” (1996)rhal of Information, Law
and Technology, available at http://eli.warwick.ac.uk/elj/jilt/dp/intros/.
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the directive made it harder to target potential customers. Moreover, it was felt that the Draft
Directive would require impractical security requirements and would adversely affect automated
decision-making systems.>** The Draft Directive was also viewed by some critics as a non-tariff
barrier to trade or, put more bluntly, a European attack on the profitable U.S. information and
programming industries. Privacy experts, on the other hand, were of the opinion that the Draft
Directive would put pressure on the U.S. to enhance its privacy-protection measures.>**

Harmonization of Data Protection Laws throughout the European Union

There were a number of obstacles to getting the Directive approved by Member States. Although
most countries already had specific privacy legislation in place, rather than facilitating the task of
drafting the Directive, this proved to be a major handicap since most Member States wanted to
preserve their own, familiar rules. Consequently, the drafting of the Directive turned out to be
largely an exercise in combining the legislation of Member States, with the range and the content
of the Directive determined by existing national laws. Some compromises were required because
of key differences in domestic data-protection legislation. For example, the British and Dutch
data protection laws encouraged the private sector to draw up their own codes of conduct, but
such an approach was foreign to German and French laws.>* National approaches to the
processing of certain categories of highly sensitive data and the degree to which the mediawere
exempted from processing personal data also varied. The attempt to compromise and combine
these existing national laws created the risk of alower level of data protection.**® By way of
example, in order to appease the objections of the United Kingdom, whose legislation did not
apply to manual records, a provision was included in the amended Directive which allowed a
12-year grace period before the processing of data already held in manual files had to be brought
into conformity with the Directive.**’ The European Commission’s objective to regulate the
processing of all personal data in the Union also ran into roadblocks in those areas which
countries considered to fall within their exclusive jurisdiction. The French and British
governments insisted that the processing of personal data by police be exempt from the
provisions of the Directive. As a result, paragraph 13 oR#gdals to the Directive
acknowledges that public safety, defence, State security and the activities of the State in the area
of criminal laws falls outside the scope of Community law. The Commission was also forced to
compromise by including a provision in the non-bindregitals that the Directiveshould apply

¥3  Rosenbaum, supra, note 329 at 5.

¥4 Estadella-Yuste, supra, note 340 at 440-441.

¥5 For a more detailed discussion, see Spiros Simitis, “From the Market to the Polis: The EU Directive on the
Protection of Personal Data” (1995) Bfva Law Review 445 at 449-450.

¥ |n a conference held in July of 1996, well after the EU Directive was adopted by its members, academics from
Germany, Austria, Norway and Holland voiced their belief that the Directive threatened to reduce the level of data
protection provided by their national laws. See A. Wiebe, “Harmonization of Data Protection Law in Europe”
(Conference Report) (1996)T8e Journal of Information, Law and Technology, available at http://
Itc.law.warwick.ac.uk/jilt/confs/3dp/default.htm.

%7 Carlin, supra, note 341 at 65. It should be noted, however, that the U.K. government is in the process of
amending its data protection act and plans on extending the application of the law to certain manual files as well.



100 TASK FORCE ON THE FUTURE OF THE CANADIAN FINANCIAL SERVICES SECTOR

to the processing of sound and audio data. It was felt by some members that any regulation of
personal data gathered by means of audio-visual technology would interfere with police work.3*

Overview of EU Directive

The final version of the EU Directive was adopted on October 24, 1995. European Union
member states are required to give effect to the provisions of the EU Directive by October 24,
1998. The dual objectives of the EU Directive are to protect individuals with respect to the
processing of their personal data and to ensure afree flow of personal data between Member
States through the harmonization of national data protection laws. The EU Directive appliesto
all proce%si ng of personal data by automatic means and to some personal datafiled in a manual
system.

The EU Directive sets out a number of data quality principles. Member States must ensure that
persona dataare: processed fairly and lawfully; collected and processed for specified, explicit
and legitimate purposes; adequate, relevant and not excessive in relation to the purposes for
which they are collected; accurate and kept up-to-date; and kept for no longer than is
necessary.** Moreover, personal data can only be processed if the data subject has
unambiguously given his consent, unless one of a number of exceptions applies. These
exceptions include certain contractual and legal obligations and the protection or fulfilment of
vital or legitimate interests of either the data subject or the data controller.®*** Barring certain
exceptions, the processing of personal datarevealing racial or ethnic origin, political opinions,
religious or philosophical beliefs or trade-union membership is prohibited, asis the processing of
data concerning an individual’s health or sex ife.

Data subjects are afforded a number of rights under the EU Directive. When personal data
relating to an individual are collected, that person must be informed of the controller’s identity,
the purposes for which the data are collected and the recipients of the data. Moreover, the
controller must inform the data subject of his right to access and rectify the data concerning him.
If the data are not obtained directly from the data subject, the controller is still under the
obligation to provide him with the same information unless this would prove impossible or
would involve a disproportionate effort. In such a case, Member States would have to provide
appropriate safeguard®. An individual also has the right to object to processing for the
purposes of direct marketiftg and the right not to be subject to a decision based solely on
automated processing of data if such a decision adversely affects hiiine EU Directive

further provides that individuals have the right to a judicial remedy for any breach of the rights

¥8  Simitis, supra, note 345 at 454.

¥9 EU Directive, supra, note 325, Article 1.

%0 Ibid., Article 6.

%L bid., Article 7.

%2 Ipid., Article 8.

%3 Ibid., Articles 10 and 11.

%4 pid., Article 14.

%5 |bid., Article 15. Automated decisions may be made, however, if suitable measures are in place to safeguard the
individual’s legitimate interests.
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guaranteed in national data protection laws. Anindividual is aso entitled to receive
compensation for any damage suffered as aresult of an unlawful processing operation or of any
act incompatible with national provisions.®*®

An independent supervisory authority, charged with the task of monitoring and enforcing the
application of the EU Directive, must be appointed by each Member State. The supervisory
authority isto have investigative powers, powers of intervention and the power to engage in legal
proceedings for violations of national data protection legislation adopted pursuant to the EU
Directive.*’ Data controllers must notify the supervisory authority before they are entitled to
process personal data. Information to be supplied during notification includes the purpose of the
processing, the recipients to whom the data might be disclosed, and proposed transfers to third
countries. The EU Directive does allow Member States to simplify the notification procedures or
exempt some data controllers from notification, depending upon whether the processing of the
datain question is likely to adversely affect the rights of the data subject.**® The national
supervisory authority is also charged with the task of encouraging trade associations and other
bodies to draw up of codes of conduct and submit them for approval .**°

The EU Directive envisages afree flow of data between Member States. With respect to
transfers of personal datato a non-member state, the Directive stipulates that these transfers are
only permitted if there is an adequate level of protection in that third country. The adequacy of
the level of protection provided by athird country is to be assessed in light of all the
circumstances surrounding a data transfer operation, with particular consideration given to the
nature of the data, the purpose and duration of the proposed processing operation, the country of
origin and the country of final destination, the rules of law, both general and sectoral, in forcein
the third country, and the professional rules and security measures which are complied with in
that country.*® Transfer of data to athird country without adequate protection may still take
place on condition that:

» thedata subject has given his unambiguous consent to the proposed transfer;

» thetransfer is necessary for the performance of a contract between the data subject
and controller or a contract concluded between the controller and athird party in the
interest of the data subject;

» thetransfer is required for important public interest grounds or to protect the vital
interests of the data subject; or

%6 EU Directive, supra, note 325, Articles 22 and 23.
%7 |bid., Article 28.

%8 |bid., Articles 18 and 19.

%9 |bid., Article 27.

%0 |bid., Article 25.
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» thetransfer is made from aregister which is open to the public in general or to anyone
with alegitimate interest.***

“Adequate” Protection and Transfer to Third Countries under the EU Directive

“Adequate” Protection and Legislation in Third Countries

The EU Directive’s restriction on transborder transfers of personal data to countries which do not
maintain an adequate level of protection has led to considerable debate about what constitutes
“adequate” protection. It has been suggested that privacy protection legislation in Canada and
the United States is unlikely to meet the EU Directive’s adequacy criterion because of these two
countries’ inadequate notification and remedial procedures. Moreover, the EU Directive’s
registration and licensing system is completely foreign to Canada and the United®Staxes.

the other hand, the U.K. Home Office released a paper in 1996 in which it was opined that “the
number of cases in which transfers have to be prohibited because of the inadequacy of data
protection in third countries is likely to be smaf™

The usefulness of the exceptions provided in Article 26, which allow third-country transfers
notwithstanding inadequate protection, has also raised some concerns. Many experts feel that
only legislation offers data subjects sufficient protection in third-country data transfers and that
contractual protection may be ineffectf78. (For a contrary view, see the discussion below on
contractual protectioff®) It should also be noted that contractual provisions between a data
controller and a third party might be ineffective in common-law jurisdictions because of the
common-law doctrine of privity of contract. Moreover, it is uncertain what loss the data subject
would face which would give rise to a cause of action for damages.

The Working Party on the Protection of Individuals with regard to the Processing of Personal

Data (thé'Working Party” ), set up under Article 29 of the EU Directive, released a paper in

June 1997 which discussed the issue of “adequate” proté&igxithough the Working Party

paper does not provide a definitive approach to this issue, it offers some insight into the
Commission’s initial views. The paper notes that while Article 25 envisages a case-by-case
approach it is not realistic to examine every case in detail, given the huge number of data
transfers that occur on a daily basis. Two mechanisms to rationalize the decision-making process
are put forward.

%L 1bid., Article 26.

%2 A, Perey and H. Janisch, “International Restrictions on the Exchange of Information: Privacy, Transborder Data
Flows and Trade in Services” froRmivacy in Financial Services: Sriking a Balance between Privacy Rights and

Profits (Toronto: The Canadian Institute, 1994).

%3 U.K. Home Office Consultation Paper on the EC Data Protection Directive (95/46/EC) (March 1996) at

chapter 7.1, available at http://www.open.gov.uk.home_off/ccpd/dataprot.htm.

%4 Schwartzgupra, note 335 at 486.

%5 See the discussion below under the heading “Adequate” Protection and Contractual Privacy Provisions.

%6 European Commission Directorate GendFalst Orientations on Transfers of Personal Data to Third

Countries — Possible Ways Forward in Assessing Adequacy: Discussion Document Adopted by the Working Party
on June 26, 199available at http://mww.open.gov.uk/dpr/d5020en2.htm.
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First, the paper suggests that officials might develop a “white list” of third countries which could
be assumed to offer adequate protection. To be consistent with Article 25, it would be necessary
to ground the decision to include a particular country on the “white list” on the basis of

individual cases. Once several representative cases of data transfer to a particular country had
been considered, and it was determined that adequate protection had been provided, the country
in question could be “white listed.” A “partial listing” is a variant of this approach. A country
might be “partially listed” if it did not offer uniform protection in all sectors (e.g., if it had

protection for the public sector but not the private-sector protection), if it had specific laws for
certain industries but not all industries, or if provinces or states within a federal system provided
different levels of protection. Particularly if industry codes are legislatively mandated, it would
seem unlikely that they would not satisfy European Union requirements.

Second, transfers of information to third countries not on the “white list” could be allowed,
depending upon the category of the information being sent. By way of example, transfers
involving sensitive categories of data or transfers which carry the risk of financial loss or risk to
personal safety would require higher third-country protection than other forms of data.

The paper states that an analysis of “adequate” protection in a given country must consider two
key elements — the content of the applicable rules and the means for ensuring their effective
application. With respect to the content of applicable rules, the basic principles to be included in
any privacy protection scheme consist of the following: the purpose limitation principle; the data
quality and proportionality principle; the transparency principle; the security principle; the rights
of access, rectification and opposition; and restrictions on onward transfer to other countries.
With respect to the means for ensuring the application of the rules, the paper notes that although
there is widespread support in Europe that data protection principles should be embodied in law,
what is essential is that the protection system: deliver a good level of compliance with the rules;
provide support and help to individual data subjects; and provide appropriate remedies to injured
parties upon breach of the rules.

There have been a few cases in which European countries, acting under their own national laws,
have restricted transborder transfers of data. In 1990, for example, the British Data Protection
Registrar prevented the sale of a British mailing list to an American direct-mail organi2ation.

In another case, France prohibited a French subsidiary of an Italian parent from transferring data

to ltaly because Italy did not have sufficient data protection legislation in $fatkhough

these cases are rather dated, they do make it clear that governments and businesses cannot afford
to take the possibility of data transfer restrictions lightly. On the other hand, the “adequacy”
criterion of the EU Directive does not really impose any new burdens on third countries since

many European countries have already had in place for some time national laws which regulate
transborder data transfers, most of which require “equivalent” proté€tion.

%7 U.K. Office of the Data Protection Registrar, Seventh Annual Report (1990) at 33-34, cited in Cate, supra,

note 338 at 438.

%8 Law No. 78-17 of Jan. 6, 1978, concerning data processing, records, and freedom, cited in Cate, supra, note 338
at 438.

%% See Schwartz, supra, note 335 at 474-476.
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Whether existing Canadian and American data protection schemes would satisfy these two

requirements is debatable, but what is certain is that data transfer restrictions to these two

countries would have a negative impact on the American, Canadian, and global economies.

Information services and products are said to be either the first or second largest sector of the

U.S. economy, accounting for between 10 per cent and 12 per cent of America’s Gross Domestic
Product. Canada is probably comparable and, if not, we would want to ensure it could be. Itis
estimated that between one-half and two-thirds of U.S. workers are employed in information-
based jobs™® An Information Infrastructure Task Force, under the Clinton Administration,
highlighted the significance of information: “Information is one of the nation’s most critical
economic resources. In an era of global markets and global competition, the technologies to
create,sgqanipulate, manage and use information are of strategic importance to the United
States.

“Adequate” Protection and Contractual Privacy Provisions

Where the laws of a proposed recipient country do not meet the standard for “adequate”
protection set out in Article 25 of the EU Directive, it may be possible for the transfer to proceed
nonetheless, in reliance on an exemption from the restrictions on transfer based on contractual
provisions. In particular, Article 26 states that a transfer may proceed without “adequate”
legislative protection if the data controller ensures privacy protection through appropriate
contractual clauses. A similar concept existed under the earlier European Convention; in fact,
the Council of Europe published a model international contract for the protection of privacy
under the Conventioff? The German RailwayCard case provides an example in which
contractual protection of privacy was used to permit the transfer of personal information between
German and American branches of Citibdfik.

The RailwayCard is a card used by German rail travellers to obtain discounts on their train
tickets. In 1994, the German railway corporation entered an agreement with the German
subsidiary of Citibank (a U.S.-based bank) that would see the RailwayCard offered with a
combined Visa credit card. Information about card subscribers would be transferred to a
Citibank subsidiary located in South Dakota and Nevada, where the cards would be produced.
The plan caused considerable public debate, particularly since people who initially wanted the

370 Cate, supra, note 338 at 439-440.

5 |pid., at 439-440, quoting from Information Infrastructure Task Force, National Information Infrastructure
Agenda for Action 5 (1990).

372 Consultative Committee of the Convention for the Protection of Individuals with Regard to Automatic
Processing of Personal Data, Model Contract to Ensure Equivalent Data Protection in the Context of Transborder
Data Flows with Explanatory Memorandum (Strasbourg: Council of Europe, November 1992). Extracts from the
Model Contract are reproduced in Sourcebook on Business and Global Data Protection (Hackensack, N.J.: Privacy
and American Business, 1996) at 245ff.

% The discussion of the RailwayCard case draws on material provided in article by the Deputy Data Protection
Commissioner of Berlin, Germany: Alexander Dix, “The German RailwayCard: A Model Contractual Solution of the
‘Adequate Level of Protection’ Issue” Rrivacy Beyond Borders: The 18" International Privacy and Data
Protection Conference (Ottawa: September 1996).
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RailwayCard were given no choice but to accept the combined Visacard.** The public feared
that German railway monopoly had sold the data of railway customersto a U.S. bank which was
likely to use such data for a variety of direct marketing purposes.>”> The Berlin Data Protection
Commissioner argued that while Articles 25 and 26 of the EU Directive had not yet been
incorporated into German legislation, no data transfer to the U.S. should take place unless the
requirements of these articles were met. The result was a contractual agreement between the
German and U.S. subsidiaries of Citibank involved in the RailwayCard program.

The contract contains a variety of provisions intended to protect the privacy of personal
information transferred to the U.S.3"® The parties agreed to apply the German data protection law
in the handling of cardholder data. The parties agreed not to transfer personal information to
third parties for marketing purposes, with two exceptions.®”” The U.S. subsidiary agreed to
appoint data protection supervisors and accept on-site audits by the Berlin data protection
commissioner, or aU.S. auditing firm acting on behalf of the Berlin commissioner. (Infact, U.S.
and German bank regulators entered an agreement on the auditing of this account data.) Perhaps
most significantly, the U.S. subsidiary agreed that German residents would have the same data
rights against the U.S. subsidiary as they would have under German law. Cardholders would
have rights of access to and correction of personal information, and the right to bring an action
for compensation under the strict liability rules of the German legislation. The agreement may be
enforced by cardholders in the German courts; apparently, German law does not raise the same
privity barrier to enforcement that could arise in acommon law jurisdiction.®”®

In arecent article, the Berlin deputy commissioner contended that this contractual solution met

the requirements of Articles 25 and 26 of the EU Directive. However, he argued that this

approach should not serve as areplacement for legislation protecting privacy rights in the United

States and other non-European jurisdictions. Here, he contended that the wording of the EU

Directive itself suggests that the exceptions set out in Article 25 to the principle of “adequate”
protection are intended as exceptions rather than the norm. “Arguing in favour of standard
contractual clauses as a model solution for all trans-border data flows from Europe to third
countries would...reverse the relation between the principle and the derogation under European
law.”*”® He also noted that the RailwayCard case involved unusual circumstances, such as the
involvement of bank regulators and the receptivity of Citibank to a contractual solution. Finally,
contractual arrangements could not replace the need for a central oversight mechanism in foreign
jurisdictions such as Canada and the United States. The approach of creating special audit rights
by contract would lead to a variety of foreign authorities applying different standards within the
jurisdictions.

4 Ultimately, the RailwayCard was offered with the Visa card as an option. The large majority of RailwayCard

holders chose the non-Visaversion of the card.

5 Dix, supra, note 373 at 2.

¥ bid., at 4-5.

37 First, personal information about Visa card use could be transferred to other Citibank subsidiaries for the

marketing of financial services. Second, personal information about users of the “plain” version of the RailwayCard
could be transferred solely for the purpose of marketing the Visa version of the RailwayCard.

% Dix, supra, note 373 at 4-5.

¥ Dix, supra, note 373 at 6.
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However, in the case of datatransfers to federally-regulated Canadian financial institutions, the
unusual circumstances of the RailwayCard case are likely to exist. Regulated financial
Institutions are generally large and sophisticated; in addition, the Office of the Superintendent of
Financial Institutionsin Canada might be willing to cooperate to ensure that important data
transferstook place. Asaresult, it ispossible that the RailwayCard case could provide a
workable model that would permit transfers between European jurisdictions and Canadian
financial institutions despite Article 25 of the EU Directive.

Based on the foregoing, it appears that it may be premature to enact any particular privacy

scheme with aview to compliance with European standards. First, it isnot clear what is required

for compliance. Second, there is very little experience on which to take guidance as to

compliance. Third, the German RailwayCard case suggests that it may be possible to accomplish

at least some transborder data transfers based on contractual provisions rather than legislation in

the third party jurisdiction. While it might be too cumbersome for general use, no real

experience exists indicating that the EU Directive creates problems now. We also do not know
whether the existing self-regulatory, sectoral approach will be “adequate” for European Union
purposes or not. A wait and see approach would seem to be the appropriate one at this stage.

Privacy Legislation in the United Kingdom

The Data Protection Act,1984*° received Royal Assent in July of 1984 and was implemented in
stages, coming into full force in November of 1987. The U.K. Act was passed after lobbying
efforts by members of private industry who feared that the United Kingdom would be excluded
from European transborder data transf&rsThe Act sets forth a registration model of data
protection, in which any person who wishes to process automatic data must register with the Data
Protection Registrar. Although the Act’s enforcement provisions and individual remedies are
laudable, its strict registration requirements appear to have created bureaucratic obstacles, not
only for data users but also for individuals wishing to access their personal information.

Overview of the Data Protection Act 1984

The Data Protection Act 1984 largely regulates the use of automatically processed information

by “data users.” The Act applies to a data user if that the user controls the contents and use of
data which are held in a form that can be automatically proc&saed which relate to a living
individual who can be identified from that informati&n.

%0 Data Protection Act 1984, c. 35.

%! See Tom Onyshko, “Access to personal information: British and Canadian Legislative approaches” (1989) 18
Manitoba Law Journal 213 at 236-237.

%2 The Act does not regulate information contained in manual records.

%3 See s. 1 of thPata Protection Act 1984 for definitions of “data user,” “data subject,” “data” and “personal

data.” Expressions of opinion about an individual qualify as personal data. The Act outlines certain exemptions to
registration by data users. Personal data held by an individual and concerned only with the management of his
personal, family or household affairs are exempt (s. 33), as are data involving remuneration or pensions in respect of
employment and certain sales transactions (s. 32).
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A data user is not entitled to hold personal data about an individual until the user has registered
with the Data Protection Registrar; contravention of this requirement is acriminal offence.®*
Upon registering, the data user must provide, among other things, a description of: the personal
datato be held and the purposes for which such data will be held or used; the source from which
the datawill be obtained; any person to whom the data may be disclosed; and any countries
outside of the United Kingdom to which the data may be directly or indirectly transferred.® If,
at alater date, the data user wishes to disclose the data to someone not on the register entry or
wishesto collect data for some other purpose, he must apply to the Registrar to make the
necessary alterations.®® Failureto do so isalso acrimina offence.

A data user is under a duty to adhere to the Act’s eight Data Protection Principles, which are
largely based upon the Council of Europe Convention principles and which regulate the
collection, storage, processing, quality and use of the data and the rights of the data subject.
Although a breach of one of the data protection principles ipanae a criminal offence, the

Data Protection Registrar may take action to de-register the data user if he is of the opinion that
the contravention has caused or is likely to cause any person damage oristress.

The Act sets out certain rights for data subjects. An individual may make a written request
(accompanied by a fee) to any data user for access to the individual’'s own data. The data user
then must supply the individual with a copy of the informaff8nSeparate requests must be

made in the case of a data user who has separate entries in the register in respect of data held for
different purposes. The Act also establishes a civil action for individuals harmed by misuse of
personal information. An individual is entitled to compensation for any damage or distress
suffered as a result of the inaccuracy, loss, unauthorized destruction or unauthorized disclosure of
data held by a data us&f. A court also may, upon application and subject to certain conditions,
order the rectification or erasure of any data held by a datd®iser.

The Act creates the Data Protection Registrar who, in addition to maintaining a register of data
users, is charged with the duty of promoting the observance of the data protection principles. To
this effect, the Registrar has the power to prosecute any data user who fails to register or
knowingly or recklessly acts outside the scope of a register entry. The Registrar also may refuse
an application for registration by a data user where he feels that the applicant is likely to
contravene any of the data protection principiesif the Registrar believes that a registered data
user has breached any of these principles, he may serve this person with an “enforcement notice,”
requiring the data user to rectify the mafféror a “de-registration notice,” which cancels the

data user’s registratiofi: The Registrar may serve upon a data user a “transfer prohibition

%4 Data Protection Act 1984, supra, note 380, s. 5. Note that computer bureaus are also required to register.

%5 Data Protection Act 1984, supra, note 380, s. 4.
%6 |bid., s. 6.

%7 |bid., s. 11.

%8 |bid., s. 21.

%9 |bid., ss. 22 and 23.

%0 |bid., s. 24.

¥ hid., s. 7(2).

%2 |bid., s. 10.

%3 |bid., s. 11.
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notice,” which can prevent the data user from transferring personal data outside the United
Kingdom. In addition, the Registrar has a duty to encourage the production of codes of practice
in the private sector. However, unlike New Zealand'’s legislation, such private sector codes are
not legally enforceable under the U.K. Act.

The implementation of this highly regulatory data protection legislation was a marked departure
from the U.K. trend towards government deregulatiénAlthough the Act was specifically
implemented to satisfy treaty obligations, its universal system of registration came under
considerable criticism. One Opposition Committee member referred to the Bill as a “Data
Registration Bill” and expressed his concern that the Registrar and his staff would become

little more than recording agents for the many registrations received. Far from
exercising some control, the Registrar will find himself bogged down in day-to-

day administration. He will be able to supply no data protection sﬂfeguards.395

The registration system proved to be less of a debacle than the above comments would suggest,
but compliance with and enforcement of the registration system have been less tharfGptimal.
The 1995%Annual Report of the Office of the Data Protection Registrar admitted that registration
was a hurdle that had to be jumped: there was clear under-registration and a low rate of
renewals”’ The Registrar has recently called for a simplification of the registration system and
more exemptions from notification.

Proposed Changes to the Act in Light of the EU Directive

Member States of the EU Directive are required to have national legislation giving effect to the
EU Directive by October 24, 1998. Although thata Protection Act 1984 and the EU Directive

are alike in many respects, there are a number of significant differences which necessitate
modification of the Act® By way of example, the EU Directive has provisions which place
restrictions on fully-automated decision making and which require that data subjects be given the
right to object to lawful processing of their data or to their data being used for direct marketing
purposes. The EU Directive’s rules with respect to the transfer of personal data outside the
European Union also differ from those of the Act.

¥4 M. Stallworthy, “Data Protection: Regulation in a Deregulatory State” (199@)atute Law Review 130 at
130.

%% P, SnapeHC Debs, Standing Committee H, col. 70 (26 April 1983), cited in Stallworshgta, note 394, at
143.

% 1bid.

%7 The Office of the Data Protection Registrannual Report 1995 at Chapter 4, available at http://www.
open.gov.uk/dpr/chap4.htm.

%% U.K. Home Office, Consultation Paper on the EC Data Protection Directive (95/46/EC) (March 1996),
available at http://www.open.gov.uk/home_off/ccpd/dataprot.htm.
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The U.K. government was initially inclined to adopt a minimalist attitude and make only the

changes needed to ensure that the Act complied with the EU Directive. The Registrar of Data

Protection, on the other hand, urged the government to make fundamental changes.*®* In

particular, the Registrar recommended that the registration process should be “radically

simplified by extensive exemption and simplification to remove ‘red tape’ burd®&nh3he

Registrar’s time and resources should be concentrated on data processing that represented a real
risk to data subjects; exemptions from notification should be permitted for those data users
whose processing was unlikely to adversely affect the rights of data sdfjjects.

In its paperPata Protection: the Government’s Propos#sthe Home Office expressesits
desire to avoid placing unnecessary burdens on business and consequently indicates its intention
to accept many of the recommendations made by the Registrar. Most significantly, the
government intends to implement simplified notification and registration requirements. The
revised registration scheme would minimize the detail the controller (i.e., the data user) has to
provide, would allow arange of notification methods (including on-line access), and would
implement a greatly simplified format, including the use of standard packages. Moreover, certain
processing operations would be exempt from notification, such as operations carried out for the
purposes of payroll and personnel administration, purchase and sales administration, advertising,
marketing and public relations and general administration. Notification requirements would not
apply to manual records. Other changes to be implemented in the new legislation include
extension of the data protection provisions to some manually processed data and individual
entitlement to seek redressin court for breaches of privacy rights.

Privacy Legislation for the Private Sector in Quebec

As discussed earlier in this study, Queb&csrespecting the protection of personal information

in the private sector*® (also known as Bill 68) came into force in January 1994. The Act follows
earlier privacy legislation that applied to the public setfoand fleshes out various privacy
provisions for the private sector that are included irGivé Code of the Provincé® The Act
applies to a wide range of private sector entities, including corporations, sole proprietorships,

¥ “The Registrar's preference would be for a completely new Act of Parliament setting out a seamless law of data

protection, declaring that it concerns the privacy of individuals, having the existing eight Data Protection Principles
at its heart to determine the rights of individuals and the duties of data controllers, and establishing a flexible
administrative and enforcement structure which can be readily adapted to cope with changing technology, its
applications and social circumstances.” See: The Office of the Data Protection RéZpssatation Paper on the

EC Data Protection Directive (95/46/EC): Response of the Data Protection Registrar (July 1996), available at
http://www.open.gov.uk/dpr/answer/content.htm.

%" 1pid. at http://www.open.gov.uk/dpr/answer/summary.htm.

“OL pid. at http://www.open.gov.uk/dpr/answer/ans6-7.htm.

2 y.K. Home Office Data Protection: the Government's Proposélsly 1997), available at http://www.
homeoffice.gov.uk/ datap3.htm.

4% R.S.Q.c. P-39.1. For further discussion of the Act, see Part Il under the heading Quebec’s Private Sector
Privacy Legislation.

%4 An Act respecting Access to documents held by public bodies and the Protection of personal information,

R.S.Q.c. A-2.1.

4% See theCivil Code of Quebec, articles 35-41.



110 TASK FORCE ON THE FUTURE OF THE CANADIAN FINANCIAL SERVICES SECTOR

partnerships, organizations and associations. Various provisions govern the collection, use and
transfer of personal information; in addition, the Act also establishes the individual’s right to gain
access to personal information and request a correction where it appears inaccurate. Special
provisions apply to lists of names used for marketing purposes and also to transfers of
information about Quebec residents to third parties outside the province. Disputes under the Act
are to be resolved by the body responsible for resolving disputes under Quebec’s public sector
access and privacy statute, the Commission d'acces a l'information.

The Quebec Act provides an example of legislation that is similar to European data protection
legislation, without the element of mandatory registration or licensing. As the Quebec
commission’s counsel and president wrote in a law journal article, Quebec legislators adapted the
European approach to the North American context: “Hence, any form of mandatory entry in a
central register by the holders of personal information files is absent, with the exception of
personal information agents made up almost exclusively of credit [reporting ageffCieEhe

authors argued that the decision to avoid a general registration system led to the greater
acceptance of the legislation in the private sector.

There has been relatively little commentary on the Act and its operation. In one early article,
Montreal lawyer Christine Carron warned that Bill 68 could have a negative impact on the
business community in Quebec: “The new requirements of the Act will certainly increase the
costs of doing business, which leaves one wondering whether employees, consumers,
entrepreneurs and the society in general will really be bettef’6fiHowever, the president of

the Commission d'accés a l'information has suggested that the Act does not involve a dramatic
departure from previous business practices, because many Quebec businesses already had
policies that dealt with privacy mattef§. Materials available from the Commission itself

suggest that it has not been overwhelmed by private sector privacy complaints. For example in
1995-96 the Commission received 151 complaints respecting the private sector, and in 1996-97,
224 such complainf§® We are not aware of any study that has assessed the costs of compliance
with the Act.

Privacy Legislation in New Zealand

New Zealand applied data protection principles to both the public and private sectors through the
Privacy Act 1993. The Act is the latest in a series of New Zealand statutes dealing with privacy

% paul-André Comeau and André Ouimet, “Freedom of Information and Privacy: Quebec's Innovative Role in North
America” (1995) 80owa Law Review 651 at 668.

“7 gee: Christine A. Carron, “Overview of the Quebec Act Respecting Personal Information in the Private Sector” in
I've Got A Secret: The Duty of Confidentiality in the Private Ségtnonto: Canadian Bar Association - Ontario,

March 1994) at 14.

“%  The president made these comments several months before the Act came into force: Paul-André Comeau, “The
Protection of Personal Information in the Private Sector: An Important Step Forward by Quebec's National Assembly,”
Paper presented to th8 Annual Conference of Privacy, Laws and Business in Oxford, U.K., 281.9@3eat 13.

% See: Commission d’accés a l'information du Québé privée et transparence administrative au tournant du
siécle(June 1997) at 1.3.3 and Graphique 10, available at http://www.cai.gouv.qc.ca/sunsetl.htm.
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issues™? and has several interesting features, which include the enforceable status given to
approved Codes of Practice and specia provisions that regulate authorized data matching
activities.

Overview of New Zealand's Privacy Act 1993

At the core of the New Zealand Privacy Act are 12 “Information Privacy Principles” which deal

with the collection, storage, quality and use of personal information, as well as the data subject’s
rights to access and rectify this informatfthThe principles apply to information held by every
“agency,** defined as “any person or body of persons, whether corporate or unincorporated, and
whether in the public sector or the private sectbr.Each agency must have at least one
designated privacy officer, whose role is to encourage compliance with the privacy principles,
answer requests for personal information, and work with the Privacy Commissioner in the
investigation of complaint&?

Although the Information Privacy Principles do not differ substantially from the principles

outlined in most privacy codes and laws, there are some differences worth noting. Principle 2 of
the Act requires an agency to collect information directly from the individual concerned, barring

a certain number of exceptions. Principle 12 adds a new element to the Act which is not found in
Canadian privacy legislation. An agency is not allowed to assign a unique identifier to an
individual unless such an assignment is necessary to enable the agency to carry out its functions
efficiently. Moreover, the identifier, once assigned by one agency, is not to be used by any other
unassociated agency. Since the identifier is intended to be purpose-specific, the government, for
example, would not be able to assign one personal number to its citizens for all their dealings
with the government.

410 | egislation enacted in New Zealand in the 1950s and 1970s attempted to provide protection of personal

information gathered for the purposes of health, tax, statistics and law enforcement metters. The Official

Information Act, which came into effect on July 1, 1983, gave individual s the legally enforceable right to access and
correct personal information held by government departments and state-owned enterprises. In 1988, the monitoring

body established to oversee the operation of the Official Information Act tabled a report with the House of
Representatives that advocated amendments to the Official Information Act to regulate the collection and use of

personal information. The Labour government was considering making the necessary legidlative changes but lost the
general elections before it could implement any amendments. In opposition, the Labour Party continued to

emphasize the urgency of privacy protection and in 1991 introduced a Private Member’s Bill on privacy. In
response to the Private Member’s Bill and to public concern about a proposed computer matching program, the
government tabled its own legislation. TPrvacy Commissioner Act was passed on December 18, 1991 to enable
the Government to proceed with its data matching program.Pritagcy Act 1993 was then passed in May of 1993.
See John Howells, “Therivacy Act of 1993: A New Zealand Perspective” (1995) C@mparative Labor Law

Journal 107.

“I1 Privacy Act 1993, s. 6.

2 pid., s. 8.

“2 pid., s. 2. A few exceptions to this rule are listed in this section.

44 Privacy Act 1993, s. 23.
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The Act sets out four additional principles, known as the “Public Register Privacy Principles,”
that apply to the administration of public regist&PsGovernment departments administering
public registers are “agencies” under the Act and, as a result, must compbpthithe

Information Privacy Principles and the Public Registry Principles. The four Public Register
Privacy Principles are as follows:

Personal information shall be made available from a public register only by
search references that are consistent with the manner in which the register is
indexed or organized.

Personal information obtained from a public register shall not be re-sorted, or
combined with personal information obtained from any other public register, for
the purpose of making available for valuable consideration personal information
assembled in aform in which that personal information could not be obtained
directly from the register.

Personal information in a public register shall not be made available by means of
electronic transmission, unless the purpose of the transmission is to make the
information available to a member of the public who wishes to search the
register.

Personal information shall be made available from a public register for no charge
or for no more than a reasonable charge.416

The New Zealand Act includes special provisions on codes of practice for the public or private
sector’’” A Code of Practice which has been issued by the Privacy Commissioner is an
enforceable and legally binding document . It may modify one or more of the Information
Privacy Principles by exempting actions or by prescribing standards that are more or less
stringent. In addition, it may prescribe how the principles are to be applied. In short, a code will
determine how agencies in a particular activity, industry, profession or sector comply with the
Information Privacy Principles. Codes of Practice may be initiated either by the Privacy
Commissioner or by an “agency” (typically trade associations, professional bodies, or
government departmeitd). Before the Privacy Commissioner may issue the Code of Practice,
the Commissioner must give public notice of the draft code and its relevant details; interested
parties may then make submissions on the proposed code to the Privacy Commissioner within a
stipulated time frame. A substantial portion of the Code of Practice should deal with the privacy

“% pid., s. 59. The main public registers include the births and deaths register, the register of titles, the companies
office registers, electoral rolls, register of drivers licences, motor vehicles, and security interests. See the Second
Schedule of the Privacy Act 1993 for a complete list.

46 privacy Act 1993, s. 59

“7 For some purposes, the Codes of Practice will have the status of regulations: Privacy Act 1993, s. 50.

418 See Office of the Privacy Commissioner of New Zealand, Guidance Note on Codes of Practice under Part VI of
the Privacy Act, s. 2.0, available at http://io.knowledge-basket.co.nz/privacy/guide/cop.htm.
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principles and how compliance with each principle will be achieved. It is also expected that
codes will include practical examples.*®

Only three Codes of Practice are currently in effect: the Health Information Privacy Code

1994,*% the Superannuation Schemes Unique | dentifier Code 1995 and the EDS Information

Privacy Code 1997.* All of these codes were initiated by the Commissioner in collaboration

with the agencies and industries concerned. The Health Information Code applies to various

agencies and kinds of medical information; the code’s 12 health information privacy rules
essentially mirror the Information Privacy Principles of the Act, with minor modifications to

tailor the Act’s principles to the health-services contétThe SuperannuatidBode was issued

at the request of the Association of Superannuation Funds of New Zealand to modify

Principle 12 of the Act to permit the sharing of employer-assigned unique identifiers between
workplaces and the trustees of workplace-based superannuation stfiefftes EDS Code

applies to EDS (NZ) Ltd., a private company that processes sensitive information provided by a
number of public bodies. The Code prohibits EDS (NZ) Ltd. from transferring any information
received from designated agencies outside New Zealand, except with the written consent of the
concerned agency and notice to the Privacy Commissither.

49 |bid. at ss. 5 and 6. According to the 1994-95 Annual Report, only two codes of practice were issued during

that year. See: Office of the Privacy Commissioner of New Zealand, Report of the Privacy Commissioner for the

Year Ended June 1995 (1995) at s. 3.2, available at http://io.knowledge-basket.co.nz/privacy/anr. A more recent

discussion paper suggests that only afew Codes of Practice have been issued to date, and all of them have been

initiated by the Privacy Commissioner. See: Office of the Privacy Commissioner of New Zealand, Review of the

Privacy Act 1993: Discussion Paper No. 4 — Codes of Practice and ExemgSeptember 1997) at
http://www.knowledge-basket.co.nz/privacy/ discpp/discpr4.htm.

20 The Health Information Privacy Code 199dplaced the Health Information Privacy Code 1993 (Temporary).

The temporary code issued shortly after the Privacy Actcame into force without the requisite consultation

procedures mandated by the Act. See: Bruce Slane, Centralised Databases: People, Privacy and Planrfigaper
presented by the Privacy Commissioner to the New Zealand — Australia Health IT Directors Meeting) (February 18,
1998), available at httpwiivw.knowledge-basket.co.nz/privacyégehes/itdirect.htm.

421 TheEDS Information Privacy Code 1997 replaced th&CS Information Privacy Code 1994. GCS Limited was

a state-owned company which processed sensitive information provided by public bodies; however, GCS Limited
was privatized and is now owned by EDS (NZ) Limited.

22 For example, Rule 11 of the Code allows for greater disclosure of information than that permitted by Principle
11, though in narrowly-defined areas, and Rule 12 allows certain agencies listed in a schedule to the Code to assign a
unique identifier number to an individual, notwithstanding that another listed agency has already assigned the same
number.

42 gee: Office of the Privacy Commissioner of New Zeal&egdort of the Privacy Commissioner for the Year

Ended June 1995 (1995) at s. 3.2, available at httpmw.knowledge-basket.co.nz/privacy/anr/O4repcop.htm.

According to Mr. Blair Stewart of the Office of the Privacy Commissioner of New Zealand, the industry was invited
by the Commissioner to produce the Code, it was unable to take on this task and thus the Commissioner was obliged
to take charge of the drafting.

44 See : Office of the Privacy Commissioner of New Zeal&egort of the Privacy Commissioner for the Year

Ended June 1995 (1995) at s. 3.2, available at http://io.knowledge-basket.co.nz/privacy/anr. See also introduction to
EDS Information Privacy Code 1997.
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The Act also regulates certain information matching programs undertaken by public agencies.

Information matching programs are defined as programs that compare personal information

records involving 10 or more individuals for the purpose of producing or verifying information

about individuals.*® The Act’s special provisions apply when specified public agencies seek to
undertake information matching programs authorized by other pieces of New Zealand legislation.
A short list of “specified” agencies is set out in the AEwyhile a list of “authorized” data

matching programs is set out in a schedtlle(If a public agency conducts an information

matching program which does not fall within the “authorized” list and which is otherwise
permissible according to the Information Privacy Principles, no special provisions will regulate
the progrant®) To perform authorized data matching programs, specified agencies must sign
agreements that restrict the disclosure of informdfiorihe specified agency running the

authorized matching program may receive only limited access to the other’s database; on-line
computer transfers of information require the approval of the Privacy Commis$foriea

specified agency wishes to take some other adverse action against an individual on the basis of
authorized matching program, it must give the individual five days’ written ntticéhe details

of any authorized data matching program must be provided by the specified agencies involved to
the Privacy Commissioner. In addition to these special provisions applying to public agencies,
the Act states that a Code of Practice may impose controls upon the information matching
activities of private sector agencigs.

The Act is enforced by the Privacy Commissioner, the Proceedings Commissioner and the
Complaints Review Tribunal. The duties of the Privacy Commissioner include issuing Codes of
Practice, examining any legislation or policy in light of its effect on individual privacy, educating
the public on the privacy principles, promoting the privacy principles and handling comptaints.

An individual may complain to the Privacy Commissioner for any interference with his or her
privacy which causes some loss or damage, results in significant humiliation or loss of dignity, or
adversely affects the interests of the individual. “Interference” occurs when there is a breach of a
principle or a code of practice, or non-compliance with the information matching¥ules.
“Interference” also occurs when an agency refuses an individual's access request or request to

% Pprivacy Act 1993, s. 97.

5 bid.

1 see the Third Schedule of the Privacy Act 1993, which lists provisions authorizing information matching that
appear in the Births and Deaths Registration Act, Penal Institutions Act, Marriage Act, Customs Act, Inland

Revenue Department Act, Immigration Act, Education Act and Accident Rehabilitation and Compensation

Insurance Act.

%8 See Office of the Privacy Commissioner of New Zealand, Review of the Privacy Act 1993: Discussion Paper

No. 7 — Information Matchin{September 1997), available at http://io.knowledge-
basket.co.nz/privacy/discpp/discpr7.htm, under the heading “The Scheme for Enforcement — What information
matching activities ought to be controlled?”

2 privacy Act 1993, s. 99.

“0  gee s. 3 of the Fourth Schedule of Bnavacy Act 1993. See also Office of the Privacy Commissioner of New
Zealand ] nformation Matching: Fact Sheet No. 5 (August1993), available at http://io.knowledge-basket.
co.nz/privacy/facts/fact5.htm.

“ Privacy Act 1993, s. 103.

“2 pid., s. 46(4)

= pid., Part Ill, ss. 12 to 26.

“% 1bid., s. 66(1).

w
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correct personal information, without a valid reason.**> The Privacy Commissioner has power to
help settle complaints,** call compulsory conferences to bring about a settlement,**’ and refer
complaints to the Proceedings Commissioner if the Privacy Commissioner is unable to resolve
the problem.”® The Proceedings Commissioner or the aggrieved individual may, in turn, take
the matter before the Complaints Review Tribunal, which has the authority to grant various
remediesif it is satisfied on the balance of probabilities that any action of the defendant is an
interference with the privacy of anindividual. The Complaints Review Tribuna may make a
declaration that the action of the defendant is an interference with the privacy of an individual
and may order the defendant to refrain from continuing the interference or to perform any
specified acts to remedy the interference. The Tribunal may also order any other relief it thinks
fit, including damages.**

Rationale for Extending Privacy Protection to the Private Sector

In a recent address to a banking law conference, New Zealand’s Privacy Commissioner Bruce
Slane discussed the reasons that justified extending privacy protection to the privaté’sector.
Given that a number of state-owned enterprises would pass or had already passed into private
ownership, Mr. Slane said that it would be inconsistent to insist that the activities of a particular
company be included within the privacy law while it was publicly-owned and yet not covered
while privately-owned. Moreover, since the credit, banking and telecommunications industries
might contain a mix of publicly and privately owned businesses, the privacy laws should apply to
all to ensure a level playing field. Mr. Slane said that it was incorrect to assume that only the
public sector required privacy legislation becaoidg the state collected information coercively.
The reality was that many private-sector companies required personal information before
providing their services. Individuals were more concerned dimoutheir information was used

than who collected or held it. Finally, Mr. Slane argued that sectoral legislation was undesirable
because the development of sectoral laws was expensive and time-consuming and would be
subject to intensive lobbying which could result in uneven standards.

Mr. Slane noted that the Bankers Association was initially opposed to the application of the Act
to the private sector in general and the banks in particular; it was felt that banks were already
subject to a number of statutory obligations. In practice, banks have not had any major

“5 pid., s. 66(2).

* pid., s. 74.

7 pid., s. 76.

8 pid., s. 77.

¥ pid., s. 85. The 1994-95nkual Report notes that of tB&7 complaints received within the Commissioner’s
jurisdiction during the year, 78 per cent were closed without the Commissioner having to give a final opinion.
Forty-seven per cent of the complaints dealt with requests for a review of an agency’s decision not to make available
certain personal information. Most of the other types of complaints were allegations of disclosure of information,
especially health information. The Annual Report also noted that 56 per cent of the complaints were levelled against
the private sector. See: Office of the Privacy Commissioner of New Ze&epuif of the Privacy Commissioner

for the Year Ended June 1995 (1995) at s. 3.3, available at http://io.knowledge-basket.co.nz/privacy/anr.

“0 Bruce Slane, Privacy Law Issues — Reform Proposals and their Impact on the Financial Industry: Notes for an
Address by the Privacy Commissioner for New Zealand to tHeAbaual Banking Law and Practice Conference,

May 22, 1997, available at httputhw.knowledge-basket.co.nz/privacyégehes/ banksyd2.htm.
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difficulties in complying with the Act, have not attracted many complaints from customers, and
have not sought to implement a code of practice. Mr. Slane aso addressed the issue of
compliance costs and stated that a voluntary regime of privacy protection, if meaningful, would
not likely be less costly. Privacy issues would not disappear just because there was no legislation
in place: firms would still have to deal with these issues, and thus there would always be costs
involved.

Privacy Act Review

The Privacy Commissioner is currently reviewing the operation of the New Zealand Act to
consider whether any amendments are necessary. The Commissioner isfielding comments on
such issues as whether new offence provisions should be included in the Act and whether the
courts should have jurisdiction in enforcing Information Privacy Principles. The current Act
emphasizes civil remedies. Although it is not an offence to breach a principle, if an individual is
thereby harmed, the Act can provide aresolution to the problem and may require that the
individual be compensated.*** Another issue under scrutiny concerns compliance costs. It is
acknowledged that excessive compliance costs can discourage growth and employment, erode
international competitiveness and hinder compliance. At present, the Act imposes no base level
of costs, and there are no direct compliance costsin registration or fees. Agencies are
responsible for devising their own procedures and forms.**? The issue of whether a transborder
data flow control iswarranted is also being examined.**

Privacy Legislation Developments in Australia

The Australian commonwealth government had considered extending privacy legislation to the
private sector, but recently decided against this course of action. Australia partially implemented
the OECD guidelines by enacting the Privacy Act 1988, which requires commonwealth
government departments and agencies to comply with several Information Privacy Principles.
The Australian Act does not, however, govern the state government sector and only regulates the
private sector in the areas of credit reporting and tax file numbers.

In 1995, a standing committee of the Australian House of Representatives released a paper which
unanimously recommended extending the Information Privacy Principles of the Australian Act to

“1 - Office of the Privacy Commissioner of New Zealand, Review of the Privacy Act 1993: Discussion Paper No. 1 —
Structure and Scop@&eptember 1997), available at http://www.knowledge-basket.co.nz/privacy/discpp/

discprl.htm.

“2 Office of the Privacy Commissioner of New Zealand, Review of the Privacy Act 1993: Discussion Paper No. 9 —
Compliance and Administration Cog8eptember 1997), available at http://www.knowledge-basket.co.
nz/privacy/discpp/discpr9.htm.

“3 " Office of the Privacy Commissioner of New Zealand, Review of the Privacy Act 1993: Discussion Paper No. 12
— New Privacy ProtectionSeptember 1997), available at http://www.knowledge-basket.co.nz/
privacy/discpp/discpri2.htm.
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the private sector.*** The committee felt that anational privacy policy was needed in light of the
continuing trend towards privatization and the contracting out of government services. Aswell,

such a privacy policy was needed to address the challenges posed by the information highway. In

1996, the Law Reform Commission recommended that a national legidative scheme be

implemented to provide information privacy protection in the public and private sectors.**® Later

in the year, a discussion paper released by the Attorney General’'s Department advocated the
extension of privacy protection legislation to the private sé€tolhis paper outlined a co-
regulatory approach whereby statutory privacy principles would apply unless an approved Code
of Practice, based on the privacy principles, had been implemented. The Codes of Practice could
be tailored to meet the needs of particular industries and would thus provide flexible approach
for the private sector.

The Australian Financial System Inquiry which reviewed issues facing the financial services
industry in Australia issued a report in early March 1997 {i#iellis Report” )** The Inquiry

made several recommendations for a privacy regime for the financial services industry, based on

the assumption that privacy rules for the industry should be the same as those being implemented

in the broader economy.**® Significantly, the Wallis Report recommended that negative consent
arrangements to information sharing should be permitted. A financial institution could obtain

consent to information sharing based on the customer’s failure to take some action to indicate his
or her refusal; however, the institution would be required to provide the customer with a readily
available opportunity to refu®’ The Wallis Report concluded that any privacy regulation must
strike an appropriate balance between public concerns about privacy of information and the
ability of financial institutions to use such information for commercial purposes and to provide
financial services more efficiently. Privacy codes should be administered on a national basis, and
should apply to all businesses supplying financial services, including non-financial institutions
providing financial service5?

4% House of Representatives Standing Committee on Legal and Constitutional Affairs, In Confidence: A Report of
the Inquiry into the Protection of Confidential Personal and Commercial Information Held by the Commonwealth
(1995).

“% L aw Reform Commission, Report of the Review by the Australian Law Reform Commission and the
Administrative Review Council of the Federal Freedom of Information Act 1982, tabled in Parliament on January 24,
1996.

“6 - Attorney General’s DepartmerRrivacy Protection in the Private Sector (September 1996), available at
http://lwww.agps.gov.au/customer/agd/clrc/privacy.htm.

“7" Final Report of the Financial System Inquiry (Australia: March 18, 1997).

“8 pid., at 17.

“® |pid., Recommendation 100, at 66 and 519-521.

*0Ipid., Recommendation 101, at 66; 516-517 and 521-523.
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Despite these devel opments, the proposal to extend privacy legislation to the private sector was

not implemented. In apressreleaseissued March 21, 1997, the Australian Prime Minister

argued that the proposal would impose too great a burden on the private sector: “At a time when
all heads of government acknowledge the need to reduce the regulatory burden, proposals for
new compulsory regimes would be counterproductf¥e.The Prime Minister also asked

premiers of the Australian states not to introduce legislation on this matter in their own
jurisdictions. The commonwealth government’s change in position was criticized by national

and international privacy groups. Privacy International noted that there was “widespread industry
and community support for the legislati6#”and that the “government’s decision goes starkly
against the grain of international policy™

A consultation paper released in August, 1997 by the Privacy Commissioner of Australia

attempts to outline a self-regulatory optih. The paper notes that there are differences in

opinion as to the desirability of a legislated scheme over a self-regulatory scheme, but businesses
invariably favour a scheme which minimizes compliance costs and reduces overlap with other
regulations and differences between jurisdictions. Australian trade and businesses also benefit
from transborder data flows and so have a concern about the EU Directive. The scheme
proposed consists of three components: principles or standards for handling personal

information; processes for businesses to sign on to the scheme and for promoting and monitoring
compliance with the principles; and mechanisms for handling complaints and providing effective
remedies. The paper acknowledges the difficulties in ensuring compliance in a self-regulated
regime, and advocates a system wherein businesses will bind themselves to comply with the
privacy scheme and provide remedies in the event of a breach of standards. Monitoring would be
provided by an independent scheme administrator and an independent body could be put in place
to provide an appeal mechanism. The federal government of Australia appears to face similar
constitutional constraints to those of the Canadian federal government.

“! The Rt. Hon. John Howard, Prime Minister’s Press Release (March 21, 1997), available at
http://lwww.efa.org.au/lssues/Privacy/ppe1.html.

2 privacy International, “Looking for Answers on Government’s Privacy U-Turn” foivecy International
Online Privacy Archive (April 1997), available at httpulAvw.privacy.org/pi/countries/australia/campaign97/
coalition_statement_497.html.

Privacy International, “Open letter from Privacy International to the Prime Minister of Australia” dated
April 16, 1997, available at httpaivw. privacy.org/pi/countries/australia/campaign97/pi_le#d&7.html. See also
Tom Dixon, “Voluntary Code Leaves Privacy Exposealjétralian Privacy Foundation Media Release, dated
August 19,1997, available at httpwivw.efa.org.au/lssues/Privacy@®19.html. Mr. Dixon, Director of the Privacy
Foundation, lamented the inadequacy of Australia’s privacy laws: “Time is also running out for us to meet the
European Union’s standards on privacy protection. We only have until October 1998 before Australian industries
are excluded from international trade in information. If the Government is serious about assisting Australia’s
information industries they will establish privacy safeguards that comply with international best practice.”

% Privacy Commissioner in Australimformation Privacy in Australia: A National Scheme for Fair Information
Practicesin the Private Sector (August1997), available at httpulivw2.audlii.edu.au/itlaw/national _
scheme/national-INFORMAT .html.
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Until recently, there had been little privacy legislation in the various Australian states, but new
Initiatives are underway in New South Wales, Victoria, and Queensland. In New South Wales,
proposed privacy legislation would allow for codes of practice to be made by regulation; these

codes could be extended to public and private-sector agencies and would be enforceable.**

Victoria has considered different regulatory regimes for the protection of privacy, but it is not

clear if the state will proceed in light of the Commonwealth’s decision to reject private sector
legislation®® Queensland is in the process of considering privacy legislation. A discussion
paper released by the Queensland Legal, Constitutional and Administrative Review Committee
considers several options for greater privacy proteétion.

4% | egal, Constitutional and Administrative Review Committee, Privacy in Queensland: |ssues Paper No. 2
gshélay 1997), available at http://www.parliament.gld.gov.au/committees/legalrev_issues paper_2.html.

Ibid.
7 |bid. The options considered in the discussion paper consist of the following: A statutory tort could be created
to allow individuals to sue for breach of their privacy, but there would be difficulties in properly defining privacy. A
privacy commissioner or committee could be established to draft and recommend industry codes of practice and to
investigate privacy complaints. The Information Privacy Principles could be implemented administratively, in which
case they would apply only to the public sector, or by legislation, in which case they could cover the private sector as
well. Privacy protection could take the form of self-regulation by industry codes, but such an option would raise
concern that the codes might not be enforced. The discussion paper offers no recommendations, but it does note that
a state-by-state approach to privacy standards could be cumbersome, expensive, and detrimental to transborder data
transfers.



120 TASK FORCE ON THE FUTURE OF THE CANADIAN FINANCIAL SERVICES SECTOR

V. Privacy, Constitutional Jurisdiction and
Federal-Provincial Cooperation

Introduction

Part V deals with constitutional jurisdiction over privacy in Canada. The Part assesses the merits
of competing federal and provincial claims for jurisdiction over privacy matters and concludes
that jurisdiction is probably shared by the two levels of government. The Part then discusses
some of the conceptual and historical models for federal-provincia co-operation that might
inform a shared approach to the regulation of privacy.

Constitutional Jurisdiction Over Privacy

Implicit throughout our discussion of the financial services sector in Canadais the role of the
Canadian constitution and the division of powers over it. Into this difficult mix we must add an
analysis of power over privacy per se. In essence, the federal government has power over banks
because they are purely federal institutions. Banks will be subject to less provincial legislation
than other ingtitutions. The federal government has the power to incorporate and regul ate
insurers, trust companies, loan companies and cooperative credit associations. These institutions
are subject aso to extensive provincia regulation of their business and affairs. Some financial
services providers are not regulated as financial institutions at all, and so are subject only to the
general business laws of each province. Thus, some financial services providers are subject to
the regulation of privacy which isimposed under the federal financial institutions laws, some
subject to provincial regulation, if any, and some to no regulation of privacy whatsoever except,
of course, to the extent they have operations in Quebec.

The federal government is discussing the introduction of laws to regulate privacy generally
which, presumably, would apply to the financial services sector. The issue arises to what extent
the federal government has the power to enact any such legislation, or whether it may do so in
cooperation with the provinces.

It has been suggested by responsible commentators that the federal government has no power to
enact privacy laws, even respecting matters under its jurisdiction, such as banks and federally
incorporated trust companies and insurance companies. Based on our review of the law, this
appears to overstate the case, but perhaps not by very much.

Sections 91 and 92 of the Constitution Act

The extent of federal and provincial jurisdiction over privacy generally, and over privacy asit
relates specifically to financia institutions, is not an easy matter to determine: the heads of power
in sections 91 and 92 of the Constitution Act do not contain anything that clearly and definitively
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encompasses privacy either in ageneral sense or in the specific context of financial services.*®

There is nothing in the “pith and substance” of privacy that associates it with any single federal
or provincial power, given that it is an area that crosses many boundaries and has applications in
different fields of endeavor — something that is at odds with the more discrete categories in the
Constitution Act.*®

To the extent that private information is disclosed to banks, it might be said to fall within federal
jurisdiction over “Banking, Incorporation of Banks, and the Issue of Paper Money”, (s. 91(15));
“Savings Banks” (s. 91(16)); federally incorporated corporations under the federal government’s
implied jurisdiction over works and undertakings extending beyond the province (s. 92(10));

“[tlhe Regulation of Trade and Commerce” (s. 91(2)); or, possibly, criminal law (s.91(27)). The
federal government also has jurisdiction over privacy as it relates to the federal public sector.
Federal laws governing privacy matters could reasonably be classified as being ancillary to any of
the foregoing heads of power, or, to use the formulation of Laskin J. A. (as he then was),
displaying a “rational, functional connection” to one or more of these federal powers enumerated
ins. 91(and s. 92f°

This is not to say, however, that provincial heads of power listed in s. 92 are inapplicable as a
result. The most obvious provincial power is “Property and Civil Rights in the Province”

(s. 92(13)), which would logically extend to private information as a type of intangible personal
property or to privacy as an enforceable private right as contemplated in s. 92(13). This head of
power has been used to uphold the constitutional validity of consumer protection legislation, of
which privacy legislation is clearly a variéf§. There is also provincial jurisdiction over

“[glenerally all Matters of a merely local or private Nature in the Province “(s. 92(16)), although
this categorization might be difficult to maintain given the fact that privacy concerns might easily
cease to be merely local, or confined to a strictly provincial sphere, in any given instance.
Provincial privacy laws might also be said to be ancillary or rationally connected to “[t]he
Incorporation of Companies with Provincial Objects” (s. 92(11)), for example provincially
incorporated insurance companies, trust or loan companies or co-operative credit associations.
Here again, however, it is difficult to conclude that privacy falls exclusively within provincial
jurisdiction, when there are contenders at least as strong in s. 91 as in s. 92.

Jurisdiction can be of a “double aspec#&, competent to both the federal Parliament and to the
provincial legislature§® An example of a field with such a double aspect is highway traffic
offences, where the provinces enforce their own legislation and where the @ueraél Code

also has jurisdiction. Other areas of dual jurisdiction are insolvency, securities regulation
(generally a matter of provincial concern but also the subject of federal criminal sanction),
maintenance of spouses and custody over children. In each of these examples, concurrent
jurisdiction is exercised without undue conflict. There may be circumstances, however, where
compliance with two levels of regulation may become impossible, in which case the doctrine of

4% Constitution Act, 1982.

% Union Colliery Co. v. Bryden [1899] A.C. 580 (P.C.) at 587, per Lord Watson.

0 papp v. Papp [1970] 1 O.R. 331 (Ont. C.A.) at 336.

“1 Irwin Toy v. Quebec [1989] 1 S.C.R. 927 at 953.

2 Hodge v. The Queen (1883) 9 App. Cas. 117 (P.C.) at 130, per Sir Barnes Peacock.
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paramountcy might justify exclusive federal jurisdiction.*®® In our view, thisis unlikely to be the
case with the regulation of privacy.*®*

Federal Trade and Commerce Power

It appears to be very doubtful that the federal government could regulate privacy asit relates to

financial services as a matter of exclusive federal jurisdiction. Any attempt to do so would

presumably be by invoking one or more of the powers over economic life that are granted to it in

s. 91. The first of these is the federal power over “[tlhe Regulation of Trade and Commerce”
(s. 91(2)), but it should be noted that this power has been narrowed to exclude such jurisdiction
where it would conflict with “the power to regulate by legislation the contracts of a particular
business or trade, such as the business of fire insurance in a particular pr8vinieile there

IS this tension between federal power over trade and commerce and provincial jurisdiction over
property and civil rights, it has been generally accepted that the trade and commerce power will
apply to inter-provincial and international trade and commerce, as well as to what Sir Montague
Smith called inCitizens’ Insurance Co. v. Parsoti®e “general regulation of trade affecting the
whole Dominion.*® Given that privacy concerns in the financial services sector are unlikely to
be confined to wholly provincial entities or transactions, there is an argument that the federal
government could use the trade and commerce power to justify exclusive jurisdiction over
privacy respecting inter-provincial trade, there is a strong case for concurrent provincial
jurisdiction based on the property and civil rights classification. It is also worth pointing out that
the courts have not yet been willing to extend the trade and commerce power as widely as they
might. Its application, as it relates to interprovincial trade (the first brarfedr ons), was

rejected in two recent decisions of the Supreme CBuaind as a general power of economic
regulation (the second branchRsrsons) it has almost consistently been reject&din

MacDonald v. Vapor Canada, Laskin C.J.C. laid down three criteria for the application of the
general trade and commerce power: (1) the presence of a “general regulatory scheme”; (2) the
“oversight of a regulatory agency”; and (3) a concern “with trade as a whole rather than with a
particular industry*® To these three criteria, Dickson C.J.C. added two mdBeieral Motors

v. City National Leasing: (4) “the legislation should be of a nature that the provinces jointly or
severally would be constitutionally incapable of enacting”; and (5) “the failure to include one or
more provinces or localities in a legislative scheme would jeopardize the successful operation of
the scheme in other parts of the counffy” With respect to privacy regulation in the financial
services industry, only the first criterion would be satisfied. More importantly, it is difficult to

83 See Peter Hogg, Constitutional Law of Canada (Toronto, 1997) at 15-11 to 15-12 and 16-1 to 16-6.

“6* " For further discussion, see heading (d) Conclusion, below in this Part V.

“5 Citizens’ Insurance Co. v. Parso(i881) 7 App. Cas. 96 (P.C.) at 113, per Sir Montague Smith.

“% |bid.; see also Re Farm Products Marketing At957] S.C.R. 198 at 211-12.

“67 Dominion Stores v. The QueEt980] 1 S.C.R. 844; and Labatt Breweries v. A-G. Cana#980]1 S.C.R. 844
at 866. But see the discussion of these cases in Hogg, supra note 463 at 20-9 to 20-10.

48 See A.-G. Ontario v. A.-G. Canadd937] A.C.405 (P.C.); Dominion Stores v. The Quedrabatt Breweries v.
A.-G. CanadaMacDonald v. Vapor Canadd977] 2 S.C.R. 134; General Motors v. City National Leasifig989]
1S.C.R. 641

9 MacDonald v. Vapor Canagaupra note 468 at 661.

4% General Motors v. City National Leasingsupra note 468 at 679.
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argue that the provinces would be constitutionally unable to enact legislation in thisfield, given
their power over property and civil rights. And in view of the possibility of federa and
provincial co-operation, it isdifficult to suggest that alegislative scheme governing the
collection, retention and disclosure of private information would be put at significant risk
without exclusive federal competence in this area.

Peace, Order and Good Government

A further option for the federal government would be to argue that exclusive power to regulate

privacy matters, either generally or as more particularly related to financia institutions, falls

under the federal Parliament’s power “to make Laws for the Peace, Order and good Government
of Canada, in relation to all Matters not coming within the Classes of Subjects by this Act
assigned exclusively to the Legislatures of the Provinces...” (s. 91). As has been suggested
previously, privacy may not faéixclusively in provincial jurisdiction, which would in theory

permit exercise of federal residual power over peace, order and good govefRO&6E( ).

The first branch of the POGG power is the emergency branch, which is not relevant here, asit is
unlikely that regulation of flows of confidential information isaconcern so pressing that it would
be considered an emergency demanding remedy through the exercise of the POGG power.*"*

The second branch of POGG is the “gap” branch, which may be used to justify federal

jurisdiction where this fills in lacunae in the distribution of powers between the federal

parliament and the provincial legislatuf&s. This branch of POGG has been used to determine
jurisdiction over matters not specifically enumerated in s. 91 or s. 92, such as aeronautics, atomic
energy or the national capital region, or to make sense of inconsistencies in the text of the
Constitution Act itself (e.g., the reference to companies with “Provincial Objects” in s. 92(10) but

no corresponding reference to companies with federal objects in“&6® ®ater Hogg notes,
however, that the “gap” branch covers “limited and unusual cases” but is inappropriate where the
subject matter of legislation is merely novel:

In most cases a “new” or hitherto unrecognized kind of law does not have any
necessary or logical claim to come within p.o.g.g. It might come within property
and civil rights in the province (s. 92(13)) or matters of a merely local or private
nature in the province (s. 92(16)). Which head of power is appropriate depends
on the nature of the “new” matter, and the scope which is attributed to the

various competing heads of power[,] of which p.o.g.g. is 0n|y4(7)zr11e

4t See the discussion of emergency in Haggra, note 463 at 17-18 to 17-27.

42 Citizens’ Insurance v. ParsorRe Regulation and Control of Radio Communication in Carjagia2] A.C.
304 (P.C) a 312.

4% Johannesson v. West St. PEi952] 1 S.C.R. at 292; Ontario Hydro v. Ontarif1993] 3 S.C.R. 327; Munro v.
National Capital Commissiof1966] S.C.R. at 663.

4™ Hogg, supra note 463 at 17-7.
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The third branch of POGG relates to matters of a “national dimension” or of “national
concern™” Viscount Simon stated in ti@anada Temperance Foundation case that the “true
test” for this branch of POGG will be found

in thereal subject matter of the legiglation: if it is such that it goes beyond local

or provincial concern or interests and must from its inherent nature be the

concern of the Dominion as a whole ... then it will fall within the competence of
the Dominion Parliament as a matter affecting the peace, order and good
government of Canada, although it may in another aspect touch on matters

. L ; 476
specially reserved to the provincial legislatures.

The “national concern” branch requires first of all that a matter is of “import or significance to all
parts of Canada™’ Hogg suggests, however, that mere desire for uniformity of legislation will
be insufficient to qualify as a national concern, unless uniformity is required as a result of
provincial inability to deal effectively with a problem or where differing régimes in different
provinces will prove counter-productiV&. Privacy legislation differs in many respects from
province to province (Quebec, for example, is unique in regulating privacy beyond the public
sector), but it is certainly arguable that difference of approach does not necessarily frustrate
effective protection of privacy interests on a national level. Any discrepancies probably do not
amount to a matter of national concern, or could be minimized through interjurisdictional
co-operation.

In the Anti-Inflation Reference, Beetz J. held that POGG is applicable on the basis of national
concern only where a “matter” of sufficient distinctness is at stake, not some vaguely defined
subject of concerff? This point was elaborated by Le Dain JCirown Zellerbach:

For a matter to qualify as a matter of national concern ... it must have a
singleness, distinctiveness and indivisibility that clearly distinguishes it from
matters of provincial concern and a scale of impact on provincial jurisdiction
that is reconcilable with the fundamental distribution of legislative power under

the Constitutioﬁl.80

National concern may not, then, be used simply to extend federal jurisdiction where the federal
government sees this as a convenient way of addressing a problem of large implications, in spite
of provincial competence to deal with theissue.*®* All provincial power would be at risk if
POGG were to be used in this way.

4" Russell v. The Queen (1882) 7 App. Cas. 829 (P.CA:-G. Ontario v. A.-G. Canada [1896] A.C. 348 (P.C.);
A.-G. Ontario v. Canada Temperance Foundation [1946] A.C. 193 (P.C.)Johannesson v. West &. Paul; Munro v.
National Capital Commission; R. v. Crown Zellerbach [1988] 1 S.C.R. 401.

4% A -G. Ontario v. Canada Temperance Foundation, supra, note 475 at 205-06.

4" Hogg,supra, note 463 at 17-12 to 17-13.

8 bid.

4" Re Anti-Inflation Act [1976] 2 S.C.R. 373 at 457-8.

80 Crown Zellerbach, supra, note 475 at 432.

! W.R. Lederman, “Unity and Diversity in Canadian Federalism” (197%)d&tdian Bar Review 597.
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A final requirement for satisfying the national concern branch of POGG is that of newness: as
Pigeon J. held in The Queen v. Hauser,

...the most important consideration for classifying the Narcotic Control Act as
legislation enacted under the genera residual federal power [i.e., POGG], is that
thisis essentially legislation adopted to deal with a genuinely new problem
which did not exist at the time of Confederation and clearly cannot be put in the

class of “Matters of a merely local or private Nat(ifé

— or, presumably, in the class of property and civil rights in the province. Hogg glosses this
statement as a requirement for conceptual rather than historical néfineissconcludes,
incidentally, that the “newness” doctrine is “irrelevant and unhelpful” for the purposes of
identifying areas of the federal residual power, but Pigeon J’s judgment remains authoritative.
While provincial legislation in the area of privacy and public concerns over improper use of
confidential information are of relatively recent date (legislative protection of privacy interests
would have seemed outlandish in 1867), it is questionable whether privacy legislation constitutes
a conceptually new matter (compare atomic energy). Perhaps it would be more accurate to say
that recent initiatives have extended the application of standards governing confidential
information to new areas, but do not respond to a need that is itself novel. It is difficult,
furthermore, to argue that privacy legislation, either generally or as it relates to financial
institutions, “clearly cannot be put in the class of ‘Matters of a merely local and private nature™
in Mr Justice Pigeon’s phrase, or in that of “Property and Civil Rights in the Province”.

Conclusion

In view of the fact that th€onstitution Act, 1982 does not deal conclusively with jurisdiction

over privacy in general (let alone privacy in the context of financial institutions), there may be
shared jurisdiction over privacy as between the federal and provincial levels of government. The
better argument may be that it is solely a matter of provincial jurisdiction except with respect to
the federal public sector. As has been discussed, either level of government might claim
jurisdiction under any one of a number of heads of power enumerated in ss 91 and 92. From the
federal point of view these are those specifically related to banks and banking, federally
incorporated companies and other works and undertakings beyond the provinces, banks, criminal
law and trade and commerce; from the provincial perspective, companies with provincial objects,
property and civil rights in the province and matters of a purely local and private nature in the
province.

The federal government might seek to regulate privacy as an exclusive domain, either through the
exercise of its general economic power over trade and commerce or through the national concern
branch of the federal residual power (POGG). In either case, however, judicial limits placed on
the extension of federal power by either of these means would probably prevent the federal
government from successfully staking a claim for exclusive jurisdiction. As a practical and
political matter, the Government of Canada might be loath to be seen to be usurping jurisdiction

82 11979] 1 S.C.R. 984 at 1000-01.
8 Hogg, supra, note 463 at 17-17.
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where the provinces have aready enacted legislation that is not demonstrably inadequate or
likely to frustrate any legitimate federal privacy concerns. If genera privacy isto be effected, it
should be an area of federal-provincia co-operation, given that both levels of government have
legitimate concerns over privacy issues and based on an understanding that flows of confidential
information are borderless and therefore require a co-operative approach.***

So with respect to the financial services sector, the government can regul ate federally regulated
companies. The case for doing so is strong with respect to banking, in that even though privacy
appears to be aprovincial jurisdiction, it is also an element inherent in regulating banking and the
intrusion into provincia jurisdiction would appear to be justified sinceit isonly incidental in

nature. A further example of thisisthe Telecommunications Act, which regulates privacy in

respect of telecommunications companies. It might be conceivable that “information highway”
type regulation, which clearly involves the use of telecommunications facilities and multi-
jurisdictional trade, could justify a broader spectrum of regulation, but it is unlikely to extend to
the practices of each information gatherer. But the result appears to be that the federal
government is confident only to legislate within its patchwork of competence.

Models for Federal-Provincial Cooperation

In a unitary state, such as New Zealand or the United Kingdom, to effect regulation of privacy is
straightforward. This is not the case in a federal system in which privacy relates to a wide variety
of commercial sectors as well as different constitutional jurisdictions. The study of comparative
federalism has yielded a number of models for co-operation between the national and sub-
national levels of government, which are discussed briefly below.

The first model is one that takes the unitary state as its starting point, asserting the right of the
national level of government to jurisdiction in the face of a competing claim by what in Canada
would be the provincial level. In Canada, this is unlikely to be applicable and could only be
achieved through some of the constitutional principles discussed in the previous chapter: the
federal government’s general economic power over the regulation of trade and commerce, its
residual power over “Peace, Order and good Government” or by means of the doctrine of federal
paramountcy® Areas in which the federal government has asserted exclusive jurisdiction
include atomic energy and aeronautics. The government of Canada may also seek to impose
national standards in areas that are otherwise left to the provinces to regulate, for example in

8 For some models for federal-provincial co-operation, see “Some Lessons in Federal-Provincial Legislative
Cooperation” and “Uniform Law Conference Privacy Act Deliberations” in lan LawRowacy and the

Information Highway: Regulatory Options for Canada (Industry Canada: 1996), available at
http://strategis.ic.gc.ca/SSG/ca00265e.html. See also William A.W. Neilson, “Interjurisdictional Harmonization of
Consumer Protection Laws and Administration in Canada” in Ronald C.C. Cummirigeregectives on the
Harmonization of Law in Canada: Collected Research Sudies of the Royal Commission on the Economic Union

and Development Prospects for Canada (Toronto, 1985), 76-87.

% gee the discussion in this Part V under the heading Constitutional Jurisdiction over Privacy, under the sub-
heading Peace, Order and Good Government.
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health care. Ronald C.C. Cuming has called this “induced harmoniz&flotich a model for
federal-provincial relations was perhaps most typical of the 1970s and 1980s, which Patrick
Monahan has described as the period of “executive” or “unilateral” federalism, as opposed to the
more co-operative approach of the 1988sGérald A. Beaudoin also notes an oscillation

between centralist and decentralist forms of federalism in recent Canadian #is\ayile the

exercise of federal jurisdiction may be desirable from the point of view of uniformity of

regulation, ease of administration and centralization of decision-making, there are a number of
reasons why an approach borrowed from the unitary state may not be desirable or particularly
effective. In the first place, there are judicial restraints on the assertion of exclusive federal
jurisdiction, which have been discussed earlier in this Part. These will make a claim for

exclusive jurisdiction difficult to bring into effect to the extent that federal claims fail to be
compelling. Secondly, and perhaps more importantly, such an approach may not be ideal from
the point of view of amicable federal-provincial relations, although it should be pointed out that

an ostensibly more consultative and co-operative approach can descend into squabbling that fails
to yield a common solution. Moreover, the ability to induce harmonization depends upon the
power to persuade rather than the power to legislate. The power to persuade is tied to the federal
purse strings, as is the case with standards for health care. It is worth noting that the federal
government’s power to induce standards for health care is rapidly eroding as the size of transfer
payments to support health care declines. We do not see any reason or justification to attach any
transfer payment to privacy legislation.

In contrast to the executive or unilateral approach to federalism, the principle of “subsidiarity”
adopted by the European Communities may pertain: the principle that jurisdiction should be
assigned on the basis of efficiency to the national (or local) rather than the supra-national

level®®® In contrast to the executive or centralist model of federalism, federal systems may

choose a greater degree of sub-state autonomy, even to the point where the federation becomes a
looser confederation, composed of essentially sovereign entities with (typically) economic

links.*® Short of a confederal arrangement are other forms of decentralized federalism, for
example the asymmetrical model, which gives some sub-state units greater powers than others at
the same level (for example, Bavaria, which has powers not shared biatderwithin the

% Ronald C.C. Cuming, “Harmonization of Law in Canada: An Overview” in Ronald C.C. Cumming, ed.,

Per spectives on the Harmonization of Law in Canada: Collected Research Studies of the Royal Commission on the
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Federal Republic of Germany).*** Asymmetrical federalism allows a further variant, competitive
federalism, under which sub-state units are free to set their own standards and to compete in

attracting industry, investment or immigration.””> A degree of decentralization, to agreater or

lesser extent, is compatible with the other six models for federal-provincial co-operation

identified by Cuming, which are discussed briefly below. Privacy is an interesting problemin

that itsissues are very close to the personal rights of every citizen, and accordingly would be
amenabl e to being dealt with at the local level in accordance with community standards. Thisis

in direct conflict with any goal of economic efficiency, however, which would mitigate in favour

of anational if not a supra-national set of standards. We do see competitive federalism operating

by Quebec’s enactment of a comprehensive privacy protection statute. In the competitive
federalism model, jurisdictions compete for benefits, such as increased revenues to the state or
political benefits such as jobs for voters. It is difficult to see what, if any, benefits Quebec will
gain from its privacy law, and no province appears to be eager to vie for leadership in privacy
protection. Arguably, protection of privacy could be a marginal factor in people’s decision to
locate, but it is unlikely to provide any significant role.

The second model identified by Cuming is that of mirror legislation, under which the national
level of government enacts comprehensive legislation that is duplicated by the provincial or state
levels and administered by a joint regulatory b&dyCanada attempted to adopt this model in

the field of telecommunications, and may be groping towards it in securities regulation, but it has
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not proved very successful in this country on the whole. In contrast, Australia has successfully
Implemented mirror legislation in the regulation of companies and securities at the state and
federal levels.™

Jurisdictional abstention, the third model, involves a choice by one level of government not to
intervene in a particular area, leaving the legidative and regulatory response to the other level.
An example of such abstention isin the area of trade practices, where a number of provinces
have refrained from enacting legidation, leaving the federal Combines Investigations Act to
cover thefield.**

Under the fourth or contract model, the national and sub-national governments negotiate the

division of jurisdiction before they legisiate, for examplein agriculture.**® A related approach is
conditional legidation, where sub-state levels have the option of adopting federal legislation in a

given areaor of adopting their own.*®” Where thereis no legislation at the state or provincial

level, federal legislation automatically applies. Thisisthe case, for example, with certain

provisions of the Combines Investigations Act. One drawback of this model isthat it can be seen

to be coercive, as the short-lived Borrowers and Depositors Protection Act will demonstrate.*®

The Government of Canada, concerned about the inconsistency of provincial legislation with

respect to consumer protection, introduced the Borrowers and Depositors Protection Act in 1977
asameans of bringing about national standards. The federal government failed, however, to

consult the provinces and financia institutions to a sufficient extent, and the bill was ultimately
withdrawn as aresult of severe criticism from those who felt that the bill intruded excessively on
provincia jurisdiction, created duplication and confusion, and was not based on adequate

consultation. A dlightly different version of the conditional model would be that which allows

the provinces to opt out of federal legidation, rather than in, and to legislate in areas that would
otherwise be in the federal sphere. Examples are Quebec’s own income tax and pension plan
systems, which replace the federal scheme within the province. With this sort of arrangement,
the contract model is clearly also applicable, as negotiation will have preceded the establishment
of formal structure$®

A fifth model, which has perhaps been more typical of the Canadian experience, is that of
concurrent legislation, where each level of government legislates with the knowledge that the
other may do the sam&. Examples are corporate law, insolvency, family law and forestry. In
many instances, two sets of legislation in a given field will not cause undue conflict (for
example, in corporate law, where either the federal or provincial business corporations act will
apply, depending on the vehicle chosen by the incorporator). In others, overlap may be more
problematic, even to the point where the doctrine of paramountcy comes into play as a way of

% See Neilson, supra, note 486 at 102-111.

% Ibid., at 90.

% Ibid., at 91.

“7 Ibid., at 91-92.

“% For the history of the short-lived bill, see Neilson, supra, note 486 at 76-82.

4% See the discussion in Courchene, supra, note 489 at 88. Courchene sees this as the basis for a renewed,
decentralized federalism based on “concurrency with provincial paramountcy” at 86-92.

%0 Neilson,supra, note 486 at 92-93.
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resolving federal-provincial conflict. Often, benefits arise from competition among legal systems
for clients.

A final model for federal-provincial co-operation isthe collaborative or complementary model,
which envisionsinterjurisdictional consultation asaway of co-ordinating legislation.®® Aslan
Lawson observes, thisis often best achieved by working groups of senior bureaucrats, who meet

in order to harmonize legislation and ensure that its implementation by the different levels of
government is effective.®® Ronald C.C. Cuming calls this “institutional harmonization”, and
observes that it may be brought about by the working groups of bodies like the Uniform Law
Conference, the Canadian Bar Association and by the federal and provincial law reform
commissions, as well as by bureaucratic commift€ehe collaborative model is clearly
something that could be applied in conjunction with some of the other models, notably the
contractual and conditional — even, he suggests, in areas where the federal government has
exclusive jurisdiction® The collaborative model appears to be under investigation now,
through the efforts of the uniform law conference to develop model legislation.

It is further possible for legislators to offer leadership in the marketplace. By causing federal
institutions to enact and publicize privacy protection, they may raise marketplace standards so
that institutions not subject to federal jurisdiction are forced to raise their own standards because
of consumer demand. Of course, in the event consumer demand does not materialize, it is
arguable that such protection is in any event unnecessary and that federally regulated institutions
may have been put at a disadvantage. This may not, of course, realize all the federal
government’s public policy goals. A further means of implementation would be through
standards of business practice promulgated by the Canada Deposit Insurance Corporation, a body
of which many, but not all, deposit-taking provincial institutions are members. These standards
are mandatory for members and compliance with them is monitored by regulatory agencies. It is,
however, far fetched to suggest that privacy is incidental to deposit insurance, and member
corporations already chafe under the burden of the CDIC standards.

%L pid., at 93-94.
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VI. Detailed Answers to Questions Posed

Introduction

Part VI provides detailed answers to the seven questions posed to the authors of this study.

Part V1 addresses the following issues: the adequacy of existing privacy legislation governing
financia institutions; the need for additional protection as a result of new technologies and trends
in financia services, the extent to which privacy regulation needs to be tailored specifically to
the financial services sector; the degree to which the EU Directive and other foreign instruments
create aneed for additional privacy regulation, as aresult of reciprocal provisions; the
appropriate model for additional privacy regulation in Canada, if any; the lessons, if any, that can
be learned from other efforts to introduce privacy protection in a multijurisdictional forum; and
the risks to privacy that are posed by cross-ownership amongst financial institutions and the
provision of multiple services by a single entity.

1 Does existing privacy legislation gover ning Canadian financial services providers
meet the privacy needs of consumersof financial services? If so, are such needs met
consistently throughout the financial servicesindustry, or in ways limited to certain
types of financial services providersor those of certain jurisdictions?

Sufficiency of existing protection

Existing privacy legislation governing federally regulated financial services providersis not
extensive but it is augmented by common law and voluntary codes. The Draft Regulations are
expected to increase the legal status of the voluntary codes. The consistency of such protection
varies somewhat throughout the industry, appearing to be most highly developed amongst the big
banks.>® It is probably true to say that there are more devel oped privacy policies amongst larger
ingtitutions. Thisisin part because they have larger administrations to handle privacy issues, and
because they have alarger customer base of individuals than, say, asmall provincial trust
company providing services to corporate pension plans, or a Schedule Il bank dealing principally
with corporate customers. In general, both the low level of customer complaints about privacy
and the nature of existing common law, equity and code-based provisions suggest that existing
protection may be adequate.

Consistency Throughout the Sector

Existing privacy legislation and the common law and equity provide some protection for the
privacy needs of consumers. However, privacy law outside Quebec is something of a patchwork
quilt. Provisionsin the federa statues governing financial institutions require that directors
adopt policiesrelating to confidentiality, that institutions take measures to prevent inaccuracies
and unauthorized access, and that banks and insurance companies refrain from using customer

%% There are exceptions to these generalities and there is no evidence we are aware of that there are materially
higher complaints for one type of institution, or one particular institution, than any other.
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information in certain ways. We expect these federal provisions to be enhanced once the Draft
Regulations come into force. Various pieces of provincia legislation include provisions that
relate to information and personal privacy, including legislation which governs credit unions and
legislation which governs consumer credit reporting. The common law protects privacy through
the implied duty of confidentiality and through the possibility of invoking privacy codes as part
of the contract between customer and institution. Outside the scope of the contract, various
common law torts and equitable actions provide redress for privacy violations, however, legal
and equitable actions are costly and time consuming, and it is often difficult to prove actual
damages. In short, outside Quebec, the law protecting privacy is not as consistent as privacy
experts might wish. But the costs of imposing additional privacy duties on institutions must be
weighed against the benefits likely to be derived.

The adoption of privacy codes by financia institutions provides an additional degree of privacy
protection.>® Privacy codes provide principles that govern the collection and were of personal
information, and also establish individual rights of access to, and correction of, personal
information. Although privacy codes are self-imposed, all indications are that institutions respect
their terms and that such codes provide a reasonable framework for the protection of personal
privacy.

It isimportant to note that federal regulation falls only on federal institutions. We have described
elsawhere the extent to which provincial regulation of provincia institutions exists.®®" However,
there are large portions of the financia services sector which are largely unregulated in respect of
informational privacy, except, of course, in Quebec. That is not to say that experience has shown
that the practices of any of these companies requires further regulation. However, the customer
financial information in the hands of a consumer finance company or a provincial loan company
is no different in sensitivity than that in the hands of a bank.

Potential Areas of Improvement

As discussed elsewhere,>® certain measures could be taken to improve the existing model

privacy codes against theideal. Provisions might be added which provide further guidance on

the use of implied consent, provide greater detail about the purposes for which information may

be collected and when information may be collected from third parties, and clarify the reasons for

the refusal of access to the individual’s information. In addition, the codes should expressly
permit an individual to opt out of programs which use personal information for direct marketing,
and require institutions to take reasonable efforts to ensure that the individual’s opt out request is
effective.

Another concern is whether procedures to review complaints under privacy codes exist outside
the institutions themselves. The banking industry has provided an external review mechanism in

%% For further discussion, see Part 11 under the heading Industry Association Codes.

%07 See Part |1 under the headings L egislative Provisions Respecting Financial Institutions and Confidentiality,
(b) Provincial Legidlation.

%% See the measures discussed in this Part V11 under the headings Privacy Codes, Standard Forms and Health
Information.
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the form of the Canadian Banking Ombudsman.®® The Ombudsman should provide some
degree of independent review of privacy complaints, and so ensure that individual banks treat
complainants fairly. However, the insurance, trust company and credit union industries do not
have similar ombudsmen. An ombudsman per se may not always be an efficient solution; an
insurance industry code provides access to mediation as afinal step to resolve a dispute over
privacy. This may be apractical and cost-efficient approach to the problem.

Finally, two further issues might be addressed by institutions, industry groups and, if necessary,
regulators. First, existing standard forms used by institutions to obtain customer consent to
access to and disclosure of personal information may be drafted too broadly. Such forms should
generally be redrafted no more broadly than to allow the customer to consent only to access to
and disclosure of personal information which is reasonably related to the relationship with the
institution. Second, health information collected for insurance purposes should not be used for
other purposes, such as the decision to approve or reject a credit application. The limited use of
health information, collected in association with aloan application, for the evaluation of credit
insurance related to that loan application ought to be expressly permitted.

2. Towhat extent will new technologies and/or internationalization of the delivery of
financial servicescreate a need for additional privacy protection?

To the extent that new banking technologies provide new channels for the delivery of financial
services (such as PC- and Internet-based banking), the primary privacy implication appears to be
concern for security of data communicated over computer or telecommunication networks.>'°
For obvious reasons financia services providers typically go to great lengths to ensure datais
securely transmitted, encrypted and stored. In any event, there are so many other needs relating
to security of data, being transactional integrity and concerns for computer fraud, that in our view
no legiglation in favour of this aspect of the privacy interest is necessary.

It can be expected that in the future “data mining” will be used to a greater extent by Canadian
financial institutions. Data mining has been cited as a new privacy concern. In fact, data mining
in itself merely identifies aggregate results and patterns of behaviour that are useful to the
financial institution’s marketing and product development. Arguably, compiling aggregate
results is an activity which is not truly “personal” in nature, and so does not invoke a privacy
interestper se. However, to the extent that such data mining techniques are further used to
extract the names of persons to whom such lessons should be applied, and direct marketing is
used to that end, privacy is affected. In order to ensure some degree of individual control over
personal information, individuals should be permitted to opt out of targeted marketing activities.
An institution should make reasonable efforts to ensure that the individual’s opt out request is
effective.

% For further discussion of the difficulties experienced in obtaining privacy codes from certain institutions, see
Part |1 under the heading Industry Association Codes.
%19 For further discussion of new technologies and trends, see Part I11.
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Internationalization might militate in favour of additional regulation in two main respects. The

firstisif it becomes necessary to comply with higher privacy standards in order to ensure

continuing transborder transfers of datainto Canadafrom, for example, European Union states.

The second is if financial institutions operating in Canada seek to use “data havens” for the off-
shore storage or processing of data, in order to avoid the privacy measures that exist in this
country. However, federally regulated financial institutions are currently restricted in their ability

to transfer data out of Canada for processing purposes and must store certain types of information
within Canada. As well, there has been no experience to date which suggests that financial
institutions would seek to use data havens in this way, and it would seem unreasonable to expect
that they would.

A further concern raised by internationalization is the possibility that individuals will provide
data over the Internet to foreign financial services providers. However, it appears that, at this
point, the options open to Canadian regulators are so limited that the rule is likely to be and
remaincaveat emptor.

3. To what extent does privacy regulation need to betailored specifically to the
financial services sector?

The question might be better put whether privacy regulationd be tailored specifically to the
financial services sector. The issues concerning collection and handling of personal data are no
different for financial institutions than for any other business. The processes are essentially the
same. What is different is the sensitivity of individuals to data about their financial affairs and
health.

To argue in favour of a tailored approach, one might note the financial services sector deals with
health and financial records — two types of information that raise particular privacy cohtterns.

The argument would run that privacy protection was necessary because of the adverse effects of
inaccurate health and financial information and because of the sensitivity of such information.
Perhaps only such sensitive forms of information require regulation, while other forms of
information do not. On the other hand, because health and financial information is in fact
sensitive, legal duties have grown up to protect it which to a large extent obviate the need for
further regulation. It is in other spheres of human activity that the confidentiality of personal
information has gained relatively little protection where regulation might be useful — assuming
the kinds of information merit such protection in the first place.

Admittedly, the trend in Europe and elsewhere is to protect personal information on a
comprehensive basis. That does not mean that the more measured, sectoral approach is wrong.
However, there is unavoidable political pressure to justify departure from the comprehensive
approach, particularly given the abstract nature of the privacy debate, which has been based on
the benchmark of the OECD principles rather than the correction of particular privacy problems.
As well, there is the possibility that “adequate” protection under Article 25 of the EU Directive

311 See the discussion of the Ekos Research Associates Inc. study at footnote 75 and accompanying text.
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will require a uniform national standard of protection, although from initial indicationsthisisfar
from certain.

4. Doesthe EU Directive, or potentially other legislation requiring reciprocal privacy
protection, create a need for additional privacy regulation to facilitate transbor der
data flows?

Article 25 of the EU Directive states that transfers to third countries will be permitted only where

there is an “adequate” level of protection in the third country, considered in light of all the
circumstances surrounding the proposed tran&fefhe precise approach that European
countries will take to the assessment of “adequate” protection is unclear and likely will remain
that way, as the test inevitably involves some degree of judgment. The paper of the European
Union Working Party identifies some of the factors that will be relevant to the decision but
provides little guidance on how they will apply in particular cases. There are no present
difficulties with data transfers and, in any event, indications are that financial services sector
protection may well be “adequate”. In addition to Article 25, Article 26 of the EU Directive
permits transfers to third countries without “adequate” protection where one of several
exceptions applies, including where the data subject consents or where the transfer is necessary
to perform a contract with the data subject or in the interests of the data subject.

Given the uncertainties involved in assessing “adequate” protection, it will be difficult for
Canadian policymakers to predict what combination of domestic regulation, legislation and
industry codes will meet the requirements of Article 25. The general approach to privacy
protection set out in the EU Directive appears to owe much to European social and legal
traditions, and may not sit well within Canada. Certainly, the EU Directive takes an approach
that is significantly different from the sectoral approach to privacy regulation favored by the
United States, our major trading partner. As a result, Canada may be best served by a policy
approach to that does not seek to imitate the European model or level of privacy protection.
Based on the German RailwayCard c#3é& seems possible that many transfers of personal
information between Europe and Canada could continue after the implementation of the EU
Directive based on contractual privacy protection. If significant problems develop in the future,
Canada’s privacy legislation and regulations may be adjusted to meet them.

*2 For further discussion of the EU Directive, see Part IV.
3 For further discussion of the German RailwayCard case, see footnotes 373 to 379 and accompanying text.
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5. If the need isdiscovered for additional rulesto protect privacy in thefinancial
services sector, on which regulatory structure, given the Canadian context, should it
be modeled?

Potential Regulatory Models

Assuming that it is determined that additional regulation to protect privacy is necessary,
decision-makers must carefully consider which regulatory structure is best for the Canadian
context. Several potential models exist.”** For example, the United Kingdom provides the
example of a system requiring registration before personal information may be processed. This
has the advantage of permitting data subjects to consult a central registry listing al the
institutions that use personal information. Quebec provides the example of a statute which does
not require registration but sets out detailed privacy principles which must be followed by the
private sector. In addition, complaints relating to private sector institutions may be taken to a
government-established entity. New Zealand provides the example of a statute that sets out
genera privacy principles, which must be implemented by the private sector. The New Zealand
law permits approved private sector codes to modify and replace the statutory duty to follow the
privacy principles, athough individuals may still bring privacy complaints to the New Zealand
privacy commissioner. The model (or the mix of elements from different models) that should be
chosen depends on avariety of factors, including the degree of cost, privacy protection and
independent review which is desired by the policy maker.

On the degree of cost, a statute that sets out detailed privacy duties for financial institutionsto

follow will likely involve the highest degree of costs. It may also impose inappropriate

obligations. The statute may use a particular approach or contain particular provisions that

require the institution to change its internal procedures (such as its record-keeping methods) to

ensure compliance. For example, the Quebec legislation requires institutions to establish afile

on theindividual for a stated purpose. However, institutions may have structured their

information holdings so that there is no identifiable “file” for each person. Moreover, in an age
of multiple uses of information and “data mining,” the records that do exist may have no single
identifiable purpose. Rather, the information will be used according to the institution’s changing
future needs and according to the particular associations and patterns that data mining programs
might identify. As well, detailed statutory rights of access and correction — particularly if such
rights contain short time limits and prohibit the charging of any fees for cost recovery — will
impose additional administrative costs on financial institutions.

The question of the degree of privacy protection is intimately related to the question of the degree
of cost. To better protect privacy, some privacy experts favour detailed statutory duties and
restrictions. For example, such experts would favour duties requiring institutions to closely
identify the future uses of information, answer requests for access to information within short
time frames and at no cost to the requester, obtain written consent to particular uses wherever
possible, and provide summaries of privacy policies to all customers. While these duties would
ensure a relatively high level of privacy protection, they would impose new costs on institutions.

54 For further discussion of the United Kingdom, Quebec and New Zealand models of legislation, see Part IV.
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As well, other privacy measures might impose “cost” in the sense that financial institutions
would be unable to use their information holdings in ways that would provide a competitive
advantage. For example, some privacy experts would favour legislation that severely restricted
the ability of a financial institution to data mine its information holdings and to restrict the
institution’s ability to share information among subsidiaries or divisions providing different
services. These costs are borne by consumers in the form of less developed services as well as
administrative costs.

Most observers agree that an approach based on the OECD information principles or the
Canadian Standards Association model privacy code is reasonable. The more difficult question
Is to what degree legislation should flesh out the principles and permit enforcement through
institutional codes. For example, following the New Zealand approach, legislation might set out
basic principles and leave the details of the application of these principles to approved industry
codes. Or following the Quebec approach, the legislation itself might set out detailed provisions
describing how privacy principles should be implemented in practice. Even if privacy provisions
are spelt out in detail in legislation, there is a question what role industry or institutional codes
might play in enforcement. For example, such codes might not replace the detailed provisions
set out in legislation, but might be recognized as relevant interpretive aids in deciding how
particular provisions apply to particular industries and situations. Relying on privacy codes to
implement privacy principles, or to serve as aids in their interpretation, might ensure a greater
degree of industry cooperation and self-enforcement. If privacy codes are to play a formal role in
the implementation of legislation it could entail the establishment of some method of
independent review to ensure that the codes fairly reflect privacy principles. For example,
industry associations might be required to submit their codes to a review process before the
federal Privacy Commissioner or the Office of the Superintendent of Financial Institutions. The
review process might involve public hearings or submissions from consumer groups.

The question of the degree of enforcement and independent review relates both to cost and the
degree of privacy protection. From the point of view of some privacy experts, the best method of
enforcement would be an independent and government-established agency that was responsible
for auditing the privacy practices of institutions and investigating and ruling on the privacy
complaints of individuals. Of course, this approach will involve a higher degree of cost than an
approach that relies to a great extent on self-enforcement. From industry’s point of view, a
preferable approach would be a situation similar to the present situation, where institutions are
largely responsible for their own compliance and complaints are resolved largely by internal
procedures. An intermediate approach is one that would permit self-enforcement in most cases,
but provide for review before an independent government agency to address complaints or
problem areas. For example, individuals might be required to make complaints through the
internal procedures of their institution; however, if the internal process did not satisfy the
individual, they might have the right to approach the independent agency for an appeal or
rehearing. In the Canadian context, this might mean that complaints that could not be resolved
by institutions’ internal procedures could be taken to the federal Privacy Commissioner or to the
Office of the Superintendent of Financial Institutions. Finally, another intermediate approach
would be to require a system similar to the Canadian Banking Ombudsman for all sectors of the
financial services industry. Industry associations would be required to establish arm’s length
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Ombudsman offices; individuals unsatisfied by internal complaint processes could have their
cases heard by the Ombudsman.

Choosing the Appropriate Model

This study has examined several models for privacy protection. All of them embody the OECD
principles and, while advocates might argue about the strictness of one regime or the other, none
of them have proven deficient in practice. It is, however, areasonable inference that alarge scale
and rigid regulatory apparatus which imposes substantial expense is more likely to be wrong than
alighter, more flexible form of regulation. The application of aflexible approach is supported

by our general observation about privacy regulation in the Canadian financial services sector: that
thereisalow level of privacy complaints and that existing model privacy codes generally
conform to accepted privacy principles.

It would appear that the best regulatory model is one which provides for the greatest flexibility
to adjust to changing circumstances. A system which permits rules to be developed and tailored
at the industry level islikely to be the most appropriate. Some survey dataindicates public
distrust of self-regulation.”™ The distrust stems from the perception that there is a systemic
privacy problem and from the fact that the regulator and regul ated share the same identity.
However, the self-regulation approach has given rise to the CSA model code, which iswidely
acclaimed and which embodies a high standard of privacy protection. The CSA principles have
been incorporated into the Canadian Bankers Association’s and other associations’ model codes.
In short, Canada’s self-regulatory approach has not failed. Of course, there may be room for
improvements to the existing system. Several possible improvements are discussed elsewhere in
this study>™®

However, if it is decided to adopt a more stringent legislative approach to privacy protection —
perhaps in order to comply with international pressure — an approach based on the New Zealand
legislation would be appropriaté. Privacy principles would be set out in the legislation; these
principles could then be enforced through approved industry codes rather than the legislation
itself. Such an approach would provide for objective verification of industry codes, thus
removing any taint of self-interest. Furthermore, it is our opinion that the present system of
oversight would continue to be appropriate in such a system. The Canadian Banking
Ombudsman should provide independent review of consumer complaints from the banking
industry. Other industries could be encouraged to adopt measures that would provide for

%15 See footnotes 79 and 91 and accompanying text.

%1% These improvements include minor changes to existing privacy codes, the addition of provisions to privacy

codes that permit individuals to opt out of “data mining” and targeted marketing programs, provisions to ensure that
privacy codes are readily available to the public, new methods of review of unresolved privacy complaints, changes
to standard forms to narrow their consent provisions and possible measures to ensure that health information
collected for insurance purposes will not be used for other purposes. See Part Il under the headings Industry
Association Codes, (e) Observations on Association Codes; see also Part VIl under the heading Privacy Codes.

57 For further discussion of the New Zeald®rivacy Act, see Part IV under the heading Privacy Legislation in

New Zealand.
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independent mediation or arbitration of privacy complaints which could not be resolved
internally by institutions.

At several pointsin this study we have pointed to the efficacy of the market in dealing with
privacy concerns. Whileit is not always readily accepted by advocates of regulation, the market
IS a potent force which may provide effective discipline of privacy-invading behaviour. The
argument in favour of market forces has two main branches. The first branch is simply that
customers have an interest in the privacy of their information and institutions have an interest in
keeping customers. Accordingly, institutions and customers share an interest. (In addition, it
should be noted that institutions themselves have an interest in the security and accuracy of their
information holdings that exists apart from the interest of their customers.) The second branch of
the argument is the proposition that consumers will complain if they perceive inadequate
protection of privacy, and that institutions will respond to those complaints. In general, it
appears that the present mix of market and common law restrictions on financial institutions
works, based on the low level of complaints to institutions, ombudsmen and industry
associations.

6. What lessons, if any, for Canada can be learned from other effortsto introduce
broad privacy protection in a multijurisdictional forum?

There are not many examples of the enactment of privacy regimes in multi-jurisdictional for

which are useful for Canadian purposes. The primary exampleisthat of the European Union.

However, the EU Directive must be approached somewhat warily from a Canadian perspective.

In the first place, it was adopted primarily for the purpose of ensuring consistency of regulation

for trade purposes —i.e., to ensure the easy transfer of data among Europena Union member
states. No such risk confronts Canada at préSerturthermore, the EU Directive arose as a
compromise among several different national privacy laws and approaches. Canada does not
have the same body of general privacy statutes as the European states. Moreover, the civil law
legal system and European culture of these countries should lead us to treat the EU Directive as a
document which is very much the product of its particular circumstatices.

The experience with the EU Directive suggests that implementing a single directive that will
apply to various states may involve a certain degree of compromise. Different states will want to
ensure that certain features of their domestic privacy legislation are included (or at least
recognized) in the directive. In the Canadian context, this suggests that the best results will be
achieved if privacy policy is developed jointly with the provincial governments. Significant
problems may arise in the case of Quebec, since that province has detailed privacy legislation
which may not provide a workable model for the federal and other provincial jurisdictions.

%18 While the Quebec private sector privacy law contains provisions purporting to restrict the transfer of personal
information out of the province, these provisions do not appear to have had a significant effect on data

interprovincial transfers.

*° To a certain extent, we should view Quebec’s legislative experiment in the same light. QAetteqsotect

the privacy of personal information in the private sector is a reflection of certain fundamental principles of conduct
relating to privacy which were embodied in the recent revision of the provi@iné'<Code. However, the

remaining common law jurisdictions in Canada do not share Quebec'’s unique culture and legal system.



140 TASK FORCE ON THE FUTURE OF THE CANADIAN FINANCIAL SERVICES SECTOR

Ideally, the same general level of protection should exist in al jurisdictions so that national
institutions do not have to comply with multiple standards.

7. What risks do cross-owner ship amongst financial institutions and the provision of
multiple financial services by the same entity pose, if any, to privacy?

Cross-ownership amongst financial institutions creates the opportunity for sharing of information
amongst marketers of different types of financia service to create more accurate marketing. Asa
singleinstitution provides alarger number of products and services, it may use personal
information for a greater number of purposes. Aswell, there could be atemptation to use certain
types of information merely because they are available: for example, if medical or health records
become widely available within an institution because of its insurance operations, such records
may be used for new purposes. To the extent that thisis a concern, it should be noted that, for
instance, the Canadian Bankers Association code forbids the sharing of health information
between a bank and its insurance subsidiary.>®

Unfortunately, cross-ownership implications for different types of financial serviceisavery
political issue. Therefore, it isimportant to separate competitive concerns from privacy
concerns. Thereisasubstantial lobby in Canada of independent insurance brokers, securities
dealers and the like who see their competitive position threatened by the power of bank
conglomerates. It isnot the purpose of this study to address those competitive dynamics. The
ability to share information amongst service providers or within different divisions of the same
service provider has the potential to increase efficiencies and lower costs to consumers.
Increased efficiencies typically result in pressures on less efficient participants in markets. Itis
not the purpose of this study to determine whether mitigation of the effects of such efficienciesis
an advisable public policy goal. We are concerned, however, that restrictions on use of
information to change the ability of a market participant to compete not be confused with
restrictions on the flow of such information for privacy reasons. The degree and uncertainty of
privacy concerns invites their exploitation by different lobbying factions. The privacy issuesin
different parts of the financial services sector do not differ materially. The issues of overlap of
services and availability of information for different financial services are much more
complicated than some participants would lead one to think. Government policy should not play
arole in compounding those fears by commingling market regulation with privacy regulation.

In some cases, certain services are provided, for regulatory reasons, only through separate
subsidiaries. In others, they may be provided through asingle legal entity. Divisions between
the various sectors, or pillars as they have been called, have largely dissolved. Selling insurance
in bank branches is one of the few available networking arrangements which is legally restricted.
The extent to which types of service are part of asingle entity or not reflects an odd variety of
historical accident and diverse policy, which does not include privacy, and the ingenuity of

520 Canadian Banking Association, Privacy Model Code: Protecting individual bank customers’ personal
information(1996), s. 5.4. In addition, the guidelines and model code adopted by insurance associations provide
that insurance companies will not share information about insured persons with other institutions, except if certain
narrow exceptions apply.
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counsel and compliance officers in inventing new products around the restrictions. Insurance
companies sell segregated funds, but these are mutual funds for all intents and purposes. They
offer products that look alot like deposits and have the power to issue credit cards. Securities
dealers hold cash balances and pay interest on them, like deposits. In the United States, these are
often transferable by cheque. Increasingly, different types of institutions are either going to look
more and more alike, or be owned by the same entity and present one face to the public and be
governed by one set of privacy and other internal policies. Think of CIBC Insurance, TD Trust,
and Manulife Bank. Nevertheless, without consent, even in the case of common ownership,
information cannot be shared amongst different legal entities. There does not seem to be any
compelling logic for this, given that the separation of servicesinto separate legal entities has
nothing really to do with any interest of the customer in privacy, but rather with increased ability
to regulate, prudential concerns or, most often, the efficacy of industry lobby groupsin protecting
their economic franchises. Thus, blanket consents on customer contracts which permit the
sharing of information within a corporate group are justifiable.

Consumer groups have raised the concern that the use of information to try to sell other products
could lead customersto feel obliged to buy those productsif they are to maintain their banking
services. Inour view, this does not provide abasis for new regulation or policy. Inthefirst
place, it isnot really a privacy concern. An institution isgoing to try to sell its products whether
or not it uses personal information to do so. If an institution availsitself of customer information
to make atargeted mailing to offer insurance to those most likely to buy the product, and thereby
reduces costs by mailing out one-tenth of its usual number of letters, so much the better. If it has
to mail out 10 times as many letters, the result is still that the same people with a pre-existing
relationship with the institution are offered the opportunity to buy products. The argument really
runs more to tied-selling concerns than privacy. There appears to be little if any evidence of anti-
competitive tied-selling practicesin the financial services sector.”

%21 For further discussion of tied selling concerns, see Owens, Onyshko and Goode, supra, note 24.
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VIl. Conclusions

Introduction

Part VII sets out the authors’ conclusions on the regulation of privacy as it relates to financial
services providers. In particular, Part VII discusses privacy interests and the general need for
regulation, existing privacy codes used in the financial services sector, standard forms used by
financial services providers, the sharing of health information by insurers, the regulation of credit
bureaux and insurance companies, the implications of the EU Directive, and the implications of
new trends and technologies and the cross-ownership of financial services providers.

Privacy Interests and the Need for Regulation

Privacy interests arise in respect of the collection, use and communication of financial and health
information in the financial services sector. These interests are addressed by existing legislation,
common law and privacy codes. Further protection will be provided by proposed regulations
under federal financial statutes pursuant to the provision therefore in the recently passed

Bill C-82 (the“Draft Regulations”). Existing privacy protection relating to federally regulated

financial services providersisnot as strict asin some jurisdictions, such as the European Union

countries, but is stricter than in some other jurisdictions, such asthe United States. On the

whole, the existing structure in Canada is one which embodies the principles and aspects of a

modern privacy protection regime.

Given the low level of privacy complaints relating to financial institutions and the nature of
existing privacy measures, a cost-benefit analysis would favour a conservative approach to future
reforms. It should be noted, however, that to protect customer confidentiality and privacy
institutions already engage in practices which would contribute to compliance with further
regulation of privacy. Hence, it would be important to be clear about what additional costs
would be incurred.

Because aspects of the privacy protection regime are stricter in some other jurisdictions such as

the European Union countries, there may be pressure to establish a higher level of protection

within Canada. If the decision were taken to do so, it would be essential to ensure that aflexible
approach to implementing additional privacy measuresistaken. The existing use of voluntary

codes accommodates this principle. Other measures could be modelled on the approach of New
Zealand's legislatior”? for instance, which permits privacy codes of practice to be formulated in
cooperation with data collectors most affected by them.

Regulation of privacy does not need to be tailored specifically to the financial services sector.
The principles and concerns involved in protecting privacy are the same for financial services as
for other sectors of the economy that collect, use and communicate personal information.

%22 For further discussion of the New Zealand Privacy Act, see Part |V under the heading Privacy Legislation in
New Zealand.
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However, the concerns may be different in terms of degree. Asone would expect, surveys have
shown that individuals are far more concerned about financial information and health
information than other types of personal information.>*® Accordingly, it could reasonably be
decided to regulate only those areas of commercial endeavour that relate to financial and health
information and consider further whether regulation is required for other, less sensitive types of
information.

Thereis no difference in principle amongst the implications for privacy of the activities of any
providers of financial servicesto individuals. The conclusions of this study are as applicableto
consumer finance and credit card companies as they are for banks and insurance companies.
There may be dight differencesin degree, but the fundamental issues remain the same.
However, the federal government appears to have no authority to enact rules with respect to
privacy protection outside of the federally regulated financial services sector; as aresult, privacy
measures for consumer finance, credit card companies and the like, if any, would have to be
imposed by provincial legislation. We are not aware of any course of conduct or body of
complaints which presently needs to be addressed by such regulation in this sector. If provincial
legislation or regulation is adopted, it isimportant to ensure consistency across Canada so that
large entities which operate in different provinces are not subject to conflicting rules.

Privacy Codes

This study describes a number of informational privacy interests affected by the provision of

financial services and which are recognized in privacy theory. Modern privacy principles — such
as those set out in the OECD guidelfiés address such interests. In Canada, these principles
are embodied in privacy codes which have been adopted by industry associations and individual
financial institutions. However, as discussed elsewhere in this ¥tustyne model codes might

be improved by including provisions which provide further guidance on the use of implied
consent, provide greater detail about the purposes for which information may be collected and
when information may be collected from third parties, and clarification of the reasons for the
refusal of access to the individual's information.

In addition, privacy codes should permit an individual to opt out of programs which use personal
information for direct marketing, and require institutions to take reasonable efforts to ensure that
the individual’s opt out request is effectiv8. The risk to privacy involved in direct marketing
programs is not high. For instance, it is not equivalent to release of sensitive information.
However, on a principled basis, it is appropriate to give individuals some ability to control the
use of their information. In addition, unwanted attention by mail or telephone solicitation is a
source of customer irritation and of increased concern about privacy. An “opt out” approach is

523 See the discussion of the Ekos Research Associates Inc. study at footnote 75 and accompanying text.

%24 See footnote 15 and related text.

55 See Part |1 under the headings I ndustry Association Codes, (€) Observations on Association Codes.

%26 |t should be noted that some existing codes (including the Canadian Banking Association’s model code) contain
provisions which give the individual the ability to withdraw his or her consent to use information, subject to certain
restrictions. In addition, the CBA code states that a bank will obtain the customer’s consent before using personal
information for marketing purposes. See footnotes 276 and 277 and accompanying text.
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reasonabl e given the lack of any evidence of a serious privacy problem with respect to such

practices. A greater level of privacy protection would be provided by an “opt in” approach,

which would require an institution to obtain the customer’s explicit consent prior to any such use.
However, an “opt in” approach will involve higher costs as consent must be collected from
individual customers.

Some institutional privacy codes are not readily available to the pbliostitutions and their
customers would be best served if reasonable efforts were made to ensure that material about
privacy codes was made available to the public on request. It could further be argued that
institutions ought to deliver information to all customers about the protection of privacy afforded
by the institution. If such a requirement were imposed, it should be in consultation with the
industry, as we would guess that this would be a very costly effort and one which may be
difficult to accommodate given the state of present information systems.

It is a typical provision of privacy protection regimes that individuals may take unresolved

privacy complaints to a regulator or objective referee. In the case of the banking industry, the
Canadian Banking Ombudsman plays this P8leHowever, the banking industry has an

enormous base of customers and transactions from which to support the role of the Ombudsman.
It may not be efficient to establish similar industry ombudsmen for smaller groups of financial
services providers. The answer may be for the model codes of industry associations to establish
methods of mediation or arbitration to resolve specific disputes. For example, the IBC model
code provides for an opportunity for independent mediation of refusals of customer access to
information®® a dispute resolution process of last resort which is relatively cost efficient since it
does not necessarily entail a permanently sitting body. Industry associations (other than the
Canadian Banking Association) could adopt a similar approach for complaints which are not
resolved by the internal complaint procedure of the institution.

These observations on existing privacy codes do not represent significant shortcomings; rather,
they represent areas for potential improvement against ideal notions of privacy protection.
Generally, the Canadian model codes reflect the established privacy principles and the measures
necessary to ensure their implementatfnThe codes represent the basis for a reasonable

system of self-regulation which has been established by the main industry associations for the
financial services sector.

%27 For further discussion of the difficulties experienced in obtaining privacy codes from certain institutions, see
Part |1 under the heading Industry Association Codes.
528 For further discussion of the role of the Canadian Banking Ombudsman, see footnotes 95 and 96 and
accompanying text and footnotes 296 and 297 and accompanying text.

° Insurance Bureau of Canada, Model Personal Information Code (1996), s. 4.9.1.
%% The extent to which model codes apply privacy principlesis set out in the chartsin Appendix A.
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Standard Forms and Health Information

An areathat should be addressed by institutions, industry associations and, if necessary, by

regulators, is the wording of standard forms used by financial services providers. Industry forms

and agreements that authorize the collection or sharing of personal information should respect,

and not vitiate, the principles regarding the use and collection of such information established in

the privacy codes.>! Institutions need the customer’s consent to the collection and sharing of
information wherever reasonable and necessary but, in general, consent should be limited to
certain types of circumstances or certain types of parties. For example, forms used by banks
should permit access to or sharing of personal information for purposes related to the relationship
between the bank and the customer. Provisions permitting access to or sharing of information for
any purpose could be better replaced with more narrowly drafted provisions.

Health information collected for insurance purposes should not be used to make credit
decisions® Of course, certain health information is relevant to credit applications but should be
collected and used specifically for that purpose and in that context. This concern is addressed by
provisions in existing privacy codes. The Canadian Bankers Association model code states that
banks will collect health information only for specific purposes — and that neither banks nor their
subsidiaries or affiliates will share health informatith As well, the guidelines and model code
adopted by insurance associations provide that insurance companies will not share information
about insured persons with other institutions, except if certain narrow exceptiongapply.

However, a provision in the Credit Union Central of Canada’s draft privacy code permits the use
of medical information collected by a credit union for both credit and related insurance
purposes>> Presumably, “related” in this context refers to credit insurance relating to the credit

in respect of which health information has been given, a use which would seem to be appropriate.
In general, the interest that both insurers and credit granters have in maintaining the integrity and
candour of the information gathering process is so great that each would be unlikely to risk
creating a perception that information was used for a purpose unrelated to its collection. We are
not aware of any pattern of misuse of health information in the industry.

31 For an analysis of certain banking forms, see footnotes 136 to 141 and accompanying text.

%32 For further discussion, see footnotes 283 to 285 and accompanying text.

%33 Canadian Banking Association, Privacy Model Code: Protecting individual bank customers’ personal
information(1996), s. 5.4.

%% Canadian Life and Health Insurance Association, Right to Privacy: Guideline No. 96. 6; Insurance Bureau of
Canada, Model Persona Information Code (1996), s. 4.3.2.

%% Credit Union Central of Canada, Credit Union Code for the Protection of Personal Informa{ibnaft) (1996),
s. 5.4.
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Credit Bureaux and Insurance Companies

Two further issues should be addressed at the provincial level.>* Credit bureaux raise particular
informational privacy concerns, given the importance of their function in the modern economy
and the direct effect that credit reports may have on individuals. Credit bureaux are generaly,
but somewhat inconsistently, regulated at the provincial level. Statutory provisions requiring that
individuals be informed of the use of a credit bureau, of the location and the contact person for
the credit bureau, and of the right to see any credit bureau report are generally advisable. In
addition, the sharing of health information by insurers through the Medical Information Bureau
(MIB) may be a practice which should be regulated, in the same way that the sharing of
information by credit bureaux is. Reform measures adopted by different provinces should be
consistent.

Implications of the EU Directive

Indications are that there are no existing problems with transfers of personal data between the

European Union and Canada. Moreover, there is little experience with the EU Directive™’ asit

is not fully implemented in Europe. 1t would be a mistake to ook to the nascent and culturally

specific privacy regime established by the EU Directive as necessarily providing leadership for

Canada. The existing measures taken by the financial services sector, particularly if given further
legislative sanction through the proposed Draft Regulations, may well qualify as “adequate”
protection for the purposes of Article 25 of the EU Directive. The Canadian federally-regulated
financial sector may qualify for “partial white-listing,” to use the words of the recent position
paper of the EU Working Par§? In any case, there is considerable uncertainty over how to
comply with the Article 25 of the EU Directive. To improve the likelihood of compliance with
Article 25 would be to move in the direction of more rather than less regulation, at a time when
we do not know exactly what level of protection would qualify as “adequate.”

Trends, Technology and Cross-Ownership

In addition to the above, there are privacy issues relating to technologies and trends and to the
cross-ownership of financial institutior§. New technologies and trends generally do not raise
privacy issues that require, at this point, a regulatory response. However, the increased use of
“data mining” for direct marketing programs suggests that individuals should be permitted to opt
out of such programs by providing notice to their institution. Cross-ownership of institutions

may permit personal information to be used by different divisions of a single institution for a
wider range of purposes. However, in our view, cross-ownership does not pose a significant risk
to privacy interests to warrant special privacy regulation beyond that recommended elsewhere in
this study.

%% For further discussion of these issues, see Part || under the headings L egislative Provisions Respecting Financial
Ingtitutions and Confidentiality, (b) Provincial Legidlation.

%37 For further discussion of the EU Directive, see Part IV.

%% For further discussion of the EU Working Party’s paper, see footnote 366 and accompanying text.

¥ For further discussion of technologies and trends, see Part IIl.
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Appendix A: Summary and Detailed Comparison Charts:
A Comparison of Industry Privacy Codes and Certain
Legislation

The attached is a chart which attempts to summarize the extent to which each of several privacy

codes and pieces of legislation complies with certain principles respecting the protection of

persona data. Depending upon the nature of the comparison, the result is cited either as a matter

of degree (“Low”, “Medium”, “High”) or as to whether or not a particular provision is included

at all ("Yes”, “N0”). The chart is to a certain extent inherently misleading. It represents, first of

all, an unavoidable exercise of subjective judgment. Second, the differences between one degree
or another are often so slight as to be virtually insignificant. Third, it is misleading to suppose

that there is a perfect embodiment of every principle, a departure from which represents a failure
in will to protect privacy. The circumstances in which business is carried on involve several
factors in adapting a principle to practice, including realistic cost benefit analysis, as well as any
self interest in the economic value of data sharing. The assessments of degree of compliance are
relative to the strictest practice embodying a particular principle, rather than an evaluation of the
extent of the embodiment of the principle itself. It should also be noted that a rating of “Low” is
not necessarily a negative rating. The strictest level of compliance may in certain circumstances
be impractical. The UlData Protection Act, for instance, provides for a civil action relating to
inaccuracy of data. That is using the full force of the law for enforcement and therefore achieves
a high rating, but it is an impractical remedy given the cost and slowness of the courts. In some
instances, this is evidenced by all industry codes having a low level of compliance, a level in fact
which is fully “compliant” but which omits some of the excessive provisions of the strictest
embodiment of a standard.






Summary Comparison Chart (E.U., Quebec, C.B.A., CLHIA, I.B.C.)

540
Characteristic

European Union

Directive on the protection of
individuals with regard to the
processing of personal data and
on the free movement of such
data (1995)

Quebec

An Act respecting the
protection of personal
information in the Private
Sector, R.S.Q. P. 39.1
(1994)

Canadian Bankers Association

Privacy Model Code (1996)

Canadian Life and Health
Insurance Association

Right to Privacy
Guideline No. 96

Insurance Bureau of Canada

Model Personal Information
Code (1997)

1. Type of Document European Union Directive Legislation applying to the Model code for banks Model guidelines for life and Model code for property and
private sector in Quebec health insurers casualty insurers
2. Application Public & private sector Private sector CBA members CLHIA members P&C insurers that adopt the
Code

3. Enforcement High High Medium Low Low-to-Medium

4, Personal information Yes Yes Yes Yes Yes
defined

5.  Consent defined Yes Yes Yes No Yes

6. o_EC_D _Collec_tior_1 Medium High Medium Low Medium
Limitation Principle

7. OECD Data Quality High Medium-to-High Medium Medium-to-High Medium
Principle

8.  OECD Purpose High Medium-to-High Low Low Low
Specification Principle

9.  OECD Use Limitation High High High High Medium
Principle

10. OECD Security ) High Medium Medium Medium Medium
Safeguards Principle

11. OI_ECE_) Openness High Low Medium Low Medium
principle

12. OEC_D_ Ind_ividua_l _ High High Medium Low Medium-to-High
Participation Principle

13. OECD Accountability High High Medium Low Low-to-Medium

Principle

0 The assessments included in this Chart generally represent only fine graduations of a principle, and reference should be made to the attached, detailed chart and to the
cover note to put such distinctions in proper perspective.
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Summary Comparison Chart (TCAC, CUCC, CSA, U.K., N.Z))

CharacteristicSAl Trust Companies Credit Union Central Canadian Standards The United Kingdom New Zealand
Association of Canada of Canada Association Data Protection Act 1984 Privacy Act 1993
Customer Privacy Credit Union Code for the Model Code for the (c. 35)
Code (1993) Protection of Personal Protection of Personal
Information, Draft (1996) Information (1996)
1. Type of Document Model code for trust Draft model code for credit unions Model code for use by a Legislation, based on the Legislation, based on the
companies business OECD principles OECD principles
2. Application Trust companies that adopt Credit unions that adopt the Code | Businesses that adopt the Public and private sector Public and private sector
the Code Code
3. Enforcement Low Low-to-Medium Low High High
4. Personal information Yes Yes Yes Yes Yes
defined
Consent defined No Yes Yes No No
6. OECD Collection Limitation Medium Low-to-Medium Low-to-Medium Medium-to-High Medium-to-High
Principle
OECD Data Quality Principle Medium-to-High Medium Medium High High
OECD Purpose Specification Low Low Low High Medium-to-High
Principle
9. OECD Use Limitation Medium Medium. Medium High Medium
Principle
10. OECD Security Safeguards Medium Medium Medium Medium Medium
Principle
11. OECD Openness principle Low Medium Medium High High
12. OECD Individual Medium Medium Medium High High
Participation Principle
13. OECD Accountability Low Low-to-Medium Low High High
Principle
14. Specific Provisions on Low Medium Medium Low Low
Consent
15. Provisions Restricting No No No Yes No
Transfer Outside the
Jurisdiction
16. Special Features of Interest No No No Yes Yes
541

The assessmentsincluded in this Chart generally represent only fine graduations of embodiment of a principle, and reference should be made to the attached, detailed chart and to the cover note to put such
distinctionsin proper perspective.




Detailed Comparison Chart (E.U., Quebec, C.B.A., CLHIA, I.B.C.)

Characteristic

European Union

Directive on the protection
of individuals with regard
to the processing of
personal data and on the

Quebec

An Act respecting the
protection of personal
information in the Private
Sector, R.S.Q. P. 39.1

Canadian Bankers
Association

Privacy Model Code (1996)

Canadian Life and Health
Insurance Association

Right to Privacy
Guideline No. 96

Insurance Bureau of Canada

Model Personal Information
Code (1996)

free movement of such (1994)
data (1995)

1 Type of Document EU Directive which is to be Legislation applying to the private Model code for banks, based Model guidelines for life and Model code for property and
adopted by European Union sector in Quebec, based on the on the CSA Model Code health insurers, based on the casualty insurers, based on the
members into national OECD principles. Note that the principles. The CBA Code OECD principles. The CSA Model Code principles.
legislation. public sector is covered by earlier comes in the form of several Guidelines are accompanied The IBC Code comes in the

access and privacy legislation. principles with subpoints that by Notes that provide further form of several principles with
provide further discussion. discussion. subpoints that provide further
discussion.

2. Application The EU Directive applies to Private sector CBA members CLHIA members P&C insurers that adopt the
both the private and public The Act applies to the private The Code states that CBA The Guidelines state that they | C0de
sector. sector in Quebec generally. members shall have privacy are intended as a minimum

codes that comply with the standard for CLHIA members.
Code.

3. Enforcement High High Medium Low Low-to-Medium
Enforcement of the EU Enforcement of the Act is by the Enforcement of the Code is Enforcement of the Enforcement of the Code is by
Directive’s provisions is by Quebec access and privacy by privacy policies and Guidelines is by privacy privacy policies and complaint
judicial remedy available to commission. compliant procedures policies and complaint procedures established by
individuals and by public established by banks. procedures established by insurers. In the case of denials
authorities. However, individuals insurers. of information, the Code raises

unsatisfied by the bank’s the possibility of mediation
complaint process may before an independent party.
complain to the Canadian
Banking Ombudsman.
4. Personal information Yes Yes Yes Yes Yes
defined

[Plersonal data’ shall mean
any information relating to
an identified or identifiable
natural person; an
identifiable person is one
who can be identified,
directly or indirectly, in
particular by reference to an
identification number or to
one or more factors specific
to his physical,
physiological, mental,
economic, cultural or social
identity.” (Art. 2.)

“Personal information is any
information that relates to a
natural person and allows that
person to be identified.” (s. 2)

“Information about an
individual customer of the
bank. Includes but is not
limited to the individual's
name, address, age, gender,
identification numbers,
income, employment, assets,
liabilities, source of funds,
payment records, personal
references and health
records. May also identify
whether or not credit was
extended and to whom the
bank disclosed the
information.” (Definitions)

[Plersonal information’
means any information
relating to an identified or
identifiable individual,
including, but not limited to,
health and financial
information.” (s.2)

The Notes state: “Personal
information’ applies to
identified or identifiable
information and does not
include statistical and other
unidentifiable data.”

“Information about a customer
that is recorded in any form. It
may include an individual's
name, address, telephone
number, date of birth, family
status, marital status,
occupation, medical and health
records, assets, liabilities,
income, credit rating, whether
or not credit was extended or
refused to the individual, credit
and payment records of the
individual, an individual's
previous insurance experience
including claims history, and an
individual’s driving record.”
(Definitions)




Characteristic

European Union

Directive on the protection
of individuals with regard
to the processing of
personal data and on the

Quebec

An Act respecting the
protection of personal
information in the Private
Sector, R.S.Q. P. 39.1

Canadian Bankers
Association

Privacy Model Code (1996)

Canadian Life and Health
Insurance Association

Right to Privacy
Guideline No. 96

Insurance Bureau of Canada

Model Personal Information
Code (1996)

free movement of such (1994)
data (1995)
5. Consent defined Yes Yes Yes No Yes
“[T]he data subject’s “Consent to the communication or “Voluntary agreement. “[V]oluntary agreement with
consent’ shall mean any use of personal information must Consent can be expressed, what is being done or
freely given specific and be manifest, free, and implied, or provided through proposed. Consent can be
informed indication of his enlightened, and must be given for | an authorized representative. either express or implied.
wishes by which the data specific purposes. Such consent A customer can express Express consent can be given
subject signifies his is valid only for the length of time consent explicitly, orally, in explicitly, either orally or in
agreement to personal data needed to achieve the purposes writing or electronically. writing. Express consent is
relating to him being for which it was requested. Express consent is unequivocal and does not
processed.” (Art. 2.) Consent given otherwise than in unequivocal and does not require any inference on the
accordance with the [above] is require inference by the bank part of the P&C insurer seeking
without effect.” (s. 14.) seeking consent. Implied consent. Implied consent
consent arises where consent arises where consent may
may reasonably be inferred reasonably be inferred from
from the action or inaction of action or inaction of the
the customer.” (Definitions) customer.” (Definitions)
6. OECD Collection Limitation Medium High Medium Low Medium

Principle

There should be limits to the collection
of personal data and any such data
should be obtained by lawful and fair
means and, where appropriate, with
the knowledge or consent of the data

subject.

Data must be collected for
“specified, explicit and
legitimate purposes and not
further processed in a way
incompatible with those
purposes.” (Art. 6.)

To collect personal information the

business must establish a file on
the individual and do so for a
serious and legitimate reason. (s.
4) A business may collect only
information “necessary” for the
object file. (s. 5) A business may
not refuse to respond to a request
for goods or services or a request
relating to employment because
the applicant refuses to disclose
personal information, except
where: collection of the
information is necessary for the
conclusion or performance of a
contract, collection of the
information is authorized by law,
or there are reasonable grounds
to believe the request is not lawful.
(s.9)

“Banks will limit the amount
and type of personal
information they collect. They
will collect personal
information for the purposes
they have already identified to
the customers. Banks will
collect personal information
using procedures that are fair
and lawful.” (Pr. 4) Banks will
collect information only: to
understand the customer’s
needs; to determine the
suitability of products or
services for the customer or
the customer’s eligibility; to
set up and manage products
and services that meet the
customer’s needs; to provide
ongoing service; to meet legal
and regulatory requirements.
(s.2.2)

“Only lawful means will be
used to collect personal
information. Every reasonable
effort will be made to ensure
that personal information
obtained by the company is:
(a) pertinent to the effective
conduct of the company’s
business. ...” (s.4)

“The collection of personal
information shall be limited to
that which is necessary for the
purposes identified by the P&C
insurer. Information shall be
collected by fair and lawful
means.” (s.4.4) The insurer will
collect personal information
only for: establishing and
maintaining communications
with customers; underwriting
risks on a prudent basis;
investigating and paying
claims; detecting and
preventing fraud; offering and
providing products and
services to meet customer
needs; compiling statistics;
complying with the law; and a
business or activity which it
may undertake under
applicable federal, provincial or
territorial legislation. (s.4.2.1.)
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European Union

Directive on the protection
of individuals with regard
to the processing of
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An Act respecting the
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information in the Private
Sector, R.S.Q. P. 39.1
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Canadian Bankers
Association

Privacy Model Code (1996)

Canadian Life and Health
Insurance Association

Right to Privacy
Guideline No. 96

Insurance Bureau of Canada

Model Personal Information
Code (1996)

7.

OECD Data Quality Principle

Personal data should be relevant to
the purposes for which they are to be
used, and, to the extent necessary for
those purposes, should be accurate,
complete and kept up-to-date.

High

Data must be processed
“fairly and lawfully.” Data
must be “adequate, relevant
and not excessive in relation
to the purpose for which
they are collected and/or
further processed.” Data
must be “accurate and,
where necessary, kept up to
date.” (See Art. 6.)

Medium-to-High

Information must be up-to-date
and accurate when used to make
decisions. (s. 11)

Medium

“Banks will keep personal
information accurate,
complete, current and
relevant as necessary for its
identified purposes.” (Pr. 6)
Banks will take reasonable
efforts to “minimize the
possibility” of using
inaccurate, incomplete or
outdated information when
making a decision about the
individual.

Medium-to-High

“Every reasonable effort will
be made to ensure that
personal information obtained
by the company is: (a)
pertinent to the effective
conduct of the company’s
business; (b) as accurate and
complete as possible
consistent with the purpose(s)
for which it was obtained.” (s.
4) The Notes state that the
intent of the data quality
section is “to ensure that data
is collected only from reliable
sources and that only
pertinent information is
collected.”

Medium

“Personal information shall be
as accurate, complete and up-
to-date as is necessary for the
purposes for which it is used.”
The extent to which information
must meet the above standard
will depend on the use of the
information, taking into account
the interests of the customer.
Information should be
sufficiently accurate, complete
and up-to-date to “minimize the
possibility” inappropriate
information may be used to
make a decision.

8.

OECD Purpose
Specification Principle

The purposes for which personal data
are collected should be specified not
later than at the time of data collection
and the subsequent use limited to the
fulfilment of those purposes or such
others as are not incompatible with
those purposes and as are specified
on each occasion of change of
purpose.

High

If data are collected from the
data subject, then the data
controller must provide: the
identity of controller; the
purposes of processing of
the data; other information
such as the recipients of
data, whether replies by the
individual are obligatory and
the possible consequences
of a refusal to reply, and the
existence of the right of
access and rectification of
data. (Art. 10.) Where the
data are not collected from
the data subject, the data
controller still has a duty to
provide information to the
data subject at the time of
undertaking the recording of
the data or disclosure of
data to a third party.

(Art. 11.)

Medium-to-High

A business which collects
information directly from the
individual must inform the
individual of the object of the file,
the use of information and
categories of people with access,
the place where the file is kept
and the individual’s rights of
access and rectification. (s. 8)

A business having as its object
the lending of money, which
consults credit reports, must
inform the subject individual of his
or her right of access to and
rectification of the report held by
the credit bureau. The business
must communicate the content of
the credit report consulted for the
purpose of making a decision
about the individual. (s. 19)

Low

“Banks will identify the
purposes of collecting
personal information, before
or when it is provided.” (Pr. 2)
Banks will collect information
primarily from customers, but
also from sources such as
credit bureaus, employers
and other lenders. (s.4.2)

Low

“The purpose(s) for which
personal information is
collected from an individual
will be specified on or before
the collection of the
information, and any change
of purpose will be
communicated to the
individual.” (s. 5) The Notes
state that if an authorization is
received to obtain information
for underwriting and claims
purposes, such information
may not be used for unrelated
purposes without the
individual's knowledge.

Low

“The purposes for which
personal information is
collected shall be identified by
the P&C insurer before or at
the time the information is
collected.” (Pr.4.2) Insurers will
obtain personal information
primarily from insurance
customers, but also from
sources such as other P&C
insurers, brokers and
underwriting or claims
networks. (s.4.4.1)
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Insurance Bureau of Canada
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Code (1996)

9.

OECD Use Limitation
Principle

Personal data should not be
disclosed, made available or
otherwise used for purposes other
than those specified in accordance
with [the purpose specification
principle] except: (a) with the consent
of the data subject; or (b) by the
authority of law.

High

Personal data must be
“collected for specified,
explicit and legitimate
purposes and not further
processed in a way
incompatible with those
purposes.” Further
processing for historical,
statistical or scientific
purposes will be considered
compatible purposes if
safeguards are provided.
(See Art. 6.)

High

A business cannot communicate
or use information for purposes
not relevant to the object of the
file, unless permitted by the Act or
the individual consents. (s. 13)
There is a set of more than a
dozen exceptions that allow
communication of information
without the individual’s consent.
(s. 18) A special section permits
communication of information for
research purposes. (s.21) Once
the object of a file has been
achieved, no information in the file
may be used other than with the
consent of the individual, subject
to any time limit or retention
schedule established by
regulation. (s.12)

High

“Banks will use or disclose
personal information only for
the reasons it was collected,
unless a customer gives
consent to use or disclose it
for another reason. Under
certain exceptional
circumstances, banks have a
common law duty or right to
disclose personal information
to protect the bank’s or the
public interest without
customer consent. Banks will
keep information only as long
as necessary for the identified
purposes.” (Pr.5)

The subpoints under Principle
5 permit disclosure or use in
various circumstances. They
also set out special provisions
for health records. Health
records will be collected only
for specific purposes. Banks
and subsidiaries will not
disclose health records to
each other. “For example, a
bank will not be able to use a
subsidiary’s customer health
records to help assess a loan
application.” (s.5.4)

High

“Personal information will not
be disclosed or used for
purposes other than those
specified to the individual in
accordance with section 5,
except: (i) with the consent of
the individual concerned; or
(i) where required by law; or
(iii) where reasonably
necessary to determine
eligibility for an insurance
benefit, or to protect the
interests of the company
against criminal activity, fraud,
and material
misrepresentation in
connection with an insurance
contract; or (iv) in discharge
of public duty.” (s.6)

The Notes state that an
authorization included on the
application plan may permit
disclosures to specified
entities (such as the
employer) or for specified
reasons. As well, information
may be used or disclosed
without consent where
subpoenaed or where an
investigation or surveillance is
undertaken because of
suspicion of fraud or for
preparation for legal
proceedings.

Medium

“Personal information shall not
be used or disclosed for
purposes other than those for
which the information was
collected, except with the
consent of the customer or as
required by law. Personal
information shall be retained
only as long as necessary for
the fulfilment of those
purposes.” (s.4.5)

However, there are identified
situations in which P&C
insurers will disclose personal
information “as dictated by
prudent insurance practices”:
for purposes of sharing risk
with other insurance
companies; for underwriting
claims, classification and rating
purposes; to businesses that
provide goods and services to
insurance companies and
customers such as data
processors, loss controllers
and claims adjusters; and to
insurance intermediaries such
as brokers and agents.
(s.4.5.1)
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Directive on the protection
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10.

OECD Security Safeguards
Principle

Personal data should be protected by
reasonable security safeguards
against such risks as loss or
unauthorized access, destruction, use,
modification or disclosure of data.

High

The data controller must
implement appropriate
technical and organizational
measures to protect
personal data against
accidental or unlawful
destruction or accidental
loss, alteration,
unauthorized disclosure or
access. (See Art. 17)

Where data processing is
carried out by a third party
for the data controller, the
data controller must obtain
guarantees relating to
technical and organizational
security measures. The
third party must be governed
by a contract imposing a
duty to take security
measures and obey the data
controller.

Medium

A business which collects, holds,
uses or communicates personal
information about other persons
must establish “such safety
measures as are appropriate to
ensure the confidentiality of the
information.” (s. 10)

. 542
Medium

“Banks will protect personal
information with safeguards
appropriate to the sensitivity
of the information.” (Pr. 7)

Information may be disclosed
to third parties for printing
cheques, data processing,
collection services, or other
goods or services. However,
banks will require third parties
to safeguard information.
(Pr.7.5)

Medium

“Personal information will be
considered confidential, and
comprehensive safeguards
will be established by the
company to protect that
confidentiality.”

Agents, brokers, plan
sponsors and other persons
or organizations acting for or
on behalf of the company will
be required to comply with the
Guidelines. (s.9)

Medium

“Personal information shall be
protected by security
safeguards appropriate to the
sensitivity of the information.”
(4.7)

11.

OECD Openness principle

There should be a general policy of
openness about developments,
practices and policies with respect to
personal data. Means should be
readily available of establishing the
existence and nature of personal data,
and the main purposes of their use, as
well as the identity and usual
residence of the data controller.

High

Member states shall take
measures to ensure that
processing operations are
publicized. In particular,
member states shall provide
that a register of processing
operations is kept. The
register shall be open to
public inspection. (Art. 21.)
As well, the data controller
must notify the supervisory
authority established by the
member state before
carrying out any wholly or
partly automatic processing
operation. Specific
exemptions to the notice
requirement are set out.

Low

There are no particular provisions
relating to openness, although
other duties (such as the duty to
provide information on collection
or on consulting a credit report)
may cover aspects of openness.

Medium

“Banks will be open about the
policies and procedures they
use to manage personal
information. Customers will
have access to information
about these policies and
procedures. ...” (Pr.8) Banks
will make available copies of
their privacy codes on
request.

Low

“Each company will adopt a
general policy of openness
about the company's
practices and policies with
respect to the use and
protection of personal
information. ...” (s.7) Note,
however, that the further
elaboration of this principle
deals only with the individual's
right of access to personal
information.

Medium

“The P&C insurer shall make
readily available to customers
specific information about its
policies and practices relating
to the management of personal
information.” (4.8) Individuals
should be able to obtain
information about policies and
practices without unreasonable
effort.

542

Information held by financial institutionsis guarded by the regulation of their record keeping generally, and not just under privacy codes.
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European Union
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Model Personal Information
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12.

OECD Individual
Participation Principle

An individual should have the right:

(a) to obtain from a data controller, or
otherwise, confirmation of whether or
not the data controller has data relating

to him;

(b) to have communicated to him, data
relating to him i) within a reasonable
time; ii) at a charge, if any, that is not
excessive; iii) in a reasonable manner;
and iv) in a form that is readily
intelligible to him;

(c) to be given reasons if a request
made under sub-paragraphs (a) and (b)
is denied, and to be able to challenge
such denial; and

(d) to challenge data relating to him
and, if the challenge is successful, to
have the data erased, rectified,
completed or amended.

High

Rights of access and
rectification are set out in the
EU Directive, subject to listed
exemptions. In addition to
rectification, the individual
may seek erasure or blocking
of the data. The data
controller must communicate a
rectification to third parties,
unless this is impossible or
involves disproportionate
effort.

Access: The data subject has
a right to make a request for
access at reasonable intervals
and without excessive delay or
expense. Access should be
provided in intelligible form
and include any available
information about the source
of information. Access may be
refused in cases involving
national security, defence,
public security, investigation of
offences or professional
disciplinary matters, certain
regulatory matters, or the
protection of the data subject
or others.

Rectification: In addition to
rectification of information, the
individual may seek erasure or
blocking of data if its
processing does not comply
with the EU Directive. The
data subject may require
notification of third parties to
whom data have been
disclosed of any rectification,
erasure of blocking of data,
unless this is impossible or
involves disproportionate
effort. (See Arts. 12-13.)

High

Rights of access and rectification are

set out in Act subject to stated
exemptions.

Details: The Act’s access and
rectification provisions flesh out
rights that appear in the Civil Code

of Quebec. A business must respond
to an access request within 30 days,

and failure to respond is a deemed

refusal of access. (s.32) Access is to

be free of charge, except for a

reasonable charge for transcription,

reproduction or transmission of
information. (s. 33) On obtaining

access, an individual may insist that
information collected otherwise than

according to law be deleted. (s. 28)

Access may be denied for a variety

of stated reasons, including: a
temporary denial by a professional
health care enterprise if access
would result in serious harm to the

individual, denial of information to a

person under 14 of information of a
medical or social nature, denial
where access would hinder an

investigation into a crime or offence,

denial where access would affect
judicial proceedings in which the
individual or the business has an
interest, and denial where the
information would include
information about another person
and disclosure may seriously harm
that other person. (ss. 37-40)

Medium

Rights of access and correction
are set out in the Code. The list
of exemptions is open-ended. A
bank is required to
communicate a correction to a
third party only “if necessary.”

Access: Access is to be
provided to the customer within
a reasonable time, and for
minimal or no cost. Access
may be denied in “specific”
cases. Examples of reasons for
refusal are: retrieval is too
costly, information contains
references to other persons,
information is subject to
solicitor-client privilege,
information is proprietary to
bank, and information may not
legally be disclosed. (Pr.9)

Correction: Where a customer
shows that information is
“inaccurate, incomplete, out of
date, or irrelevant,” the bank will
revise it. The bank will disclose
the revised information to third
parties who received the old
information “if necessary.” If a
bank refuses a request to revise
information, the customer may
challenge the bank’s decision.
The bank should make a record
of the challenge and if
necessary disclose the
challenge to third parties.
(ss.6.4 & 6.5)

Low

Rights of access and correction
are set out in the Guidelines.
The list of exemptions is open-
ended. The correction right is
brief and does not address
whether the insurer should
communicate a correction to a
third party.

Details: “(a) Upon appropriate
identification and written
request satisfactory to the
company, an individual will be
advised of personal information
about him/her retained in the
company’s records. A company
may charge a reasonable
administration fee to supply the
information. Some medical
information may be made
available only through the
individual's designated
physician.

“(b) Where information cannot
be disclosed to the individual,
he/she will be given the reasons
for not disclosing the
information.

“(c) An individual may clarify or
correct erroneous personal
information retained by the
company. Incorrect or
incomplete information will be
amended and differences as to
the correctness of the
information will be noted.” (s. 6)

The Notes state that insurers
may refuse to release
information if “it is inappropriate
to do in view of legal
considerations” and in cases
where information as obtained
from a surveillance company.

Medium-to-High

Rights of access and correction
are set out in the Code. The list
of exemptions is open-ended.
The Code suggests that
mediation before an independent
party may be available if access
is refused. An insurer is required
to communicate a correction to a
third party “where appropriate.”

Access: Access should be
provided within a reasonable
time, and for minimal or no cost.
Exceptions to access should be
“limited and specific.” Reasons
for denying access may include:
prohibitive cost, personal
information that contains
references to other individuals,
information that cannot be
disclosed for legal, security or
commercial proprietary reasons,
and information that is subject to
solicitor-client or litigation
privilege. The insurer may
choose to make sensitive medical
information available through a
medical practitioner. (s.4.9)

Refusal of access: If a request for
access is denied, the customer
shall be given information on how
to challenge the denial, including:
an invitation to send a letter to the
insurer’s president, a commitment
by the insurer to open a dialogue
with the customer, and a
commitment by the insurer to
participate in an independent
mediation process if the parties
cannot resolve the dispute, with
the Insurance Bureau of Canada
assisting in arranging the
independent mediation. (s.4.9.1)

Correction: If the customer shows
that information is inaccurate or
incomplete, the insurer must
amend the information. Where
“appropriate,” the amended
information shall be transmitted
to third parties with access.
When a challenge is not resolved
to the satisfaction of the
customer, the substance of the
challenge should be recorded
and, where “appropriate,” the
existence of the challenge should
be made known to third parties.
(ss.4.9.5 & 4.9.6)
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13.  OECD Accountability
Principle

A data controller should be
accountable for complying with
measures which give effect to the
principles stated above.

High

There is no particular
discussion of the
accountability principle, but
other provisions deal with
aspects of accountability
(i.e., the duty to inform the
individual on collection or
use of data, and the duty of
data controllers to register
with public authorities).
Enforcement is through
public authorities and
judicial remedies.

High

There is no particular discussion
of the accountability principle, but
other provisions deal with aspects
of accountability (i.e., duty to
inform the individual at time of
collection of the data, and the duty
to inform the individual of certain
information if a credit report is
used). Enforcement is through a
public body with the power to
resolve complaints.

Medium

The Code includes a general
discussion of accountability
and internal complaint
procedures. An individual
unsatisfied with the bank’s
complaint process may
complain to the Canadian
Banking Ombudsman.

Accountability: “Banks are
accountable for all personal
information in their control,
including any personal
information disclosed to third
parties for processing. Banks
will establish policies and
procedures to comply with
their own privacy codes, and
will designate one or more
persons to be accountable for
compliance.” (Pr. 1)

Complaints: Each bank will
have policies and procedures
to receive, investigate and
respond to complaints. A
bank will investigate all
complaints and if a complaint
is justified resolve it.
Customers who are not
satisfied by the handling of
their complaint may contact
the Office of the
Superintendent of Financial
Institutions or Canadian
Banking Ombudsman.

(Pr. 10)

Low

The Guidelines contain brief
discussion of accountability
and the need to establish
internal procedures to handle
complaints.

Accountability: The
Foreword to the Guidelines
state that “insurance
companies must adhere
closely to strict rules
governing the protection of
the confidential information
they hold.”

Accountability: “In order to
ensure compliance with the
protection of privacy
guidelines each company will:
(a) designate an officer to
receive complaints; (b)
establish procedures for
receiving and resolving
complaints. Individuals
dissatisfied with the complaint
resolution of a company can
contract the office of the
insurance regulators in their
province.” (s.8)

Low-to-Medium

The Code includes a general
discussion of accountability and
internal complaint procedures.
The Code raises the possibility
of mediation before an
independent mediator in the
case of a denial of access.

Accountability: “The P&C
insurer is responsible for
personal information under its
control and shall designate and
individual or individuals who
are accountable for the P&C
insurer's compliance with the
following principles.” (s.4.1)

Complaints: The P&C insurer
shall have procedures to
respond to complaints. The
insurer shall investigate all
complaints and if a complaint is
justified resolve it. Consumers
shall be informed of their right
to lodge complaints. For
example, unsatisfied customers
may be able to complain to
regulatory bodies. (See s.4.10
generally.) As well, in the case
of denials of access to
information, the Code raises
the possibility of a mediation
before an independent
mediator. (s.4.9.1)




Characteristic

European Union

Directive on the protection
of individuals with regard
to the processing of
personal data and on the
free movement of such
data (1995)

Quebec

An Act respecting the
protection of personal
information in the Private
Sector, R.S.Q. P. 39.1
(1994)

Canadian Bankers
Association

Privacy Model Code (1996)

Canadian Life and Health
Insurance Association

Right to Privacy
Guideline No. 96

Insurance Bureau of Canada

Model Personal Information
Code (1996)

14.

Specific Provisions on
Consent

Low

There is no lengthy
discussion of consent, but
consent is mentioned in
provisions permitting use of
information for a new
purpose.

High

There is no lengthy discussion of
consent in the Act, but consent is
mentioned in provisions permitting
use of information for a new
purpose. The Act sets a very high
standard for the nature of consent.
(See above for the definition of
consent.)

Medium

“Banks will make a
reasonable effort to make
sure customers understand
how the personal information
will be used and disclosed by
the banks. Banks will get
consent from their customers
before or when they collect,
use or disclose personal
information. ... A customer’s
consent can be expressed,
implied, or given through an
authorized representative. ...
Banks, however, may collect,
use, or disclose personal
information without the
customer’s consent for legal,
security, or certain processing
reasons.” (Pr.3) Customers
may withdraw consent,
subject to contractual
restrictions, as long as they
give the bank reasonable
notice, and the consent does
not relate to a credit product
where the bank must collect
and report information after
credit has been granted. A
bank may ask for SIN
information to match credit
bureau records but cannot
require this information.

Low

The Guidelines do not include
a detailed discussion of
consent. Consent is
mentioned briefly in sections
dealing with the collection of
information and the use or
disclosure of information.

Medium

“The knowledge and consent of
the customer are required for
the collection, use or disclosure
of personal information, except
where inappropriate.” (s.4.3)
Information may be collected,
used or disclosed without
knowledge or consent of the
customer in situations such as
those involving legal, medical
or security reasons. Where
there is no direct relationship
with the customer (i.e., the
individual is served by an
independent broker or agent)
the P&C insurer may not be
able to seek consent.
However, if certain types of
information are being collected
— such as medical or hospital
records, employment records
or tax records — the P&C
insurer will obtain express
consent from the customer.
Consent may be withdrawn
subject to contractual
restrictions and the
requirement that insurers
maintain the integrity of
necessary statistics and data.




Characteristic

European Union

Directive on the protection
of individuals with regard
to the processing of
personal data and on the
free movement of such
data (1995)

Quebec

An Act respecting the
protection of personal
information in the Private
Sector, R.S.Q. P. 39.1
(1994)

Canadian Bankers
Association

Privacy Model Code (1996)

Canadian Life and Health
Insurance Association

Right to Privacy
Guideline No. 96

Insurance Bureau of Canada

Model Personal Information
Code (1996)

15.

Provisions Restricting
Transfer Outside the
Jurisdiction

Yes

Article 25 provides that
transfers of data for
processing may take place
only if the recipient country
provides an “adequate” level
of protection. Adequacy
shall be assessed in light of
all the circumstances
surrounding the proposed
transfer. “[P]articular
consideration shall be given
to the nature of the data, the
purpose and duration of the
proposed processing
operation or operations, the
country of origin and the
country of final destination,
the rules of law, both
general and sectoral, in
force in the third country in
question, ad the
professional rules and
security measures that are
complied with in that
country.”

Article 26 provides some
exceptions to Article 25. For
example, a transfer may be
permitted despite Article 25
if: the data subject has
consented, the transfer is
necessary for the
performance of a contract
with the data subject, the
transfer is necessary for the
performance of a contract in
the interest of the data
subject, or the transfer is
necessary or legally required
on important public interest
grounds. The transfer is
also possible where the data
controller ensures special
safeguards through, for
example, contractual
measures.

Yes

Before a business within Quebec
communicates information relating
to Quebec residents to a person
outside Quebec, the business
must take “all reasonable steps” to
ensure that: (1) the information will
not be used for purposes not
relevant to the file or
communicated without consent of
the individual except as permitted
by the Act’s exceptions; and

(2) the Act’s provisions on the
removal of names from

nominative lists will be followed.
(s.17)

No

No

No




Characteristic

European Union

Directive on the protection
of individuals with regard
to the processing of
personal data and on the
free movement of such
data (1995)

Quebec

An Act respecting the
protection of personal
information in the Private
Sector, R.S.Q. P. 39.1
(1994)

Canadian Bankers
Association

Privacy Model Code (1996)

Canadian Life and Health
Insurance Association

Right to Privacy
Guideline No. 96

Insurance Bureau of Canada

Model Personal Information
Code (1996)

16.

Special Features of Interest

Yes

There are special measures that
relate to the processing of
personal data, the processing of
sensitive data, and automated
decision-making.

Processing Generally: The EU
Directive prohibits the
processing of personal data
unless one of six exceptions are
met. The exceptions are that the
data subject has consented or
processing is necessary for the
performance of a contract, for
compliance with a legal
obligation, to protect the vital
interests of the data subject, for
the performance of a task in the
public interest, or for purposes
of legitimate interests of the data
controller. (See Art. 7.)

Processing of Sensitive Data:
The EU Directive generally
prohibits the processing of
certain sensitive types of
personal data —i.e., data
“revealing racial or ethnic origin,
political opinion, religious or
philosophical beliefs, trade-
union membership,” or data
“concerning health or sex life.”
There are, however, a number of
exceptions to this general
prohibition. (See Art. 8.)

Automated Decision-making:
The EU Directive sets out a
special right for a person not to
be subject to certain types of
automated decision-making.
Every person “shall not be
subject to a decision which
produces legal effects and which
is based solely on automated
processing of data intended to
evaluate certain personal
aspects relating to him, such as
his performance at work,
creditworthiness, reliability,
conduct, etc.” However, the EU
Directive permits such decision-
making under a contract or
under the national law if certain
conditions are met. (See

Art. 15.)

Yes

There are special measures that relate
to “nominative lists,” which are defined

as lists of “names, addresses or

telephone numbers of natural persons.”

(s.22)

Nominative Lists: Nominative lists

may be transferred to a third party only

if certain exceptions are met, which
include the requirement that before
transfer each individual named on the
list is given a “valid opportunity” to

have his or her name removed from the

list. (s. 22) A business may use a

nominative list of clients, employees or

members for commercial or
philanthropic prospection. However,
each person name on the list must

have a “valid opportunity” to have his or
her name removed. (s. 23) A business

which uses a nominative list for
commercial or philanthropic

prospection by mail or telephone must

identify itself and inform the individual

of the right to have his or her name and
information deleted from the list. (s. 24)

The individual may make a request to

have his or her name remove from a list
in writing or orally, and the name must

then be removed with due diligence.
(ss. 25 & 26.)

No

No

No




Detailed Comparison Chart (TCAC, CUCC, CSA, U.K., N.Z))

Characteristic

Trust Companies
Association of Canada

Customer Privacy
Code (1993)

Credit Union Central of Canada

Credit Union Code for the
Protection of Personal
Information, Draft (1996)

Canadian Standards
Association

Model Code for the
Protection of Personal
Information (1996)

The United Kingdom

Data Protection Act
1984 (c. 35)

New Zealand
Privacy Act 1993

1 Type of Document Model code for trust Draft model code for credit unions, | Model code for use by a Legislation, based on the Privacy legislation in New
companies, based on the based on the CSA Model Code. business, to be adapted to the | OECD principles, which Zealand, based on OECD
OECD principles. The The CUA Code comes in the form particular circumstances of regulates the use of principles.
TCAC Code is organized of principles with subpoints that the business’ industry. The automatically processed data.
according to the OECD provide further discussion. CSA Code comes in the form
principles, with subsections of a set of principles with
that provide further subpoints that provide further
discussion. discussion.
2. Application Trust companies that adopt Credit unions that adopt the Code. | Businesses that adopt the Public & private sector Public & private sector
the Code. Code. The Act applies to both the The Act applies to every person
private and public sector with or organization in New Zealand
respect to the automatic in respect of personal
processing of information but information held in any capacity
does not regulate information other than for the purposes of
contained in manual records. their personal, family or
household affairs.
3. Enforcement Low Low-to-Medium Low High High
Enforcement is by privacy Enforcement is by privacy policies Enforcement is by privacy The Data Protection Registrar | Enforcement of the Act’'s
policies and complaint and complaint procedures polices and complaint is charged with enforcing the provisions is by the Privacy
procedures established by established by credit unions. The procedures established by Act and promoting Commissioner, although the
trust companies. Code states that if an individual's adopting businesses. The compliance with the Proceedings Commissioner
complaint is not resolved within Code also states that Principles. Court action is and the Complaints Review
the credit union, procedures businesses should inform also available in certain Tribunal may make orders for
should exist to refer it to Credit customers of relevant circumstances. damages or may restrain
Union Central or an independent complaint mechanisms, certain actions. Each
mediator or arbitrator. including regulatory bodies organization or agency must
which accept complaints. designate at least one privacy
officer, whose role is to
encourage compliance with the
privacy principles and the Act.
(s. 23)
4. Personal information Yes Yes Yes Yes Yes
defined

“[Plersonal information
means data that identify and
relate to a specific
individual. Itincludes but is
not limited to an individual's
name, address, age,
identification numbers,
assets, liabilities, income,
names of third parties to
whom information was
disclosed, whether or not
credit was extended,
payment records.” (s.2(2))

“[lInformation about an identifiable
individual that is recorded in any
form.” (Definitions)

“[lInformation about an
identifiable individual that is
recorded in any form.” (s.2.1)

“Personal data’ means data
consisting of information
which relates to a living
individual who can be
identified from that
information (or from that and
other information in the
possession of the data user),
including any expression of
opinion about the individual
but not any indication of the
intentions of the data user in
respect of that individual.”
(s. 1)

“Personal information’ means
information about an
identifiable individual; and
includes information contained
in any register of deaths kept
under the Births and Deaths
Registration Act 1951.” (s. 2)




Characteristic

Trust Companies
Association of Canada

Customer Privacy
Code (1993)

Credit Union Central of Canada

Credit Union Code for the
Protection of Personal
Information, Draft (1996)

Canadian Standards
Association

Model Code for the
Protection of Personal
Information (1996)

The United Kingdom

Data Protection Act
1984 (c. 35)

New Zealand
Privacy Act 1993

5.

Consent defined

No

Yes

“[V]oluntary agreement with what
is being done or proposed.
Consent can be either express or
implicit. Express consent is given
explicitly, either orally or in writing.
Express consent is unequivocal
and does not require any
inference on the part of the credit
union seeking consent. Implied
consent arises where consent
may reasonably be inferred from
the action or inaction of the
member.” (Definitions)

Yes

“[V]oluntary agreement with
what is being done or
proposed. Consent can be
either express or implied.
Express consent is given
explicitly, whether orally or in
writing. Express consent is
unequivocal and does not
require any inference on the
part of the organization
seeking consent. Implied
consent arises where consent
may reasonably be inferred
from the action or inaction of
the individual.” (s.2.1)

No

No




Characteristic

Trust Companies
Association of Canada

Customer Privacy
Code (1993)

Credit Union Central of Canada

Credit Union Code for the
Protection of Personal
Information, Draft (1996)

Canadian Standards
Association

Model Code for the
Protection of Personal
Information (1996)

The United Kingdom

Data Protection Act
1984 (c. 35)

New Zealand
Privacy Act 1993

6. OECD Collection Limitation
Principle

There should be limits to the collection
of personal data and any such data
should be obtained by lawful and fair
means and, where appropriate, with
the knowledge or consent of the data
subject.

Medium

“Member trust companies
collect only that personal
information about their
customers needed for the
purposes specified in
section 6(2) of this Code. ...
“(s.4(1)) Section 6(2)
provides the following
purposes: to establish or
maintain relationships with
customers; to offer and
provide products and
services as permitted by
law; to comply with the law;
and to protect the interests
of the customer and the trust
company. Trust companies
will collect personal
information only by lawful
means.

Low-to-Medium

“The collection of personal
information will be limited to that
which is necessary for the
purposes identified by the credit
union. Information will be
collected by fair and lawful
means.” (Pr.4.0) Credit unions will
collect information: to aid in
understanding the member’s
needs; to determine the suitability
of the products and services for
the member or the eligibility of the
member; to set up, offer and
manage products and services
that meet the member’s needs; to
provide ongoing service; to meet
legal and regulatory requirements.
(s.2.2)

Low-to-Medium

“Limiting Collection: The
collection of personal
information shall be limited to
that which is necessary for the
purposes identified by the
organization. Information
shall be collected by fair and
lawful means.” (Pr.4)
Businesses shall not collect
information indiscriminately.
The amount and type of
information shall be limited to
that which is necessary to
fulfil the purposes identified.

Medium-to-High

The data user can only obtain
or hold personal data that
complies with the data
description provided to the
Registrar upon registration.
(ss. 4-5) “The information to
be contained in personal data
shall be obtained, and
personal data shall be
processed, fairly and lawfully.
(Principle 1) In determining
whether the information was
obtained fairly, “regard shall
be had to the method by
which it was obtained,
including in particular whether
any person from whom it was
obtained was deceived or
misled as to the purpose or
purposes for which it is to be
held, used or disclosed.”
(Interpretation of Pr. 1)

Medium-to-High

Information Privacy Principles 2
to 4 limit or restrict the
collection of personal
information by agencies (that
is, any person, company or
Government department).
“Where an agency collects
personal information, the
agency shall collect the
information directly from the
individual concerned.” (Pr. 2)
Personal information is not to
be collected by unlawful means
or by means which are unfair or
unreasonably intrusive. (Pr. 4)

7. OECD Data Quality Principle

Personal data should be relevant to
the purposes for which they are to be
used, and, to the extent necessary for
those purposes, should be accurate,
complete and kept up-to-date.

Medium-to-High

“To the best of their abilities,
member trust companies will
ensure that the personal
information they keep about
their customers is as
accurate, as complete as is
required for the purpose,
and as up-to-date as
possible. ...”

Medium

“Personal information will be as
accurate, complete and up-to-date
as is necessary for the purposes
for which it is to be used.” (Pr.6.0)
The extent to which information
must meet this standard will
depend on the use of the
information, taking into account
the interests of the member.
Information should be sufficiently
accurate, complete and up-to-date
to “minimize the possibility”
inappropriate information may be
used to make a decision.

Medium

“Accuracy: Personal
information shall be as
accurate, complete and up-to-
date as is necessary for the
purposes for which it is to be
used.” (Pr.6) The extent to
which information must meet
this standard will depend on
the use of the information,
taking into account the
interests of the individual.
Information should be
sufficiently accurate, complete
and up-to-date to “minimize
the possibility” inappropriate
information may be used to
make a decision.

High

“Personal data held for any
purpose or purposes shall be
adequate, relevant and not
excessive in relation to that
purpose or those purposes.
(Pr. 4) “Personal data shall
be accurate and , where
necessary, kept up to date.”
(Pr.5) The data is not to be
“kept for longer than is
necessary.” (Pr. 6)

High

“An agency that holds
information shall not use that
information without taking such
steps (if any) as are, in the
circumstances, reasonable to
ensure that, having regard to
the purpose for which the
information is proposed to be
used, the information is
accurate, up to date, complete,
relevant, and not misleading.”
(Pr. 8) “An agency that hold
personal information shall not
keep that information for longer
than is required for the
purposes for which the
information may lawfully be
used.” (Pr. 9)




Characteristic

Trust Companies
Association of Canada

Customer Privacy
Code (1993)

Credit Union Central of Canada

Credit Union Code for the
Protection of Personal
Information, Draft (1996)

Canadian Standards
Association

Model Code for the
Protection of Personal
Information (1996)

The United Kingdom

Data Protection Act
1984 (c. 35)

New Zealand
Privacy Act 1993

8. OECD Purpose
Specification Principle

The purposes for which personal data
are collected should be specified not
later than at the time of data collection
and the subsequent use limited to the
fulfilment of those purposes or such
others as are not incompatible with
those purposes and as are specified
on each occasion of change of
purpose.

Low

“Before or at the time of
collection, member trust
companies advise their
customers of the purposes
for which the personal
information is collected.”
(s. 3(1)) Trust companies
will collect personal
information primarily from
customers, but also from
external sources such as
credit grantors, credit
bureaus, income sources,
and personal references.
Trust companies will obtain
the consent before verifying
and supplementing
information with external
sources. (s.4)

Low

“The purposes for which personal
information is collected will be
identified by the credit union when
or before the information is
collected.” (Pr.2.0) The identified
purposes should be specific to the
member from whom information is
being collected. When personal
information is to be used for a
purpose other than the purpose
for which it was collected, the
consent of the member will be
required unless the new purpose
is required by law.

Low

Identifying Purposes: The
purposes for which personal
information is collected shall
be identified by the
organization at or before the
time the information is
collected.” (Pr.2) When
personal information is to be
used for a new purpose not
previously identified, the new
purpose shall be identified
before use. Unless the new
purpose is required by law,
the consent of the individual
must be obtained before the
information can be used for
the new purpose.

High

Upon registering, the data
user must provide, among
other things, a description of:
(1) the personal data to be
held and the purposes for
which such data will be held
or used; (2) the source from
which the data will be
obtained; (3) any person to
whom the data may be
disclosed; and (4) any
countries outside of the UK to
which the data may be directly
or indirectly transferred. (s. 4)
The data user must apply to
the Registrar to make any
alterations to the above
description. (s. 6)
Furthermore, Personal data is
to “be held only for one or
more specified and lawful
purposes.” (Pr. 2)

Medium-to-High

The agency must take
reasonable steps to ensure that
the individual from whom
information is being collected is
aware of, among other things,
the fact that the information is
being collected, the purpose for
which it is being collected and
the intended recipients of the
information. This should be
explained before the
information is collected or as
soon as practicable. (Pr. 3).
Personal information is not to
be collected by any agency
unless the information is
collected for a lawful purpose
and is necessary for that
purpose. (Pr. 1)




Characteristic

Trust Companies
Association of Canada

Credit Union Central of Canada

Canadian Standards
Association

The United Kingdom

New Zealand

Credit Union Code for the Data Protection Act Privacy Act 1993
Customer Privacy Protection of Personal Model Code for the 1984 (c. 35)
Code (1993) Information, Draft (1996) Protection of Personal
Information (1996)
9. OECD Use Limitation Medium Medium Medium High Medium
Principle “Before member trust “Personal information will not be “Limiting Use, Disclosure and A data user cannot hold any “An agency that holds personal

Personal data should not be
disclosed, made available or
otherwise used for purposes other
than those specified in accordance
with [the purpose specification
principle] except: (a) with the consent
of the data subject; or (b) by the
authority of law.

companies use personal
information for purposes
other than those for which it
was collected or for such
others that are compatible
with those purposes, they
will obtain their customers’
consent.” (s. 7(1))

Trust companies will
disclose personal
information to third parties
only if one of four exceptions
applies: the customer has
consented, the trust
company is under the legal
obligation to do so, the trust
company has a public duty
to do so, or the trust
company is required to do
S0 to protect its own
interests. (s.7(2)) The Code
notes that exchange of
personal information with
third parties such as credit
grantors and credit bureaus
requires customer consent
unless permitted by the
Code.

used or disclosed for purposes
other than those for which it was
collected, except with the consent
of the member or as required by
law. Personal information will be
retained only as long as necessary
for the fulfilment of those
purposes.”

The credit union may disclose
personal information without
consent where required by law,
such as in the case of a
subpoena, search warrant, other
court or government order, or
demands from parties with a legal
right to personal information.

A member’s health records may
be used for credit application and
related insurance purposes. The
health records will not be collected
from or disclosed to any other
organization.

Retention: Personal
information shall not be used
or disclosed for purposes
other than those for which it
was collected, except with the
consent of the individual or as
required by law. Personal
information shall be retained
only as long as is necessary
for the fulfillment of those
purposes.” (Pr.5)

data for any purpose other
than the purpose(s) described
in the register entry nor
disclose any data held to any
person not described in the
entry (s. 5) “Personal data
held for any purpose or
purposes shall not be used or
disclosed in any manner
incompatible with that
purpose or those purposes.”
(Pr.3)

information that was obtained
in connection with one purpose
shall not use the information for
any other purpose....” barring
certain exceptions. An agency
may use personal information
for another purpose if, for
example, it believes that it is a
directly related purpose, that
the source of information is a
publicly available document, or
that the information is used in a
form in which the individual
concerned is not identified.

(Pr. 10) An agency may not
disclose personal information
unless it reasonably believes,
among other things, that the
“disclosure of the information is
one of the purposes [or directly
related to the purposes] in
connection with which the
information was obtained.”

(Pr. 11)

10. OECD Security Safeguards
Principle

Personal data should be protected by
reasonable security safeguards
against such risks as loss or
unauthorized access, destruction, use,
modification or disclosure of data.

Medium

“Member trust companies
implement comprehensive
security measures to protect
personal information against
loss or unauthorized access,
use, disclosure, modification
or destruction.” (s.8(1))

Information may be
disclosed to businesses
such as cheque printers,
data processors or mailing
service agencies and
collection agencies, which
will be required to treat the
information as confidential.
(s 8(3)

Medium

“Personal information will be
protected by security safeguards
appropriate to the sensitivity of the
information.” (Pr.7.0)

Third parties (such as cheque
printers, data processors, credit
collection agencies and credit
bureaus) will be required to
safeguard personal information
disclosed to them in a manner
consistent with the policies of the
credit union.

Medium

“Safeguards: Personal
information shall be protected
by security safeguards
appropriate to the sensitivity
of the information.” (Pr.7)

Medium

“Appropriate security
measures shall be taken
against unauthorised access
to, or alteration, disclosure or
destruction of, personal data
and against accidental loss or
destruction of personal data.”
(Pr.8)

Medium

An agency that holds personal
information must ensure that
the information is protected by
reasonable security safeguards
against loss, misuse, or
unauthorized access, use,
modification, or disclosure.
Where it is necessary for the
information to be givento a
person in connection with the
provision of a service,
“everything reasonably within
the power of the agency [must
be] done to prevent
unauthorized use or
unauthorized disclosure of the
information.” (Pr. 5)




Characteristic

Trust Companies
Association of Canada

Customer Privacy
Code (1993)

Credit Union Central of Canada

Credit Union Code for the
Protection of Personal
Information, Draft (1996)

Canadian Standards
Association

Model Code for the
Protection of Personal
Information (1996)

The United Kingdom

Data Protection Act
1984 (c. 35)

New Zealand
Privacy Act 1993

11. OECD Openness principle
There should be a general policy of

openness about developments,

practices and policies with respect to

personal data. Means should be

readily available of establishing the
existence and nature of personal data,
and the main purposes of their use, as

well as the identity and usual
residence of the data controller.

Low

“Member trust companies
are open about their policies
on the protection of the
confidentiality of customer
personal information.
Questions and concerns
about an individual
company’s policies should
be directed to the individual
company.” (s.2(1))

Medium

“The credit union will make readily
available to members specific,
understandable information about
its policies and practices relating
to the management of personal
information.” Information will be
readily available in a form that is
generally understandable. (Pr.8.0)

Medium

“Openness: An organization
shall make readily available to
individuals specific
information about its policies
and practices relating to the
management of personal
information.” (Pr. 8)
Individuals should be able to
acquire information about a
business’ policies and
practices without
unreasonable effort.

High

A data user is not entitled to
hold personal data unless he
registers with the Registrar as
a data user or computer
bureau. The entries in the
register are to be made

available for public inspection.

(s. 9) One of the duties of the
Registrar is to inform the
public about the operation of
the Act. (s. 36)

High

In addition to the general duty
of the Privacy Commissioner to
promote an understanding of
the privacy principles, the
Commissioner may also
publish certain publications
which may include such
information as the nature of
personal information held by
any agency, the purpose and
length of time for which it is
held, the individuals who are
entitled to have access to the
personal information held by an
agency and the steps to be
taken to obtain access. (s. 21)
The Commissioner may require
an agency to supply
information for the purpose of
these publications. (s. 22)




Characteristic

Trust Companies
Association of Canada

Customer Privacy
Code (1993)

Credit Union Central of Canada

Credit Union Code for the
Protection of Personal
Information, Draft (1996)

Canadian Standards
Association

Model Code for the
Protection of Personal
Information (1996)

The United Kingdom

Data Protection Act
1984 (c. 35)

New Zealand
Privacy Act 1993

12.  OECD Individual
Participation Principle

An individual should have the
right:

(a) to obtain from a data controller, or
otherwise, confirmation of whether or
not the data controller has data
relating to him;

(b) to have communicated to him,
data relating to him i) within a
reasonable time; ii) at a charge, if
any, that is not excessive; iii) in a
reasonable manner; and iv) in a form
that is readily intelligible to him;

(c) to be given reasons if a request
made under sub-paragraphs (a) and
(b) is denied, and to be able to
challenge such denial; and

(d) to challenge data relating to him
and, if the challenge is successful, to
have the data erased, rectified,
completed or amended.

Medium

Rights of access and
correction are set out in the
Code. The access right is
restricted in that it does not
apply to opinion and
judgments about the
individual. The list of
exemptions is open-ended.
However, the trust company
must use its “best efforts” to
communicate a correction to
a third party if prior incorrect
information may result in the
customer’s interests being
harmed.

Access: Customers have
the right to have access to
information about them held
by a trust company, except
for opinions and judgments.
The trust company will
provide access within a
reasonable time, at a
reasonable cost. Access
will be given unless there is
a “valid” reason for refusing
to do so.

Correction: Customers
may challenge incorrect,
incomplete or redundant
information. Incorrect or
incomplete information will
be amended, and
superfluous information will
be deleted. Differences as
to correctness or
completeness will be noted.
If a trust company has
disclosed incorrect
information to a third party,
and this information may
result in the customer’s
interests being harmed, the
trust company will use its
best efforts to communicate
the corrected information to
the third party.

Medium

Rights of access and correction
are set out in the Code. The list of
exemptions is open-ended. A
credit union is required to
communicate a correction to a
third party “where appropriate.”

Access: Access should be
provided within a reasonable time,
and for no cost or a reasonable
cost. Exceptions to access should
be “limited and specific.” Reasons
for denying access may include:
prohibitive cost, personal
information that contains
references to other individuals,
information that cannot be
disclosed for legal, security or
commercial proprietary reasons,
and information that is subject to
solicitor-client or litigation
privilege. The credit union may
choose to make sensitive medical
information available through a
medical practitioner.
(Pr.9,ss.9.1&9.2)

Correction: If the member
demonstrates that information is
inaccurate or incomplete, the
credit union must amend the
information. Where “appropriate,”
the amended information shall be
transmitted to third parties having
access to the information. When
a challenge is not resolved to the
satisfaction of the member, the
substance of the unresolved
challenge should be recorded.
Where “appropriate” the existence
of the challenge should be
transferred to third parties having
access to the information.

(s5.9.6 & 9.7)

Medium

Rights of access and
correction are set out in the
Code. The list of exemptions
is open-ended. A business
should communicate a
correction to a third party
“where appropriate.

Access: Access should be
provided within a reasonable
time, and at minimal or no
cost to the individual.
Exceptions to access should
be “limited and specific.”
Reasons for denying access
may include: prohibitive cost,
personal information that
contains references to other
individuals, information that
cannot be disclosed for legal,
security or commercial
proprietary reasons, and
information that is subject to
solicitor-client or litigation
privilege. The business may
choose to make sensitive
medical information available
through a medical
practitioner. (ss.4.9.1-4.9.4)

Correction: If the individual
demonstrates that information
is inaccurate or incomplete,
the business must amend the
information. Where
“appropriate,” the amended
information shall be
transmitted to third parties
having access to the
information. When a
challenge is not resolved to
the satisfaction of the
individual, the substance of
the unresolved challenge
should be recorded. Where
“appropriate” the existence of
the challenge should be
transferred to third parties
having access to the
information. (ss.4.9.5 & 4.9.6)

High

Rights of access and
rectification are set out in the
Act, subject to listed
exemptions.

“An individual shall be entitled

(a) at reasonable intervals
and without undue delay or
expense (i) to be informed by
any data user whether he
holds personal data of which
that individual is the subject;
and (ii) to access any such
data held by a data user; and

(b) where appropriate, to have
such data corrected or
erased.” (Pr. 7)

Upon the data subject making
a written request,
accompanied by a fee, the
data user must supply the
individual with a copy of the
information within 40 days.

(s. 21) Anindividual is
entitled to compensation for
any damage or distress
suffered as a result of the
inaccuracy, loss, unauthorized
destruction or unauthorized
disclosure of data held by a
data user. (ss. 22-23) A
court may also, upon
application and subject to
certain conditions, order the
rectification or erasure of any
data held by a data user. (s.
24)

High

Rights of access and
rectification are set out in Act
subject to stated exemptions.

Access

An individual is entitled to
obtain confirmation from an
agency as to whether it holds
personal information on him
and if so, is entitled to have
access to that information.

(Pr. 6) If the agency does not
hold the requested information
but believes another agency
does, it must transfer the
request within 10 days. (s. 39)
The agency must respond
within 20 working days as to
whether it will comply with the
request unless an extension is
requested (ss. 40-41) If the
agency refuses the request, it
must state the reason for its
refusal and give the individual
information concerning his right
to seek an investigation and
review of the refusal. (s. 44)

Rectification

An individual is entitled to
request correction of personal
information held by an agency
or an attachment to the
information to the effect that a
correction was sought but not
made. An agency which holds
personal information must take
reasonable steps, either on its
own initiative or at the request
of the individual concerned, to
ensure that the information is
“accurate, up to date,
complete, and not misleading.”
(Pr. 7) An individual who is
making a request relating to the
access or correction of
information held in a document
is to be given either a copy of
the document or a reasonable
opportunity to inspect it. (s. 42)




Characteristic

Trust Companies
Association of Canada

Customer Privacy
Code (1993)

Credit Union Central of Canada

Credit Union Code for the
Protection of Personal
Information, Draft (1996)

Canadian Standards
Association

Model Code for the
Protection of Personal
Information (1996)

The United Kingdom

Data Protection Act
1984 (c. 35)

New Zealand
Privacy Act 1993

13.  OECD Accountability
Principle

A data controller should be
accountable for complying with
measures which give effect to the
principles stated above.

Low

The Code includes brief
discussion of accountability
and internal complaint
procedures.

Accountability: “Senior
management within each
trust company is responsible
for ensuring compliance with
the provisions of this Code
and for ensuring that
customer complaints are
addressed. However, day-
to-day implementation of
privacy procedures can be
assigned to specific staff
members.” (s.10(1))

Complaints: Trust
companies will have clear
and timely procedures for
dealing with customer
complaints. Customers
dissatisfied with the
company’s complaints
process may contact the
Office of the Superintendent
of Financial Institutions.
(s.10)

Low-to-Medium

The Code includes a general
discussion of accountability and
internal complaint procedures. It
suggests that complaints not
resolved internally should be
referred to the Credit Union
Central or an independent
mediator or arbitrator.

Accountability: “The credit union
is responsible for personal
information under its control and
will designate an individual who is
accountable for the credit union’s
compliance with the principles of
the Code.” (Pr. 1.0)

Complaints: Each credit union
will have policies and procedures
to receive and respond to
complaints. A credit union will
investigate all complaints and if a
complaint is justified take
appropriate measures. If the
complaint is not satisfactorily
resolved by the designated credit
union official, it may be taken to
the credit union board of directors.
If the complaint is not resolved by
the board, there should be
procedures to refer the complaint
to the Credit Union Central, to a
regulator or to an independent
mediator or arbitrator. (Pr. 10)

Low

The Code includes a general
discussion of accountability
and the need for internal
complaint procedures. It also
suggests that individuals
should be informed of the
existence of regulators who
may accept complaints.

“Accountability: An
organization is responsible for
personal information under its
control, and shall designate
an individual or individuals
who are accountable for the
organization’s compliance
with the Code’s principles.”
(Pr. 1)

“Challenging Compliance:
An individual shall be able to
address a challenge
concerning compliance with
the above principles to the
designated individual or
individuals accountable for
the organization’s
compliance.” (Pr. 10)
Businesses should inform
individuals about the
existence of relevant
complaint mechanisms,
including regulatory bodies
that accept complaints. A
business shall investigate all
complaints and if a complaint
is found to be justified take
appropriate measures.

High

There is no particular
discussion of the
accountability principle, but
other provisions deal with
aspects of accountability (i.e.,
the duty of data users to
register with public
authorities). Enforcement is
through public authorities.

High

There is no particular
discussion of the accountability
principle, but various provisions
deal with aspects of
accountability (i.e., the
appointment of privacy officers,
the duty to inform the individual
at the time of collection of the
data, the publication of
information held by agencies,
the regulatory status of codes
of practice adopted by
agencies). Enforcement is
through public authorities.




Characteristic

Trust Companies
Association of Canada

Customer Privacy
Code (1993)

Credit Union Central of Canada

Credit Union Code for the
Protection of Personal
Information, Draft (1996)

Canadian Standards
Association

Model Code for the
Protection of Personal
Information (1996)

The United Kingdom

Data Protection Act
1984 (c. 35)

New Zealand
Privacy Act 1993

14. Specific Provisions on
Consent

Low

The Code does not include
a detailed discussion of
consent. Consent is
mentioned briefly in sections
dealing with the collection of
information and the use or
disclosure of information.

Medium

“The knowledge and consent of
the member are required for the
collection, use, or disclosure of
personal information, except
where inappropriate.” (Pr. 3)
Information may be collected,
used or disclosed without
knowledge or consent of the
customer in situations such as
those involving legal, medical or
security reasons. In determining
the form of consent to use, the
credit union will take into account
the sensitivity of the information.
The reasonable expectations of
the member are relevant when
determining when consent must
be obtained. A member may
withdraw consent at any time,
subject to legal or contractual
restrictions, provided: that
reasonable notice is given, and
consent does not relate to a credit
product requiring the collection
and reporting of information after
the credit has been granted.

Medium

“Consent: The knowledge
and consent of the individual
are required for the collection,
use or disclosure of personal
information, except where
inappropriate.” (Pr. 3)
Information may be collected,
used or disclosed without
knowledge or consent of the
customer in situations such
as those involving legal,
medical or security reasons.
Organizations without a direct
relationship may not be able
to seek consent. In
determining the form of
consent to use, the business
will take into account the
sensitivity of the information.
The reasonable expectations
of the member are relevant
when determining when
consent must be obtained. An
individual may withdraw
consent at any time, subject
to legal or contractual notice
and reasonable notice.

Low

Consent of a data subject is
not dealt with in the Act.

Low

There is little discussion of
consent; consent is mentioned
in provisions which limit the use
and disclosure of personal
information.




Characteristic

Trust Companies
Association of Canada

Customer Privacy
Code (1993)

Credit Union Central of Canada

Credit Union Code for the
Protection of Personal
Information, Draft (1996)

Canadian Standards
Association

Model Code for the
Protection of Personal
Information (1996)

The United Kingdom

Data Protection Act
1984 (c. 35)

New Zealand
Privacy Act 1993

15.

Provisions Restricting
Transfer Outside the
Jurisdiction

No

No

No

Yes

The Registrar may serve a
transfer prohibition notice on
a data user prohibiting the
user from transferring data
outside of the United
Kingdom on a permanent
basis or until such steps are
taken as to ensure the
protection of the interests of
the data subjects. When
transfers of data are to states
not bound by the European
Convention, the Registrar
must be satisfied that the
transfer is likely to contravene
any of the data protection
principles before serving the
prohibition notice. When
transfers of data are to states
bound by the European
Convention, notice will not be
served unless the Registrar is
satisfied that a further transfer
to a state not bound by the
Convention is likely to lead to
a contravention of the data
protection principles. (s. 12)

No

The Act does not specifically
refer to transborder data flows,
but relies upon the relevant
information privacy principles to
govern such transfers.




Characteristic

Trust Companies
Association of Canada

Customer Privacy
Code (1993)

Credit Union Central of Canada

Credit Union Code for the
Protection of Personal
Information, Draft (1996)

Canadian Standards
Association

Model Code for the
Protection of Personal
Information (1996)

The United Kingdom
Data Protection Act
1984 (c. 35)

New Zealand
Privacy Act 1993

16.

Special Features of Interest

No

No

No

Yes

Processing of Sensitive
Data:

The Act states that the data
protection principles may be
modified or supplemented
by the Secretary of the State
in order to provide additional
safeguards with respect to
personal data consisting of
information as to the data
subject’s racial origin,
political opinions or religious
or other beliefs, physical or
mental health or sexual life,
or his criminal convictions.
(s.2)

Note: The UK is in the
process of introducing a new
data protection bill which will
implement the 1995 EU
Data Protection Directive.
The bill has received its first
reading in the House of
Lords and the second
reading is expected to occur
in February, 1998. The
new scheme will simplify the
notification and registration
requirements. Unlike the
current Act, it will also apply
to non-automated records.
The new law will enable
individuals who believe their
privacy rights have been
breached to seek redress in
the courts, in addition to
taking their complaints
before the supervisory
authority. The new
legislation will include
provisions on automated
decision making, on
consent, on criteria to be
met before processing may
begin, especially in the case
of sensitive data, and on
circumstances in which
transfers of personal data to
countries with ‘inadequate
protection’ may occur.

Yes

There are special provisions
relating to unique identifiers,
codes of practice, information
matching, and public register
privacy principles.

Unique Identifiers

An agency is not allowed to
assign a unique identifier to an
individual unless such as
assignment is necessary to
enable the agency to carry out its
functions efficiently. Once an
identifier is assigned by one
agency, it cannot be used by any
other unassociated agency.

(Pr. 12)

Codes of Practice

Codes of practice may, after
public notice and consultation,
be initiated by the Commissioner
or any agency and are
enforceable, legally-binding
documents under the Act. A
code of practice may modify one
or more of the information
privacy principles.

(Part VI, ss. 46-57)

Information Matching

The Act limits matching
programs to a few, “specified”
public agencies, which are
required to sign information
matching agreements which
impose controls upon the
disclosure of information. An
“unspecified” agency is not
entitled to participate in a
matching program unless certain
objectives are met.

(Part X, ss. 97-109)

Public Register Privacy
Principles

The Act sets out 4 principles
dealing with public registers.
Government departments which
administer the public registers
must comply with the information
and public register privacy
principles in the absence of other
overriding statutes.

(Part VII, ss. 58-65)
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