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ExecutiveSummary

Authority for the Project

The Reviewof Buying Power2000 (BP2K) wasapprovedaspartof the 1999/2000Audit and
ReviewPlanby theAudit andReviewCommittee.

Objectives

TheobjectivesofthereviewofBuying Power2000(BP2K)wasto:.

a. verify thatit is in accordancewith thedepartmentalElectronicCommercestrategy;

b. assesswhethertheobjectivesofthesystemarerelevant;

c. determinethedegreeto whichthe system’sobjectivesarebeingmet;

d. verify thatthesavingsidentifiedin theBusinessPlanarebeingachieved;

e. identify factorsinhibitingperformance,if any;

f. assesstheplansfor extensionand/orexpansion;and,

g. assessthe managerialand operationalcontrols of the system, including the measuring,
reportingandmonitoringof its:
i performance,
ii security(access);and,
iii automaticdebiting(financialtransactions).

Scope

The scope of the review included the Electronic CommerceSectorof GTIS, all interfacing
organizationswithin thedepartment,andthe:

a. Definition andCommunicationofrequirements,objectivesandgoals;

b. Organizationalstructures,includingtheprovision ofresources;

c. PlanningandRisk Assessment,including,workloadestimatesandcosts;

d. Capability/ContinuousLearning,including trainingandoperatinginstructions;

e. Direct ControlActivities andMechanisms;and,

f. Indicator/MeasurementControls

PublicWorks andGovernmentServicesCanada
Audit andReviewBranch 2000-05-09
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Background

E-ProcurementThrough Settlement (EPTS) is a Directorate within GTIS’s Electronic
CommerceSectorwhich until recently,wasknown as the Cross-functionalBusinessAnalysis
(CBA) Directorate. ThemandateoftheformerCBA, asdetailedin the 1998/99businessplan,
wasto re-engineercrossfunctionalbusinessprocesses(standardize,centralizeandintegrate)and
to providegovernmentemployeeswith enablingelectronictools in orderto eliminatepaperand
leverageautomationto improveinformationmanagement,dataaccuracyandaccessibility.

OneofCBA’s initiativeswasdevelopmentof the“CBA Environment”,uponwhich BP2K was
built. The CBA Environment,illustratedbelow in ExhibitI, refersto six “commonmodules”,
the CentralOracledatabase,andtheCommonTransportUtility or back-endfeedersystemsfor
corporatesystems(GEDIS - GovernmentEDI Service).Thesix CBA commonmodulesinclude
userregistration,security,catalogue(productsandvendors),billing & settlement,reporting,and
helpdesk.

The CBA Environment,althoughoriginally built to supportBP2K, is intendedto be constantly
improvedandadaptedto newuses. New products,vendors,andprocessescanbe “plugged-in”
ratherthandevelopedfrom scratch. CBA describesthreebenefitsof the “CBA Environment”:
eliminates a significant proportion of the developmentwork requiredfor eachapplication;
reducesand centralisesdata maintenance;and eliminates considerableduplication in the
operationalenvironment.

PublicWorksandGovernmentServicesCanada
Audit andReviewBranch
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Currently, the CBA Environmentsupportsseveral front-end businessapplicationsincluding
BP2K, theTaxiManagementSystem,Printingservices,andveryrecently,a Translationmodule
(operatingas a pilot within GTLS). Future plans include possible addition of a “Courier”
module.

Key Findings

There is no documentedBP2K businessplan that detailsanticipatedcosts, savingsor benefits.
BP2K is a “graduated”versionof ElectronicPaymentAuthorizationorEPA1, implementedto
supportthe department’smove from physicalsupply stores(i.e.. the Locally SharedServices
SupportCentres(orLSSSCs)to “virtual stores

Therewasno formaldepartmentalElectronicCommerceStrategywhenBP2Kwas implemented
in March 1998. ThedepartmentalElectronicCommerceStrategyhasbeenevolving sinceBP2K
implementation.In November1999,the InformationManagementCommittee(IMC) decidedto
proceedwith an ElectronicProcurementThroughSettlement(EPTS)solutionthat will bebased
upon a yet to bedeterminedCommercial-Off-The-Shelf(COTS)product. The extentofrole, if
any, of BP2K and or the “CBA Environment” moduleswithin the proposedEPTSproject, if
any, is unclear. Thereis nodocumentedBP2K businessplandetailinganticipatedcosts,savings
or benefitsduring the interim perioduntil EPTS is implemented. However,to ensureparallel
direction,sincetheNovember1999 LMC decision,all decisionsrelatedto BP2K extensionsor
expansionsarebeingguidedby theEPTS ProjectTeam

Although EPTS Directorate-wideobjectivesare describedin businessplans, specific BP2K
objectivesarenot documented. Actual BP2K saleslevels have beentracked,while BP2K
specific costshavenot beentracked(althoughcostsrelatedto the entire “CBA Environment”
havebeentracked). BP2Ksavingslevelshavenot beentracked.

Through discussionswith EPTS personnel,and a review of EPTS/CBA businessplans, two
BP2K-relatedobjectiveswereidentified: firstly, to supportthedepartment’smove from physical
to virtual storesby increasingand improving BP2K, and secondly, to serveas an interim
electronicprocurementsolution that would better positionGTIS to implementa much larger
scale EPTS project. Although there are various activities underway within the EPTS
Directorate,thereis minimal documentationofplans,progress,or degreeofsuccess.

Although not completelydocumented,thereare various managerialand operationalcontrols
related to the measuring, reporting and monitoring of BP2K performance (including
performancerelatedto salesvolume,clientsatisfactionandBP2K operations.).

Operationspersonnelwithin theEPTS Directorateareresponsiblefor BP2Kapplicationsecurity,
and althoughnot formally documented,therearevariousmanagerialand operationalcontrols

PWG5C’sfirst e-procurementinitiative wasdevelopmentof a systemknov~i asEPA, or ElectronicPaymentAuthorization.
Subsequentto EPA, PWGSCplannedto developa muchbroadervision e-procurementsystem,theElectronic Procurement
andSettlement(EPS)system. Althoughpartially developed,EPSwasabandonedbeforeit waseverimplemented.

Public Works andGovernmentServicesCanada 3
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related to the measuring,reporting and monitoring of BP2K security.
NC~ isrresponsible

for the securityof the“CBA Environment”andthenetwork. Theseresponsibilitiesaredetailed
in a ServiceLevel Agreement.

Conclusions

Although BP2K, as an electronicprocurementapplication,clearly supportsthe department’s
(and govenunent’s)electroniccommerceobjectivesand strategyat some level, the extentof
supportand relevancyis unclear,given the lack of documentedplans and documentationof
progressagainstthoseplans. The cost effectivenessand value-addof the BP2K initiative is
unclear.

Although activities to enhance or expand BP2K appear to be in parallel with related
departmentalobjectives,including theEPTS initiative, thereis no formalactionplan. Further,
thereis notyetadocumentedplanfor thetransitionfrom BP2Kto EPTS.

Operationalandmanagementcontrolsthat measure,monitor and report on BP2K performance
(including performancerelated to salesvolume, client satisfactionand BP2K operations)are
partially documented,ad hoc andor informal. It is unclearwhetherthe currentcontrolswould
support furtherexpansionsor enhancementsto BP2K operations. -

1g.

Operationaland managementcontrols that n1e~’ire. monitor and report on BP2K annlication
security (access)are documented

Operational and managementcontrols that
measure,monitor and report on the CBA Environmentand network aredetailedin a Service
Level Agreement(SLA) with Network and ComputingServices(l’4CS) and are in accordance
with PWGSC/GTISstandards.

Public WorksandGovernmentServicesCanada
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Recommendations

It is recommendedthattheAssistantDeputyMinister, GTIS:

1. DeterminetheSunsetdateofBuyingPower2000(BP2K).

2. Ensurethat the Director, Electronic ProcurementThrough Settlement,leveragesthe
valueoftheBP2Koperationalexperiencebyformallydocumentingall currentandfuture
BP2K “lessons learned” and “best practices“, and incorporating them into EPTS
planning

3. Ensure that the Director, Electronic ProcurementThrough Settlement,reassessthe
adequacyofexistingBP2Kapplicationsecurityandfinancial controls.

Giventhat the Sunsetdatein Recommendation1 is in the shortterm, it maybeappropriatethat
no furtheractionis required.

Giventhatthe Sunsetdateis in the longerterm,thefollowing recommendationswould apply.

Recommei~dations

It is recommendedthat theAssistantDeputyMinister, GTISensurethat:

4. - The Director, Electronic ProcurementThrough Settlement,developand documenta
13P2K action planfor the interim period (i.e. until the BP2KSunsetdate), including
specificobjectivesandanticipatedcosts,savingsandbenefits.

This would include an indication of how thesecosts, savings, and benefitswill be tracked,
monitoredandreported,andrequiresthat all activitiesto achievethoseobjectivesaresupported
by documentedplans, including resourcerequirements,anticipatedtimelines and anticipated
results. Also includedaspart oftheBP2Kinterimactionplanis aBP2K “PhaseOut, Transition
orIntegration”planthatis inparallelwith EPTSplanning,strategy,andtimelines.

S. TheDirector, ElectronicProcurementThroughSettlement,ensureBP2Koperationaland
managementcontrols (including performance, security and financial integrit}) are
adequateto supporttheBP2Kinterim actionplan.

Public WorksandGovernmentServicesCanada 5
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1 Introduction

1.1 Authority for the Project

TheReviewof Buying Power2000 (BP2K) wasapprovedaspartof the 1999/2000Audit and
ReviewPlanby theAudit andReviewCommittee.

1.2 Objectives

TheobjectivesoftheReviewofBuying Power2000 (BP2K)wasto:

a. verify that it is in accordancewith thedepartmentalElectronicCommercestrategy;

b. assesswhethertheobjectivesofthe systemarerelevant;

c. determinethe degreeto whichthesystem’sobjectivesarebeingmet;

d. verify thatthe savingsidentifiedin theBusinessPlanarebeingachieved;

e. identify factorsinhibitingperformance,if any;

f. assesstheplansfor extensionand/orexpansion;and,

g. assessthe managerialand operationalcontrols of the system, including the measuring,
reportingandmonitoringofits:
iv performance,
v security(access);and
vi automaticdebiting.

1.3 Scope

The scopeof the review includesthe Electronic CommerceSectorof GTIS, all interfacing
organizationswithin thedepartment,andthe:

a. Definition andCommunicationofrequirements,objectivesandgoals;

b. Organizationalstructures,including theprovisionofresources;

c. PlanningandRisk Assessment,including,workloadestimatesandcosts;

d. Capability/ContinuousLearning,including trainingandoperatinginstructions;

e. DirectControlActivities andMechanisms;and,

f. Indicator/MeasurementControls.

PublicWorks andGovernmentServicesCanada 6
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1.4 Background

E-ProcurementThrough Settlement (EPTS) is a Directorate within GTLS’s Electronic
CommerceSectorwhich until recently,was known asthe Cross-functionalBusinessAnalysis
(CBA) Directorate. Themandateof formerCBA, asdetailedin the 1998/99businessplan, was
to re-engineercrossfunctionalbusinessprocesses(standardize,centralizeand integrate)andto
providegovernmentemployeeswith enablingelectronictools in order to eliminatepaperand
leverageautomationto improveinformationmanagement,dataaccuracyandaccessibility.

Oneof CBA’s initiatives wasdevelopmentof the“CBA Environment”,uponwhich BP2K was
built. The CBA Enviromnent,illustratedbelow in Exhibit I, refers to six “commonmodules”,
the CentralOracledatabase,andthe CommonTransportUtility or back-endfeedersystemsfor
corporatesystems(GEDIS - GovernmentEDI Service).Thesix CBA commonmodulesinclude
userregistration,security,catalogue(productsandvendors),billing & settlement,reporting,and
helpdesk.

The CBA Environment,althoughoriginally built to supportBP2K, is intendedto be constantly
improvedandadaptedto newuses. New products,vendors,andprocessescanbe “plugged-in”
ratherthandevelopedfrom scratch. CBA describesthreebenefitsof the “CBA Environment”:
eliminates a significant proportion of the developmentwork requiredfor eachapplication;
reducesand centralisesdata maintenance;and eliminates considerableduplication in the
operationalenvironment.

Currently, the CBA Environmentsupportsseveral front-end businessapplicationsincluding
BP2K, theTaxi ManagementSystem,Printing services,andveryrecently,aTranslationmodule
(operatingasapilot within GTIS). Futureplans includepossibleadditionofa “Courier” module.

Public WorksandGovernmentServicesCanada
Audit andReviewBranch
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2 IssuesExamined

2.1 BP2K and the departmental Electronic CommerceStrategy

Thefirst objectiveofthe reviewwasto verify that BP2K is in accordancewith thedepartmental
Electronic Commerce strategy. To determinewhether BP2K is in accordancewith the
DepartmentalElectronicCommerceStrategy,weexaminedthefollowing:

• What were the goalsand objectivesof the departmentalElectronic Commerce
StrategywhentheBP2Kconceptwasdeveloped?

• In the absenceof a formal departmentalElectronic CommerceStrategy,what
businessorstrategicobjective(s)wasBP2Kintendedto support?

• WhatareBP2K’s goalsandobjectives,andaretheyformally documented?

2.2 RelevancyandAchievementof BP2KObjectives

The secondobjective of the review was to assesswhetherthe objectivesof the systemare
relevant,andto determinethe degreeto which BP2K’s objectivesarebeingmet To makethe
this assessment,weexaminedthefollowing:

• What are BP2K’s objectives, and what departmentalobjectives are being
supported?

• Whatspecific“levelsortargets”wereto beachievedby BP2K?
• How doesCBA measuretheextentto whichtheseobjectivesareachieved?

2.3 BP2KSavings

Thethird objectiveof the reviewwasto verify that savingsidentified in the BusinessPlan are
beingachieved. Thefollowing issueswereexamined:

• Whatlevel ofsavingswasanticipatedfor BP2K?

• How wereBP2K savings(andbenefits)measured?
• Wereanticipatedsavings(oranticipatedbenefits)achieved?

2.4 Plansfor BP2KExtensionand/orExpansion

The fourth objectiveof thereviewwasto assesstheplans for extensionand/orexpansion.We
examinedthefollowing:

• What are BP2K’s plans for extensionand/orexpansion,and are theseplans
documented?

• What are the objectivesof the plans?What departmentalbusinessplan or
objectiveis beingsupported?

Public WorksandGovernmentServicesCanada 8
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• How is achievementofeachobjectivein theseplansdefined?
• How will progresstowardstheseobjectivebemeasuredandmonitored?

2.5 Measuring, Reporting and Monitoring ofBP2K Performance

The fifth objectiveof the reviewwas to assessthe managerialand operationalcontrolsof the
system, including the measuring,reporting and monitoring of its performance.The review
addressedthefollowing:

• What operationalandmanagerialcontrolsarein placerelatedto the performanceof
BP2K?(considerperformanceissuesrelatedto sales,customerservice,vendorand
SOA management,aswell assystemoperationsandback-up)

Who isresponsiblefor implementationofthesemanagerialandoperationalcontrols?
• Aretheseoperationalandmanagerialcontrolsdocumented?

• How is BP2K’sperformancemeasured?
• How is BP2K’s performancemonitoredandreported?

2.6 Measuring, Reporting and Monitoring of Security (access)

The sixth objectiveofthereviewwasto assessthemanagerialandoperationalcontrolsofBP2K,
including themeasuring,reportingandmonitoring of security(access).The reviewaddressed

thefollowing:

• What operational and managerial controls are in placerelatedto thesecurityofBP2K

• Who is responsiblefor implementationofthesemanagerialandoperationalcontrols?
• Are theseoperationalandmanagerialcontrolsdocumented?
• How is BP2K’s securitymonitoredandreported?

2.7 Measuring, Reporting and Monitoring of Financial Transactions

The seventhobjectiveof the review was to assessthe managerialand operationalcontrolsof
BP2K, including the measuring,reportingand monitoring of financial transactions(including
automaticdebiting). Thereviewexaminedthe following:

• What operationaland managerialcontrols are in placerelatedto the integrity (i.e.
authorization) and accuracy (or completeness)of BP2K financial transactions
(consider controls surroundingvendor catalogues,registration of BP2K clients,
financialauthorities,andreceiptofgoodsandinvoice payment.).

• Who is responsiblefor implementationofthesemanagerialandoperationalcontrols?
• Aretheseoperationalandmanagerialcontrolsdocumented?
• How is the integrity and accuracyof BP2K’s automatic debiting monitoredand

reported?

Public Works andGovernmentServicesCanada 9
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3 Findings, Conclusionsand Recommendations

This sectionis organizedaroundthe reviewobjectives. The original nine objectiveshavebeen

consolidatedinto sevento minimizeduplicationofoverlappingissues.

3.1 BP2K and thedepartmental Electronic CommerceStrategy

A comprehensiveBP2K businesscaseorplan hasneverbeendocumented.Theobjectiveofthe
implementationofBP2K wasapparentlyto supportthedepartment’sdecisionto graduatefrom
theoperationof physicalsupplystoresto theoperationof“virtual stores”2.

In March 1998,whenBP2K wasimplemented,like othergovernmentsandindustriesaroundthe
world, thedepartmentwas still in theprocessof developinganElectronicCommerceStrategy.
In theabsenceof a departmentalElectronicCommerceStrategy,but in aneffort to facilitatethe
move to “virtual stores”, the decision to implementBP2K (a “graduated”version of a
previously abandonedGTIS electronicprocurementapplication,EPA, or Electronic Payment
Authorization)wasviewedasaninterim solutionby thethenCBA Directorate.

EPTS DirectoratepersonneldescribeBP2K as“proof of concept”initiative, and acknowledge
therewas very little documentationcompletedin the earlystagesof BP2K. Although more
recent releasesofBP2Khavebeensupportedby extensivetechnicalspecifications,nonetheless
therecontinuesto be minimal documentationdetailingplans,anticipatedsavingsor benefits,or
estimatedresourcesortimelinesrequiredto achievesuchsavingsorbenefits.

Since March 1998, GTIS/PWGSC personnel have continued to be very involved in
government-wideplanning and discussionsrelated to e-commerceand e-government.In
December1998, PWGSC’sInformationManagementCommitteeapprovedGTIS’ “EC Vision”,
which is illustrated in Exhibit II on the following page. In March 1999, the Information
ManagementCommittee approved the GTIS businesscase for an end-to-end,paperless,
electronicprocurementthroughto settlement(EPTS)systemfor thedepartment.EPTSis still in
theearlyplanningstages,but the intent is to build the systemaroundacommercial-off-the-shelf
(or COTS) electronic commerceapplication. It is unclearatthis timeto what extent,if at all, the
EPTS configurationwill includeBP2K andor othermodulesof the CBA Environment.As of
January2000, a comprehensivePWGSCelectroniccommercestrategyhasnot beenreleased
althoughweunderstandits releaseis imminent.

2 Theonly documentationmadeavailablein supportof the decisionto implementBP2K wasreferenceto an October 16,

1996BusinessBoardRecordof Decision: “Procurement(including catalogues),Paymentand Settlementwill be the central
setof LSSSCservices.Effortswill bedirectedto systemsthatsupport“virtual stores”ratherthanphysicaloutlets”.

Public WorksandGovernmentServicesCanada 10
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Conclusions

As of January2000, thedepartment’selectroniccommercestrategy,althoughin theprocessof
beingdevelopedfor severalyears,hadnot beenfinalized. However, the government’sgoal to
becomea world leader in the developmentand useof electroniccommerceis well known.
Although BP2K,, asan electronicprocurementapplication, clearly support’sthe department’s
(andgovernment’s)electroniccommercestrategyat somelevel, thecosteffectivenessandextent
of support is unclear, given the lack of a documentedbusinessplan with clearly stated
objectives,costs,savingsandanticipatedbenefits.

3.2 Relevancyand AchievementofBP2K Objectives

While EPTS Directorate-wideobjectives are describedin businessplans3, specific BP2K
objectivesarenot documented.Throughdiscussionswith EPTS personnel,two objectivesfor
BP2Kwereidentified. Thesearedetailedin thetablebelow.

We were provided with the 1996/1997and 1998/1999 CBA!EPTS Directoratebusinessplans. The
1997/1998plan wasnot madeavailable. The 1999/2000businessplan is still in draft, and thereforea
copy was not madeavailable. However, a one page“1999/2000 ManagementAccord” outlining the
directorate’sobjectiveswasprovided.

Public WorksandGovernmentServicesCanada 11
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Table I
BPZK Objectives

of :S~

,e ~

1. Transition from physical stores by increasing
improving BP2K:

1998/99 OBA
Add more clients, suppliers, products, services and business lines and diversify the Business Plan
range of products offered through our Web-based applications.

Continuous product improvement based on client feedback, joint application
sessions, problem management, system analysis and conformance to evolving
standards, such as Internet publishing standards.
2. Better position GTIS to implement the proposed EPTS project by: Discussions with
(a) providing GTIS personnel with hands on experience running an electronic EPTS Directorate

commerce application; personnel.
(b) identifying BP2K lessons learned and best practices for electronic

procurement that can be incorporated into the proposed EPTS project
(c) developing a customer base that can be automatically transferred to the new

EPTS system;
(d) establishing working relationships and developing protocol with vendors who

can be automatically transferred to the EPTS system;
(e) re-engineering existing PWGSC business processes to support an electronic

commerce application like BP2K, to simplify the transition to operations on
EPIS.

With respectto the first objectiveto transitionfrom physicalstoresto “virtual stores,the final
Locally SharedServicesSupportCentre(theLSSSC) wasclosedin the fall of 1999. Thereis
no documentationdetailingthe anticipatedtransferof clientsor salesasa resultofthetransition
from LSSSC’sto BP2K. Thevolumeofbusinesstransferredto BP2K is well below theLSSSC
volumes. The 1996/97budgetedsalesfor theLSSSCswasin therangeof$7-$8million, while
BP2K salesfor the 10monthsendedJanuary2000 were $1.1 million, or on a proratedbasis,
$1.3 million perannum.

The first objective notes the transition will be supportedby increasingBP2K activity and
improving BP2K. Thereare manysuchactivities in progresswithin the EPTS Directorate,
includingeffortsto:

(a) increasethe client baseby providingmini-training sessionsto clientsidentified in a
“TargetedClient” list;

(b) improveclient satisfactionthroughoneon onecontactbetweenBP2K clientsandthe
BP2Khelpdesk;

(c) improvethe BP2K purchaseexperienceby enablingclientsto view photographsof
intendedpurchases;

(d) increasethe client base by adding a wide rangeof servicesto BP2K suchasthe
capabilityofprocessingtranslationandcouriertransactions;and

(e) increasingthenumberofvendorsby educatingvendorson thetechnicalrequirements
ofcataloguemanagement,andby clarifying andsimplifying theprocessof becoming
avendoron BP2K.

There is minimal documentationof plans, progressor specific objectives related to these
activities.

Public WorksandGovernmentServicesCanada 12
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The secondmajor objective of BP2K was to better position GTIS for the proposedEPTS
project.Detailsofthis objectivearenot formally documented,thereforeit is unclearwhetherthe
intendedresultshave or will be achieved.• The following table providesan overviewof the
statusrelatedto achievementofthis objective.

Table II
Ar4ui~v4m4nt nf RP

personnet nave gaineu nrst nano experience upurating en
electronic commerce application. To capitalize on this experience,
GTIS will need to retain the staff and ensure their knowledge is
transferred into documented processes and business practices.

(c) developing a customer
base that can be
automatically transferred
to the new EPTS system;

As of January 2000, BP2K operations involved about 200
individuals (PWGSC and several OGDs), accounting for
transactions in the range of $1.3 million per year. It is unclear
whether these clients will automatically transfer to the EPTS
system, however, such issues could be addressed in thefuture by
the EPTS project plan.

(d) establishing working
relationships and
developing protocol with
vendors who can be
automatically transferred
to the EPTS system;

As of January 2000, approximately 25-30 vendors are registered on
BP2K. Through discussions with BP2K personnel, it is evident

that the process of managing vendors and catalogues is evolving,
and that vendor issues, concerns and requirements are
continuously and jointly being addressed by the vendors and BP2K
and SOS personnel.

It is unclear whether these vendors will automatically transfer to the
EPTS system, however, such issues could be addressed in the
future by the EPTS project plan.

e) re-engineering existing
PWGSC business
processes to support
BP2K, to simplify the
transition to operations on
EPTS.

There was no re-engineering of PWGSC business processes to
transition to BP2K cataloguing.

However, recent additions to the~CBAEnvironment” like translation
services and theproposed courier component have orwill involve
re-engineering of PWGSC business practices, with the potential
that transition to EPTS would be simplified.

(b) identifying BP2K lessons
learned and best practices
for electronic procurement
that can be incorporated
into the proposed EPTS
project

EPTS Directorate personnel are emphatic that BP2K lessons
learned and best practices will and are being incorporated into the
EPTS project plan. Given several senior BP2K personnel are
heavily involved with the EPTS project, it is quite likely that the
major issues will be included. However, because there has been
no formal process for documenting and accumulating this
knowledge, the extent to which- this objective has been achieved is
unclear4.

The planning and preparation for the EPIS project is beyondthe
scope of this review. However, it is apparent that various third
party analyses and studies have been conducted to assist with
EPTS planning and scoping. It is unclear whether these studies
incorporated or benefited from the lessons learned and best
practices of BP2K.

The Fiscal 99/00 CBA “ManagementAccord” includesas an objective: “documentingbusinessrules unique to
c-procurement,basedon BP2000”. We werenotprovidedwith anydocumentationto indicatethat resourceshaveyet
beendedicatedto this objective.

13
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Conclusions

BP2K objectivesare relevantto thedepartment’sobjectives. However,the lackof documented
plans, andprogressagainstthoseplans, makesit difficult to concludeon the extent to which
BP2Koperationsarerelevantoron the extentto which BP2Kobjectiveshavebeenachieved.

3.3 BP2K Savings

BP2K relatedcostsand savingshavenot beenidentified or tracked. Costsspecific to BP2K
havenot beentrackedwithin the EPTS Directorate(or the former CBA Directorate). Costs
have,however,beentrackedfor the “CBA Environment”(of which BP2K is part). The only
cost informationmadeavailablewas that budgetedcost5 for the CBA Environmentin Fiscal
1998/99 was $1.6 million and that budgetedcost in recent years were in the samerange.
Therefore,operatingcost for the“CBA Environment”from Fiscal 1997/1998canbe estimated
to beapproximately$5 million.

Therehavebeenno efforts to identify or track savingsattributableto lower marginsnegotiated
on account of BP2K. Although sales are trackedby product and vendor by BP2K, and
theoreticallysuchinformationcouldbeusedto negotiatevolumediscountswith vendors,EPTS
Directorate personneldo not consider existing BP2K volumes sufficient to initiate such
negotiations.

Althoughsavingsattributableto efficienciesgainedby conductingbusinesswith BP2Khavenot
beenidentifiedortracked, BP2Kpromotionalliteraturenotesthat “it (BP2K) saves25%of the
administrativecostsof procurement. That’s closeto $29 every time you shop”. The basisof
this $29 savingsis PWGSC’sFebruary1995, reporton ElectronicProcurementandSettlement
(or EPS): “Potential CostReductionsin the FederalGovernmentProcurementandSettlement
Process“. Thereport suggestedimplementationofEPScould,througheliminationorefficiency
improvementsin 14 of 28 activities,potentiallyresultin savingsof $29 (approximately25%of
the original estimatedcostper transactionof $120). Thereis no documentationto support the
claim in the BP2Kpromotionalliterature,includingconsiderationof whetherthe assumptionsin
theEPSreportareconsistentwith BP2K operations.

Detailsregardingtotal feesgeneratedby BP2K werenot madeavailable. GTIS hasarrangedto
receivea 2% fee from vendorsfor BP2K sales,the intent being to compensatePWGSCfor
providingthevendorwith benefitssuchascentralizedinvoicing anda meansofeasilyreachinga
largeinterdepartmentalcustomerbase.The justification and rationalefor this 2% fee is not
documented,howeverit hasbeensuggestedthatthereasonabilityor adequacyofthis feewill be
revisitedfor the EPTSimplementation. GivenBP2K hasbeenin operationsinceMarch 1998,
andBP2K sales6havebeenin the rangeof $1.3 million in Fiscal 1999 and2000, a reasonable
estimateofthe2%feeto dateis $26,000.

Althoughrequested,no actualcostamountsweremadeavailable.

6 Total salesgeneratedby the CBA Environmentinclude four sourcesof revenue: BP2K, taxi, printing

servicesandmostrecentlytranslationserviceswithin GTIS.
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Conclusions

Thecosteffectivenessandvalue-addoftheBP2K initiative is unclear.

3.4 Plans for BP2K Extension and/or Expansion

Detailedplans for the extensionandor expansionof BP2K arenot documented.Basedupon
discussionswith EPTS personneland a review of the Directorate’s1990/2000“Management
Accord”7, theDirectorate’scurrentmandateis twofold:

• firstly to maintainandprogressBP2K; and
• secondly,to obtain approvalfor andmanagetheE-ProcurementthroughSettlement(EPTS)

pathfinderproject.

Although still in the early planning, developmentand approval stages, the anticipated
implementationdatefor theEPTSsystemis late 2000. It is unclearat this time to whatextent,
if at all, the EPTS configuration will include BP2K and or other modulesof the CBA
Environment.

Although thereareno detailedplansfor the interim period, the currentapproachby the EPTS
Directorateappearsto be in parallel with the EPTS project. The approachis to continue
operatingBP2K as an “interim solution” and subjectto approvalby the GTIS EPTSproject
team,expandor enhanceBP2K capabilitiesif suchexpansionor extensionsupportsthe EPTS
implementation.

As noted earlier, currentBP2K-relatedactivities include efforts to increasethe client base,
improveclient satisfaction,developvendorrelationshipsandincreasevendors. However,there
is minimal documentationofplans,progressorspecificobjectivesrelatedto theseactivities.

Thereis only oneBP2K-relatedreleaseproposedfor 2000, and this is additionof the “courier
module”. Although a formal proposalfor this module hasbeenreleasedin draft, it wasnot
madeavailablefor review. Apparently,a majorcomponentof the“courier module”will bethe
requirementto re-engineerthe currentbusinessprocesses,the intent being to ensurecourier
processingis readilytransportableto theEPTS system.

Conclusions

Although activities to enhance or expand BP2K appear to be in parallel with related
departmentalobjectives,including the EPTS initiative, thereis no formal action plan. Further,
thereis not yet adocumentedplanfor thetransitionfrom BP2Kto EPTS.

The! 999/2000BusinessPlanfor theEPTSDirectorateis still indraftandwasnotavailableduringthe review.

Public WorksandGovernmentServicesCanada 15
Audit andReviewBranch 2000-05-09



A

1999-707 Review of Buying Power 2000 (BP2K)
Final Report

3.5 Measuring, Reporting and Monitoring of BP2K Performance

Although often not documentedin formal procedures,there are various operational and
managerialcontrols in place to monitor, measureand report on the performanceof BP2K
(includingperformancerelatedto salesvolume,client satisfactionandBP2Koperations).

With respectto monitoring,measuringandreportingon salesvolume:

• theEPTS Directoratepreparesthe“ElectronicAdministrationMonthly StatusReport”. This
report representsconsolidatedinformation for four of CBA’s businesslines including
printing services,BP2K, theLSSSC’s8, andthetaxi managementservice.Infonnationin the
reportincludesstatisticssuchasnumberof client departments,numberof transactions,total
numberof suppliers,numberof ordersplaced,numberof purchaseorderseliminated,and
numberofinvoiceseliminated.;and

• BP2K hasthe functionalityto producemanyactivity reportsrelatedto all activitiesincluding
Commodities,Sales,VendorsandBilling. During the reviewit was evidentthat manyof
thesesreportsare reviewedand analyzed by BP2K personnel. An overviewof available
reportsarelisted in TableIll onthefollowing page.

Table Ill
Sample Usting of BP2K Reports

Sample Listing of BP2K Reports -~ __

8 The lastLSSSCwasclosedin thefall of 1999.
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Commodity Reports Menu

Top 50 Selling Items
Top 100 Items and Product Cost
Bottom 100 Itemsand Product Cost
Popularity of Items by Vendors by Store

Reports Menu

Sales Summary Reports
Billing and Distribution Report
Customer Sales Reports
Vendors Sales I Invoicing Reports

~ Invoices

~SaIes For One Vendor
~Margins by Vendor

~Margins For One Vendor
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With respectto measuring,monitoringandreportingon client satisfaction,the EPTS Directorate
conducts annual customersatisfactionsurveys. The performanceindicators defined in the
surveyencompassbothLSSSCandBP2K customersandalthoughtherearefew BP2K specific
performanceindicators, the information and concernsaccumulatedfrom thesesurveysare
incorporatedinto BP2K operations. For example,client concernsabout easeof use were
addressedby organizingfocusgroupsessionswith BP2Kclients.

Day to day BP2K operationsaremeasured,monitoredand reportedon by EPTS personnel
through use of a daily production checklist and weekly reporting and documentationof
productionfailuresandresolution. A comprehensiveproceduresmanualfor EPTS operations
personnelhasnot beendocumented.We understandpersonnelrely upon a combinationof first
handknowledgeandadhocnotesprovidedby developers.

NCS is responsiblefor provision of network and computer services. Specific roles and
responsibilitiesofNCS andEPTSpersonnelaresetout in a ServiceLevel Agreement,in effect
from April 1, 1999 to March 31, 2002. Examplesof the typesof servicesprovi4edby NCS
includespecificperformancerequirementssuchas:

• systemsmanagethe GTIS Electronicservicesdelivery infrastructureon a 7 daysby
24hourbasis;

• provide CBA with service availability of 98%+/-.25%over eachcalendarmonth
during regularworkweekdaysbetween7:00and 19:00;

• providetherequiredsecureddatacentrecomputingfacilities andservices;and
• databaseoperationsincludingcopy, backupandrecovery.

Although the SLA requiresNCS to provide quarterly reportson the results of BP2KICBA
Environmentoperations(includinginformationdetailedbelowin TableIV), no formalquarterly
reportshavebeenprovidedto theEPTSDirectorate.Thelackofformal reportingby NCS is not
consideredan issueby EPTS productionandoperationpersonnel,sincetheresponsiblepersons
from bothEPTSandNCSarein daily contact.
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Table IV
Intended content of NCS Quarterly Reports

• • Criteria ~. ~ c~~7.Example information ~ ~~---~
Availability Host availability

WEb-server availability
FTP-server availability
Oracle database availability

Performance Cpu Utilization (total, system, user and idle)
Memory utilization sand paging
File system utilization

Web Server Total requests by day
Total requests by hour
Total page requests by hour
Requests by domain
Directory report

Database Instance Size
Tablespace size
Database size

Infoman reports Problems closed last month
Problems open or assigned
Changes completed last month
Changes due this month

Conclusions

Operationalandmanagementcontrolsthat measure,monitor andreport on BP2K performance
(including performancerelatedto salesvolume, client satisfactionand BP2K operations)are
partially documented,adhoc andor informal. It is doubtfulwhetherthe currentcontrolswould
support furtherexpansionsor enhancementsto BP2K operations.

3.6 Measuring,Reporting and Monitoring of Security (access)

Applic~tion level security controlsandprocessesaremanagedby EPTSDirectorateoperations
personnel.Thesecontrolswereestablished,in part,on thebasisof thefindingsof a March 1998
Threatand Risk Assessmentconductedon the BP2K9.

This issueis furtherdiscussedin thenextsectionofthereport.
I

NCS is responsiblefor the securityofthe CBA Environment. SpecificresponsibilitiesofNCS
are documentedin the Service Level Agreement(SLA) for “The Provision of Electronic
ServicesDelivery” andinclude:

The purposeof thethreatandRisk Assessment(TRA) wasto identify the securityrisksassociatedwith BP2K
includinganexaminationof assetsensitivity,safeguards,vulnerabilities,threatsandrisks,the TRA focusedonthe
BP2K applicationresidingon anNT webserverandon client workstationsrunningweb-browsertechnology.
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• establishappropriatesecurednetwork to meet currentand upcoming Electronic
Servicesdeliveryrequirements;

• the requirement to manage the security of the environment according to the
PWGSC/LTSD and the CSLS acceptedSecurity Managementmethodology and
process.and

• providethe requiredsecureddatacentrecomputingfacilities andservices.

Any instancesof securityviolations are reportedto EPTS Directorateoperationspersonnel.If
the mattef is a PWGSC-wideissue it is addressedat weekly meetingswithin PWGSC’s IT
securitydirectorate.

Conclusions
L

Operationaland managementcontrols that measure,monitor and report on BP2K application
security(access)aredocumented

Operationalandmanagementcontrols that measure,monitor and
report on the CBA Environmentasa whole are detailedin the SLA with NCS and appearin
accordancewith PWGSC/GTISstandards.

3.7 Measuring,ReportingandMonitoring of FinancialTransactions

Thefollowing sectiondiscussesissuesrelatedto BP2K-relatedfinancialintegrity and:

1.. vendorcatalogues(products,pricesandterms);
ii. registrationofBP2Kclients;and
iii. receiptofgoodsandinvoicepayment.

• i. Vendor catalogues: Formalprocessesare in place to ensureonly SOS approved
vendorsareregisteredasBP2K vendors. It is viewedasthe responsibilityof vendorsto
provideandupdatethe electronicBP2Kproductandprice catalogues6n a timely basis,
andformal instructionpackagesareprovidedto vendors.

Thereareno formalprocessesin placewithin theEPTSDirectorateto verify whetherthe
prices,productsandtermssetout in agreementswith SOS areaccuratelyreflectedin the
BP2K catalogueversions. Responsibility for this function is viewed by the EPTS
Directorateas a SOS responsibility,however there is no formal clarificationof these
rolesandresponsibilities.RecentlySOSpersonnelhavebeenconductinginformalandad
hoc reviewsof the accuracyof the 13P2K cataloguesand discrepanciesbetweenSOS
negotiatedtermsandtheBP2K catalogueversionshavebeenidentified.
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ii. Registrationof BP2K Users:Although thereis a formal BP2K registrationprocess,
) ProspectiveBP2Kusers(both PWGSCandOGD clients)

completeandsubmita handwritten registrationform which includestheclient’s name,
financial authorityand limits, applicableG/L accounts,andthe signatureof the client’s
manaaer

An annual“post auditon the AccountsPayableprocessedin GTIS-EPAFeederSystem”is conductedby
PWGSC’s financialservicesdivision. For example,the audit for the periodApi-il to September1998
reviewed 316 documentsselectedfrom BP2K, taxi, printing and LSSSC transactions. The audit
concluded“all documentswere identifiedas“full verification”. No majorerrorswere found”.

Financialmanagersdo of courseshaveaccessto generalledger information regardingitemschargedto
their responsibilitycentres,andBP2K transactionsare includedwithin thesetotals,oncethepurchasehas

beeninitiated,received,paidandpostedto theaccount.

SeeFootnote9.
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iii. Receiptof goodsand invoice payment:Operationaland managementcontrolsin
placeto supporttheprocessingoforders,receipts,credits,invoicingandpayment,appear
adequategiven the currentlevel of BP2K activities. There is evidenceof numerous
balancingandreconciliationcontrols,somedoneautomaticallywithin thesystem,others
requiringmanualintervention. It is unclearwhetherthecurrentmanualprocesseswould
bepracticalgivenhighertransactionvolume. Forexample,EPTS Directoratepersonnel
routinely review transactionsto identify goodsthat shouldalreadybe receivedby the
BP2K client, and thenphoneeachindividualto determinewhetherthe goodshavebeen
received,andwhetherthe invoice shouldbeprocessed.

Conclusions

Recommendations

It is recommendedthattheAssistantDeputyMinister, GTIS:

1. DeterminetheSunsetdateofBuyingPower2000(BP2K).

2. Ensurethat the Director, Electr,onicProcurementThrough Settlement,leveragesthe
valueoftheBP2Koperationalexperiencebyformallydocumentingall currentandfuture

‘-BP2K “lessons learned” and “best practices“, and incorporating them into EPTS
planning.

3. Ensure that the Director, Electronic ProcurementThrough Settlement,reassessthe
adequacyofexistingBP2Kapplicationsecurityandfinancial controls.

Given that the Sunsetdatein Recommendation1 is in the shortterm, it may beappropriatethat
no furtheractionis required.

Giventhat theSunsetdateis in thelongerterm, thefollowing recommendationswould apply.
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Recommendations

It is recommendedthattheAssistantDeputyMinister,GTIS ensurethat:

4. The Director, Electronic ProcurementThrough Settlement,develop and documenta
BP2Kaction plan for the interim period (i.e. until the BP2KSunsetdate), including
specificobjectivesandanticipatedcosts,savingsandbenefits.

This would include an indication of how these costs, savings, and benefits will be tracked,
monitoredandreported,andrequiresthat all activitiesto achievethoseobjectivesaresupported
by documentedplans, including resourcerequirements,anticipatedtimelines and anticipated
results. Also included aspart of the BP2K interim action plan is a BP2K“PhaseOut, Transition
or Integration” plan that is in parallelwith EPTSplanning,strategy,andtimelines.

5. TheDirector, ElectronicProcurementThroughSettlement,ensureBP2Koperationaland
managementcontrols (including performance, security and financial integrity) are
adequateto supporttheBP2Kinterim actionplan.
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