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Introduction

The Changing
Business of
Health

Rising to the
Challenges

THE ADVI SORY COwW TTEE ON HEALTH
| NFOSTRUCTURE

The 2001 updated Tactica Plan of the Advisory Committee on Hedlth Infostricture (ACHI)
reflects a consensus achieved by Federd, Provincia and territorid jurisdictions on strategic
first actions needed to implement the pantCanadian hedlth infostructure. The Tactica Plan,
which is updated annudly, is an important vehicle thr ough which ACHI fulfillsits on going
role of providing advice to the Conference of Deputy Ministers of Hedlth on strategic issues,
priorities and tactics pertaining to the development and implementation of the pan-Canadian
hedth infogtructure. At atime when considerable work and investments are occurring
across dl jurisdictions on hedlth infostructure, the need for the Advisory Committee to
continue to ensure a coordinated, collaborative and pantCanadian approach is dl the more
relevant and important.

THE CaANADA HEALTH | NFOSTRUCTURE

The world we livein is ever changing. Indeed, it has been said that change isthe only
congant in life. Significant change can certainly be found in the hedlth system, inits very
compostion and in the way in which we use and manage it. While this has manifested itsdlf
in many forms and at different speeds in each jurisdiction, there are some common themes.

Hedth service governance is rapidly becoming regionaized and there is a policy shift toward
enhancing community-based care, including implementation of new ddivery models such as
primary hedlth care. Thereisafocusonimproving efficiency, effectiveness, equity, access,
quality and accountability within the health sector. In addition, thereis agrowing desire by
citizensto participate in, and make decisions, about their own hedth and their hedth care. It
is also recognized that better information, can provide the evidence base for resource
alocation decisons in the distribution of ever tightening hedlth dollars at al levels within the
hedlth system.

The many drivers of change are commonly recognized. There is an agreement to put in place
the structures and mechanisms that enable the continuous improvement of the health system.

In this regard, information and technology are often identified as key enablers in meeting the
challenges of the 21% century and there is a shared commitment to deploying them within the
health sector in Canada.

Atfeded, provincid and territoria levels, this has been trandated into numerous hedlth
information and technology initiatives. Varying consderably in scope and size, these include
local systems planning projects to ambitious pan-Canadian initiatives aimed at addressing
pressing information needs or introducing new technologies to improve service ddlivery.

While innovative work and activity are to be encouraged, we must harness the energy,




Consequences

innovation and effort of these activities and Stuate them within alarger context in order to
ensure the strategic deployment of hedlth information and technology resources across
Canada.

This larger context has been envisaged as a panCanadian framework or infostructure,
intended to become the key information and communi cations foundation for the Canadian
hedlth care system. The vision for the Infostructure is provided by the document Canada
Hesalth Infoway: Pathsto Better Health, the result of work undertaken by the Federal Minister
of Hedlth’s Advisory Council on Health Infostructure.

THE NEED TO MAKE I T A REALITY

With the vision from the Canada Health Infoway report Paths to Better Health in place, there

is now a need to plan the implementation of the panCanadian hedlth infostructure in order to
connect all the activitiesin apractica and meaningful way.

Thisis especidly important, because at this time we are only beginning to understand the
components necessary to achieve the Canada Hedlth Infavay vison or how the federd,
provincia and territorid initiatives that are underway can contribute to it.

The vison of the infostructure necessary for Canada s hedlth system over the next decade
will never be fully redlized without connecting the activities that are underway and adopting a
strategic approach to new investment. Otherwise:

Portability of information and quality of serviceis compromised Portability enables data
and information to follow the patient and be transferred between service locations and
between jurisdictions, thereby supporting both the delivery and the co-ordination of services.
Thisis especidly important for those who are among the most vulnerable in society; those
who suffer from chronic illnesses and those who tend to be highly mobile and may frequently
present themselves for services to different health care providers a different locations.

Accessibility and equity of service are affected In hedlth care, technology has made some
significant advances. It alows usto do things unheard of even 10 years ago—receive and
display images from remote areas, see indde anatomica structures as well as access and
anadlyze massive amounts of data using sophisticated tools. However, these tools are not
availableto al that need to access and use them at the point of service.

Current and urgent issues are not resolved in atimely manner. The hedth care systemis
continualy dealing with complex issues that need to be resolved quickly to ensure that the
public confidence in the system is maintained. For example, the current concernswith
medica errors or the threat of bio-terrorism must be addressed. An inadequate infostructure
reduces the ability of the hedth system to respond appropriately.

Approachesto privacy and security areinconsstent. Thereisauniversal need to address
issues around privacy, security and access to persona hedlth information. With no common
context, individua jurisdictions are forced to develop local responses, without full knowledge
about whether these responses comply with legidative requirements and nationd standards.
Asareallt, the publics confidence and trust that their persond hedth information is
protected isin some cases weakened.




Essential
Ingredients

The Work
Moves Forward

Opportunitiesfor financial savingsarelost Investment in hedlth information and
technology is sgnificant and over the next decade it is expected to increase. It isimportant

that thisinvestment be undertaken in the most cost-effective manner possible. Not sharing
information and technology developments creates redundancies and re-inventing of the wheel
when like issues are addressed in isolation.

Development of high quality health information holdingsisinhibited Without consstent
standards and mechanisms for collecting health data across al provinces and territories,
improved information holdings cannot be developed. Information holdings are a pre-
requisite for identifying pan-Canadian health concerns, defining early responses to health
risks, alocating scarce resources, conducting research and ensuring accountability.

MaKl NG | T HAPPEN

A number of essentid ingredients must be in place if the nationa hedth infostructure is to be
implemented in a coordinated and cost-effective manner.

L eader ship—Given the multitude and diversity of the stakeholders involved, it isimportant
that a coordinated approach to implementing the panCanadian hedlth infostructure benefits
from strong, sustained leadership and provides an appropriate forum for discussion. The
Conference of Deputy Ministers of Hedlth, the Advisory Committee on Hedth Infostructure,
the Canadian Ingtitute for Hedlth Information, the new Canada Health Infoway Inc. aswell as
the federd, provincia and territoria governments al have a respongbility to foster the co
operation and collaboration necessary to ensure the initiative' s success.

Strategy and Detailed Plan—While the Canada Hedlth Infoway report provides some
direction; the exact approach and methods for implementing a pan-Canadian hedlth
infostructure need to be clear. A comprehensive strategy is needed that provides this detail.
This document, the Blueprint and Tactical Plan for a pan-Canadian Hedlth Infostructure,
initially developed in 2000 and to be updated annualy, provides the highlevel guidancein
this regard.

Common Under ssanding—The components necessary to achieve the Canada Hedlth
Infoway vision need to be understood by alarge and diverse group of interested stakeholders.
In addition, it isimportant for stakeholders to understand how the federd, provincid and
territorid initiativesthat are underway will contribute to the vison.

The Conference of Deputy Ministers of Hedlth through its Advisory Committee on Hedlth
Infostructure (ACHI) completed the Blueprint and Tactical Plan for a pan-Canadian Health
Infostructurein December 2000. It served to bring together the federd, provincid and
territorial governments in a collaborative manner to articulate a set of tactica initiatives that
provided focus and direction to the future hedth information and communications technol ogy
expenditures within Canada.

Thisplan — Tactical Plan for apan-Canadian Health Infostructure — 2001 Update isa
revison of the 2000 National Health Infostructure Blueprint and Tactica Plan and servesasa
replacement for it. The objective of this new plan isto provide the Conference of Deputy
Ministers of Health with:

an update on the tacticdl initiatives that have occurred across Canada during the past 12




months;

amore detailed set of tactica directions to guide their decision making over the next 12
to 24 months;

direction for the initiatives to be undertaken by the new Canada Hedlth Infoway Inc. and

guidance for the other headth information systems initiatives being carried out
individudly or in a collaborative manner, by federd, provincid and territoria
governments (e.g. the National Health Surveillance initiative).




Taking Stock

It is change, continuing change, inevitable change, that is the dominant factor in society today. No sensible
decision can be made any longer without taking into account not only the world as it is, but the world as it will be.

Isaac Asimov (1920-1992)

Information

Technology

Asaprecursor to the development of the Blueprint and Tactical Plan, it isimportant to first
understand the current health infostructure, both within Canadaand globally. This ‘taking
stock’” will allow usto identify the factors that should be considered in planning for the future
infostructure.

THE | NFORMATI ON AGE

In the globa context, there can be little doubt that the information age is uponus; information
and its enabling technologies pervade every aspect of our lives.

The increasing amount, type and availability of information are having a tremendous impact
on society. People are becoming more informed and knowledgeable, or demanding to be so.
Individuas and families, want to know more about their own hedth and what has an effect on
it, aswdll as about the management and operation of the health system.

The enormous power of information is aso beginning to be understood. At the clinical levd,
information supports requirements for coordinated patient assessment; trestment plans and
reviews providing abasis for improving the quality and continuity of care among clinicians.

The potential benefits for decision makers and hedth managers include the support for
planning and alocating of resources, measuring efficiency, as well as clinical audit and
outcome measurement. At the community level, information can identify potentiad and redl
risks to hedlth as well as potertid contributors to health.

Technology has emerged as amgjor factor in shaping our environment, from the way we
learn, the way we work, and to the very way we live. A more detailed description of the
major information technology trends, fran a hedlth industry perspective, is provided in
Appendlx A. Insummary they are asfollows:

I nter net—its use will continue to increase exponentialy. Security remains an issue,
especialy for persond health information and compliance with legidétive requirements;

I nter oper ability—systems will increasingly talk to other systems, creeting a
trangparency of information—information can be located anywhere;

Demand for and access to infor mation—consumer and service provider demand for
more information is increasing. Hand held and wireless devices will revolutionize data
collection and access at the point of care;

Electronic health record and telehealth—the implementation of eectronic health
record and tel ehedlth solutions will continue to be limited until the issues of privacy,
security, codt, reimbursement, licensure and the availability of consistent, high-quality,
clinicaly relevant data are addressed; and




Standar ds consolidation—a few standards will begin to dominate information and
technology within the hedlth care industry as the need for inter-operability increases—
for example HL7.

CANADA

There are many relevant information and technology initiatives that are currently underway in
Canada, both a aloca and nationd level. Almogt dl federd, provincia and territoria
governments across Canada have a strategic information systems initiative—HealthNet/BC,
abertawel/net, Saskatchewan Hedlth Information Network, Manitoba Health Information
Network, Smart Systems for Hedlth, Inforoute Santé, Nova Scotia Telehedth Network and
PEI'sIdandNet are al examples of these initiatives. At the federa level, Health Canada has
the Canadian Hedlth Network, Network for Health Surveillance in Canada, First Nations and
Inuit Hedlth Information System (FNIHIS) and the HISP/CHIPP projects; Industry Canada
and CANARIE support ehealth and network infrastructure, and together CIHI, Hedlth Canada
and Statistics Canada have the Health Information Roadmap initiative underway.

During 2000/2001 the health system in Canadh has continued to invest sgnificantly in the
hedlth infostructure. These investments take the form of projects, commitments to regiona
collaboration and support for various funding and support agencies such as Hedth Canada's
Office of Hedth and the I nformation Highway and its Canada Hedlth Infostructure
Partnerships Program (CHIPP).

Steady progress was made over the past 12 months through severd key initiatives, namely;

The ongoing progress of the ACHI and its working groups in the fields of Electronic
Hedth Record, Telehedlth, Health Surveillance, Protection of Personad Hesdlth
Information, and Strategic Planning to devel op the consensus and support for the design
and implementation of a par+Canadian health infostructure.

The strengthening of commitment by the federa, provincid and territorid governments
to implementing el ectronic hedth record initiatives that integrate health information and
technology use across the spectrum of care.

The continuing investment in IT sysems by hedlth regions and health service providers.

CHIPP program funding to over 29 qualified projects many of which supported
Telehedth implementations in rurd and remote areas of Canada, and to eectronic health
record projects of aregiona and collaborative nature such as Hedlth Infostructure
Atlantic (HIA) and the Western Hedlth Information Collaborative (WHIC).

The continued leadership of the Canadian Indtitute of Hedth Information (CIHI) to
coordinate the standards devel opment and adoption effort across Canada, including
standards for unique identifiers (service recipient, service provider), eectronic clams, lab
tests, and minimum data sets for continuing care, primary care and menta health.

The creetion of anew organization, Canada Health Infoway Inc. and the allocation of
$500 million to accelerate the development and adoption of modern systems of

information technology in hedth care throughout Canada.

The research and development work of OHIH in developing a policy framework for
privacy issues, and its work on standards and integrated provider solutions.

Ongoing progress of the Network for Hedlth Surveillance in Canadaincluding a new
outbresk dert system; standards for communicable disease surveillance; and pilots now




poised for wider use, including: public health case management through the Canadian
Integrated Public Hedlth Surveillance (CIPHS) project, and ProdTox, a system for
integrating existing databases from Poison Control Centres and sharing information on
product-related poisonings in Canada via a se cure Web-based network.

Most of the mgjor initiatives are funded either through provincia budgetary processes or by
federa initiatives such as the Canada Health Infostructure Partnership Program (CHIPP).
However many of these projects are dso funded through other organizations such as health
carefacilities, health regions, foundations and research organizations. Together, al these
locdl initiatives serve as mgjor contributions to the panCanadian hedlth infostructure.

The areas of focus for current initiatives, either as an expansion of existing programs or as
new initiatives includes:

Electronic Health Records, including building block systems- examples include New
Brunswick’s Teleoncology cervical screening program; Alberta’s PIN, Quebec’s MOXXI
and IRIS projects, the Bridges to Better Child Hedlth in B.C. Other examples, Ontario’'s
Family Hedlth Networks; and Nova Scotia s 32-site hospitd information system; the
WHIC Provider Registry; the Newfoundland and Labrador Unique Persona Identifier
(UPI)/Client Registry; PEI’s Common Client Registry (HIA); UPI/Client Registry project
in the North West Territories. It should be noted that the increase in the number of
electronic hedth record and building block systems initiatives can be attributed to the
federa funding made available through the CHIPP program, the ongoing provincia
expendituresin provincid initiatives, as well as locd information systems renewd within
hedlth care facilities and health regions across the country.

Teehealth - examples of initiatives include NorthNet (Ontario) expanding from 14 to 47
stes with links to Manitoba and into First Nations communities; Saskatchewan Northern
Telehedth, the Health Infogtructure Atlantic Tele-i4 PACS initiative; Ikguruti Inungnik
Ungasiktumi (11U) Network in Nunavut, Telemedicine TETRA,; the Y ukon Telehealth
Network with care provider partnersin BC and Alberta; the expanson of WestNet in the
NWT to include an additiona four sites and the BC Telehealth Network. It should be
noted that the increase in the number of telehealth initiatives can be attributed to the
federa funding made available through the CHIPP program. Development of ongoing
Telehealth program such as aberta we//net and the Nova Scotia Telehealth Network
continues to take place.

Integrated Provider Solutions - examples of new initiatives in the past 12 months
include, Canadian Doctors Network, the AMA Physician Office System Project (POSP),
the Saskatchewan Medical Association and SHIN physician office pilot, the Doctor NS
program in Nova Scotig, the CMA’s GlobaMedic, and physician portas from
Medbroadcast and Canadian Physician.

Health Information for the Public - examples of new web initiatives include BC's
HedthGuide (including a handbook), Calgary Hedlth Region’s*Y our Hedlth”, and
Medbroadcast. New telecare servicesinclude BC Nursdline, Ontario’ s telecare service in
metro-Toronto (soon to be expanded to the entire province) and Capital HEALTHLINk in
Edmonton.

Network and Computing Infrastructure - While thisis an ongoing activity in dl
regions of the country, the Smart Systems for Hedlth initiative infrastructure investment
in Ontario has commenced the implementation of its foundation infrastructure, Smilar to
what HeathNet/BC, aberta we//net, the Saskatchewan Hedth Information Network and
Inforoute Santé have focused on over the past few years.




As hedlth infostructure initiatives evolve there is a clear pattern emerging of astrong

movement towards regiond, collaborative and standards-based activity. While provinces
continue to maintain their autonomy with respect to infostructure delivery, it is clear that
Canadaisrapidly adopting a cooperative and collaborative approach based on achieving
synergy, synthesis of common capabilities and economies of scale. It isexpected that this
will continue into the upcoming year and with success, jurisdictions will continue to seek out
collaborative initiatives and innovative ways to fund and deliver value and share the results.

| NTERNATI ONAL ACTI VI TI ES

All western nations are faced with the same hedlth care issues and are equaly concerned

about modernizing their hedlth information systems. There is significant nationa information
and communications technology planning activity taking place in countries other than Canada
to support their respective hedth systems.

Canada and eight other countries surveyed have nationa health information and technology

drategies, either in place or being devel oped (see table below). Further details of these

activitiescan also be found in Appendix B.

Tablel: Activities in International Jurisdictions

United
Kingdom

New Zealand

Australia

USA

Italy

France

Japan

Germany

National
Strategy

v

v

v

In progress

v

National
Project

National
Project

National
Project

Standards

v

v

v

v

v

v

v

v

Privacy &
Security of
Information

v

v

v

v

v

v

v

Health
Network

Limited

Limited

Digitization
of Patient
Information

EPR, EHR

NHI, MWS

Smart Cards

EMR,
Smart Cards

Smart Cards

Telehealth

v

Education &
Training

v




Tactical Plan

“Cheshire Puss, she (Alice) began...... “would you please
tell me which way | ought to go from here? “

“That depends on where you want to get to” said the cat.

Lewis Carroll

The Gaps

The Vidon for a pan-Canadian health infostructure originates from the fina report of the
Minister of Hedlth's Advisory Council on Hedlth Infostructure. That vision states:

“ The Canada Health Infoway empower s individual s and communities to make
informed choices about their own health, the health of others and Canada’s
health system. In an environment of strengthened privacy protection, it builds
on federal, provincial and territorial infostructures to improve the quality and
accessibility of health care and to enable integrated health services delivery.

It provides the information and services that are the foundation for
accountability, continuous improvement to health care and better

under standing of the determinants of Canadians' health.”

This vision has guided the work of ACHI in developing the Blueprint and Tacticd Plan, and
continues to frame the work on this update to the Tacticd Plan. Information on the Blueprint
components is described in detail in Appendix C.

GaP ANALYSI S

A Gap Analysisis necessary to bring a common understanding to which infostructure
components are present today, which are missing, what the overarching issues are and how
the hedlth system should proceed to fill the identified gaps.

In addition, the Gap Analysis considered the “big picture” by taking the findings from al the
individua key directions and considering them in an integrated manner. While a
considerable proportion of the required components are dready in existence, adetailed
andysisidentified sgnificant ggpsin Canada s existing pantCanadian Hedlth Infostructure.
In summary the gaps identified were:

Health Information for the Public - The public sector has alimited presence in providing
hedlth information to the public in an eectronic form - the most notable effort in Canadais
the Canadian Hedlth Network. The private sector on the other hand, especially USfirms,
have entered this end of the market with highly capitalized ventures providing dynamic,




graphic information content. The criticism leveled at these private sector initiatives is
whether their health information can be trusted, especidly if the content is sponsored.
Neither the public nor the private sector tesintegrated their eectronic health information
provided to citizens with other health services (e.g. selfcare/telecare services and electronic
hedlth records). In addition thereis still significant amounts of information missing that the
public would like to access- by subject, for certain populationgroups (e.g. aborigina
populations) and in different languages (e.g. in French).

Information for Health Services Providers- Electronic information is not avalablein a
convenient and integrated way for health providers like physicians, nurses and pharmacists.
In part thisis due to the limited availability of widely recognized proven solutions. In
addition, health providers need to develop better skillsin the use of eectronic information
and technology. Asaresult, dectronic information and technology use by physicians, nurses
and other hedlth care providersin Canadais not well integrated with their professona
practice. Further, thereis still missing information, by subject, by population group and for
specific uses. Finaly, there are no trusted eectronic health information standards for hedlth
service providers— either for content or by source.

Clinical Decision Support - While the potential payback is significant, clinical decison
support is ill in the early stages of its evolution. Coupled with low use of information and
technology generally by hedth care providers, there is ill limited availability of clinica
decision support tools. Where they are available they are till not well integrated with
professiona practice. While there are recognized leaders in Canada promoting the use of
clinical decision support tools there are gapsin the public policy required to support evidence
-based care and accountability. The recent focus on quality of care and medicd errors may
serve to bring the required attention to improving clinical decision support mechanisms.

Electronic Health Record - The eectronic health record is seen as critical to the successful
integration of hedth servicesin Canada and elsewhere. However, wesak hedlth care provider
skillsin the use of dectronic information and technology coupled with limited eectronic
collection of hedth information by physicians and nurses are barriers to the implementation
of the electronic hedlth record. In addition, the “feeder systems’ (e.g. hospital, community
clinic, long term care, physician office, [aboratory and community pharmacy systems, public
hedlth) necessary to provide the clinical data for the eectronic hedlth record are either not in
place, or have been implemented inconsistently. As aresult the clinica data repositories,
electronic hedlth record systems and the associated messaging and routing infrastructure are
rarely implemented.

Health Surveillance - In protecting peopl€' s hedth and preventing illness hedlth surveillance
requires the use of information to track emerging diseases and threats to hedlth (e.g.
contaminated food, bio-terrorism) and the integration of thisinformation to act against these
threats and remove or reducethem. A tedth surveillance tracking and dert system is another
view into the clinical datarepostory — it requires avariety of “public hedth” feeder systems
that are not in place today — for example communicable disease case management and
immunization systems. As with the electronic hedlth record, the necessary clinica data
repositories, health surveillance systems and the messaging and routing infrastructure are not
in place. Further, the stlandards necessary for health surveillance are not complete and
additional work needs to be undertaken to increase the capacity of loca public health
practitioners to take full advantage of the information resources available to them in their
everyday decison making.
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Selfcare and Tekecar e- Sdfcare and telecare services exist provincidly in New Brunswick
Quebec, Manitoba and more recently in British Columbia. There are limited implementations
inat least 3 other provinces. At thistime sdfcare and telecare services are provided as a
“standalone” service with only limited integration with “Health Information for the Public” or
with electronic hedlth records. Findly, there are no selfcare and telecare information and
data standards in place to ensure a cons stent implementation of the service across Canada
(e.g. only some jurisdictions have implemented a provincia directory of hedlth care services).
Regardless, selfcare and telecare servicesare expanding across the country, with a significant
increase in activity during the past 12 months.

Teehealth - Teehedth is being implemented in a piecemed fashion across Canada. Thereis
currently no clear strategy for remote, rura and aborigina communities where the business
case exigts for telehedlth services. There has been limited deployment of high bandwidth
telehedlth because of the significant cost involved. Telehedth, like selfcare and telecare
services to date has not been integrated with electronic hedlth record systems. However, with
the increased deployment of eectranic health record systems and the increasing availability
of telehealth technologies over the Internet the convergence of eectronic health records and
teleheath will begin to occur. Findly, the policies to enable telehedth are ill not fully in
place especidly for provider reimbursement, clinical accountability and professiona
licensure. Regardless, telehealth implementations are increasing across the country, with a
significant increase in activity during the past 24 months.

Health Data Holdings - There are extensive national and provincid data holdings in place
today with a significant associated effort to keep them current. However the entire process of
moving data from local sources to these data holdings is very inefficient. The toolsto
consigtently and rapidly extract, transform and load data from the clinica systems and/or
clinical data repostories are not in place. Further the panCanadian routing systemsto send

the datato local, provincid and/or nationa data holdings are not in place. Findly, many data
holdings are missing (e.g. data for accountability purposes) or are of limited quality for

research and andysis (e.g. medica claims data holdings).

Data Analysisand Reporting - The use of the hedlth data holdings for andysis and
reporting isacritical requirement. There are significant efforts in the different jurisdictions
across Canada to use hedlth data for identifying potentia hedlth risks, aswell asfor planning,
research and evauation purposes. Further, there has been avery focused and successful
effort by CIHI to improve the reporting of hedlth status and hedlth system performance to the
Canadian public. Apart from the limitations of the data currently available, the major gaps
include data analysis and reporting for evidence based decison-making in clinical, public
health, research and management settings, as well as for health system accountability.

Privacy Protection- The mgor gap was lack of a harmonized gpproach to protecting privacy
across al government jurisdictionsin Canada. Currently, there are different rulesin place
within each jurisdiction that make the consistent sharing and use of persona hedlth data
problematic. This gap had to be closed before some of the key initiatives like electronic
health records can move forward in amgor way. In addition, privacy policies need to be
trandated into sound security policies and cost effective and robust security solutions.

Infostructure Standards - Many hedth infostructure standards exist and some like HL7 are
becoming internationa in their use. While CIHI has been trying to bridge the gap with
limited funds, thereisthereis till no “end-to-end” processto co-ordinate loca, provincid,
national and internationa standards development, implementation and mai ntenance across
Canada. An eectronic health record standard does not exist —a service encounter standard
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Issues

Gap Analysis
Conclusions

that forms the basic building block of the record has yet to be agreed upon. Security
standards especidly for the electronic hedlth record are not fully in place. Findly a*“forum”
to mandate the use of hedlth information and technology standards does not exist in Canada.

The identified gaps have to be viewed within the context of a number of relevant issues that
will impact ard influence the direction of the pan-Canadian Hedlth Infostructure.

Private Sector Involvement - The private sector dominates the provision of eectronic hedlth
information and is rapidly shaping the provision of electronic health (eHealth) service
delivery. Themgor playersin this market are highly capitalized and are rapidly extending
the provision of hedth information to include sophisticated health business transactions using
the web-based technologies. The production of sophisticated health portals that provide fully
integrated “one-stop” encounters for health professionals, as well asthe public are proving
immensely popular. In order to fill the infostructure gaps the private sector has to be
encouraged to provide the solutions that are missing (e.g. community- based information
systems sol utions based on commonly accepted standards), that can be deployed across
multiple jurisdictions and to minimize the development of custom solutions.

Change M anagement - The change management required to creste an eectronic information
culture is significant and should not be underestimated. Many initiatives faluresliein the
lack of recognition of the human component to successfully implement health information
and technology. Thisis particularly true for the mgjor hedlth professons in Canada—
physicians and nurses. The way that health care tasks are carried out needs to be
transformed; however hedlth care providers need to be convinced that the change provides
vaue to them. Thisisno smal undertaking when considered on a pantCanadian basis.

Human Resour ces - Linked to the change management is the need to educate health human
resources in the use of hedlth information and technology. Canada suffers from a severe
shortage of hedth informaticians, to support clinicians and other users in the implementation
of eectronic hedlth record and telehealth solutions. There are currently Hedlth Informatics
programs in some Canadian colleges and universities. However, thereis a serious lack of
accessible hedlth informatics programs for hedlth professionas who are dready in the
workplace.

Cost and the Return on Investment - The cost associated with the implementation of the
required technologiesis significant. In addition, the cost benefit of implementing some
technologies has not been well established. Further, past experience has shown that

investments in hedth information and technology in Canada have not dways moved the
stakes very far forward. This contributes toward the continued rel uctance by meny senior

decison-makers to commit the required monies to health information and technology
initiatives, especialy in times of fisca restraint.

Until the use of eectronic information and technology is part of the culture of hedth care
professionds, especialy for physicians and nurses, their benefits will never be fully realized.

Initiatives should concentrate on encouraging hedlth care professionals to use and benefit
from dectronic information and technology whilst integrating it with everyday practice.

While key components of the pan-Canadian Health Infostructure are not yet in place, efforts
continue in al jurisdictions to achieve consensus regarding the design of the electronic hedth
record, its supporting technologies and how it can be successfully implemented.
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Selection
Criteria

The Tactical

TACTI caAL PLAN DI RECTI ONS

Given the breadth of the Vison outlined in Canada Health Infoway: Pathsto Better Health,
the evolving information and technology trends; the activities of other jurisdictions; the
identified gaps, issues and conclusions, what would be the most effective way for Canadato
move forward? A number of sdection criteriawere used by the Advisory Committee on
Hedlth Infostructure (ACHI) to sharpen the focus of the initiatives to be included in the
Tactical Plan as priority areas for first investment.

Critical for Future Health System Success. key initiatives have to be address
fundamental requirements for an integrated and sustainable health system. For example,
an electronic hedth record that supports improvements in service quality, integration,
effectiveness as well as hedlth system decisionmaking and accountability.

A pan-Canadian Focusis Required: theinitiatives must address infostructure
components that indeed do require a pan-Canadian focus and that need a sponsor that is
able to lead their implementation in an coordinated manner.

Probability of SuccessisImproved: in order to achieve success asmal number of
manageabl e initiatives are needed - three were selected.

Movesthe Yardsticks Forward: any initiatives must be strategic in addressing longer
term health systems godls, yet capable of being developed through a series of incremental
steps that can deliver early benefits from investments.

Aligned with Existing I nitiatives. the tacticd plan initiatives need to complement, and
expand upon, existing federd, provincia and territorial infostructure investments.

The Advisory Committee on Hedlth Infostructure has concluded that the Tactical Plan should

Plan Initiatives focuson thethree Tacticd Initiatives— in the following order of priority:

1. Electronic Health Records and Teehealth - beginning with an initiad set of data

eements and using alimited number of implementation projects, "drive the design and
implementation” of the eectronic health record, including privacy harmonization and
standards for data, technology and security. Foster greater interoperability of telehedth
solutions 0 that telehealth and eectronic hedth record sdutions converge over timeinto

alongitudina hedlth record for clinical usein avariety of settings across the continuum
of care.

Integrated Provider Solutions - information and technology solutions for hedlth care
providers [e.g. physicians, nurses, tharmacists| with the supporting technology
infrastructure, which would provide “end-to-end” business, information and technology
sarvices. Initidly the focus would be on integrated physician solutions that would be
strategicaly linked to other “regiond” information systems, including electronic health
records, telehealth and clinical decision support services.

Health Information for the Public- aportd for the Canadian public that provides

. comprehensive and trusted health information to support selfcare decison-making. This

initiative needs to build on the success of the Canadian Hedlth Network and should be
drategicaly linked to health care providers (i.e. via the integrated provider solutions), as
well asto provincid and territorial selfcare and telecare services. It should also alow
better access by specific, targeted populations, which have restricted access to quality
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hedlth information (i.e. remote, rura, aboriginal and minority language communities).

In devel oping these three specific initiatives there are common infostructure considerations
that need to be addressed, namely:

The Network and Computing Infrastructure - the telecommunication networks,
integration brokers and associated computing hardware and software supporting the
operation of the infostructure.

Privacy and Security - harmonized health information privacy legidation and policies,
as wdll as the supporting infostructure security mechanisms, to ensure that the public trust
and confidence in the use of persona hedlth infor mation is maintained.

Health Information and Technology Standards- the necessary informetion and
technology standards that enable organizations and people to communicate, common
tasks to be carried out, information to be shared, and technology to inter-operate.

Change M anagement Education - implementation of infostructure componentsin a
manner which hedlth care providers can cope with and make wise use of. Thisincludes
sepsto involve affected health professonsin the design of systems solutions and then
preparing them for changes in their business processes; developing the skills hedlth
professionas in using information and information technologies, and the development of
greater health informatics capacity to improve health system use of new technologies.

Pan-Canadian Coordination - the necessary leadership to ensure partCanadian
infostructure is interoperable by fostering collaboration on common initiatives across
jurisdictions and by supporting consistent gpproachesto loca planning and deployment.

Since the concept of panCanadian coordination is centra isto the Tactica Plan, it warrants
further explanation as a prelude to further detailing the action plans for the three tactical
initiatives and for addressing the common considerations listed above.

PAN- CANADI AN COORDI NATI ON

An effective pan-Canadian approach requires thoughtful planning and strong leadership to
ensure that the necessary coordination, development and deployment of inter-jurisdictional
initiatives occurs in amanner that istimely, effective and meets the needs of hedth
organizations that will deploy the infostructure components within their local setting.

ACHI, inits advisory role to the Conference of Deputy Ministers, provides the necessary
leadership for overarching hedth infostructure strategy development at a macro level. This
role is consstent with its mandate and the federdl, provincia and territorid makeup of ACHI.
Thisrole isimportant in establishing the necessary consensus, priorities and strategies for
guiding long-term development of a pan-Canadian infostructure. However, strong leadership
and coordination is aso required at the initiative or project levels to foster collaboration,
coordinate developments and support consistent and effective adoption of pan-Canadian
infostructure components and sol utions across and within jurisdictions.

The necessary mechanisms for leadership and coordination of the pan-Canadian initiatives,
are currently evolving. For the most significant initiative in the Tactical Plan, thet is
eectronic health records, the new Canada Hedlth Infoway Inc. has been established to

accel erate developments and is expected to play a strong leadership and coordination role in
eectronic hedlth record devel opments from this point forward. As future Tactica Plans
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develop strategies for the Integrated Provider Solutions and Health Information for the Public
initiatives, afocal point for pan-Canadian coordination for these initiatives will smilarly need
to be assgned in future years.

The necessary level of leadership and coordination will require stakeholder engagement,
development of architectures for the tacticd initiatives, ensuring the required standards are in
place and providing incentives for infostructure implementation to occur in a coordinated
manner. Thisimplementation role most requires a collaborative environment where
jurisdictions and health organizations can together identify common opportunities and
common solutions to implement the hedlth infostructure.

Inter-jurisdictional collaboratives such as Hedlth Infostructure Atlantic, the Western Health
Information Collaborative and the Canadian Integrated Public Health Information System
Collaborative are at early stages in beginning to foster the development and deployment o
common solutions for specific components or sub-components of the infostructure. Based on
these early experiences ACHI has further developed the concept of a‘lead jurisdiction’,
where one jurisdiction assumes the primary role in the design, development and
implementation of a solution that could be adapted for implementation by many jurisdictions.
A lead jurisdiction would normally be a provincid, territoria, or federal agency that hasa
keen interest; has dready completed extensive work; and has made an investment towards an
electronic hedlth record or telehedlth solution.

Findly, vehiclesto foster collaboration and the adoption of common solutions within
jurisdictions are being used (e.g. SHIN in Saskatchewan, Inforoute Santé in Quebec). Locd
deployment, or the actua implementation of hedlth infostructure within hospitals, long-term
care facilities, community care programs, community health clinics, menta hedth clinics,
laboratories, physician offices, pharmacies, is critica to the successful adoption of common
solutions. By themsalves they represent major undertakings that require the leadership and
commitment of local boards, management and hedlth care providers. Taken together, these
loca deployment initiatives represent the implementation of the pan-Canadian hedlth
infostructure.

Coordination and collaboration must occur at al levels for a pan-Canadian infostructure to
become aredlity — otherwise a fragmented infostructure that is not interoperable, would be
deployed at sgnifcant cost and effort.
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What is an
Electronic
Health Record?

1.0 PAN-CANADIAN INFOSTRUCTURE COORDINATION

Recommendation

It is recommended that sponsor(s) and processes be identified for coordinating and leading
the implementation of pan-Canadian Health Infostructure initiatives so that the benefits of
local and inter-jurisdictional health initiatives can be maximized.

Action Items
1. Pan-Canadian Infostructure Initiative Coordination Roles - that key sponsor(s)
and lead-jurisdictions are designated for the three tactical initiatives, and that
consistent processes be adopted for leading the implementation of pan-Canadian
health infostructure initiatives, beginning with electronic health record solutions.

2. Pan-Canadian Infostructure Common Opportunities - that the key sponsor(s)
and lead-jurisdictio ns adopt a collaborative process to identify common
opportunities and common solutions that will allow the pan-Canadian health
infostructure to be implemented in a cost effective manner.

ELECTRONI C HEALTH RECORDS AND
TELEHEALTH

The Advisory Committee on Hedlth Infostructure has defined an electronic hedlth record as,

“ alongitudinal collection of personal health information of a single individual, entered or
accepted by health care providers, and stored eectronically. The record may be made
available at any time to providers, who have been authorized by the individual, asa tool in
the provision of health care services. Theindividual has accessto the record and can request
changesto its content. The transmission and storage of the record is under strict security.”

With this definition in mind, the essential e ements of an €ectronic hedth record arethat it is;
eectronic...it congsts of bits and bytes - voice, video, images and data

contains per sonal health information...identifiable information about a person’s hedlth
status and the events that have had an impact

longitudinal...dl reevant persond hedlth information collected over a period of time
that can be shared among hedth professonds

accepted by a health professonal ...arecord that can be accepted for use by a hedth
professiond in the provison of quality care

organized to support care... structured to support clinicians and their support staff in the
ddivery of hedlth care services

under the custodianship of a known party... under the management of atrusted entity
that can ensure only approved access

virtual...it does not resde dl in one place and can be assembled asrequired

available to the individual ...atool for the hedth consumer.

Successful deployment of electronic health records is dependent upon the ability to assemble
standard service encounter information from many disparate clinica systems. Initssmplest
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form a service encounter consists of a hedlth service provided by a service provider to a
service recipient to address a hedlth condition a a ddlivery site at a point or period in time.

Recipient Provider Service Health Condition Delivery Site Date & Time

\ Service ’/

Electronic Record System

The initid challenge with implementing eectronic health records is knowing where to art.
The pragmetic approach isto start small and then incrementdly expand the implementation
of the eectronic hedlth record system over time. The Advisory Committee on Hedth
Infostructure has used the following criteria to guide the thinking about a first stage
implementation of eectronic health records across Canada:

Government support isin place - acritical mass of federa, provincia and territoria
government support isin place that builds on the current initiatives and their associated
investment

Clinically relevant data is available electronically - that the information needs of
hedlth care professionas can be met with high-quality, clinicaly relevant electronic data

Public interest and acceptance is high - for the business areas sdlected the public will
readily accept that an electronic hedth record is beneficia

Theprimary user groupsarein agreement - that the group of providers who would
initially use an electronic record are agreeable to its implementation

Common business processes exist - that the business areas sdected have business
processes that are fairly common in all jurisdictions across Canada

A common approach to sandards development in place - that an existing standards
development processis in place to develop and maintain the necessary information and
technology standards

Evidence of the value proposition exists - there is growing evidence that supports the
benefits to Canadians and to the health system of implementing eectronic hedlth record
and telehealth solutions.

The development and implementation of a panCanadian eectronic health record depends on
the support of its stakeholders, especidly hedlth care providers. Therouteto a
comprehensive eectronic health record is through the collaborative development of a record
that provides the maximum payback to stakeholders, with every jurisdiction moving the
development forward within a common pan-Canadian framework of architectures and
standards to ensure complete interoperability.

So what is a pan-Canadian electronic health record? Let us consider the following scenario:
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Supporting a
Business Need

A pan-Canadian Electronic Health Record Scenario

Billy is 2 years old and lives in Prince Albert Saskatchewan. He has had a heart problem
since birth that has been closely monitored and treated by his family physician in Prince
Albert, as well as specialists in both Prince Albert and Saskatoon. Now his condition has
deteriorated and he has been referred to a heart specialist in Edmonton for paediatric
cardiac surgery. Fortunately for Billy, the specialist had a cancellation and was able to see
him within a few days. The heart specialist asked Billy’s parents several questions about
his medical history. He also questioned them about some recent test results undertaken in
Saskatchewan that he had received from Billy’s family physician. Billy’s parents were
unable to provide all of the necessary background information to the specialist. The
specialist asked for their permission to review Billy’s electronic health record so that they
could see his exact medical history, and the recent laboratory, medication profile and
diagnostic imaging test results. The parents agreed and the necessary information via the
electronic patient record was assembled for the specialist to provide an informed analysis
of Billy’s condition.

Source: adapted from Canada Health Infoway: Paths to Better Health

In this scenario Billy’s hedlth information [i.e. both data and images] needed to be available
to physicians in Prince Albert, Saskatoon and Edmonton. While most of Billy’s hedlth
sarvices have been ddlivered in Prince Albert, and to alesser degree in Saskatoon, heis now
in agtuation where he is receiving hedlth services in another province. The Edmonton heart
Specidist required access to Billy's
electronic health record, the data of which Alberta
resided in computer systemsin 2
Saskatchewan cities. In addition, each
time the heart speciaist in Edmonton
provides service to Billy he will want to
update Billy’ s eectronic hedlth record, so
that this information is available to his
family physician in Prince Albert. Inthis
scenario there is a requirement for a pan
Canadian eectronic hedth record. The record includes both hedlth record data and images —
the integration of eectronic hedth record and telehedlth technologies. This trans-border
provision o services within Canada has aways occurred on a north-south basis, however
with the rationalization and specidization of tertiary and quaternary acute care servicesis
now increasingly happening on an east-west basis across Canada.

Saskatchewan

The immediate deployment of e ectronic health records that meet dl the data requirements of
every type health care provider in Canada today is Smply
not feasible. Implementations of electronic hedth records
need to start small and evolve in a staged manner driven
by immediate business needs — for example, primary
hedlth care, acute and ambulatory health care, hedth
surveillance, continuing care, telehedlth, aborigina health
care and so on.

ACHI through its EHRTH Working Group has
reconfirmed that given the priorities of hedth care
providers across the country, the availability of clinicaly
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Building Block
Systems

relevant data, the known infostructure investments, the standards work completed or
underway, and the need to start smdll, that the logical starting point for a pan-Canadian
electronic hedth record - thet isthe Stage 1 Electronic Health Record - iswith:

Client Data -such as, names, addresses, contact numbers, date of hirth, hedthcare
numbers, emergency contacts, languages, consent status

Provider Data - such as, names, contact numbers, provider number, consent Satus
Laboratory Data - such as, laboratory orders and laboratory results

Pharmacy Data- such as, prescribed and dispensed medications.

This data would serve the needs of prlmary care physicians, primary care nurses, hospita
physicians and nurses, laboratory physicians, pharmacigts, public health physicians and
nurses, as well as other alied hedlth professionas and support staff.

Undoubtedly, the first step in implementing this electronic health record will be within
facilities and health regions where the vast mgjority of health services are received, then
among regions within a province, and then finally among provinces as a pan-Canadian
record. They key to this staged approach will ke the deployment of inter-operable eectronic
hedlth record systems regardless of their location, and be dependent on continued inter-
jurisdictional collaboration.

A pre-requisite for the successful implementation of the eectronic health record the
necessary client registration, provider registration, laboratory and pharmacy information
systems need to bein place. These *building block’ systems are required to provide the data
that populates the éectronic hedth record. They include, but may not be limited to,
physician office systems, hospita registration, laboratory and pharmacy systems, private
laboratory systems, community pharmacy systems, community health fecilities, aswell as
government client registry, provider registry,, pharmaceutica systems and laboratory systems.

For example, in most provinces many of the hedlth information systems required to
implement the Stage 1 Electronic Hedlth Record are in place or in development. They may
include Ministry of Hedlth client and provider registries, pharmaceutical and laboratory
information systems, health region registration, community pharmacy systems, private
laboratory information systems aswell as the network and computing infrastructure.
Together, these “building block” systems provide the needed standardized platform to
support both program delivery and to populate the eectronic health record and to support
telehealth services.

Depending upon the jurisdiction, varying levels of investment will be required for the above-
mentioned ‘ building block systems'; thisinvestment is not just to support program ddlivery,
but aso to enable the deployment of dectronic hedth records across the continuum of care.
Due to the lengthy leaditime required to implement building block systemsiit is necessary to
gtart planning for the second stage of the electronic health record and a further set of
associated building block systems. Given the level of known investment and the current
effort across the country, candidate subject areasfor the Stage 2 Electronic Health Record
could include, but are not limited to:

Communicable diseases and immunization datasets and systems as being developed and

enhanced through the National Hedlth Surveillance Network and the First Nations Hedlth
Information System. In light of the current response to terrorism, there is an urgent need
to accelerate the development and implementation of information systems to support the
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Electronic
Health Record
Architectures

EHR-Telehealth
Integration

detection and management of Communicable Disease threats and outbreaks in Canada.

Diagnostic Imaging datasets and systems which would encourage the necessary
integration of telehealth and e ectronic hedlth record systems.

Continuing care minimum data sets and systems that provide a standardized approach to
client assessments and service provison, an area of immense growth within the health
industry due to the aging population.

Currently there is an excdllent knowledge of what systems initiatives are happening a a
federd, provincia and territorid level. However, a better understanding is required of what
‘building block’ systems are in place to support service delivery needs at aloca leve - within
facilities and hedth regions across the Canada.

An dectronic health record system is one that can access and assemble the data from multiple
building block systems enabling the user to create or view alongitudina health record. Itis
highly unlikely that a single eectronic health record architecture will be deployed across
Canada because of the extensive legacy investment aready in place. Currently, there are
three different information systems architectures that can be used to assemble health records
electronically. These are:

Visual integration - permits a user to access multiple systems at the same time to view
and update patient data. Unlike the other optionsit does not present the dataas asingle
eectronic hedth record. This architecture is being piloted at the Vancouver Richmond
Hedlth Board in Vancouver, British Columbia

Data integration - through the use of clinica data repositories, integrated or mirrored
data sets are created that assemble the data from source systemsfor viewing in asingle
electronic hedlth record. In some, but not al cases the eectronic health record system
may be permitted to update the source clinical systems. This architecture has been
implemented in the eCHN project at the Hospital for Sick Children in Toronto.

M essage integration - through the use of messages, data from the source systems are
extracted and integrated via an integration broker (i.e. in addition, aclinical data
repository may aso be used) prior to being displayed in the eectronic hedlth record
system. Again, in some, but not al cases the eectronic hedlth record system may be
permitted to update the source systems. This architecture is implemented in some of the
new physician office medical record systems available from commercia vendors.

The significance of these three architectures is not that they exist, but rather in how they
would be deployed within a pan-Canadian hedlth infostructure. To ensure interoperability
there is aneed to harmonize the architectures so that electronic hedlth record systems work
together effectively. More knowledge and experience is required to know each of these
architectures can be optimally deployed.

Over the past severd years, there has been significant investment made in telehedth
programs across Canada. The relaive size of Canada, it’s dispersed population and the
scarcity of human resources required to deliver hedthcare services have made using
telehedlth technologies alogica choice. Telehealth can offer a cost effective meansto
ddiver hedthcare services, particularly to those individuals who are at significant distance
from the resources they require. Telehedth aso alows those receiving care to remain closer
to home that significantly reduces the cost of care. In addition, telehealth enables individuds
to access care they may not have otherwise been able to obtain.
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Moving Forward

As noted previoudy in this document, telehedlth is being implemented in a piecemed fashion
across Canada. This has crested inconsistencies in how telehed th has been implemented and
the standards under which projects and programs operate. Thereis now clear recognition of
the need to develop consstent nationa standards on the clinical and technical components of
telehedth. Thisis particularly important where programs are provided across jurisdictions.

It is safe to say that telehealth programs were initiated without fully understanding and
resolving some key issues. The issues of licensure and reimbursement continue to dow the
evolution of telehedlth and can be an impediment to care providers who want to use telehedth
asameans of care delivery. There are telehedth initiatives occurring in every province and
territory across Canada with extensive support for project initiation coming from federdly
funded programs such as CHIPP. As these projects mature into operational programs, there
is aneed to ensure that they will be sustainable over the long term.

While asignificant investment is planned for e ectronic hedlth records the investment in
telehedth initiatives is dready significant and isincreasing rapidly. The integration of
telehedth and eectronic hedlth records is inevitable. Some integration is dready possible
where only data and lower resolution images are required. However, the deployment of
advanced telehealth technologies (e.g. advanced video corferencing), because of bandwidth
availability and quality reasons, dill requires expensive high- bandwidth dedicated
communication lines or satellite services. In light of the significant resourcesinvested in
telehedlth, there is a pressing need to perform rigorous evaluation of selected telehealth
projectsin order to develop the necessary evidence base to guide future development and
investment. Additionally, there is a need to determine which projects across Canada should
immediately focus on the integration of their telehealth and electronic hedlth record
technologies. Addressing the integration of electronic health records and telehealth
technologies will aso assist Canada Health Infoway Inc. in its future planning for
accelerating the development and adoption of modern information and communications
technologies in the hedth sector.

As part of the ACHI consultation conducted in 2000, provincid governments and heslth
regions indicated a keen interest in commencing the implementation of eectronic hedth
record systems. While a pent-up demand exigts, the issues (organization, people, process,
data, technology, standards and project issues) are not minor. As aresult implementation
locations for the electronic hedlth record need to be selected carefully.

At aminimum, locations where dectronic hedth initiatives are underway or about to
commence should serve as ided starting pointsto fully develop dectronic hedth record
concepts, test them and implement them in Canadian settings. Pan-Canadian co-ordination
and investment is important to fostering the development of these solutions in a consistent
way so that they can be replicated in other jurisdictions.
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2.0 ELECTRONIC HEALTH RECORDS and TELEHEALTH

Recommendation

It is recommended that the first stage of a coordinated pan-Canadian electronic health
record initiative be centered on client, provider, laboratory and pharmacy data. In addition,
steps should be taken to accelerate the development and implementation of the necessary
supporting systems in all regions of the country. The electronic health record initiative
should involve the selection of demonstration sites to test and evaluate different types of
electronic health record systems in locations where most of the enabling information and
communications technologies are already in place Concurrent with this work, strategies to
accelerate the development and integration of telehealth and electronic health record
services should be aggressively pursued.

Action ltems

1. Pan-Canadian Health Infostructure Assessment- in support of the Stage 1 electronic
health record and telehealth, complete an assessment of the information and
communications technologies in Canada, to determine the gaps and opportunities
arising from the currently available, or planned system, network, computing
infrastructure.

2. Business Requirements Definition - engage health care provider groups and others in
defining business and clinical needs, as well as information and systems requirements
for the Stage 1 electronic health record [i.e. with client, provider, laboratory and
pharmacy data] across multiple jurisdictions.

3. Electronic Health Record Architectures - identify the electronic health record
architecture components, the different types of electronic health record architectures

and the requirements to ensure electronic health record inter-operability for the Stage 1
Electronic Health Record.

4. Enabling Electronic Health Record Systems - develop or acquire the supporting

messaging and routing technologies for the implementation of the Stage 1 electronic
health record.
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Recent Activity

Action Items con’t

5. Demonstrate Electronic Health Record Systems - select a limited number of
locations across Canada to quickly demonstrate the merits of alternative approaches to
electronic health record implementation. The demonstrations would serve to improve
our understanding of the impacts of electronic health records, evaluate how well they
work, share the lessons learned, identify the costs and benefits, as well as determine
their sustainability and generalization of use.

6. Stage 2 Electronic Health Record - identify all the components, required coordination
and funding of the stage 2 electronic health record so that the necessary standards
work can focus on accelerating the deploy ment of the associated ‘building block’
systems within F/P/T initiatives. This work needs to keep in mind the current effort
underway in the provinces and territories in primary health care, health surveillance,
aboriginal health, continuing care.

7. Electronic Health Record and Telehealth Integration - accelerate the integration of
electronic health record and telehealth technologies in selected projects; rigorously
evaluate experience with selected telehealth projects in order to establish the necessary
evidence base to guide future development and investment and assist the integration
process; and address key issues such as licensing, reimbursement and liability. (Also
refer to Recommendation 7.0 Standards).

| NTEGRATED PROVI DER SOLUTI ONS

The objective of integrated provider solutionsis to significantly improve the ability of hedlth
care providers to access and use dlectronic information and technology. Idedly, hedth care
providers, such as physicians, nurses and pharmacists will access integrated, dectronic
business, information and technology services.

By way of example, aphysician could obtain access to integrated business services (e.g.
access to an eectronic hedth record, recalls of hazardous hedlth products notices, advisories
on new drug interactions, online CME, online purchasing), information services (e.g. access
to medica news, online journas and academic research, medica discusson communities),
and technology services (e.g. accessto the Internet, access to hospital scheduling).

One of the congtraining factors identified in the gap analysis was the low use of eectronic
information and technology by hedth care providers, especidly physicians. However, the
recent studies have shown that this gap is starting to close. In the 2000 Medical Post Survey
of Canadian physicians, 57% of the survey respondents stated they have online access at
home and a work. Of these 42% use email to communicate with their colleagues and an
increasing number use email to communicate with their patients.

Over the past 12 months there has been aflurry of activity to implement integrated provider
solutions across Canada. Leading the way have been the nationd and provincid medica
associations who with the provinces and territories commenced initiatives to support
physiciansin their need for integrated solutions. This effort is consstent with what these
organizations told ACHI during the stakeholder consultation in the fall of 2000. In addition
there has a so been some private sector activity from afew Canadian firms (e.g. Canadian
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Physician and Medbroadcast) who have dso entered the marketplace. Some of the notable
recent examples of integrated provider solutions in Canada are included in the following

table.

Initiative

Status

Description

Stakeholders

Alberta Medical Association
and Alberta we//net

Pilot phase underway;
New $15m phase has

Physician office: information, EHR,
some DSS tools, and the network

Alberta physicians and
pharmacists

. N . commenced and computing infras tructure

Physician Office System Project integrated with the health system

(POSP)

Saskatchewan. Medical Pilot phase Integrate physician systems and Saskatchewan physicians

Association and SHIN provide access to online information;
EHR is a future service

Ontario Medical Association In Operation Provide a broad range of information Ontario physicians
services to physicians

Nova Scotia Medical Society In Operation Medical Association information and Nova Scotia physicians

“DoctorNS services

Ontario [Hospital for Sick In Operation Information for providers of child Ontario physicians

Children]- eCHN “Profor”

health care

Quebec [McGill, Montreal
MOXXI

Planned (Feb/2002)

Medical Office of the 21™ Century —
EHR services and clinical decision
support tools

Montreal physicians and
pharmacists

Canadian Medical Association
GlobalMedic

Planned (Oct/2001)

Physicians resource & virtual health
care community for physicians

All Canadian physicians
with special services for
CMA members

Canadian Physician In Operation Physician portal providing a broad Canadian physicians
www.canadianphysician.ca range of business and information (mostly northern Ontario at
services present)
Planned Physician portal providing a broad . .
Medbroggcajt range of business and information Canadian physicians
www.mdbmd.com services
Public Health Portal Planned SPé(r)\\I/if:Saccess to online information Canadian public health
GIS aspect professionals

operational 2 years

Canadian Doctors Network

In Operation

Physician portal providing a broad
range of business and information
services

Canadian physicians

Given the current state of integrated provider solutions in Canada, the Advisory Committee
on Health Infostructure needs to continue its monitoring activity to ensure physician,
pharmacist and nurse solutions evolve in an integrated manner and can support the
implementation of electronic hedth records. Over the next 24 months the success of the
current initiatives will become better known. Collaboration needs to be fostered so that the
benefits of different gpproaches can be better understood and shared.
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Recent Activity

3.0 INTEGRATED PROVIDER SOLUTIONS

Recommendation

It is recommended that the capacity of health care providers to understand, accept and see
the benefit of using integrated provider solutions be enhanced, especially within the context
of electronic health record deployment.

Action Items

1. Integrated Provider Solution Needs Assessment — review currently available
integrated provider solutions to assess experience to date.

2. Integrated Provider Solution Strategies - identify high level strategies to foster
the implementation of integrated provider solutions, initially for physicians, nurses
and pharmacists and ensure a linkage to electronic health records development
work.

HEALTH | NFORMATI ON FOR THE PUBLI C

The objective of hedth information for the public isto significantly improve the ability of
Canadians to make health and hedlth care decisions. There are alarge number of health
information portas and websites that the public can now access to obtain hedth information,
e-hedlth services, as well as participate in other more interactive services such as discusson
groups. Some sites even provide the opportunity for the public to keep their own hedth
diary— the consumers' eectronic health record of themselves. In addition thereisan
increasing number of provincial selfcare and telecare services using a combination of paper,
telephone and computing means to provide information and advice to the public.

Health information portals for the public were initialy conceived and implemented in the
United States, with companies like Dr. Koop.com leading the way. Within Canadathe firgt
magjor effort was the Canadian Health Network, which is a collaborative of hedth

organi zations across Canada who provide health promotion and disease prevention
information to Canadians. There are also a number of excellent disease specific hedth
information Sites such as the Arthritis Society of Canada that have been in place for a number
of years.

With the recent decline in the economy and the associated impact on many of the new dot-
com companies there has been arationaization of the health information for the public porta
market. Regardlessthe mgor playersin thisfield are till US firms, like WebMD or the other
public portals like MSN and Y ahoo, who use WebMD' s content. However, within the past
12 months there has been an increase in activity to implement Canadian public hedth
information Sites on aregional or provincid bass. The most notable examples arein British
Columbia with BC HedthGuide, the Cagary Hedlth Region’s Y our Hedlth including its
service directory service and the Electronic Childrens' Health Network (eCHN) in Ontario.
Examples of current “Hedth Information for the Public” initiatives in Canada are included in
the following table.
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Initiative Status Description Stakeholders

Canadian Health Network Operational Health information; also a health Canadian public

3years information “network of networks”
BC Ministry of Health Operational Selfcare and telecare information BC residents with a BC health
BC HealthGuide 6 Months for the BC public available via number

telephone, internet and book
Calgary Health Region Operational Health information and a local Calgary region residents
“Your Health” 1year health services directory
Ontario Hospital Association Planned Comprehensive health information Ontario residents
Your Hospital @ Home service
The Arthritis Society Operational Arthritis information and a services Canadian public
directory

The Hospital for Sick Children Operational Children’s health information Ontario residents
ECHN
Private Sector Sites: Medbroadcast; Oper ational Health information portals with Global audience, but usually
Sympatico Yahoo, Healthonline, some selfcare tools either Canadian or US based
Dr Koop, WebMD and so on
“Canada Health Portal” Planned One-window to health information Canadian public [e-

(03/2002 - and services Government focus]

Prototype)
Canadian Institute for Health Planned CIHI e service portal Authorized users and the
Information (Spring/2002) Canadian public

Theinitial implementation of telecare servicesin Canada was in Quebec, New Brunswick

and Manitoba. Although they dl approached the service differently they have provided
telecare services to al residents within their respective provinces. In the past 12 months there
has been a further expansion of telecare services across Canada - in British Columbia,
Cdgary, Edmonton, and metropolitan Toronto, with the rest of Ontario to receive the service
by the 2002. Only British Columbia has strategicaly linked its cal centre that provides
telephone triage advice, to the information on its public website, and to the BC HedthGuide,
a selfcare handbook provided to al householdsin the province. Notable examples of
“Sdlfcare and Telecare” initiatives in Canada are included in the following table.

Initiative Status Description Stakeholders

BC Ministry of Health Operational Selfcare and telecare information BC residents with a BC health
BC Nurseline — integrated with BC 6 Months for the BC public available via number
HealthGuide telephone

| Okanagan 7 Simifkameen Health Planned Local tefecare service Okanagan region residents
Region, BC (complementary to BC Nurseline)
HealthLink

| Crowfoot Village Medical Practice, Piiot Primary Care 2477 advice and | i T
Calgary Alberta triage service with the clinic
24 Hour Nurse Helpline

| Capital Health Region, Edmonton, Operational Telecare service. Health advice | AllTesidents of 3 heartm
Albe_rta ) 1year (80%) and health information (20%) | regions in Alberta, including
CapitalHEALTHLink Edmonton

[Winnipeg Regonar Health AUOMY | Gperational Telephone Triage and medical | Manioba residents |
HealthLinks 7 years advice

Government of Ontario
Telehealth Ontario

Operational for T
year; province wide
in 2001

|~ Provincial telecare service with Info |
and advice on any health or social
problem

[TResidents of 416, 647, 519, |
613 and 905 area codes
(greater Toronto

Sogique, Quebec
Info-Sante

Quebec residents

| Clinicare, New BFunswick
Tele-Care / Telesoins

Operational Provincial telecare service with info

10+ years and advice on any health or social
problem

Operational Telephone triage and health advice

4 years

NeW Brunswick Residents |
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Over the past 12 months there has been a significant change in the landscape for public hedlth
information solutions. 1t is clear that each province and territory will eventually deploy its
own telephone triage and hedth advice line. Some jurisdictions are complementing this
service with web-based hedlth information services and eectronic hedlth care services (e.g.
sarvice directories). However at this time no jurisdictions have made the link between
telecareand dectronic hedlth records. Further, there is no pan-Canadian gpproach to
providing telephone triage, health information and advice and eectronic health services to the
public based on a set of commonly accepted standards, which in turn would support health
record portability and service equity.

4.0 HEALTH INFORMATION FOR THE PUBLIC

Recommendation

It is recommended that the capacity of Canadians to access and effectively use electronic
health information and electronic health care services continue to be enhanced, especially
within the context of electronic health record deployment.

Action Items
1. Health Information for the Public Tactical Plan - further develop and coordinate,
across jurisdictions, tactics to provide trusted health information, advice and other
health care services to the public in an integrated manner through a variety of
formats including public websites, telephone advice lines, selfcare books, and public
interfaces to their electronic health records.

NETWORK & CowvPUTI NG | NFRASTRUCTURE

No investment in electronic health records, integrated provider solutions or heglth
information for the public solutions will have the desired impact without a commitment to the
development and maintenance of a suitable network and computing infrastructure.

There are provincia and territoria jurisdictions in Canada where the necessary network and
computing infragtructure is Smply not in place to support the provision of health services.
Thisis especidly true in some rural, remote and aboriginal communities. For example the
implementation by Health Canada of the First Nations and Inuit Health Information System
(i.e. primarily a public health immunization and communicable disease system) has been
hampered by the availability of an adequate systems infrastructure in many of the aborigina
communities. If al jurisdictions across Canada are to move the stakes forward and support
the provision of hedlth services eectronically there will need to be an investment in the
implementation of a basic systems infrastructure.

Thisis of course not just a problem for the health industry. To address the connectivity issue
the Minigter of Industry for the Government of Canada set up the Nationa Broadband Task
Force. Initsreport The New National Dream: Networking the Nation for Broadband Access,
the task force outlines its recommendations to the Government of Canada about how best to
make high-speed broadband Internet services available to al Canadian communities by the
year 2004.

In this instance broadband is defined as aminimum speed of 1.5 Mbps and capable of
supporting full-motion, interactive video-conferencing. However the report clearly
recognizes the need of new applications such as peer-to-peer file interactions and
videoconferencing that n some instances will require much greater bandwidth. For example,
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Harmonization

hospitals were identified as needing bandwidth in the 10 Mbps to 1Gbps range for telehedth
gpplications. Therefore the size and cost of the networking challenge is significant - not just
for the hedlth industry, but for Canada as awhole.

5.0 NETWORK AND COMPUTING INFRASTRUCTURE

Recommendation

It is recommended that as part of the pan-Canadian Health Infostructure implementation,
investments be made in locations where the basic systems infrastructure is inadequate —
especially in rural, remote and aboriginal communities.

Action Items
1. Network and Computing Infrastructure Assessment - on a province/territory
basis, identify what infrastructure is in place by community - including connectivity,
computing capacity, and information systems support services. [Note: this action
item could be completed in conjunction with the Infostructure Assessment in
Recommendation 2].

2. Determine Future Network and Computing Infrastructure Directions - through
linkages to Industry Canada, CANARIE and others to monitor broadband
connectivity development across Canada, as well as to evaluate emerging
technology solutions [such as wireless and band -width conserving approaches]
especially to support telehealth-electronic health record integration.

PRI vACY & SECURI TY

Canadians believe that there is a need to recognize the importance of establishing the
appropriate baance between an individua's right to keep their persona health information
private and the benefits that are derived from improved access and use of hedlth information
by authorized service providers. Regardiess, privacy requirements are the single most
important factor that will influence the implementation of € ectronic health records.

The Advisory Council on Hedlth Infostructure, in: Canada Health Infoway: Paths to Better
Health, recommended that jurisdictions harmonize and strengthen the protection of personal
hedlth information. This commitment to a consistent, panCanadian approach has been re-
affirmed at different stages in the current development of the hedlth infostructure. In
December 2000, Deputy Ministers accepted the Resolution of Ministers of Health on
Principles for the Protection of Personal Health Information Co llected, Used and Disclosed
inthe Health System (the Harmonization Resolution) . Since then ACHI through its
Protection of Persona Health Information Working Group has commenced work on
clarifying a number of issuesin section 12 of the resolution (e.g. definition of persond hedth
information, methods to protect persona health information transferred between jurisdictions
and exceptions to informed consent). This effort needs to continue.

Privacy legidation and codes are designed to provide individuals with the means to prevent
exploitation of their persond information or its use in ways over which they have no control.
Ultimately, privacy legidation acknowledges individual control over use of persond
information, thet is, over the collection, use, disclosure, retention and disposal of their
information by collecting organizations.
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Health
Information
Privacy
Principles

For dectronic hedth records in Canada privacy policy is encompassed in a set of federa, and
provincid statutes. The Personal Information Protection and Electronic Documents Act will
by 2004 have awide-reaching impact on the management of persond information in Canada.
Provincia legidation, whether it be Freedom of Information and Protection of Privacy Acts
or more specific Hedlth Information Privacy legidaion are aso applicable to persond hedth
information. The future relationship between The Canada Persona Information Protection
and Electronic Documents Act and provincial legidation has yet to be fully determined.

The ‘privacy principles originally developed by OECD and expanded upon by the Canadian
Standards Association provide the best insight into the requirements that will be placed on
electronic health records, namely:
Accountability - An organizetion is responsible for persona information under its
custody or control and shall designate an individua or individuals who are accountable
for the organization's compliance with the privacy principles.

| dentifying Purpose - The purposes for which persond inf ormation is collected shall be
identified at or before the time the information is collected.

Consent - The knowledge and consent of the individua are required for the collection,
use, or disclosure of persond information.

Limiting Collection - The cdlection of persond information shall be limited to that
which is hecessary for the purposes identified. Information shal be collected by fair and
lawful means.

Limiting Use, Disclosure, and Retention - Persond information shal not be used or
disclosed for purposes other than those for which it was collected, except with the

consent of the individua or as required by law. Persona information shdl be retained
only as long as necessary for the fulfillment of those purposes and as required by law.

Accuracy - Persond information shall be accurate and as up-to-date as necessary to
fulfill the purposes for which it is collected.

Safeguards - Security safeguards shal protect persond information against loss or theft,
aswell as unauthorized access, disclosure, copying, use or modification, through all
phases of itslife cycle, regardless of the format in which it is held.

Openness - Specific information about policies and practices relating to the management
of persond information shal be made readily available. An individuad shal be informed
of the existence, use and disclosure of hisor her persond information.

Individual Access - Upon request, an individua shall be given accessto his or her
persond information. Exceptions to the right of access must be limited and specific. An
individua shall be able to challenge the accuracy and completeness of the information
and have it amended as appropriate.

Challenging Compliance - Anindividua shal be able to address a challenge concerning
compliance with privacy requirements to a designated individua or individuals.

These privacy principles provide some direction as to what will be required for the
infostructure generally, and the protection of personal hedlth information in electronic hedlth
records spedficaly. For example the principles of gppropriate heath record governance, the
management of consent, use on a‘need to know’ basis and individual accessto the record
will al cause changes to the way businessis currently conducted when that hedlth record isin
electronic form, and especidly if the eectronic hedth record is shared among different hedlth
organizations.
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Security
Mechanisms

The trandation of privacy policies into security requirements and then into security
mechanismsis not asmpletask. Thisis especidly true for eectronic hedth records. By
way of example of infostructure security requirements, the security framework for electronic
health records needs to include the following

Security palicies - All information aspects of the electronic health record will be
categorized. Threats to the confidentiaity and integrity of the record will be analyzed. A
security organization will be detailed, including governance and management
respongibilities for al security aspects of the electronic hedth record.

| dentification and authentication mechanisms - the healthcare providers and others
who will use the eectronic health record system will be identified and registered as users.
Thiswill include not only who they are, but typicaly also what they are (physcian,
billing clerk, lab technician, etc.), how they can interact with the system and which
patient records they are alowed to access. Proper identification forms the basis of user
authentication. Users are authenticated, that is they have to prove they are who they say
they are before they can gain access to the eectronic hedth record system.

Communications security - Communication security (also called transmission security
or network security) is needed to ensure that the confidentiality of persond hedth
information is always maintained as data is transmitted from the eectronic hedth record
system to the user (and vice versd). Dataintegrity must be maintained to ensure that
information isn't logt in trangt or mdiciously atered.

Access control - Access control is sometimes aso called trust management. It ensures
that usersare: authorized to gain access to the records they are requesting, and are
authorized to carry out each action they are attempting to perform with the record. Trust
management of electronic hedth record systems is especialy complex because patients
can be receiving care from severa hedlth care providers, each of who may have accessto
only asubset of the patient’ s total record.

Safe data storage - Electronic health record databases must be protected to ensure
confidentiality is protected and data integrity is maintained.

Non-repudiation - Sophisticated € ectronic hedth record systems provide adigital
equivaent to the common practice of having health care providers sign and date additions
to paper based hedth records. These digital Sgnatures prevent auser from adding
information to arecord and later denying having made the addition.

Audit and compliance - The find component of the eectronic hedlth record security

framework is audit and compliance. Thisties usright back to the security policies that
we started with — ensuring that an operationd system can be properly evauated against
its design criteria and that the outcome of the implementation can be properly assessed.

For each component of the security framework there are enabling technologies that support
the gppropriate leve of security to be gpplied to persona hedth information. The most
promising technology combination for electronic health records appears to be a combination
of Trust Management (e.g. role or work-group based access control) and Public Key
Infrastructure technologies, possibly enhanced with the use of smart cards and biometrics.
Again, the sgnificance of the security framework components is not that they exist, but rather
how they would be deployed within a health organization, aswell as anong hedlth
jurisdictions in a pan-Canadian health infostructure. Thisis especially true for persona

hedth information held in éectronic hedth records. Canadians recognize the importance of
establishing the appropriate safeguards to protect an individud's right to keep their persond
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hedlth information private and the benefits that are derived from improved access and use of
hedlth information by authorized service providers. Privacy requirements are the single most
important factor that will influence the implementation of electronic hedlth records.

6.0 PRIVACY AND SECURITY

Recommendation

It is recommended that an approach that is respectful of the rights of Canadians regarding
the protection of their personal health information be implemented in all jurisdictions across
Canada to enable the secure exchange of personal health information on a need -to-know
basis.

Action Items
1. Privacy Policy Issue Resolution - continue to address outstanding health
information privacy policy issues associated with CSA principles and the
Harmonization Resolution, as well as clearly understanding the implications of The
Personal Information Protection and Electronic Documents Act.

2. Electronic Health Record & Telehealth Privacy Analysis - identify how health
information privacy principles, business rules and security mechanisms should be
applied to electronic health record and telehealth implementations across Canada.
[Note: this action item could be completed in conjunction with Electronic Health
Record Architectures in Recommendation 2).

STANDARDS

Standards for hedlth sector data and communication technologies are critical to the
implementation of an inter-operable panCanadian Hedth Infostructure. The issue with
standards development and use is threefold:

There is an immense effort required to develop information and technology standards for
a pan-Canadian Hedlth Infostructure.

A pan+Canadian standards coordination process that builds on existing efforts is required.

An approach to effectively mandate, audit and sustain use of standards is needed within
the hedlth system.

Efforts are increasingly being initiated to develop hedth information and technology
standards in Canada. Much of this work has been carried out at loca levels with guidance
and support provided by the Canadian Ingtitute for Health Information (CIHI). At apan
Canadianlevd, CIHI isleading the development and adoption of data and information
standards (e.g. data coding, minimum data sets, health data messaging).

A recent example of this has been the NeCST project which has a unique collaboration of
public sector, private and provider associations. The project has demonstrated that part
Canadian standards collaboration can result in significant new standards devel opment.
Internationally, CIHI operates HL7 Canada as aforum to review and adopt HL 7 standards for
use globdly and in Canada. Further CIHI isthe liaison to the International Standards
Organization (1SO) Technica Committee on Hedth Informatics and its work on electronic
health records, telehedth, security and other standards. Finally, CIHI through its Partnership
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Electronic
Health Record

for Hedlth Information Standards has been successful in creating a public-private sector
collaborative that participates in certain standards development efforts. It is critical that this
leadership continue to be supported.

While there has been progress made by CIHI over the past 12 months with developing
standards that could be used for electronic hedlth record initiatives (e.g. client, laboratory and
pharmacy), there remain important gaps. For accelerated progress to occur, forma eectronic
hedlth record initiatives will need to be put in place to drive the development of electronic
hedlth record standards. The security standards, especidly for the electronic health record
and telehedth are currently not in place. Findly a“forum” to mandate the use of hedth
information and technology standards does not exist in Canada.

CIHI has been trying to bridge the standards gap, with limited funds, however, there is il
no agreed-upon “pan-Canadian” process to co-ordinate local, provincial, nationa and
international standards development, implementation and maintenance.

A panCanadian set of gpproved standards is prerequisite to the implementation of electronic
health records and wider use of telehedth solutions. Of paramount importance is the
identification and gpprova of standards for the eectronic hedlth record and telehedth

and Telehealth  architecture components, including:

Standards

clinical processes standar dsto advance pan-Canadian e ectronic health record and
telehedth implementation;

electronic health record data for the stage 1 eectronic health record implementation
[i.e. client, provider, laboratory and pharmacy datal;

security management, especialy privacy and security policies, identification,
registration and authentication, access control and non-repudiation standards;

data protocol management, especialy data message sandards such as HL7 and XML
for client, provider, |aboratory and pharmacy eectronic hedth record data messages,

message routing, especialy standards for directory services, such as X.500 and LDAP,
UDDI, Novell NDS and eDirectory;

message protocol management within and between health organizations including the
work associated with existing or emerging standards such as CORBA, 2EE, DCOM,
ODBC and SOAP;

network protocol management standards for disparate networks (eg. ATM, ISDN,
Frame Relay, FDDI, SNA and the association with TCP/IP); and

other key standar dsfor:

nationally funded Pan-Canadian initiatives — eg. CHIPP, FNIHIS, hedlth
surveillance or primary care funding

the stage 2 eectronic hedlth record data set either within local deployment
projects, inter-jurisdictiona initiatives or as a nationd project.

emerging standards being developed internationaly through 1SO TC 215 on
hedlth information system data, messaging and interoperability.

While some of thiswork is aready underway, it needs to be accelerated and integrated into a
pan-Canadian dectronic hedth record initiative. Funding for any electronic health record
implementations has to require compliance with these standards, otherwise the risk of
implementing health records that cannot be shared will increase significantly.
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7.0 STANDARDS

Recommendation
It is recommended that an immediate investment be made in accelerating standards
development and the implementation of a pan-Canadian health information and technology
standards coordination function,as well as an investment in the implementation and use of
standards within the local, inter -jurisdictional and pan-Canadian Health Infostructure
initiatives.
Action Items
1. Standards Coordination Process - that an adequately resourced pan-Canadian
standards development, adoption, approval, compliance and ever-greening process
be put in place that coordinates standards activity and provides the necessary
educational services in support of local, inter-jurisdictional and pan-Canadian
projects, with links to national and international standards efforts.

2. Stage 1 Electronic Health Record Standards - that an immediate investment be
made to accelerate standards development and adoption for electronic health
records beginning with the Stage 1 electronic health record data, security
management, data protocol management, message routing, message protocol
management, and network protocol management.

3. Telehealth Standards - that an immediate investment be made in accelerating the
development of standards for interoperability at clinical and technical levels, to

ensure sustainability of telehealth programs in place or to be developed in the
future.

CHANGE MANAGENMENT

For meaningful change to happen, al the infostructure initiatives need to clearly demonstrate
added vaue to hedth care providers and the public. Without this understanding the adoption
of hedlth information and communication technologies especially by hedth care providers
will continue to be dow. Change management dedls with the human aspect of implementing
the health infostructure. Whereas, change is the emergence of anew stuation, trandtion is
the human reaientation to the change. Trangtion typicaly begins long before, and remains
long after, the change isimplemented. Effective transition management has been identified
as one of the critical success factors that lead to successful change, and is critica to the
implementation of a pan-Canadian hedlth infostructure.

Change management includes organizationa redesign, business process redesign, role
development, training, communications, as well as coaching and mentoring. Techniques
deployed include conflict resolution, impact andysis, performance metrics, and team building
and facilitated group decisorrmaking. All aspects of hedth infostructure implementation
will require the use of these methods and tools. An example of effective change management
is the innovative focus on capacity-building and governance strategies which is being adopted
by Aborigina communities asthey dea with change management issues.

The implementation of eectronic health records, telehealth as well as integrated provider
solutions will trigger amagjor change in the way hedlth care providers will carry out their
duties. By way of example the changes in privacy policies and security mechanisms

associated with transactions and with managing consent will be significant. Theexigting
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gpproach used by hedlth care providers to access persond health information held by another
hedlth care provider will become much more formalized with stricter recording and reporting
requirements. The business process redesign, role development, training, aswell as
communi cations requirements for physicians, nurses and pharmacists and their support staff
will be sgnificant. The effort required to ensure a successful transition for these professions
will be amgor undertaking and needs to be carefully planned and executed.

Thereisacompelling need to develop a strategy and clear recommendations to address
human resource issuesin hedlth informatics. Canada suffers from a severe shortage of health
informaticians who can understand, manage and apply el ectronic information and technology
to the hedlth care sector. This shortage has a so impacted the implementation of electronic
hedth record and telehedlth strategies. While there are now education programs available
through some colleges and universities, there remains a serious lack of readily accessible
health informatics education programs for practicing health professonds so they can upgrade
their hedth informatics kills.

What is needed is a concerted approach to build a critical mass of qudified hedth
informaticians, online health informatics content and flexible programs that can be easily
accessed from multiple ingtitutions by health professonas across the country. In addition,
thereis aneed to support Canadian clinica training programs (e.g. nursing, medicine and
others) to enhance their curriculums with hedlth informatics knowledge so a new generation
of clinicians will understand the application of informatics to support evidence-based care
and decision support tools. The creation and ddlivery of such astrategy will be critica in
optimizing and ensuring the success of the significant information and systems investments
that are planned for the pan-Canadian hedlth infostructure.
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8.0

CHANGE MANAGEMENT

Recommendation

It is recommended that as part of the health infostructure implementation, enable and
support the change management processes required for the rollout of the new business
processes and technologies to health care providers, such as physicians, nurses and
pharmacists.

Action Items

1

A Change Management Strategy - develop a broad change management strategy
that creates a coordinated and collaborative process for governments and health
care professional associations and provider groups to support the implementation of
the pan-Canadian health infostructure.

Electronic Health Record and Telehealth Change Management Approach -
develop a tailored change management approach for health care providers and
other support staff for implementing electronic health record and telehealth
solutions, with an emphasis on business process change, skills training to use
information systems, as well as privacy and security requirements.

Health Informatics Education - in order to address the shortage in health
informatics personnel and providers qualified to use health informatics:
support Canadian clinical training programs (e.g. nursing, medicine, pharmacy
and others) to enhance their health informatics curricula.
create innovative health informatics educational options such as online
programs accessible to providers. This will ensure that practicing providers can
attain current and sufficient knowledge and skills in health informatics to be able
to interact with electronic health records and other technologies.
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Next

Steps

There is no prescribed route to follow to arrive at a new idea. You have to make the intuitive leap. But the
difference is that once you've made that intuitive leap you have to justify it by filling in the intermediate steps.

Stephen Hawking

The next steps for the pan-Canadian Hedlth Infostructure are critical ones — they will
determine ongoing success. They must encompass a pragmatic gpproach that alowsthe
participants to “think big, start small and expand rapidly”. The next steps must reman
focused onthe god — the implementation of a pan-Canadian Hedlth Infostructure with an
initid focus on eectronic health records.

The action itemsidentified in the Tactical Plan have aso been grouped to form a set of next
steps, with two timeframes:

Short to medium term— action items that need to be initiated and preferably
completed within the next 2 years  Thisincludes activities that are ongoing and
don’'t have afixed timeframe for completion.

Medium to long term— action items that need to initiated and preferably
completed in the2 to 5 year timeframe.  Short to Medium Term Action Items.

Short to Medium Term Action Items

Rec

Action ltem

Action Item Description

1. 0 Pan-Canadian
Coordination

1.1 Pan-Canadian Infostructure
Initiative Coordination Roles

that key sponsor(s) and lead-jurisdictions are designated for the three
tactical initiatives, and that consistent processes be adopted for leading
the implementation of pan-Canadian health infostructure initiatives,
beginning with electronic health record solutions.

1.2 Pan-Canadian Infostructure
Common Opportunities

that the key sponsor(s) and lead-jurisdictions adopt a collaborative
process to identify common opportunities and common solutions that

will allow the pan-Canadian health infostructure to be implemented in a
cost effective manner.

2.0 Electronic Health Records and
Telehealth

2.1 Pan-Canadian Health
Infostructure Assessment

in support of the Stage 1 electronic health record and telehealth,
complete an assessment of the information and communications
technologies in Canada, to determine the gaps and opportunities
arising from the currently available, or planned system, network,
computing infrastructure.

2.2 Business Requirements
Definition

engage health care provider groups and others in defining business
and clinical needs, as well as information and systems requirements for
the Stage 1 electronic health record [i.e. with client, provider, laboratory
and pharmacy data] across multiple jurisdictions.

2.3 Electronic Health Record
Architectures

identify the electronic health record architecture components, the
different types of electronic health record architectures and the
requirements to ensure electronic health record inter -operability for the
Stage 1 Electronic Health Record.

2.4 Enabling Electronic Health
Record Systems

develop or acquire the supporting messaging and routing technologies
for the implementation of the Stage 1 electronic health record.
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Electronic Health Records and

Telehealth -con’t

2.5 Demonstrate Electronic
Health Record Systems

select a limited number of locations across Canada to quickly
demonstrate the merits of alternative approaches to electronic health
record implementation. The demonstrations would serve to improve
our understanding of the impacts of to electronic health records,
evaluate how well they work, share the lessons learned, identify the
costs and benefits, as well as determine their sustainability and
generalization of use.

2.7 Electronic Health Record and
Telehealth Integration

accelerate the integration of electronic health record and telehealth
technologies; rigorously evaluate the experience with telehealth in
order to develop the necessary evidence base to guide future
investment and to assist the integration process; and address key
issues such as licensing, reimbursement and liability (Also refer to
Recommendation 7.0 Standards).

5.0 Network and

Computing
Infrastructure

5.1 Network and Computing
Infrastructure Assessment

on a province/territory basis, identify what infrastructure is in place by
community, including aboriginal communities - including connectivity,
computing capacity, and information systems support services, where
there are not currently plans in place to address them [Note: this action
item could be completed in conjunction with the Infostructure
Assessment].

6.0 Privacy and

Security

6.1 Privacy Policy Issue
Resolution

continue to address outstanding health information privacy policy
issues associated with CSA principles and the Harmonization
Resolution, as well as clearly understanding the implications of The
Personal Information Protection and Electronic Documents Act.

6.2 Electronic Health Record &
Telehealth Privacy Analysis

identify how health information privacy principles, business rules and
security mechanisms should be applied to electronic health record and
telehealth implementations across Canada [Note: this action item could
be completed in conjunction with Electronic Health Record
Architectures in Recommendation 2).

7.0 Standards

7.1 Standards Coordination
Process

that an adequately resourced pan-Canadian standards development,
adoption, approval, compliance and ever-greening process be put in
place that coordinates standards activity and provides the necessary
educational services in support of locd, inter-jurisdictional and pan-

Cf?nadian projects, with links to national and international standards
efforts.

7.2 Stage 1 Electronic Health
Record Standards

that an immediate investment be made to accelerate standards
development and adoption for electronic health records beginning with
the Stage 1 electronic health record data, security management, data
protocol management, message routing, message protocol
management, and network protocol management.

7.3 Telehealth Standards

that an immediate investment be made in accelerating the development
of standards for interoperability at clinical and technical levels, to
ensure sustainability of telehealth programs in place or to be developed
in the future.

8.0 Change Management

8.1 A Change Management
Straegy

develop a broad change management strategy that creates a
coordinated and collaborative process for governments and health care
professional associations and provider groups to support the
implementation of the pan-Canadian health infostructure.

8.2 Electronic Health Record and
Telehealth Change Management

Approach

develop a tailored change management approach for health care
providers and other support staff for implementing electronic health
record and telehealth solutions, with an emphasis on business process
change, skills training to use information systems, as well as privacy
and security requirements.
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For the medium and long term the following action items have been identified.

Medium to Long Term Action Items

Action ltem

Action Item Description

2.6 Stage 2 Electronic Health
Record

and Telehealth

2.0 Electronic
Health Records

identify all the components, required coordination and funding of the
stage 2 electronic health record so that the necessary standards work
can focus on accelerating the deployment of the associated ‘building
block’ systems within F/P/T initiatives. This work needs to keep in mind
the current effort underway in the provinces and territories in primary
health care, health surveillance, aboriginal health, and continuing care.

3.1 Integrated Provider Solution
Needs Assessment

review currently available integrated provider solutions to assess
experience to date.

3.2 Integrated Provider Solution
Strategies

3.0 Integrated
Provider Solutions

identify high level strategies to foster the implementation of integrated
provider solutions, initially for physicians, nurses and pharmacists and
ensure a linkage to electronic health records development work.

4.1 Health Information for the
Public Tactical Plan

4.0 Health Information
for the Public

further develop and coordinate, across jurisdictions, tactics to provide
trusted health information, advice and other health care services to the
public in an integrated manner through a variety of formats including
public websites, telephone advice lines, selfcare books, and public
interfaces to their electronic health records .

5.2 Determine Future Network
and Computing Infrastructure

Directions

5.0 Network and
Computing
Infrastructure

through linkages to Industry Canada, CANARIE and others to monitor
broadband connectivity development across Canada, as well as to
evaluate emerging technology solutions [such as wireless and band-
width conserving approaches] especially to support telehealth-
electronic health record integration.

8.3 Health Informatics
Education

8.0 Change
Management

In order to address the shortage in health informatics personnel and
providers qualified to use health informatics:

support Canadian clinical training programs (e.g. nursing,
medicine, and others) to enhance their health informatics curricula

create innovative health informatics educational options such as
online programs accessible to providers. This will ensure that practicing
providers can attain current and sufficient knowledge and skills in
health informatics to be able to interact with electronic health records
and other technologies.
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An immediate next step is a clear delineation of who does what — what is the role of the
federd, provincid and territorial governments, of the new Canada Hedlth Infovay
Corporation, of the Advisory Committee on Hedlth Infostructure, of the Canadian Ingtitute
for Hedlth Information, and of individud facilities and providers. Leadership isacritical
requirement if the Canada Hedlth Infoway is to be implemented in a collaborative and
mutually beneficia manner. The gppropriate responsibilities and accountabilities need to be
confirmed as soon as possible.

The above recommendations need to be considered as awhole because they are the basic
building blocks for a panCanadian, inter-operable Hedlth Infoway. The challenge of Federd,
Provincia and Territorid governments will be to develop and implement the components of
the Canada Health Infoway in a collaborative and mutudly beneficid manner. Thisgod is
aready well underway through the activities of the Advisory Committee on Hedlth
Infostructure.
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