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The Power of IdentityThe Power of Identity
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Today: Multiple Identities…Today: Multiple Identities…
and Multiple Formatsand Multiple Formats
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Threats to Online SafetyThreats to Online Safety

The Internet was built without a way to know The Internet was built without a way to know 
who and what you are connecting towho and what you are connecting to

Internet services have oneInternet services have one--off “workarounds”off “workarounds”
Inadvertently taught people to be phished Inadvertently taught people to be phished 

Greater use and greater value attract Greater use and greater value attract 
professional international criminal fringeprofessional international criminal fringe

Exploit weaknesses in patchworkExploit weaknesses in patchwork
Phishing and pharming at 1000% CAGRPhishing and pharming at 1000% CAGR

Missing an “Identity layer”Missing an “Identity layer”
No simplistic solution is realisticNo simplistic solution is realistic
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Lessons from PassportLessons from Passport

Passport designed to solve two Passport designed to solve two 
problemsproblems

Identity provider for MSNIdentity provider for MSN
250M+ users, 1 billion logons per 250M+ users, 1 billion logons per 
dayday

Identity provider for the InternetIdentity provider for the Internet
UnsuccessfulUnsuccessful

Learning:  solution must be Learning:  solution must be 
different than Passportdifferent than Passport
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The Laws of IdentityThe Laws of Identity
An Industry DialogAn Industry Dialog

1.1. User control and consentUser control and consent

2.2. Minimal disclosure for a defined useMinimal disclosure for a defined use

3.3. Justifiable partiesJustifiable parties

4.4. Directional identityDirectional identity

5.5. Pluralism of operators and technologiesPluralism of operators and technologies

6.6. Human integrationHuman integration

7.7. Consistent experience across contextsConsistent experience across contexts

Join the discussion atJoin the discussion at www.identityblog.comwww.identityblog.com
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Identity MetasystemIdentity Metasystem
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Key CharacteristicsKey Characteristics
Requirements for an identity metasystemRequirements for an identity metasystem

NegotiationNegotiation
DrivenDriven

EncapsulationEncapsulation

ClaimsClaims
TransformationTransformation

UserUser
ExperienceExperience

Enable relying party, subject, and identity Enable relying party, subject, and identity 
provider to negotiate technical policy provider to negotiate technical policy 
requirementsrequirements

TechnologyTechnology--agnosticagnostic way to exchange policies way to exchange policies 
and claims between identity provider and and claims between identity provider and 
relying partyrelying party

Trusted way to change one set of claims Trusted way to change one set of claims 
regardless of token format into anotherregardless of token format into another

Consistent user interface across multiple Consistent user interface across multiple 
systems and technologiessystems and technologies
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Relying PartiesRelying Parties
Require identitiesRequire identities

SubjectsSubjects
Individuals and other Individuals and other 
entities about whom entities about whom 

claims are madeclaims are made

Identity ProvidersIdentity Providers
Issue identitiesIssue identities

Metasystem PlayersMetasystem Players
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WS-Trust, WS-MetadataExchange

Web Services Metasystem ArchitectureWeb Services Metasystem Architecture
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SubjectSubject

Relying PartyRelying Party Relying PartyRelying Party

Identity Selector



Copyright 2005 Microsoft CorporationCopyright 2005 Microsoft Corporation 1212

InfoCardInfoCard
Returning Identity Control to the End UserReturning Identity Control to the End User

Reduces reliance Reduces reliance 
on usernames & on usernames & 
passwordspasswords
Consistent user Consistent user 
interface for login interface for login 
and registrationand registration
Grounded in realGrounded in real--
world metaphorworld metaphor

Helps end Helps end 
users avoid users avoid 
many many phishingphishing
attacksattacks
Support for   Support for   
twotwo--factor factor 
authenticationauthentication
Secure Secure 
subsystemsubsystem
SelfSelf--asserted asserted 
and and ““managedmanaged””
identitiesidentities

Built on Web Services Protocols

SaferEasier
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InfoCard Protocol FlowInfoCard Protocol Flow

Front EndFront End
Web SiteWeb Site

STSSTS

Web Site Web Site 

HTTP/GET  (Protected Page) HTTP/GET  (Protected Page) 
Redirect Redirect –– Login PageLogin Page

11

Login Page (HTML) with InfoCard tagLogin Page (HTML) with InfoCard tag
HTTP/GET  (Login Page) HTTP/GET  (Login Page) 22

44

InfoCard lights upInfoCard lights up
User selects cardUser selects card

Identity Provider (Managed or Self)Identity Provider (Managed or Self)

STSSTS

55

Getting token via WSGetting token via WS--TrustTrust

Browser w/ InfoCardBrowser w/ InfoCard

Relying PartyRelying Party

66 Token Token via WSvia WS--Trust/RST
Trust/RSTToken vToken via WSia WS--Trust/RSTR

Trust/RSTR

77
HTTP/GET|POST Target Page + TokenHTTP/GET|POST Target Page + Token

33 WSWS--MexMex
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WinFXWinFX

Developers Users

“InfoCard”

The Identity Metasystem

Web Services
Security Standards

IT Organizations

Lifecycle
Management

Microsoft Support For The MetasystemMicrosoft Support For The Metasystem
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Strong CredentialsStrong Credentials
Certificate ServicesCertificate Services

Information RightsInformation Rights
Rights ManagementRights Management

ServicesServices

IDA ManagementIDA Management
Microsoft IdentityMicrosoft Identity
Integration ServerIntegration Server

Federated IdentityFederated Identity
Active DirectoryActive Directory

Federation ServicesFederation Services

Domain and Domain and 
Directory ServicesDirectory Services

59%59%

Active
Directory

5%5%

NT 4
Domains

4%4%

Novell
eDirectory

3%3%

Novell
NDS

3%3%

Other/
LDAP

Primary Directory Usage
For Employee Authentication*

* Internal Research.  For enterprises (>500 PCs) across G7 countries – Fall 2005. 

Active Directory As An Evolving SystemActive Directory As An Evolving System
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Unified

Connected
► Frictionless customer and partner interactions
► Easy access to Internet services
► Extends the reach of apps and information workers

► Simplified deployment of a broad set of capabilities
► Consistent policy and access control model
► Unified management experience

Integrated
► Seamless user experience across applications
► Common identity across all applications & services
► Simplified development of identity aware applications 

Microsoft’s Active Directory VisionMicrosoft’s Active Directory Vision
Unleash The Power of IdentityUnleash The Power of Identity
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Authorization
Manager

Domain/Directory
Services

RMSCertificate
Services Metadirecory

Engine
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Unified architecture, policy model, and management experience

AD for Unified Identity & AccessAD for Unified Identity & Access
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AD for OutwardAD for Outward--Facing Connected IdentityFacing Connected Identity

Internet
Services

Partners
Customers

Identity Metasystem

Extending the Reach
of Information Workers

Extending the Reach 
of Applications

Web Services
Architecture
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Integrating Identity Across Our OfferingsIntegrating Identity Across Our Offerings

WinFXWinFXWindows LiveWindows Live

Directory Single Sign-onSmartcard Logon

Information Rights AuditingAccess Control Federation

Common Infrastructure and Experiences Access…
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Managing Identity and AccessManaging Identity and Access

• Heterogeneous Identity Aggregation
• Policy-Driven Workflow
• Automated Provisioning

• Simplified Credential Management
• Smart Card Integration
• Policy-Driven Workflow
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SummarySummary

We are proponents of an Identity, Privacy and Trust Ecosystem We are proponents of an Identity, Privacy and Trust Ecosystem 
where everyone is welcomewhere everyone is welcome
We are adopting a holistic approach making identity easy and We are adopting a holistic approach making identity easy and 
safe for end users, application developers, web sites and IT safe for end users, application developers, web sites and IT 
professionals professionals 
Microsoft sees an Identity Metasystem based on Web Service Microsoft sees an Identity Metasystem based on Web Service 
Standards as the way to reach across devices, platforms and Standards as the way to reach across devices, platforms and 
applicationsapplications
We are planning to unleash the Power of Identity by making all We are planning to unleash the Power of Identity by making all 
our products identity awareour products identity aware
We have an inclusive vision, we are executing on it, and we lookWe have an inclusive vision, we are executing on it, and we look
forward to working with everyone in the industry to build an forward to working with everyone in the industry to build an 
Identity Metasystem for the InternetIdentity Metasystem for the Internet
Contact me at http://Contact me at http://www.identityblog.comwww.identityblog.com
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