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BC Public Sector

An Oncological
approach to ldentity Management:

And Service Oriented Architectures In
the public sector



In computer science, context
IS the circumstances under

which a device (resource) IS
being used.

- Wikipedia



Why are we here?
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An Example of a Self
Assertion



llustration by Dele Stephanos
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How do you Certify this to be
true
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But the best way Is






Knowledge of a person
depends on context



What i1s Context?
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Context N a Service
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So what’s left?
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* For four years | have made both an
academic and a personal study of the
ldentity Management functions of the

human body

* From my experlence | have dlsco Eh 1
that it Is not sufficient o |
Sygter->{7n | |

16

'@OT established are

eptable usage patterns (flight plans)
that function as an operational
checksum on identity in a service
context




Epiphany while undergoing
treatment of Stage 4 Hodgkin's

Lymphoma
« Cells had established “Identity” through self
assertion and token validation (B cells)

* |n essence my disease was a failure of my
own bodily services (CD4 - T cells) to
effectively enforce established policies and

procedures govering the proper operation of
cellular function.

My body was undergoing a crisis in ldentity
Management



Natural Immune Systems

white blood cells which
e to detect and eliminate pathogens/
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antigens)




Acquired Immune System
(after a stemcell transplant)
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Digital Immune Systems

(aka Intrusion prevention systems)
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Digital Immune Systems

(aka Intrusion prevention systems)
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Digital Immune Systems

(aka Intrusion prevention systems)

« Established approaches are host-based or
network-based: |

e of 2 types:

Ic analysis using e.g. IP source &
estination addresses and IP port / service.

 Promiscuous mode ‘sniffing’ of IP packets for
anomalous behaviour.



Digital Immune Systems
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How do we do this



Service Oriented Architecture

Reduce friction, enhance visibility, thrive on change
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IdM Suite Component
Architecture
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PROTECT for National Security Architecture
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Automate ldentity Data
Exchange



Create a Trusted SOA ldentity Flow

‘Context Identity for 3 Party
Capability Authorization

Identity Assertion
(DMV, Court System

Identity Escrow
-Name
S -Tax Id

- Birthdate



Use BPEL to automate ldentity
Assertion and Certification

Leverage a Human Workflow Service which interacts with the BPEL engine and
has pluggable services and encapsulates Notification, Assignment Service,
TaskManager, WorklistManager, ldentity Service

WSDL Contract
®

Human Workflow

Service

8

Update

Task
Personalizable &

Worklist

BPEL
Process

(1) assign tasks to a user/role
(2) wait for task completion as part of an end to end process flow



Implement continuous
Improvement by documenting
identity related processes



Leverage BPEL to create a
pattern of context for Identity

Library of re-usable BPEL Fragments
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Recap



Questions to answer
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Questions to Answer
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Questions to Answer

 What is the role that the BC Public Service
should or could have within the effort to define
digital identity given the publlc sector runs

majorlty of the p OCPS’? f | I ﬂ}té]-
rltatlve

(et dblip N
rorivers Ilcenses, birth certificates,
lawyers, doctors, engineers, architects,

accountants, company incorporations, and so
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Do you haf any gvestions for my
answers?”






