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CIC GOL pathfinder
Client Application Status (e-CAS)

Privacy of personal information and consent
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Agenda

• Background
• Why this application?
• Today
• PIA privacy recommendations
• Solutions to recommendations
• Roadblocks 
• Next steps
• e-CAS screens
• e-payment prototype
• Lessons Learned
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Background

• TBS pathfinder (TIER 2)
• Secure Channel pathfinder  

– secure network
– PKI
– build 3 of SC

• PIA completed September 2001
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Why the e-Client Application Status (e-CAS) 
Pathfinder ?

• Support the mail-in process
• Call Centres in Canada receive over four millions calls per 

year 
• forty two percent of calls are for application status. Twenty 

five percent of calls are lost because the Call Centre 
queues are overloaded

• e-Client Application Status Query Pathfinder will improve 
client service by reducing the number of lost calls and 
allowing Call Centre agents to focus on more complex 
cases
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Today

! Biggest challenge was privacy - sign off by the Privacy 
Commissioner

! e-CAS was launched April 15, 2002

! 400,000 clients have authenticated

! 1,500 clients have requested their status be removed from 
the internet
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PIA Privacy and Security 
Recommendations

• CIC to determine if further safeguards, including a 
confidential shared secret can be introduced to improve 
the privacy protection of e-CAS clients

• Personal information be removed from e-CAS messaging 
until there is an assurance that the individual authenticated 
is the individual or a third party acting with the consent of 
the individual

• CIC obtain a legal opinion on the authority under the 
Privacy Act in the absence of consent to disclose personal 
information in e-CAS to a third party and determine if there 
are any legislative or policy restrictions that would apply to 
the use or disclose of personal information in e-CAS
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PIA recommendations 

• The e-Client Business Owner Role Description be 
amended to incorporate responsibility for updating the e-
CAS PIA and associated privacy impact assessment tasks.

• e-CAS provide information to the client on the timeliness of 
information and on the procedure to address incorrect or 
inaccurate information.

• Call Centre procedures be updated to respond to client 
questions referred from e-CAS about privacy including 
information on access to personal information and 
complaint procedures.

• A communications plan be developed to provide 
information to e-CAS clients on privacy.
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What have we done to mitigate risks?

! The business owners have been defined

! Forms and disclaimers have been updated 

! Call Centre procedures to be changed

! A communications plan has been developed to include 
information on Privacy to our clients 

! We will migrate to Secure Channel Public Key 
Infrastructure(PKI) and PMI when available

! We have added additional security features (Client consent 
removal, intrusion detection)
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Roadblocks

• Lead time to allow for business process changes 
if required

• May require legacy system changes
• Cost overruns and budget restrictions
• lack of GoC policy/legislation on GOL
• Competing priorities within and external to the 

department
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Next steps

• Dependant on TB funding for GOL initiatives
• new lines of business for e-CAS - Citizenship
• e-payment- Receiver General
• applications on line - 1 line of business

– feasibility study completed
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E-CAS

 The application
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E-CAS - Online Services
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E-CAS - Notice
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E-CAS - Security
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E-CAS - Client ID
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E-CAS - Authentication
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E-CAS - Application Status
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E-CAS - Sponsorship History



G
O

L

9/24/2002 Page 19

E-CAS - Permanent Residence History
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e-Payment Prototype
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E-Payment for Applications
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E-Payment for Applications
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E-Payment for Applications
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E-Payment for Applications
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E-Payment for Applications
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E-Payment for Applications
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E-Payment for Applications
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E-Payment for Applications
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E-Payment for Applications
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Lessons learned

• Do the PIA early!
• Don’t assume that your application won’t be 

affected by the PIA
- ex. Protected A data

• Potential business impact
-costs and timeliness associated with 
business changes

• Not limited to GOL initiatives - Departmental 
issue

• Discuss with Privacy Comm. Office early
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Questions


