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Background

TBS pathfinder (TIER 2)

Secure Channel pathfinder

— secure network
— PKI
— build 3 of SC

PIA completed September 2001




Why the e-Client Application Status (e-CAS)
uvegg_ﬂ{l:;ﬂ! Pathflnder 7

"« Support the mail-in process

« Call Centres in Canada receive over four millions calls per
year

» forty two percent of calls are for application status. Twenty
five percent of calls are lost because the Call Centre
gueues are overloaded

e e-Client Application Status Query Pathfinder will improve
client service by reducing the number of lost calls and
allowing Call Centre agents to focus on more complex
cases
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Today
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Biggest challenge was privacy - sign off by the Privacy
Commissioner

e-CAS was launched April 15, 2002

= 400,000 clients have authenticated

= 1,500 clients have requested their status be removed from
the internet




PIA Privacy and Security
Recommendations

CIC to determine if further safeguards, including a
confidential shared secret can be introduced to improve
the privacy protection of e-CAS clients

Personal information be removed from e-CAS messaging
until there is an assurance that the individual authenticated
IS the individual or a third party acting with the consent of
the individual

CIC obtain a legal opinion on the authority under the
Privacy Act in the absence of consent to disclose personal
Information in e-CAS to a third party and determine if there
are any legislative or policy restrictions that would apply to
the use or disclose of personal information in e-CAS
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PIA recommendations

The e-Client Business Owner Role Description be
amended to incorporate responsibility for updating the e-
CAS PIA and associated privacy impact assessment tasks.

e-CAS provide information to the client on the timeliness of
Information and on the procedure to address incorrect or
Inaccurate information.

Call Centre procedures be updated to respond to client
guestions referred from e-CAS about privacy including
iInformation on access to personal information and
complaint procedures.

A communications plan be developed to provide
Information to e-CAS clients on privacy.



What have we done to mitigate risks?

The business owners have been defined
Forms and disclaimers have been updated
Call Centre procedures to be changed

A communications plan has been developed to include
information on Privacy to our clients

We will migrate to Secure Channel Public Key
Infrastructure(PKI) and PMI when available

We have added additional security features (Client consent
removal, intrusion detection)



Roadblocks
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Lead time to allow for business process changes
If required

May require legacy system changes

Cost overruns and budget restrictions

» lack of GoC policy/legislation on GOL

e Competing priorities within and external to the
department
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Next steps
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Dependant on TB funding for GOL initiatives
new lines of business for e-CAS - Citizenship
e-payment- Receiver General

applications on line - 1 line of business
— feasibility study completed




The application
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Change of Address

E-CAS - Online Services

Bl gt Canasa  inmagraton Ganade Canada

Contact Ug Help
About the Applicationz
Department and Forms
P Policy and Research
What's Hew | oo qulations | and Statistics

Line Services

Choose Canada

> to Immigrate

> to Study On-Line Services
= to Work

= to Visit

PR T M Citizenship and Immigration Canada (CIC) s committed to providing better

S ¥ senice to its clients. We are on-ling o provide you with 24-hour information
'Fgr':]ri'ls:r -l and serdce. YWatch this page for more on-line services in the future.

e-Client Application Status

Address Motification - Permanent Resident Card - New
Patrmanent Residents

La=f Usdaled: 2002-068-25 Impotant Hotices




E-CAS - Notice
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e-Client Application Status

A this time, you may use This online service 1 vie the siaies of pour

application if you hawve:

Sp@Ensar Yaur

F.ammidy « spansored a memiber of the fanily cdass

Erfunees s applisd fr pernanend resadences as a member of the family class

s appled e parrnanen] resadiencs fkom valken Canads a8 M8 gpoiss oF
commonelaw partner of & Canadian ciizen or peemanant msiden

s applisd B8 an indepandent Fmmigrant [Tor spplicams wiho appled Dedors
Jarwaary 1, A0 & Gudbec skiled workar, a prosincial nomines, &
ledaral akiled worker, an ireegior, an enbraprensur, or & satkemployed
para0n

Citizenship

Helare uging this service, please be sune o have a capy of all the
documents you have received relating to your applicationis);

Theae ray inthds one of meofe of the fallowrsg

& a copy of your application
s your financial receipiie) (kM S201]

wany official document issued Do you by Cibgership and Famigralion
Canada

Please visit par FAD secton for answers tn Freguently Asked
Cnpstions.

_Caniime | Exf



E-CAS - Security

CIC On-Line B0 i ioco:  mmgnnen anaes Canadi

e-Client Application Status
Becwrity

Carfification ol Aalbaiity lar the Clisn] Sandca:

Ulgirg thin ga-lirss gemare s thae you cpeliom had gou s fhe
APPhIar], ApphIanl § PR Juardan, authaezed ofbon, oF ageent of L
PR ET b whorn |Fih apais Thed e duleieE

Seoaritg Fr this Servie:

Cirimibip and immigrilon Canidi o commilied Do ndgacing [k
gerucral pracy of ndrodusie who Aed oo 'Weh wie &l ppeanal
rkeTreal 39 FEA pITSE R & prodecied e the Gavmmens of Canacs
Fisdpnl Poviey At

irlormaat ar fen uiw 16 EEnl ErbauEn yoUr compeer @ 3o ERVELE N
am wncrypl od ool

WA U RO BOCkots Lapet (aan brdsen ars SCEL) peotnol wiih 8 ba
astipplin whech srhastin 158 preace o lhe rfsenabon pareng beeees
PRl BirwiEan e ar Sirairh

Ienpaitast
1. (sl mecurity ke importan in us. Plassm vidl sun beeswm

imlesmstan uepian

2. Hawp yow e iScatien sumbich coalidenial to ok st thal
wthers caenol view yaul spplcalion s,

. M yoa Tmlsh usdng b o Clleni Applicail o Sisiss srereicn,
agan camgletely by clcking o the Togous Busan 3 Tellesing

Wi rdractioss gravided. This make swfe that ether peaple will net
ba able bo wea your inlaometios.

™ I have read arad undersiasd T8 355 (e arsd condiding
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Choose Canada

> to Immmigrate
= to Study
= to Work

to Yisit

After You Arrive...

Sponsor Your
Family

E-CAS - Client ID

Citizenship and Citoyennoté et . . d!“

Immigration Canada  Immigration Canada Cdrld d

[Frangais ___ |ContactUs  JHelp  |Search  |CanadaSite |
Depariment and Forms 5 ¢

whatenen [otonn, [ ues [ pabtesuons |2 OFfces
Regulations and Statistics Publications

SEHABEAETES
| >on-tineservices

> On-Line Services

e-Client Application Status

Tou may have one of more identification numbers, depending on wour type
of applications). Tse the help button B cet a detaled descnption of
where you can find each identfication number. To wiew your application
status, please select only one of the following

Identification Numhber

 Chent #

¢ Eeceipt (Th{ld 540173

. Eecord of Landing #
r r
File No L2 (I1000) L2

Continue | Clearl
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E-CAS - Authentication
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Choose Canada

> to Immigrate
to Study
to Work
= to Yisit

F1‘:|mi|1_|r
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Citizenship and Citoyennaté et - . d!"
Immigration Canada  Immigration Canada Cclnd d
Francais __ |ContactUs  JHelp  lSearch  [CanadaSite |
N i
Department and Forms
IO ol e PO
Regulations and Statistics Pu ications

> On-Line Services

SEHABED E‘&H

e-Client Application Status

Please enter vour information exactly as it appears on vour application or
identity document.

Personal Information Fields with * must be filled in. ﬂ

Client #: | i

surnarme/Family I B
IMame:

Given Matme(s): |

Date of Birth: I *YYYY-Wh-DD

Country of Birth: |Please select a country j*

Confinue | Clearl




E-CAS - Application Status

Government
CIC @n-Lline

i+l

e-Client Application Status

FHILIFFE BISEOQHN

™ Fmapr dinf? dhive ooy gpbrabin slois mnte et H

Pl D e e e BIOEeth, Y appde dlion wialed wl 1 large ke
wiulwib i thre [nienil. Fow tenaeinss o pppd ridian i by contusng
]

Your cestesd muailing sllre v (s

17 Surery Mewdow Houwrard

Tats Lea frd i adlibed

IF i vl 1o eed War Eeiells 30 i appbicaion, ©100 o Uk ucdlivias il Sacis

ﬂiim.pu"'l.b .ﬂunuuin.ﬂ_lr




E-CAS - Sponsorship History
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Application Status

LHaDGE 4 kR
Lo Dimsigrale

We recewed your apphcebion s sporser NATA IE EOY ca Aogust 09,

-

We slarbed procesuny your spphosion oo Auguet 05, 2003 To see how lagg
it ussally tales (o process thes type of aopheshen, chek hers

We gen: vou a letter on Augast 0%, 2000 To arcdd delays, please prowds og
the mfonmakicn .'uqurhd- iny e Debber e toon as ??FF‘.‘JH

Wereoswed a leger Fom you on September 24, 2300 Thack yeu for
provdirg the niormraton

Yeur Ble wae transfered to the aBee an Octaber 08, 2000, The offize =l
contact you for an mbcrnew.

Your sppheatos was returred 1o the Cuse Procesang Center on Mousmber
0, 2000

We aen: you & ketier en M ovamber 06, 3000 concermang the decmien on your
applalion
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E-CAS - Permanent Residence History

Citizorehip ahd Citoyarnetd ot C, . d!.-
I*I Immigralion Cenada Immigratior Canada Alld {‘i
[Framgatle  [rostacrns  Jwelp Jseawk  Jranadasire |
About the Applicationa On Line Other CIC
Nepatmsent anfd Fnrms Serulngs alTes
Fa=rarch v amd
and “tahshrs Prhhiratinns
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= On-Line Services

Choose Canada
> ko Immigrate

to study Application Status

> ko Work
> k0 ¥Isk

Aller Yo Arrive...

Sponsor Your
Famlly

Fermanent Eesidence

We recewed your apopbeation for permanent resicencs on Jamuary 16, 2001

We stated processing yeur application on Janwary 29, 2001. To see how
long it usuvaly takss to process dus ype of apploatior, click here.

We sert you mzdical instructions on May 23, 2001. "o aveid celays, please
provide us the informaton requested in the letter as soon as possible.

Idedicz] results have seen recerved

Your file was transferred to the office on Mavember 5, 2001, The ofice wll
cortact you for an ntsrview.

We sert you a etter on Movember 14, 2001 conzerting the deisicn on your
avplicadon,

You landed a on Janwary 07, 200z,
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E-Payment for Applications

rament
IC On-line
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Lini-Line Services

Payment Using the Internet for Citizenship and/or
Immigration Services

Thiz ondine sendce is only available for applications to be processed
in Canada a1 Vegreville, Mississauga and Sydney N.5. Case Processing
Cenres. Dtherwise plesse make payment al the bank using the current
process and follows ihe (seirectioss prodded in the application kit or by
the affice amessing your application,

Before tpsingg 1his on-ling Samice, please angure you heee complabed the
appropriabe application(s) for semicels] wou will be purchasing and have your
credl card ready. You will need 1o prinl oul your offecial CIC receipl 1o allsch
to your applicaton g0 make camain thal you bevs accese bo 8 pner before
procerding. Adobe Scrobat Reader 5 egured to view and prinl the oficial CiC
resipl. Please dorenlosd Adobe il nequined.

Yisa, Mastercard and Amsrican Express are accapiad

Applicstions to be purchased Sl into two catagorss

o Chizensbap - wew lisl
# Immigration - view kst

i you wish to view the process for online payment of application(s) please

gae the Process Fliw,
_Cootnue |




E-Payment for Applications
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Immigration Applications

Eight of Permanent Eesidence

s Sponsorship

s Sponsorship - Family class prncipal applicant

o Sponsorship - Spouselcommon law partner

s Sponsorship - Family member less than 22

s Prnciple applicant, spouse/commeon law partner, dependant child over 22 vears
o Family member less than 22 years

s Single entty - Temporary resident visa and renewal of temporary resident status
s Temporary Eesident Permit

« Eestoration of temporary residence

« Worlt Perrmt

o Wotk Permit - Petforming Groups

s Study Perrrt

¢ Permanent resident card

s Fehahilitation - serious criminality

» Authonization to return to Canada

s Immugration document

o After hours exarmnation

s Alternative means of examination

o Statistical data

File transfer




E-Payment for Applications
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e-Payment for Applications
Security Disclaimer

Citizenship ard mmigration Canada is :ommitied to specling $he persanal
pricacy of irdimduals who w5l aur Web sile, & parsandl nformaton yau
prindde o protectes usder (he Goverrment of Canpda Federal Prieaty Acl.

Inlpimiation on ikis aile i3 ferl Eeiwean your compuler and BU) BaNVETE N &R
encrypied fanmad

‘W use Seoue Sockets Layer ‘slso known as 5501 protecal wath 128-bit

encryplion whick enhances the prsacy of :ha irformatien pass ng befween
you' browser and our servers. Visd our ZAQ'S for more information ¢n SEL

Imiparant:

Flease visit aun browser security sectien oo malke sume gou meet owr
sy=inm ieguiremens

To make sure others carnel wiew your coedit card infloimatsor, keep
your eredin card pumbser and cxpiry dote confidential.

[T Ihawe read asd undeistacd the abowe terms ard comdrions

(F s b 8 noi checked you wil be wiable bo continue and you wil be
reirected to the on-ine serdces page.)
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E-Payment for Applications

B¥l rrgnionCinasa  immigraton Ganaca Canada

[Francais __ |ContactUs  [Help  [Search  |CanadaSite |
Depariment and Forms Services Lites

O e e O Ol LT
Regulations and Statistics Publications

= On-Line Services

b \ _
CEABREAETE S

Choose Canada
= to Immmigrate

> to Study e-Payment for Applications

= to ¥isit
: This on-line service is only available for applications to be processed in
Canada at Wegreville, Missisauga and Sydney M.5. Case Processing
Sponsor Your Centres. Otherwize plegse mal_ce payment at the bank _usiﬁg thn_a current
Family process and follow the instructions provided in the application kit ar by the
office agsessing your application.
Please click on the underlined application category for the

application(s) that you would like to purchase.

|Secti|:|n Title: Cn-Line Services|

Application Categories:

+ Citizenship

s |mmigration



Government
CIC @n-Lline

()
W/

E-Payment for Applications

Citizenship and Citoyennaté et ( }i . d!‘l
Immigration Canada  Immigration Canada n(l d.
[Francais ____ |ContactUs  fHelp  lSearch | ranadaSite |
Department and Forms Services Sites
0 . Policy and Research Mewrs and
whatenew [t o e [Peictn, [V 0thces |

[ Ld |

2y 3 :
SEHABREAETES

> On-Line Services

Choose Canada
> to Immigrate

> to Visit

After You Arrive...
Sponsor Your
Family

e-Payment for Applications
Citizenship Order Form

This an-line service is only available for clients residing in Canada.
Otherwise please make payment at the bank using the current process and
followe the instructions pravided in the application kit or by the office assessing
yaur application.

All prices are in Canadian dollars.

Citizenship Applications Quantity m

Right of Citizenship

Change of Citizenship

Citizenship Status Document

17

Submit | Clearl




E-Payment for Applications
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Chazsa Canada
to Inmigrate

e-Fayment for Applications
Citizenship Order Summary

Thig on-ifee serice = only available for clients resadng in Canada
Chhereaze please make paymant & the bank ysng the curmend pmcess and
folow the instructions provwided in the application kil or by the office assessing
your applicaln.

All prices arg in Canadian dollars

Citizenship Applications Ouantity | Price(i)/Unik Todal{})
Right of Citizenship 2 100.00 0000
| | Total Price: 420000

THIS IS HOT & RECENPT

F'h:nau| baks Change I

N Pou procEss Four order vou e laswerg e CIC s Pepmant ais snd beaing sl o ta
Pacalwar Gersrsl of Cansds giis lor T procseing of yoar creci cand



E-Payment for Applications
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Public Works and Trawmwes putdics st
I*I Govaramen] Ferviles  Sarein D el o el vl ik Eﬂ.ﬂﬂtﬁ
Cansda Canads

el e i e Rl f.lj'.l_q-.' aflomal Service %_-.- gy 3
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Receiper (General for Canada

Welcome
Welcome to the Receiver General feor Canads Intermed Site,

Your Order:

Amounk 200,00
Pagrment method |F"h.5u2ilm:| a

Paovment card manbar |
J Eagpration dabe: Mok [T 5 Tear [2002 5]

Fmocess Fayment I ﬂ-|

FOR DEMOMSTEATICH PURPCEES OHLY <= Ho bnk emsts to the fnancial mcthition
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a-Payment for Applications

LR il Cdrdala

Order Confinmatian

Your paymen has bees APPROVED.

You i piint this oMicial CIC jooegt

Yo Cass Precessmg Cemlie wil saly aocepl 8 pring aut of the oficisl
OO0 macelpl 9% proal of gapmant. Plsse altach a copy of B mosizl 10 yoer
spabcation

Far rafunds contact your Cass Procassing Cemim
Printing Optioress: |

1} Print tha recepl View e andne sgusslend of iha ecopt and selecl
“FilePrind™

2) Sawa |hi reZept b @ Bepay diak Faght-Chek on tha csizl ink aid selesl
S Targal Aa " | intamal Explonar | or “Sines Link A" | Nalscaga |

3) Emall 1he rocepd ba 2 lecabon whera you can poel i

mnllm- Emad me recept POF |

Warrarsg: Oy szng oz el sereca youval o ]

Yo ] bpgeed g gncurity purposs,
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E-Payment for Applications
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I* Citizenship and Citoyennaté et . . d!‘l
Immigration Canada  Immigration Canada ( jd Nddd
Francais  |ContactWs  JHelp  JSearch  |cCanadaSite |

Department and Forms Services Sites
N O g
Requlations and Statistics Publications

THASEAET A
|_>on-Lineservices

= On-Line Services

Choose Canada

> to Immigrate

e-Payment for Applications

Logout

Family You have successfully logged out!
Thank you for using the e-Payment for Applications Service.
Dwring your CIC session your browser may have "stared” pages in memary.

Far your security and confidentiality, we recommend that you clear your
browser cache and then close your browser,




& L essons learned

o+ Do the PIA early!

 Don’t assume that your application won't be
affected by the PIA
- ex. Protected A data

« Potential business impact
-costs and timeliness associated with
business changes

« Not limited to GOL Iinitiatives - Departmental
ISsue

e Discuss with Privacy Comm. Office early



Questions




