Infor mation to the public — 44
Warning and alarm system

Ministry of the Interior REPORT
FINLAND

The Swedish warning and alarm system
Mr Hans Berged & Mr Enrico Lundin

The Tjernobyl-disaster in 1986 acted as an alarm-clock for the Swedish people. Suddenly
the unthinkablebecame areality. When a part of the Swedish soil was contaminated by
Cesium, the Swedesrealized that they were not spared from disasters and big accidents.
The awareness of risks in the society increased from one day to another and the disaster
started a process during which both the authorities and the public were activated to
improve their preparedness. Risk communication became an important matter in the
society.

In general terms the overall aim of the risk communication is to increase the knowledge
and awareness of risks and how to act to avoid an accident and how to act if an accident
or a disaster occurs. The warning system is an important part of the Swedish risk
communication.

There are three major systems for warning and information in Sweden: broadcast, outdoor
warning and indoor warning by Radio Data System. The basic system is broadcast over
the FM broadcasting network. We are using two different levels of priority for messages:
Warning message is sent immediately in all radio and television networks
Information message where there are no demands for immediate broadcast

It"s strictly regulated which individuals and authorities are authorised to send these
messages. One of these is the rescue commander at a rescue operation.

The general outdoor warning system is installed in about 250 municipalities. In general it is
concentrated to towns and other places with more than 1000 inhabitants. The system
consist 0 of totally 4800 sirens. When there is a threat against the Swedish population
people can be alerted by means of the outdoor alarm, named Important message”
which is composed of three tone fragments, each of a duration of 7 seconds and with two
pauses, each of 14 seconds. This signal can be used both in time of peace and in wartime.
The signal means

Go indoors

Close doors and windows and turn off ventilation

Listen to the radio

The signal is immediately followed by a “Warning message” on radio and television.
People who are living within the warning zones are trained to listen to this signal four times
a year at special tests. Simultaneously with the signal test a radio message is sent to

explain the signification of the signal and to tell the people that it is a test.

All clear is a continuous signal over 30 seconds that means that there is no longer any
danger and people can return to normal activity.

Ministry of the Interior

Rescue Department

P.O.Box 26

FIN-00023 VALTIONEUVOSTO



Infor mation to the public — 45

Warning and alarm system
REPORT

Ministry of the Interior
FINLAND

In wartime we can use two other signals:
Air raid alarm which is used in case of immediate air attack, radioactive or gas attack.
The signal means “ Take cover in your nearest shelter”.
Emergency alarm which is a signal for general mobilisation.

Around our four nuclear power plants we have built a special indoor warning system.
Within the inner planning zones each family has got a special RDS receiver . If the
special RDS code has been sent the receiver is activated and emitting a high level sound
alarm signal. After that the receiver is broadcasting information about the accident and
what to do. This special RDS warning in combined with the ordinary outdoor warning

system.
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SYSTEM OVERVIEW

Why a new system ?

The old system

e |sout of date
» has wire connections
e Ishard to maintain
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Advantage with the new system

Radio link

PC with map-presentation

Single or group selection of sirens
Maintenance and service

Security
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(Supplementary) Warning and Alert System
(for people hard of hearing and deaf people) :

WAS & AWAS

Seminar : Kuopio, Finland, 27 Sep - 01 Oct 2000

Paul Geerlings +31-704267187

Joop Boor +31 - 704268256 >

and Kingdom Relations
Crisis Management and Fire Services

On the dlide you can read our names.

| am Paul Geerlings from the Ministry of the Interior and Kingdom Relations of the Netherlands
and at my right(left?) side my colleque Joop Boor.

We will give you a short presentation about the Warning & Alert system and the way we operate
the system in Holland.

| will do the Warning & Alert System as such, my colleque will tell you whatever you want to
know about the supplementary system we plan to implement probably next year.
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Crisis Management and Fire Services

The mayor and aldermen of a city are responsible for the preparation related to crisis or disaster
management.

The city council isresponsible for producing plans to manage acrisis. Thisis very complicated of
course, while the circumstances differ from place to place and can be quit different depending the
weather for instance.

Anyway, every city or village should have plansto manage a crisis.
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Basic scenario:
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By the way, at the presentation of the former dide, | didn’t explain to you the title of the slide:
VORAMP & WAS. This is the abbreviation we use at the Ministry of Interior in Holland which
means:

Voramp - Information about crisis management/disaster relieve

WAS - Warning & Alert System

The scenario related to warning and alerting the population is based on the script that we use voice,
radio and television to inform the people what is going on..

The sound of the sirens means: “Go inside, close your doors and windows, switch on your TV
and/or radio and wait for further information.”

The use of sirens is the first step to warn the people for threatening disasters.
The most important thing is : get the people from the streets.

Ministry of the Interior

Rescue Department

P.O.Box 26

FIN-00023 VALTIONEUVOSTO



Information to the public — 51
= Warning and alarm system

Ministry of the Interior REPORT
FINLAND

But if you are deaf.......

To realise a supply to make sure that deaf
people and people hard of hearing will be
alarmed at the same moment the srens are
activated

~

-
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BUT IF YOU ARE DEAF, you can should whatever you want, you can ask peopleto go inside
their houses, you can tell them to switch on TV-sets or radio’s, they can’t hear you.
They don’t hear the sound of the sirens, they don’t hear your voice.

Well, so we decided to invent or realise a system direct connected to the existing Warning & Alert
System, so the sirens, to make sure that deaf people and people hard of hearing will be alarmed in
case of threatening disaster AT THE SAME TIME as the normal hearing people.
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But if you are deaf.....

-normal hearing people and deaf people should
be alarmed at the same time
-operation of the system must be apart of the

principles and organisation of crisis managemen

-you have to make sure that you reach the
targetgroup

-the system must be a part of and should not
Interfere with the daily way of life of deaf i
people

-l
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The present Warning and Alert
system (WAS) :

- Isreliable
- has a national coverage
- IS selective

Operational since Jan 1998

By means of :

: glectronic sirens

- wireless activation s o
: regional command & e e

—
and Kingdom Relations /"'J

control centre Crisis Management and Fire Services

Reliable : experience
Coverage: wecover alittle bit over 90% of the national territory

Selective : We are able to make a selection. One siren at the time or more
always in the same region of course

Regional command & control : a C& C centre in accordance with the geography of the fire service
organisation
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The way the system operates; .7~
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We push the button on the terminal in the regional C& C centre after we selected which and how
many sirens have to sound,

The activation signal goes through an encription module, subsequently through a modem to the
control centre of the radionet we use for acrisis or disaster. Then the signal goes wirelessto the
chosen siren post (s) and the siren will sound.

The cycle of the alarm sound:
from low frequency sound to high frequency sound during one minute to be repeated.

Energy supply : independent with a no-break appliance.
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control
radion
13a

control
centre

v
Signal connected with the siren-number

Signal provided with semaphone-number iy
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Digital authority radio network in Finland, TETRA-standard
Mr Peteveikko Lyly, Finland

The Finnish Authority Network
VIRVE

*Preparations for VIRVE
+1987 first meeting
eduringthe 90’'s there was
many studies with the user
organisations about VIRVE
1995 the government
decided to construct a new
radio network VIRVE
| May 1996 The Ministry
of Interior sent the bid to
the industry

Ministry of the Interior

Rescue Department

P.O.Box 26

FIN-00023 VALTIONEUVOSTO



Infor mation to the public —
Warning and alarm system
REPORT

Virve

How was TETRA selected?

The specification of the
authorities was sent to six
companies

The specification included
requirements like TETRA but
TETRA was not required

Only TETRA was offered by
Nokia and Motorola

Now TETRA has EU support

VIRVE specification of
the bid May 96

Group call

High Security

Fast call set up < 0.5 secs
User hierarcy

Orgasation structure
Guarateed access
Semi-duplex

Dispatcher controlled
fixedcosts  (Freglic)

The existing systems
commercially available

Individual call

Low security

Slow set up >10 secs
Evenrights

None

Access, if recourses available
Duplex

User controlled

costs according the usage

(VIRVE)
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Virve users
Who hasright to use VIRVE
Security authoritieslike
Rescue including ambulance service
Police
Ministry of Social and Health
Frontier Guard
Customs
Defence Forces

and many other smaller users

NOKIA

Virve

0 athorities
VIRVE board /‘
< S Virve network service

/ Virve Unit
T
sonera

(VIRVE)
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of
«finance of radio terminals ﬂf,‘

edata-application
devel opment

the user about the right way
of TETRA network usage -
I.e. Training

simprove the knowledge of =

Virve users has responsibility

Virve

e Virve Network will be
installed in 5 years

* 1998 100 TBS
e 1999 250 TBS
e 2000 300 TBS
» 2001 300 TBS
» 2002 250 TBS

VIRVE areas ready
for users
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Situation right now

*Simoco and Nokiaradio terminals are
accepted to official VIRVE radio
terminals. Motorola ones are beeing
approved

*DMO frequencies are shared between
organisations

*Phase 1 and phase 2 are ready for
usage, Phase 3 under construction
*Several plans of terminal parametersis
being created

*The number of terminalswill increase
from 1200 to estimably 3000. QI va

Intranet
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Data offers a lot of new things

The photograph of ail
are sent effectively to
from the plane to the
boat with VIRVE

(VIRVE)

Alarm centres will change

HALYTYSALUEET
Tyéryhméan ehdotus 11998
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Emergency Rescue Center project will
Interconnect Virve and operative data-

applications

An Emergency Center project has been established.

VIRVE isaready platform to which security authorities

will connect themselves.
Communication Interface Server (CIS)

The operative system of the alarm

center
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"(VIRVEY

SDS in VIRVE

Comsys 1
Cornys 2 [ —
Puhelirmarkka Atomzatliset o karttapohjainen
—e g -~ fmdtubksersiite gopy Félytysgirpstelms
jarjestelmat alar
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T Tietokartapalelimet
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Turea p_lhel m
Tetd ikenme- T llernin
Gps.l\k pal \ I palvelin
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Data flow in the ERCs

Peronnel I Record for I Records of I Records of
data Rescue the welfare the social
record, | (Pelastustoimi | | services
Police | laki) | |

| | |

U U V

( Dispatchers work with the same exceeds

01 01 0

U

)

U

Field Field unit Transport Social

unit of of the ation I services

the Rescue

Police Services kl RVD

AVL in VIRVE
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Laajasalo

HELSINKI

In future the operative system will instruct
the driver about the route and tell estimated
arrival based on traffic telematics

(VIRVE)

File transfer

The operative system of N
the alarm center can
transmit images to
vehi

N
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The Wirdess Dream...

WAN

First pilots Q4/2000

RVE)

Applications

Field personnel can operate with dataand
Speech

Data Base Inquiry

Criminal Data
-.~c-"'-:'||'..1l"—l—_._h_ Follirie S — i
? Wehicle 2 10 sard Hans Jorm
3 Litwiiae 3 Puasspar] [
[OHT |G N Lt
+  Easy Check of Police Data Bases Mixisen ""‘"
+ View w tmlored Lor portable = . -
digplay
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V ehicle environment has better
possibilites

Virve has a lot of connectivity

&| Public - =
—| Data
[ (R |
__ | Network 00 =§;:--_{'-7._f__
e LAN/WAN 00 CIS
Internet &
T Firewall 00
Tl l
30B+D
S —
ETRRA e
E&£=22 s L4
e Data
@ PSTN Interface
Conventional Command &
Base Control
Stati Systems included
i 'onSTrunking RECORDING GPS transfer
Networks implemented 98

Conventional Customer Care &
PMR Networksilling Systems

(VIRVE)
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Data flow in the ERCs

Peronnel I Record for I Records of I Records of
data Rescue the welfare the social
record, | (Pelastustoimi | I services
Police | laki) | |
{ l | { l | { l | { l
i

£ Same exce

y U

|
Transport |  Social
|

hers work

Field Field unit

unit of of the ation services

the Rescue

Police Services QI RVE

Voice to See VHF Channel 16

Publj
Dat

NetwgeQfAL/WAN 00 CIS

0 Firewall 00,
) 30B+D .ﬁ\/‘

There has been a @ o
& connection to the TN YU | e
VH F Systern SeveralPABXs
@ i Conventional Command &

E Oth VIRVE an gf:t’]arugking g;::;;ls included
VHF systems are NebonvistisnaneRESRERING
Operated by the PMR NeinvegkSystems
same company
S.Iomen _GPS transfer

Lo implemented 98
Erillisverkot

(VIRVE)
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Traditional voice to the publ IC

VI
TUKIAS.

VIRVE
KESKUS

MOOTTORI- JA ELEKTRONISEN
SIREENIN OHJAUS- / JAKSOTUSTIETO

N KPL LINJALIITANTOUA (600 OHM )
ESIM. KESKUSRADIOLLE, VAESTO-

N KPL KOSKETINTIETOJA ESIM. KES-

KUSRADION OHJAUKSILLE, SAHKO-

RS 232/ 485-LIITANNAT RAPORTOIN-

PAIKALLISPAINIKKEISTO SIREENEIL-

Based on a SDS HALTTILLE S
- message, apublic
loudspeaker is NLLE 3\ GHELMONNILE
ELEHTE'[ activated and g
ffii . mformatl on can

(VIRVE)

Voice and/or textmessage
datato the public

All the emergency centres of

Genera authority
information pages
in Internet

/
_— http://www.intermi

n.fi

the authorities

*\
u M groups

arefor public use
TV stations and Group
voice/text
message will be
delivered to
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Authorities can update public
datafromthefield |

All kind of providers,
information from the )
field to the public
telephone nets and to
the public INTERNET

Sensor data from the field

REAL TIME MONITORING AND
INFORMATION DISTRIBUTION
KEEPS YOU UP-TO-DATE
Werwi's real-time monitoring allows security
personned to direct rescue operations in
situations where Lime is a critical factor,
For axample, in the avent of a gas

leak, the system wall start the back
calcidation process to define the charge
point. Where conventional systems are
content with recording the drection

of the prevailing wind, Xermi provides
an aceurate online graphic modsal of

the direction of dispersion of the gas
and the ared involved.  Modelling takes
account of wind directions and speads
at warious altitudes. and the contours
and roughness of the terrain, including
buslichings @nd trees. Similarly, the

Ministry of the Interior
Rescue Department

P.O.Box 26

FIN-00023 VALTIONEUVOSTO



Ministry of the Interior
FINLAND

Infor mation to the public —
Warning and alarm system
REPORT

70

Paging fnes&ages tothe publ IC

[l ESIM.
HAKULAITE

Beeper

VIRVE
TUKIAS.

VIRVE
KESKUS

MOOTTORI- JA ELEKTRONISEN
SIREENIN OHJAUS- / JAKSOTUSTIETO

N KPL LINJALITANTOJA ( 600 OHM )
ESIM. KESKUSRADIOLLE, VAESTO-
HALYTTIMILLEYMS.

Based on a SDS
g] d N KPL KOSKETINTIETOJA ESIM. Kl[E}S
ort ana text ——— DO cHLE Ak
RS 232/ 485-LIITANNAT RAPORTOIN-

messages, a —
- public paging
(i EL_EF:' E'E system could
HETIVE L gang emergency
situation data

PAIKALLISPAINIKKEISTO SIREENEIL-
LE JA HAKULAITTEILLE

(VIRVE)
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