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ADT User Guide

IMPORTANT NOTICE

Please call the Bank of Canada ADT Helpline (613)-782-8318
for assistance with any problems you might encounter
with the use of the ADT system. If the matter is urgent or data
related users may also call
613-782-7140 or 613-782-7344.
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1.0 What is ADT?

The Automated Data Transfer System, (ADT), is a web portal to facilitate
electronic returns information exchange between the Federally Regulated
Financial Institutions (FRFIs) and the Bank of Canada and/or the Office of
the Superintendent of Financial Institutions (OSFI). The ADT User Guide
provides detailed file-layout specifications and file haming conventions that
all FRFIs need to create and submit the required return files. The return files
transmitted and received through ADT are securely exchanged over the
Internet using 128 bit encryption.

The ADT System requires that each participating FRFI have the
following:

A computer with access to the Internet.

An Internet Browser supporting 128 bit SSL
encryption, such as Microsoft Internet Explorer
version 5.0 or Mozilla Firefox. If your version does
not support 128 bit encryption, please download and
install a more recent version which does or install a
patch for 128 bit encryption.

An ADT LoginID and password has been set up for
each participating FRFI.

Technical Requirements
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2.0 Connecting to ADT

2.1

The ADT system allows FRFIs to exchange returns information with the
Bank of Canada/OSFI securely over the Internet. To accomplish this,
users must navigate their Web Browser to the ADT Web portal hosted
at the Bank of Canada. Users are then required to login to the ADT
Web Portal using a unique LoginID and password. This establishes a
secure session using SSL (Secure Sockets Layer) 128 bit encryption to
ensure data confidentiality and integrity. The ADT web server is
secured by a public digital certificate to provide site identity.

Logging in for the first time

The initial password has been assigned to you by the Bank of Canada
and is identical to the LoginID. You will be required to change the
password when you log onto the ADT Web Portal for the first time.
The ADT Web Portal Login is case sensitive and will only accept a
lowercase password and LoginID. If you have problems with your
initial password contact the ADT Help Line at (613)-782-8318

Your default LoginID will be as follows:

Federally Regulated adt## where ## represents your 2 digit OSFI
Financial Institutions | Institution Code

1. Open your web browser (e.g. Internet Explorer, Mozilla Firefox).

2. Type the following Web URL into your browser Address field:

https://adtwww.bank-banque-canada.ca

Note: You may want to save this as a bookmark for easy reference.
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3. On the main ADT screen, click on “To login for the first time or to
create a new password”. (For all future login, follow the
instructions below under Regular Login.)

fj ADT-login/SATD-Ouverture de séance - Windows Internet Explorer ‘Z”Elg‘
[ISRET S]] (x| [EE
* ahe [@ADT-IUginfSATD-Ouverture de séance lil & - B @ = [k Page - ) Tools ~ ”
ADT SATD
Questions?

Login Ouverture de séance

Enter Login ID
Entrez le code d'identification d"ouverture de séance

Enter Password
Entrez le mot de passe

Login
Quverture de séance

To login for the first time or to create a new password Pour owvrir une premiére session ou créer un nouveau mot de passe

Note on security: To ensure data confidentiality and integrity this site uses SSL (Secure Sockets Layer) 128 bit encrvption as well as login IDs and passwords
for user authentication.

Veuillez noter que la vérification de l'identité au moven d'un code d'acces et le cryptage SSL (Secure Sockets Layer) a 128 bits sont les mesures de protection
utilisées sur ce site afin d'assurer la confidentialité des renseignements.

€ mnternet F1o0w -

4. On the next screen, login using your default LoginId/Password and
then proceed to change your password.

5. The new Password can be any length, but for security reasons, please
use a Password which is at least 6 characters in length with a
combination of lower case characters, numbers and/or symbols.

6. Click the Login button.
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2.2 Regular Login (after initial login)
1. Open your web browser (e.g. Internet Explorer, Mozilla Firefox)
2. Type the following Web URL into your browser Address field:

https://adtwww.bank-banque-canada.ca

Note: You may want to save this as a bookmark for easy reference.
3. Enter your LoginID and password.

4. Click the Login button.
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3.0 Transmitting Return Information via ADT
1. Login into the ADT Web portal as described above.

2. The Upload/Download screen will be displayed. Please enter the name
of the file containing the return data to be transmitted to the Bank of
Canada/OSFI. This can be done by clicking on Browse and selecting a
file or by entering the path and filename in the space provided under
the section called "Uploads”

4} ADT File transfer/ Transfert de fichier du SATD - Microsoft Internet Explorer

File Edit “iew Favorites Tools Help | "‘
5 s | @ oy ; .

@Back - -\) ™ d @ N | /.)Search *). Favorites {_‘}'| = | - ﬁ

Address Iﬁj https: ffadtwae, bank-banque-canada, cafadt.cgl j Go | Links

ADT SATD
Luesfions?

Downloads Téléchargements en aval

Uploads Téléchargements en amont

« consolidated consclidé
o cotrespondence

File to upload Fichier téléchargé en amont:

I Browse |

PressiAppuyer o 3 o instructions
to upload the file pour télécharger en amont le fichier v miles risles

« templates modéles

Recent file transfer history for Historique des récents transferts de fichiers powr: user 2 Reftesh/Regénérer

Download/en sval templates_madélestngllsh/H‘l_e_eff.janZDDQ.xls 19/03/2009 (14:53:05) 130.00 KB
Download/en sval @ t,emplat,esimodéIESKEngllshz‘H‘iieieff.janZDDQ.xls 15/03/2009 (16:28:30) 130.00 KB
Download/en =val : rules régles/English/N3_e eff.Q1 2009.pdf 16/03/2009 (15:11:44) 21.45 KE
Download/en aval : rules_regles/English/Birules_eff 01 2009.pdf 13/03/2009 (10:00:00) 521.46 KB
Download/en sval @ rules régles/English/Bi rules eff 2008-01-31.pdf 13/03/2009 (D8:28:01) E25.95 KB
Dvmlnadien mual @ rules rénles/Enalish/Rirnles =Ff 01 20N9.ndf 12/N3/20N9 (13:21:NA1  521.4F KR

You can use the Browse window to find the path and file of the return
data. Select the file you intend to upload and press Open.

i : alx|
Lok in [ (=5 BoC_OFS! | e @mekE-
ZZTZ0131.M
File name [zz1200310 = Open
Files of type: |AH Files 7] | Cancel
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3. When the file to be uploaded has been selected click on the Press
button to upload the file. A confirmation will be received after each
upload and the details of the upload will be added to the Recent
Upload/Download History log at the bottom of the screen.

Note: The upload process could take some time depending on your
internet connection speed.

4. You can only upload one file at a time, Repeat steps 4 through 6 for
each file to be transmitted to OSFI.

4.0 Backup

Financial Institutions are required to provide their returns to the Bank
of Canada/OSFI within the established reporting lags. In the event of
failure of any component of the ADT system, you should be prepared
to provide the required data to the Bank of Canada/OSFI via some
other method, e.g. email, facsimile, telephone, etc. within the
allowable reporting time.
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5.0 Typical Errors Generated by ADT

: ; Cannot find server - Microsoft Internet Explorer provided by Pre s |I:I|l|
| Fle  Edt View Favorites Tools  Help |F'.|:||:|ress| http: ) j @ Go | T
:; . L] - n % T z T
Qo - () - [x] [Z] (0| ) ) wareh ¢ Fevories *E"| 27 i

@ The page cannot be displayed

The page vou are looking for is currently unawvailable, The Wweb
site might be experiencing technical difficulties, or you may need
to adjust your browser settings,

Please try the following:

» Click the Refresh button, or try again later,

e If you typed the page address in the Address bar, make
sure that it is spelled correctly,
¢ To check your connection settings, click the Tools menu,
and then click Internet Options. On the Connections
tab, click Settings. The settings should match those
provided by your local area networls (LAN) administrator or
Internet service provider (ISP),
» See if your Internet connection settings are being detected, ;I
4

|&] Done l_ l_ l_ l_ l_ |4 Internet

This error indicates that the URL was entered incorrectly. Re-enter the URL.
Check to ensure that https has been entered. If this message persists,
please call the ADT helpline.
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{= ADT ErrorsiErreurs di SATD - Windows Internet Explorer. |Z||E|rz|
SMD A8 | [k
w [@ADT ErrorsjErreurs di SATD 1_‘ v B & - [reage - GTos -
ADT SATD
ADT Password Error:

Erreur de mot de passe du SATD:

The ADT password vou entered was incorrect.
Le mot de passe du SATD que vous avez entré était incorrect.

You can return to the login screen and try again.
Vous pouvez retourner a l'écran d'ouverture de séance et essayez a nouvean.

Login Screen Ecran d'ouverture de séance

Done @ Internet ':‘i‘; 100% -

This error indicates you entered an incorrect password. Please click on
Login Screen and re-enter your LoginID and password. If you are

unable to enter the correct password, please call 613-782-8318 at the Bank
of Canada and your password will be reset.
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{ 3 ADT Errors/Erreurs di SATD - Microsoft Internet Explorer provided by Presentation Server L ;IQILI
| File Edit Miew Favoribes  Tools  Help | Address I | j Go | ‘ﬂh.

| - = 5 o s :

. @ Back - \_) - d \ELI Ty | /- ! Search ‘3'\1 Favorites {241 AT e L [

. =

ADT Session Error:
Erreur de séance du SATD:

The session you had has expired.
La séance est terminée.

Tou can return to the login screen and try again.
Wous pouvez retourner & l'écran d'ouverture de séance et essayez & nouvean.

Login Screen Feran d'ouvertire de séance

This error indicates your session on the web server has timed out. This
typically happens after 30 minutes of inactivity. Please click on Login
Screen and re-enter your LoginID/password.

If you receive the message “"Page cannot be displayed” please try one of
the following to resolve the problem:

1. Deleting all the temporary files from the cache

2. Erasing and re-typing the URL

3. Rebooting your computer

4. Signing on from another computer
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6.0 Submitting BASEL II Return Data

The naming convention is defined below for Rapid 2 Returns. Return files
must apply the appropriate file naming convention or returns will be rejected
upon submission.

The file names for this type of return should be structured according to this

table.
Character Information Format Possible Values
# Type
1-2 | Institution Code | 2 Characters OSFI assigned unique
institution code
3 | Underscore 1 Character _ (underscore)
4-5 | OSFI Return 2 Character BF, BG,
Code
6 | Underscore 1 Character (underscore)
7-8 | Month 2 Digits Valid month
9-12 | Year 4 Digits Valid year
Extension .dat

The following examples are some possible file names based on this file

naming convention:
e.g. AC_BF _122010.dat e.g. AC_BG_122010.dat
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7.0 Submitting RAPCORP (Rapid 1) Return Data

The naming convention is defined below for Rapid 1 Return. Return
files must apply the appropriate file naming convention or returns will
be rejected upon submission.

The file names for this type of return should be structured according to this
table.

iy ETELIE Format Possible Values
# Type
1-2 | Institution Code | 2 Characters OSFI assigned unique
institution code
3 | Underscore 1 Character _
4-10 | OSFI Return 7 Characters RAPCORP
Code
11 | Underscore 1 Character
12-13 | Month 2 Digits Valid month
14-17 | Year 4 Digits Valid year
Extension .dat

The following examples are some possible file names based on this file
naming convention:

e.g. AC_RAPCORP_102010.dat
e.g. AC_RAPCORP_122010.dat
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8.0 Submitting Cooperative Credit Association Returns

The naming convention is defined below for the Cooperative Credit
Association (OSFI-68) Return. Returns files must apply the appropriate file
naming convention or returns will be rejected upon submission.

The following return type is subject to the File Naming convention for
OSFI-68 Return.

OSFI
Return Name Return
Code

Return
Extension

Industry

Cooperative Credit

OSFI-68 Xls/ . xIsx o
Associations

The file names for this type of return should be structured according to this
table.

I (S Format Possible Values
Type
1-4 | Year 4 Digits Valid Year
5-6 | Return Period 2 Digits Q1,0Q2, Q3,04
7 | blank 1 Character Space
8-9 | Institution Code | 2 Characters OSFI assigned unique
institution code
10 | blank 1 Character Space
11-12 | OSFI Return 2 Digits 68
Code
Extension XIs/ . xlsx

The following example is a possible file hame based on this file haming
convention:

e.g. 2012Q1 Y3 68.xls
e.g. 2012Q1 Y3 68.xlIsx

Page 15 of 19



ADT User Guide

9.0 Submitting Corporate Returns

The naming convention is defined below for Corporate Returns. Returns files
must apply the appropriate file naming convention or returns will be rejected
upon submission.

9.1 Structured Corporate Returns File Name

The following return types are subject to the File Naming convention for
Corporate Returns

Return

Type

ok Return
Return Name Return Extension Industry
Code
OSFI 513 Annual or Foreign Bank
Amendment 513 s/ xlsx Branches only
OSFI 57 Annual or 057 Xls/ . xlsx DTls
Amendment
Fiscal Year End DTls and Foreign
Change 596 Xs/xisx Bank Branches

The file names for this type of return should be structured according to this

table.
Ol [ e Format Possible Values
Type
1-4 | Year YYYY Valid Year
5 | blank 1 Character Space
6-7 | Institution Code | 2 Characters* OSFI assigned unique
institution code
8 | blank 1 Character Space
9-11 | OSFI Return 3 Digits 513, 057, 596
Code
12 | Amendment 1 Character If the file is a Amendment
include the letter “A”
otherwise there is no 14"
Character **
13 | Blank 1 Character Space
14-21 | Effective Date YYYYMMDD Effective date of change
(insert earliest date in
including more than one) **
Extension XIs or .xlIsx

*  For Credit Union Centrals, 1 Character, 1 Digit. Eg. Y9
** Not applicable to the OSFI 596 return
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The following examples are some possible file names based on this file
naming convention:

e.g. 2011 AC 057.xlIsx
e.g. 2011 AC 513.xlIs
e.g. 2011 AC 596.xls

9.2 Unstructured Corporate Returns File Name

e.g. 2012 AC 057A 20120405.xls
e.g. 2012 AC 513A 20120606.xIsx

The following return types are subject to the File Naming convention for Corporate

Returns

Return

Return Name

Return
Extension

Industry

Annual Financial

Statement, Auditor’s .doc/.docx,
Report & Other 597 Xls/.xlsx or | DTls
Shareholders’ .pdf
material
Rep_ort of the C_onduct 598 .doc/.docx DTIs
Review Committee or .pdf
ByLaws 599 -docl.docx | g
or .pdf
Notice of Annual or .doc/.docx
Special Meeting 565 or .pdf DTls
Copy of Power of Foreign Bank
Attorney 512 -paf Branches only
Auditor’s Report to 601 .doc./docx | DTls, Foreign Bank
the Principal Officer or .pdf Branches
Return of .doc/.docx .
Shareholders 602 or .pdf Domestic Banks only
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The file names for this type of return should be structured according to this table.

eI TEEEr [T Format Possible Values
# Type
1-4 | Year YYYY Valid Year
5 | blank 1 Character Space
6-7 | Institution Code | 2 Characters** OSFI assigned unique
institution code
8 | blank 1 Character Space
9-11 | OSFI Return 3 Digits 597, 598, 599, 565, 512,
Code 601, 602
12 | blank 1 Character Space
13+ | Descriptive Text | 0 to 41 Characters Alphanumeric (a-z, A-Z,0-9,
0y )
Extension .doc/.docx, .xls/.xlsx or .pdf

**For Credit Union Centrals, 1 Character, 1 Digit. Eg. Y9

9.3

9.4

The following examples are some possible file names based on this file
naming convention:

e.g. 2011 AC 598.doc e.g. 2011 AC 597.xls
e.g. 2011 AC 512.pdf e.g. 2011 AC 599.xlsx
e.g. 2012 AC 601 Auditors Report.pdf

Reporting Revisions

When revising corporate returns, it is necessary to resubmit the
complete return, revised items as well as unrevised data points
previously submitted. Revisions should be submitted through ADT.
File Format

Corporate Returns must be filed in the specified format indicated on
the tables under 9.1 and 9.2 only. Modifications to the format or file

naming convention will result in non-compliance and will be rejected
by the ADT Web Portal.
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9.5 Confirmation of Receipt

An email confirming receipt of corporate returns is not generated by
the ADT Web Portal. Once your file has been successfully uploaded
and appears under the “Recent file transfer history” list, this is your
official confirmation of receipt. This screen can also be printed for
your records.
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