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ADT User Guide

IMPORTANT NOTICE

Please call the Bank of Canada ADT Helpline (613)-782-8318 for
assistance with any problems you might encounter with the use of
the ADT system. If the matter is urgent or data related users may

also call
613-990-1889
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What is ADT?

The Automated Data Transfer System, (ADT), is a web portal to
facilitate electronic returns information exchange between the
Federally Regulated Financial Institutions (FRFI) and the Office of the
Superintendent of Financial Institutions (OSFI). ADT will replace
diskette filing of returns information and provide a low cost, immediate
returns filing option. Files transmitted and received through ADT are
securely exchanged over the Internet using 128 bit encryption. The
ADT System documentation provides a detailed file-naming convention
that files submitted to OSFI must comply with.

The ADT System requires that each participating FRFI have the
following:

A computer with access to the Internet.

An Internet Browser supporting 128 bit SSL
encryption, such as Microsoft Internet Explorer
version 5.0 or Mozilla Firefox. If your version does
not support 128 bit encryption, please download and
install a more recent version which does or install a
patch for 128 bit encryption.

An ADT LoginID and password has already been
set up for each participating FRFI. The Bank of
Canada ADT Help Line can also supply this
information to each participant if help is needed.

Technical Requirements
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Connecting to ADT

The ADT system allows FRFIs to exchange returns information with the
OSFI securely over the Internet. To accomplish this, users must
navigate their Web Browser to the ADT Web portal hosted at the Bank
of Canada. Users are then required to login to the ADT Web Portal
using a unique LoginID and password. This establishes a secure
session using SSL (Secure Sockets Layer) 128 bit encryption to ensure
data confidentiality and integrity. The ADT web server is secured by a
public digital certificate to provide site identity.

Your default LoginID will be as follows:

Insurance
Institutions

ins#### (Where #### represents your 4
character OSFI assigned unique institution
code (1 character followed by 3 digits))

Logging in for the first time

1.

The initial password has already been assigned to you by the Bank of
Canada and is identical to the LoginID. You will be required to
change the password when you log onto the ADT Web Portal for the
first time. The ADT Web Portal Login is case sensitive and will only
accept a lowercase password and LoginID. If you have problems
with your initial password contact the ADT Help Line at
(613)-782-8318

Open your web browser (e.g. Internet Explorer, Mozilla Firefox).

2. Type the following Web URL into your browser Address field:

https://adtwww.bank-banque-canada.ca

Note: You may want to save this as a bookmark for easy reference.
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3. On the main ADT screen, click on “To login for the first time or to
create a new password”. (For all future login, follow the
instructions below under Regular Login.)

ﬂ; ADT-login/SATD-Ouverture de seance - Windows Internet Explorer, ‘ZHEHZ‘
0©- E 8] | [k
W b ["_'éADT-IUginfSATD-Ouverture de séance l_l & - B @ - |52 Page - {0 Tools - >
ADT SATD
Questions?

Login Quverture de séance

e [ ]
Entrez le code d'identification d ouverture de séance

Enter Password 5 I:I
Entrez le mot de passe

To login for the first time or to create a new password Pour ouvrir une premiére session ou créer un nouvean mot de passe

Note on security: To ensure data confidentiality and integrity this site uses SSL (Secure Sockets Layer) 128 bit encryption as well as login IDs and passwords
for user authentication:

Venillez noter que la vérification de I'identité an moyen d'un code d'acces et le cryptage SSL (Secure Sockets Layer) a 128 bits sont les mesures de protection
utilisées sur ce site afin d'assurer la confidentialité des renseignements.

€ nkernet #100%

4. On the next screen, login using your default LoginId/Password and
then proceed to change your password.

5. The new Password can be any length, but for security reasons, please
use a Password which is at least 6 characters in length with a
combination of lower case characters, nhumbers and/or symbols.

6. Click the Login button.
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Regular Login (after initial Login)
1. Open your web browser (e.g. Internet Explorer, Mozilla Firefox)

2. Type the following Web URL into your browser Address field:

https://adtwww.bank-banque-canada.ca

Note: You may want to save this as a bookmark for easy reference.
3. Enter your LoginID and password.

4. Click the Login button.
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Transmitting Return Information to OSFI via ADT

1. Login into the ADT Web portal as described above.

2. The Upload/Download screen will be displayed. Please enter the name
of the file containing the return data to be transmitted to the Bank of
Canada/OSFI. This can be done by clicking on Browse and selecting a
file or by entering the path and filename in the space provided under
the section called “"Uploads”

2} ADT File transfer,/Transfert de fichier du SATD - Microsoft Internet Explorer

File  Edit “iew Favorites Tools  Help

GBack - L) - |_L| @ ;\J /-7\' Search \j'\? Favorites @3 | - " — ﬁ

Address |§”| https:/faditest bank-banque-canada, cajadt. cgi

ADT -tst- SATD
N ‘

Duesfions 7

| OSFI

Uploads Telechargements en amont Downloads Telechargements en aval

File to upload Fichier téléchargé en amont English

Browse...

ADT _Instructions_For_Insurance.doc
Feturn_Filename_Far_Insurance.doc download/iglécharger

FPress/Appuyer

to upload the file pour télécharger ont le fichier

Go Back to Download top levelFetournez au début du téléchargement en aval

Recent file transfer lustory for Historique des vécents transferts de ficluers pour: insa200 Refresh/Reganérer

Download/en aval @ English/ADT Instructions For Insurance.doc 06/01/2009 (05:37:51) 0.0z KB
Tpload /fen =smont: ZO07 AZ00 test.xls 06/01/2009 (05:26:11) 0.11 KE
Upload Jen amont: 2007 AZ00 another test.doc 06/01/2009 (08:25:29) 0.04 KB
Upload Jen smont: ca20007A0011.o0sfi 06/01/2009 (08:23:53) 0.04 KB
Pagsyord/wot de passe: - 06/01/2009 (08:19:50)
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You can use the Browse window to find the path and file of the return
data. Select the file you intend to upload and press Open.

el B

[ o s s

EEETE
[E]zzr20321.1

[zzr20mn

Files of type: a0 Fies =)

[ |

Led Lo

3. When the file to be uploaded has been selected click on the Press
button to upload the file. A confirmation will be received after each
upload and the details of the upload will be added to the Recent
Upload/Download History log at the bottom of the screen.

Note: The upload process could take some time depending on your

internet connection speed.

4. You can only upload one file at a time, Repeat steps 4 through 6 for

each file to be transmitted to OSFI.
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Downloading files from OSFI via ADT

OSFI may provide information that will help with returns
loading and validation. This information can be downloaded
from the same ADT website where the returns are uploaded.

1. Login into the ADT Web portal as described above.

2. The Upload/Download screen will be displayed. Click on the
required directory below the section called Downloads.

ADT -tst- SATD
N ‘

huestions ?
OSF
ESIF
Uploads Téléchargements en amont Dovwnloads Téléchargements en aval

File to upload Fichier teélécharge en amont:

| Browse... |
Frass{Appuyer | to upload the file pour télecharger en amont le fichier

Recent file transfer history for Historique des récents transferts de ficlaers pour: penS5002 Riefresh/Regenérer

Upload Jen amontc: 55002492005, xml 06/01/2009 (08:23:25) 0.04 Kl
Download/en aval : English/ADT Instructions For Pension.doe 06/01/2009 (08:21:50) 0.00 Kl
Password/mot de passe: - 06/01/2009 (08:21:20)

3. Select English or French
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4. A list of filenames will appear. Select the one you wish to download
(in the example below the filename is
ADT_Instructions_For_Insurance.pdf) and click the button labeled
download.

a ADT File transfer,/Transfert de fichier du SATD - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

(Drack - () - |_L| @ __;\j | /;)SEErch \I_f:(Favnrites €}| - k’; =1 <!

Address I@'l https:)fadttest bank-banque-canada, ca/adt, cai

ADT -tst- SATD
N ‘

fuesfions ?
OSFl
BSIF
Uploads Téléchargements en amont Downloads Téléchargements en aval
File to upload Fichier téléchargé en amont: English

Browse... |
Press/Appuyer Ito upload the file pour télécharger en amont le fichier

ADT _Instructions_For_Insurance. g
Return_Filename_For_lnsurance doc

downloadftelécharger

Go Back to Download top leveliRetournez au debut du téléchargement en aval

Recent file transfer history for Historique des vécents transferts de ficliers pour: insa200 Fefresh/Regéanarer

Download/en =@val : English/ADT Instructions For Insurance.doc 06/01/2009 (05:37:51) 0.0z KB

5. The “File Download” window will appear giving you the option to
Open the file or to Save it to your computer. The “File Download”
window you see may be slightly different than the one below
depending on your version of the browser.
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6. Determine the location where you want to save the downloaded file.
Use “"Save As” to change either the path or filename. Click “Save” to
initiate the download.

File Download X]

Do you want to open or save this file?

] Mame: English_Azrules.pdf

Tupe: pdf_auto_File
From: adtwwnw, bank-banque-canada.ca

Open ][ Save ]l Cancel |

Alwayz azk before opening thiz type of file

" = | whhile files from the Internet can be uzeful, some files can potentially
a harrm wour caomputer. If you do nat trust the source, do not open or
%, save this file. What's the rigk?

Note: Your version of the browser may generate a filename with a
double extension (such as aggdata.pc.pc). To ensure that the
download file will not be lost please check carefully the default name
your browser generates and if necessary, override it by entering your
own filename.

7. If you selected “Save” you will receive a confirmation when the file
has been downloaded successfully. If either “"Save” or "Open” is
chosen an entry showing details of the download will also be displayed
in the Recent Upload/Download History log in ADT once you press the
Refresh button.

8. Repeat steps 4 and 5 for each file you wish to download from the ADT
Web Portal
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Reporting Revisions

When revising structured financial returns, it is necessary to resubmit
the complete return, revised items as well as unrevised data points
previously submitted. Revisions should be submitted through ADT.

File Naming

The names of files being submitted to ADT must have the correct
format. Files that fail to meet the correct format will be rejected by
the system. This format is defined in the Appendices of this document

The format of the file name will depend on the file type being
submitted, the period for which it is being submitted and your OSFI
assigned unique institution code. Please review the appropriate File
Naming Conventions for details and examples

Note: The software packages used by Insurance Institutions and
Private Pension Plans to produce some regulatory returns will
automatically define the names of files on your behalf. These
packages have been designed to comply with OSFI File Naming
conventions.

File Content

Structured Financial Returns produced by software vendor packages
are designed to comply with OSFI defined returns structures.
Modifications to these returns resulting in not compliance will not be
rejected by the ADT Web Portal. However, as these files are received
and validated by OSFI, non-compliance will result in these returns
being rejected.
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Typical Errors Generated by ADT

/A Cannot find server - Microsoft Internet Explorer provided by Present i ] ] A

File Edit ‘“iew Favorites Tools  Help | Address I bkt /Y j @ G0 ‘ i'?
3 2 o Lt % v
€ 3 Back - & - \ﬂ \ELI 7 'ﬁ . Search 5 Favorites @j

v L
@ The page cannot be displayed

The page vou are looking for is currently unawvailable, The web
site might be experiencing technical difficulties, or you may need
to adjust your browser settings.,

Please try the following:

o Click the Refresh button, ar try again later.

e If you typed the page address in the Address bar, make
sure that it is spelled correctly.
» To check your connection settings, click the Tools menu,
and then click Internet Options. On the Connections
tab, click Settings. The settings should match those
provided by your local area network (LAN) administrator or
Internet service provider (ISP},
o Zee if your Internet connection settings are being detected. LI
&

|&] Done . I_ I_ I_ I_ I_ | Internet

This error indicates that the URL was entered incorrectly. Re-enter the URL.
Check to ensure that https has been entered. If this message persists,
please call the ADT helpline.
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{= ADT Errors/Erreurs di SATD - Windows Internet Explorer. |Z||E|fg|
\:‘/'lg v & |[4[x]] (o]
e [@nm Errors{Errewrs di SATD ]_‘ B~ B ® - [rpsge v @FTooks v
ADT SATD
ADT Password Error:

Erreur de mot de passe du SATD:

The ADT password vou entered was incotrrect.
Le mot de passe du SATD que vous avez entré était incorrect.

You can return to the login screen and try again.
WVous pouvez retourner a l'écran d'ouverture de séance et essayez a nouveau

Login Screen Ecran d ouverture de séance

Done e Internet ““ 100% -

This error indicates you entered an incorrect password. Please click on
Login Screen and re-enter your LoginID and password. If you are

unable to enter the correct password, please call 613-782-8318 at the Bank
of Canada and your password will be reset.
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il 7 ADT Errors/Erreurs di SATD - Microsoft Internet Explorer provided by Presentation Server 10l =|
| File Edit Miew Favoribes Tools  Help |Address| | j Go | ‘ﬂh.

| " 5 = R e :

1 @ Back - =Dl d \ELI ‘y | 7 Search “.( Favorites {241 bt ==

' =

ADT Session Error:
Erreur de séance du SATD:

The session vou had has expired.
La séance est terminée.

Tou can return to the login screen and try again.
Wous pouvez retourner 4 l'écran d'ouverture de séance et essayez & nouvean.

Login Screen Feran d'ouvertire de séance

This error indicates your session on the web server has timed out. This
typically happens after 30 minutes of inactivity. Please click on Login
Screen and re-enter your userid/password.

If you receive the message “"Page cannot be displayed” please try one of
the following to resolve the problem:

1. Deleting all the temporary files from the cache

2. Erasing and re-typing the URL

3. Rebooting your computer

4. Signing on from another computer
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Insurance File Naming Conventions

In preparation for electronic returns submissions to OSFI, through the
ADT Web Portal, Federally Regulated Insurance Institutions must
prepare returns submission according to a standard naming
convention. This naming convention is defined below for all returns
types currently submitted to OSFI. Returns that are prepared through
use of software packages produced by third party vendors have been
configured to comply with these file naming conventions. Manually
prepared returns must apply the appropriate file nhaming convention or
returns will be rejected upon submission.

Structured Financial Returns File Name

The following return types are subject to the File Naming convention
for Structured Financial Returns:

Return
Type

Return Name Return Extension Industry

P&C1 Annual ooo1 | “OSFl. .xtand Canadian P&C
Xls/ . xIsx
P&C1 Quarterly 0003 .OSFI Canadian P&C
P&C2 Annual 0002 ‘OSFI, .ixtand Foreign P&C
Xls/.xIsx

P&C2 Quarterly 0004 .OSFI Foreign P&C

Life 1 Annual 0010 .OSFI and .xIs/.xlsx Canadian Life

Life 1 Quarterly 0010 .OSFI Canadian Life

Life 2 Annual 0020 .OSFI and .xIs/.xIsx Foreign Life

Life 2 Quarterly 0020 .OSFI Foreign Life

OSFI 56 Annual 0056 OSFI Canadian
Fraternal
Foreign

OSFI 77 Annual 0077 .OSFI Fraternal

OSFI 86 (TAAM) 0086 .OSFI and .xlIs/.xlsx Foreign Life/

Annual Fraternal

OSFI 86 (TAAM) 0086 | .OSFI Foreign Life

Quarterly

OSFI 87 (MCCSR) Canadian Life /

Annual 0087 .OSFIl and .xls/.xlsx Fraternal

OSFI 87 (MCCSR) 0087 .OSFI Canadian Life

Quarterly

OSFI 588 Annual 0588 .OSFI and .xIs/.xlsx Canadian Life

OSFI 588 Quarterly 0588 .OSFI Canadian Life

Unpaid Claims & Loss 0620 .OSFI, .txt and Canadian &

Ratio Analysis Exhibit Xls/ . xIsx Foreign P&C

Page 17 of 24



ADT User Guide

The file name for this type of return should be structured according to
this table.

Char#acter Information Type Format Possible Values
1 | Primary Regulator | 1 Character C
2-5 | Insurer Code 1 Character followed by | OSFI assigned unique
3 Digits institution code
6-7 | Year YY
8 | Return Period 1 Character or 1 Digit Annual - A
Q1-1
Q2-2
Q3-3
9-12 | OSFI Return 4 Digits 0001,0002,0003,0004,
Code 0010,0020,0056,0077,
0086,0087,0588, 0620
13 | Revision 1 Character If the file is a revision
include the letter “R”
otherwise there is no
13" Character
Extension .OSFI, .txt, .xls/.xslx*

* The .xls/.xlIsx files only applies to the Annual Return filing.

The following examples are some possible file names based on this file
naming convention

e e.g. CFOO109A0001.0SFI e.g. CFO0109A0001.xls
e e.g. CFOO10910003R.0OSFI e.g. CFO0109A0001.xIsx
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Unstructured Financial Returns File Name

The following return types are subject to the File Naming convention
for Unstructured Financial Returns

OSFI

Return

Type Return Name Return E)ﬁztnusrir:)n Industry
yp Code
. Canadian &
AAR Excel F|_Ie 600 XIs/ . xIsx Foreign
(Life companies only) Life & Eraternal
Appointed Actuary's 605 .doc/.docx or All
Report pdf
DCAT Report 610 'ggf/ doexor |
External Review 615 .doc/.docx or All
Report pdf
Auditor’s Report to 625 .doc/.docx or Al
the Superintendent pdf
Auditor’s Report on 630 .doc/.docx or | Canadian Life and
MCCSR Jpdf Fraternal
Auditor’s Report on 635 .doc/.docx or | Foreign Life and
TAAM pdf Fraternal
Auditor’s Report on .doc/.docx or .
MCT 650 odf Canadian P&C
Auditor’s Report on .doc/.docx or :
BAAT 655 odf Foreign P&C
.doc/.docx, Canadian &
P&C Business Plan 640 .;ij/.xlsx or Foreign P&C
. . . .doc/docx, . .
Worldwide Financial 645 xIS/ XISX OF Foreign Life,
Statement -p df. Fraternal & P&C
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The file names for this type of return should be structured according to

this table.
Character
1-4 | Year YYYY Valid Year *
5 | blank 1 Character Space
6-9 | Insurer Code 1 Character followed by | OSFI assigned
3 Digits unigque institution
code
10 | blank 1 Character Space
11-13 | OSFI Return 3 Digits 600,605,610,615,
Code 625, 630, 635, 640,
645, 650, 655
14 | blank 1 Character Space
15+ | Descriptive Text | 0 to 41 Characters Alphanumeric (a-z,
A-Z,0-9,., - )
Extension .doc/.docx, .xls/.xslx,
pdf

* For filing purposes for the DCAT only, the "year" should be the year in which it is presented to the
board, not the year on which the report is based. e.g. The report based on 2008 data should be filed as
the 2009 report.

The following examples are some possible file hames based on this file
naming convention

e e.g. 2010 FO01 615 External Review Report.PDF

e.g. 2011 D001 600.xls

e.g. 2011 D001 600.xlsx

e.g. 2011 D001 625.doc

e.g. 2001 D001 625.docx

Note: Special Characters such as &, ', # will be rejected by the system
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Structured Corporate Returns File Name

The following return types are subject to the File Naming convention

for Corporate Annual Returns.

Return

Type

OSFI

Return Name Return REtn Industry
Extension
Code
Canadian
gf]Zngnsgtnual or 057 Xls/ . xIsx Life, Fraternal
and P&C
Foreign
gr?lglngrlnfieﬁtnnual or 513 Xls/.xIsx Life, Fraternal
and P&C
Canadian &
i Foreign Life,
Fiscal Year end Change 596 Xs/Xsx | o ral and
P&C
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The file names for this type of return should be structured according to
this table.

CInEIEEEr [T Format Possible Values
# Type
1-4 | Year YYYY Valid Year*
5 | blank 1 Character Space
6-9 | Insurer Code 1 Character followed by | OSFI assigned unique
3 Digits institution code
10 | blank 1 Character Space
11-13 | OSFI Return 3 Digits 513, 057, 596
Code
14 | Amendment 1 Character If the file is a
Amendment include
the letter “A”
otherwise there is no
14" Character **
15 | Blank 1 Character Space
16-23 | Effective Date YYYYMMDD Effective date of
change (insert earliest
date if including more
than one. **
Extension Xls/.xIsx

*  For the annual return, the valid year is always based on the previous
fiscal year. For the "amendment” return, the valid year is always based
on the current fiscal year.

** Not applicable to the OSFI 596 return

The following examples are some possible file names based on this file
naming convention:

e e.g. 2011 FOO1 057.xlsx e.g. 2012 FOO1 057A 20120114.xls

e e.g.2011 D001 513.xlIs e.g. 2012 D001 513A 20120221 .xlIsx
e e.g. 2011 FOO1 596.xls
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Unstructured Corporate Returns File Name

The following return types are subject to the File Naming convention
for Unstructured Financial Returns

Return

Type

Return Name Retur_n Industry
Extension
Foreign
gtc:glyngl;Power of 025 pdf Life, Fraternal
and P&C
Annual Financial
Statement, Auditor’s .doc/.docx, Canadian Life
Report & Other 597 Xls/.xlsx or and P&C
Shareholders’ pdf
material
Canadian
Egsic;r\;[vo(f:(t)rrfrgEQSUCt 598 .doc/.ggfcx or Life, Fraternal
) and P&C
.doc/.docx or | Canadian
By-Laws 599 odf Life and P&C
Notice of Annual or 565 .doc/.docx or | Canadian
Special Meeting pdf Life and P&C

The file names for this type of return should be structured according to

this table.
Sl el Format Possible Values
# Type
1-4 | Year YYYY Valid Year
5 | blank 1 Character Space
6-9 | Insurer Code 1 Character followed by | OSFI assigned
3 Digits unique institution
code
10 | blank 1 Character Space
11-13 | OSFI Return 3 Digits 025, 597, 598, 599,
Code 565
14 | blank 1 Character Space
15+ | Descriptive Text | O to 41 Characters Alphanumeric (a-z,
A-Z,0-9, ., - )
Extension .doc/.docx, .xls/.xIsx,
pdf

The following examples are some possible file names based on this file
naming convention:

e e.g. 2010 FO01 025.pdf
e e.g. 2010 D001 565.docx
e e.g. 2010 D001 598 ConductReviewCttee.doc

e.g. 2010 D001 597.xls
e.g. 2010 D001 597.xlsx
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Reporting Revisions

When revising corporate returns, it is necessary to resubmit the
complete return, revised items as well as unrevised data points
previously submitted. Revisions should be submitted through ADT.

File Format

Corporate Returns must be filed in the specified format as indicated on
the tables under Structured and Unstructured Corporate Returns File
Name. Modifications to the format or file naming convention will result
in non-compliance and will be rejected by the ADT Web Portal.

Confirmation of Receipt

An email confirming receipt of corporate returns is not generated by
the ADT Web Portal. Once your file has been successfully uploaded
and appears under the “Recent file transfer history” list, this is your
official confirmation of receipt. This screen can also be printed for
your records.
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