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EXECUTIVE SUMMARY 
 

The organization that I represent today, Electronic Frontier Canada, has been in existence almost 

nine years. On its Web page, the following statement of purpose appears: [1] 

 
“Electronic Frontier Canada (EFC) was founded to ensure that the principles embodied in the 
Canadian Charter of Rights and Freedoms remain protected as new computing, 
communications, and information technologies are introduced into Canadian society.” 

 

It is inevitable that in the aftermath of crises such as September 11, concern for the security of the 

nation will (seem to) overweigh individual privacy rights. This government has introduced a 

number of bills that raise serious privacy issues and in the context of such legislation as well as the 

Canada Customs and Revenue Agency (CCRA) database on foreign travel activities and the 

Lawful Access Discussion Paper, the current proposal for an ID card strikes many that the 

government is clearly over-reacting. 

 

Simply put, Canadians neither need nor desire a National Identity Card. It is being advertised as a 

solution to identity theft and as means to improve the chances of identifying and apprehending 

terrorists. In addition, the convenience of a single piece of identification for facilitating the 

multitude of transactions that Canadians must deal with is also being promoted as an advantage. 

Finally, warnings are being issued that without an ID card , Canadians will have difficulty entering 

the United States 

 

Five reasons against a National ID card have been proposed by the American Civil Liberties 
Union and these apply to Canada as well: 
 

• Reason #1: A national ID card system would not solve the problem that is inspiring it. 
• Reason #2: An ID card system will lead to a slippery slope of surveillance and monitoring 

of citizens. 
• Reason #3: A national ID card system would require creation of a database of all 

Americans. [Read Canadians for present purposes] 
• Reason #4: ID cards would function as “internal passports” that monitor citizens’ 

movements. 
• Reason #5: ID cards would foster new forms of discrimination and harassment. 
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Current examples around the world, as well as historical ones, reveal the detrimental and 

occasionally deadly effects of National ID cards, or “papers.” The crucial issue of a self-contained 

card or a card based on a centralized database must be carefully evaluated.  

 

The call for a discussion and debate on National ID cards is premature. Parliament has not done 

its homework. This submission, and many others I am sure, have raised a host of serious 

questions about the need, purpose, and dangers associated with an ID card. As Dr. Brands’ 

contributions demonstrate much turns on technical issues associated with the implementation of 

an ID card system. The use of the word system cannot be overemphasized. 

 

If there remains a serious interest in National ID cards after this series of hearings, then the House 

must undertake a serious study of associated technical, political, and social issues. However, 

challenges mounted here, including the results of studies in other countries as well as historical 

evidence, should provide convincing reasons to terminate further consideration. Indeed, the U.S., 

the primary target of international terrorism on September 11, has decided, yet again, not to 

proceed with the introduction of a National ID card system. 
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BRIEF ON BEHALF OF ELECTRONIC FRONTIER CANADA ON A 

NATIONAL IDENTITY CARD 

 

I. INTRODUCTION 

 

The organization that I represent today, Electronic Frontier Canada, has been in existence almost 

nine years. On its Web page, the following statement of purpose appears: [1] 

 
“Electronic Frontier Canada (EFC) was founded to ensure that the principles embodied in the 
Canadian Charter of Rights and Freedoms remain protected as new computing, 
communications, and information technologies are introduced into Canadian society.” 

 
EFC has often taken a position against government intervention in Internet activities. Probably 
most significant, is the continued resistance it has offered against attempts by governments to 
regulate content on the Internet. In fact, we are probably best known for our unwavering support 
of freedom of expression. Almost exactly four years ago I appeared before the Standing 
Parliamentary Committee on Industry to present EFC’s views on Bill C-54 (later Bill C-6), 
Personal Information Protection and Electronic Documents Act. We supported the role of 
government in protecting the privacy rights of Canadians in the marketplace. However, on this 
occasion we urge government not to intrude on those privacy rights by introducing a National 
Identity Card (ID card).  
 
I am sure that this Committee has heard many arguments on this issue; nevertheless, it is my 
intention to review the recent history of attempts to introduce ID cards in a number of countries, 
and the associated arguments challenging these attempts. It is inevitable that in the aftermath of 
crises such as September 11 concern for the security of the nation will (seem to) overweigh 
individual privacy rights. This government has introduced a number of bills that raise serious 
privacy issues and in the context of such legislation as well as the Canada Customs and Revenue 
Agency (CCRA) database on foreign travel activities and the Lawful Access Discussion Paper, the 
current proposal for an ID card strikes many that the government is clearly over-reacting. 
 
Simply put, Canadians neither need nor desire a National Identity Card. It is being advertised as a 
solution to identity theft and as means to ensure, with as much certainty as possible, that terrorists 
can be identified and apprehended. In addition, the convenience of a single piece of identification 



 
 

Brief for Standing Committee on Citizenship and Immigration   Feb.19, 2003   Re: National Identification Card.   5/34 
Richard S. Rosenberg,  Vice-President Electronic Frontier Canada 

 

for facilitating the multitude of transactions that Canadians must deal with is also being promoted 
as an advantage. Finally, warnings are being issued that without an ID card , Canadians will have 
difficulty entering the United States. It should be noted that in spite of efforts shortly after 
September 11 to introduce a National ID card in the U.S., no such system has been implemented 
and none is on the horizon. Furthermore, many conservatives and liberals voiced public opposition 
to this idea. For example, the conservative columnist for The New York Times, William Safire 
expressed his opposition as follows: [2] 
 

“However, the fear of terror attack is being exploited by law enforcement sweeping for 
suspects as well as by commercial marketers seeking prospects. It has emboldened the zealots 
of intrusion to press for the holy grail of snoopery - a mandatory national ID. . . The plastic 
card would not merely show a photograph, signature and address, as driver's licenses do. 
That's only the beginning. In time, and with exquisite refinements, the card would contain not 
only a fingerprint, description of DNA and the details of your eye's iris, but a host of other 
information about you. . . With a national ID system, however, it can all be centered in a 
single dossier, even pressed on a single card - with a copy of that card in a national databank, 
supposedly confidential but available to any imaginative hacker.”  

 
Why then should Canadians be required to carry an ID card? In what follows, I will attempt to 
survey, necessarily briefly, a variety of positions on the introduction of National ID cards, 
concluding that only under very special technical conditions can they be effective for certain 
purposes. However, it must be emphasized that in principle ID cards can be dangerous devices 
inimical to the basic tenets of a democratic society. They contribute to the loss of anonymity 
because they will encourage law enforcement officials to demand their presentation any where and 
anytime. It is also inevitable that their purposes and applications will expand, so-called “function 
creep,” not because it is necessary but because it is possible. Witness the history of the Social 
Insurance Number (SIN) in Canada. The availability of an apparent unique identifier resulted in a 
host of mundane uses beyond any initial expectations and Parliament seemed to be unable or 
unwilling to curtail such extraneous applications. 
 
Thus, we will consider the comments and advice of privacy advocates, online civil liberties 
groups, privacy commissioners, representatives of technical and professional societies, academics, 
and politically motivated organizations. Many of these will no doubt make their own contributions 
to your deliberations but seeing their views in one document should combine their individual 
messages into a coherent, forceful, and persuasive argument.  
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II. SETTING THE CONTEXT: MEMBERS OF PARLIAMENT SPEAK 
 
On November 22, 2002, Immigration Minister Denis Coderre, made the following remarks: [3] 
 

"Let's have a national debate for policy-making purposes. Do Canadian people feel that we 
should have a national ID card?" said Coderre. Coderre said the card would be based on the 
Maple Leaf card now issued to landed immigrants in Canada. The Maple Leaf cards contain 
biometric information such as fingerprints. He said the cards would make it easier for 
Canadians to travel, especially to the U.S.  

 
And so we are engaged in this debate, one that some countries have experienced and others will 
no doubt soon have. This Committee subsequently issued a statement inviting comments on the 
possible adoption of a National Identity Card. Among the points identified for discussion are the 
following, some of which raise very difficult questions: [4] (Note that the numbering has been 
added in order to refer to the points more easily)  
 

(a) What should be the guiding principles for a national strategy on identity documents?  
(b) Which level(s) of government should be responsible?  
(c) Do we need to create a new national identity card, or can the security features of existing 

“foundation” documents be strengthened?  
(d) What has been the experience of other countries with national identity cards?  
(e) Should everyone in Canada be required to carry a secure identity document at all times?  

Or should the identity document be voluntary for some (e.g. Canadian citizens and 
permanent residents) and mandatory for others (e.g. refugee claimants, foreign students, 
or other temporary residents)?  

(f) What information should be imbedded in the cards, who should be able to access that 
information, should the information be stored centrally, and what safeguards would be 
required to prevent misuse?   

(g) What technologies are available for enhancing document security and what issues are 
raised by the use of particular technologies, such as biometrics?  (Biometric identifiers 
include fingerprints, iris scans and facial scans.)  

 
Brief answers follow with the remainder of this document offering supporting material. 

(a) Because the implementation of an ID card is largely rejected, no “guiding principles” will 
be offered. 

(b) Again, in the context of this document this question need not be answered. 
(c) We do not need a new ID card and existing documents can be improved, if a clear need 

can be demonstrated. 
(d) See the next section for some interesting items. 
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(e) It is not necessary for everyone in Canada to carry “a secure identity document at all 
times.” 

(f) Given the position expressed in this document, this question will not be addressed but 
some comments about security will be included. 

(g) In the course of arguing against the ID card, some of the technologies mentioned here will 
be discussed. 

 
More recently, Minister Coderre has urged his colleagues on the Commons Committee “to 
consider whether the card’s personal information should be compiled in a government database.” 
[5] Such a database could presumably have considerably more information available about an 
individual than a card and could be accessible in part via the card. Such a powerful system just 
raises the stakes in the assault on individual privacy because arbitrarily large amounts of diverse 
information can be accessed about any individual. Do we want to take such a drastic step for such 
a minimal return? 
 
 
III. EXPERIENCES OF OTHER COUNTRIES 
 
The intention in this section is to examine a few countries which either have introduced, are 

planning to introduce, or have decided not to introduce a National ID card. It is to be hoped that 

lessons learned in these cases are relevant to the Canadian situation. In Belgium, an 1856 law  

required that all inhabitants be registered with local authorities. “All cities, towns and villages had 

to open a register and keep track of people’s addresses and the composition of their families.” [6] 

These are the words of Rudi Veerstraeten, Counselor and Consul, Embassy of Belgium in a 

statement made before the U.S. House Committee on Government Reform, Subcommittee on 

Government Efficiency, Financial Management and Intergovernmental Relations, Oversight 

Hearings on National Identification Cards (“Does America Need a National Identifier?”), 

November 16, 2001. Mr. Veestraeten goes on to describe the Belgian identity card [1985], which  

contains the following data on the front side: 

 
- Name and first name 
- Nationality 
- Date and place of birth 
- Mention male/female 
- Signature of the bearer 
- Address 
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- Card number 
- Date of issuance 
- Valid until (date) 

 

The card bears a sticker on the back side. On this sticker are mentioned some additional data, 
if the bearer wishes to do so: 

 
- Card number (for security purposes) 
- Marital status and name of spouse 
- Number of the National Register 
 
This extra information can only be mentioned upon explicit approval by the bearer of the card.  

 

Finally, for the present purposes, the main issue of concern is the following: 

  

Most Belgians do not oppose these mentions, but they have a right to do so. The card is 
automatically issued to every Belgian citizen over 12 years of age; every Belgian over 15 years 
of age has the obligation to carry it at all times, while walking, driving a car or riding a bus.  
 
A police officer can ask to see the identity card of any person found in a public space. 
Although such request on behalf of a law enforcement agency does not need to be 
motivated, it mostly occurs only when there is a particular reason for a police officer to 
do so (suspicious behavior, events, security reasons). [emphasis added] 
 

Do Canadians want to move towards a society in which police officers can ask to see 
identification without necessarily having to justify their request. It seems that Europeans are more 
willing to move in this direction. Another example is the Netherlands. Earlier this year, a Bill was 
submitted in the Netherlands, with the following requirement: [7]:  
 

In future police will be authorized to require anyone in the Netherlands older than 12 to show 
proof of his or her identity. Failure to do so can result in a prison sentence of up to two 
months or a fine of up to 2,250 Euro. Police will be given powers to request proof of identity 
for the purpose of carrying out all their regular tasks, specifically the investigation of criminal 
offences, maintenance of public order, and providing assistance. Those responsible for 
carrying out administrative supervision will also be given the same powers, in order to 
improve law enforcement. 

 
Of course, being required to show identification means that it must be carried at all times. One of 
the main concerns with respect to the adoption of National ID cards is the loss of anonymity, a 
basic component in the web of privacy rights. The right to be unidentified, to be one of the crowd, 
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to be undistinguished as one walks among others in urban areas, and elsewhere, is a much valued, 
if rarely contemplated, state of being.  
 
In 1987, the Australian government attempted to introduce a National ID card, which failed as a 
result of a major opposition campaign. Simon Davies of Privacy International described this 
campaign in some detail. [8] Two kinds of arguments were used, the first of which is 
characterized as intangible, i.e., difficult to refute and somewhat hysterical, namely,  
 

• A fear that the card will be used against the individual 
• A fear that the card will increase the power of authorities 
• A feeling that the card is in some way a hostile symbol 
• A concern that a national ID card is the mechanism foretold in Revelations (the Mark of 

the Beast). 
• A fear that people will be reduced to numbers - a dehumanising effect. 
• A rejection of the card on the principle of individual rights 
• A sense that the government is passing the buck for bad management to the citizen 

 
The second type of concerns are characterized as “tangible concerns that tend to create a more 

powerful long term campaign focus.” Among these are the following: 

 

• Any card system needs rules. How many laws must be passed to force the citizenry to use 
and respect the card? 

• A card or numbering system may lead to a situation where government policy becomes 
"technology driven" and will occur increasingly through the will of bureaucrats, rather 
than through law or public process 

• Practical and administrative problems that will arise from lost, stolen or damaged cards 
(estimated at up to several hundred thousand per year)  

• Will the system create enough savings to justify its construction? If the system fails, can it 
be disassembled? 

• To what extent will the system entrench fraud and criminality? What new opportunities for 
criminality will the system create? 

• What are the broader questions of social change that relate to this proposal ? How will it 
affect my children? 

 

The Australia Card “was to be carried by all Australian citizens and permanent residents 

(separately marked cards would be issued to temporary residents and visitors). The would contain 

a photograph, name, unique number, signature and period of validity, and would have been used 

to establish the right to employment. It would be necessary for the operation of a bank account, 

provision of government benefits, provision of health benefits, and for immigration and passport 
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control purposes.” It should be noted that prior to the launch of the anti-Card campaign about 

70% of Australians supported its introduction. Let me conclude this very brief review of the 

Australian anti-card campaign with two early critiques: [8] 

 

One of the fundamental contrasts between free democratic societies and totalitarian systems is 
that the totalitarian government relies on secrecy for the regime but high surveillance and 
disclosure for all other groups, whereas in the civic culture of liberal democracy, the position 
is approximately the reverse. [Professor Geoffrey de Q Walker, now dean of law at 
Queensland University] 
 
Is it realistic to believe that the production of identity cards by children to adults in authority 
to prove their age will be "purely voluntary"? The next generation of children may be 
accustomed to always carrying their Cards, to get a bus or movie concession, or to prove they 
are old enough to drink, so that in adult life they will regard production of an ID card as a 
routine aspect of most transactions. [Australian data protection expert Graham Greenleaf, one 
of the pioneers of the anti ID card push] 

 

Finally, Privacy International gathered comments from people around the world expressing their 

experiences with National ID cards. Consider the following selections: [9] 

 

Greece: In my country the Cards are compulsory. If police for example stop you and ask for 
identification you must present them the ID or you are taken to the police department for 
identification research. 

 
Brazil: They are compulsory, you're in big trouble with the police if they request it and you 
don't have one or left home without it. The police can ask for my identity card with or without 
a valid motive, it's an intimidation act that happens in Brazil very, very often. The problem is 
not confined to the police. Everybody asks for your id when you are for example shopping, 
and this is after you have shown your cheque guarantee card. We also have other similar 
cards. Nobody trusts anybody basically. 

 
Singapore: [M]any people in his country were aware that the card was used for purposes of 
tracking their movements, but that most did not see any harm in this. If that question is put to 
Singaporeans, they are unlikely to say that the cards have been abused. However, I find 
certain aspects of the NRIC (ID card) system disconcerting. When I finish military service 
(part of National service), I was placed in the army reserve. When I was recalled for reserve 
service, I found that the army actually knew about my occupation and salary! I interpreted this 
as an intrusion into my privacy. It might not be obvious but the NRIC system has made it 
possible to link fragmented information together.  

 
Korean: One professor reported that the national card was used primarily as a means of 
tracking peoples activities and movements. If you lose this card, you have to report and make 
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another one within a certain period. Since it shows your current address, if you change your 
address then you must report that and make a correction of the new address. If you go to a 
military service or to a prison, then the government takes away this identity card. You get the 
card back when you get out. You are supposed to carry this card everywhere you go, since 
the purpose is to check out the activity of people. There are fines and some jail terms if you 
do not comply. If you board a ship or an airplane, then you must show this card to make a 
record. You need to show this card when you vote 

 

Portugal: One man studying in the United States reported an obsession with identity in his 
country. I keep losing my ID. card, and people keep asking for it. It seems like it's needed for 
just about everything I want to do, and I should really carry it around my neck or have it 
tattooed on my palm. The information on it is needed for everything. Many buildings, perhaps 
most, will have a clerk sitting at a "reception desk" who will ask you for your id. They will 
keep it and give it back to you when you leave. 

 

 

IV. CONCERNS OF THE LEFT AND THE RIGHT 
 
The American Civil Liberties Union (ACLU) is the largest association in the U.S. dedicated to the 

defense of constitutional rights. As such it is not surprising that privacy is high on its agenda and 

that the introduction of a National ID card is an anathema. Shortly after September 11, many 

proposals emerged from high profile technology figures such as Scott McNealy, CEO of Sun 

Microsystems and Larry Ellison, CEO and founder of Oracle Corporation, as well as from 

government officials at state and federal levels. The conversion of state drivers’ licenses to federal 

ID cards received considerable attention but in the end the enthusiasm waned and once again 

nothing happened. However, as the debate raged, The ACLU published an advocacy paper, 

“National ID Cards: 5 Reasons Why They Should Be Rejected.” [9] and these are given, in brief, 

as follows: 

 
• Reason #1: A national ID card system would not solve the problem that is inspiring 

it. A national ID card system will not prevent terrorism. It would not have thwarted the 
September 11 hijackers, for example, many of whom reportedly had identification 
documents on them, and were in the country legally.  

• Reason #2: An ID card system will lead to a slippery slope of surveillance and 
monitoring of citizens. A national ID card system would not protect us from terrorism, 
but it would create a system of internal passports that would significantly diminish the 
freedom and privacy of law-abiding citizens.  Once put in place, it is exceedingly unlikely 
that such a system would be restricted to its original purpose. 



 
 

Brief for Standing Committee on Citizenship and Immigration   Feb.19, 2003   Re: National Identification Card.   12/34 
Richard S. Rosenberg,  Vice-President Electronic Frontier Canada 

 

• Reason #3: A national ID card system would require creation of a database of all 
Americans. What happens when an ID card is stolen?  What proof is used to decide who 
gets a card?  A national ID would require a governmental database of every person in the 
U.S. containing continually updated identifying information. 

• Reason #4: ID cards would function as “internal passports” that monitor citizens’ 
movements. Americans have long had a visceral aversion to building a society in which 
the authorities could act like totalitarian sentries and demand “your papers please!” And 
that everyday intrusiveness would be conjoined with the full power of modern computer 
and database technology. 

• Reason #5: ID cards would foster new forms of discrimination and harassment. 
Rather than eliminating discrimination, as some have claimed, a national identity card 
would foster new forms of discrimination and harassment of anyone perceived as looking 
or sounding "foreign."  

 
In contrast to the “liberal” ACLU, the Cato Institute is definitely conservative; nevertheless, it 
shares the ACLU’s deep antipathy towards ID cards. Shortly after September 11, the following 
appeared in the Institute’s TechKnowledge Newsletter [10] 
 

“What is new about the various national ID card proposals is that they have become more 
technologically sophisticated. The prospect of massive computer databases or registries, 
software data collection systems, digital fingerprinting, handprint scans, facial recognition 
technologies, voice authentication devices, electronic retinal scans, and other “biometric” 
surveillance technologies have suddenly become realistic options for government identification 
purposes. If Americans are concerned about the recent proliferation of traffic surveillance 
cameras on roadways and sidewalks, then they ain't seen nothin' yet. But while the 
technologies may have changed, the fundamental problems with national ID cards have not. 
The most serious problem with national ID mandates remains the troubling ramifications for 
civil liberties. As former California Rep. Tom Campbell, currently a Stanford University law 
professor, has recently argued, "If you have an ID card, it is solely for the purpose of allowing 
the government to compel you to produce it. This would essentially give the government the 
power to demand that we show our papers. It is a very dangerous thing."  
 
While proponents of national ID cards will contend that such concerns are overblown, there is 
no denying that a national ID card could become the equivalent of a domestic passport that 
citizens are required to produce for the most routine daily tasks. . .  The other serious problem 
with national ID cards is more practical: They probably won't work. For example, who will be 
issuing these cards? If everyone is required to have one, then that means there will be a lot of 
bureaucrats responsible for collecting and filing our personal information. Beyond logistical 
questions about how that process will work and how much it will cost, it raises concerns 
about potential fraud and abuse.” 

 
The U.S. organization most involved with privacy rights is the Electronic Privacy Information 
Center (EPIC). Concerned about attempts to convert drivers’ licenses into de facto National ID 
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cards, EPIC joined with other organizations, both liberal and conservative, in sending a letter to 
President Bush in February 2002. Among their concerns were the following: [11] 
 

• A national ID would not prevent terrorism. An identity card is only as good as the 
information that establishes identity in the first place. Terrorists and criminals will continue 
to be able to obtain -- by legal and illegal means -- the documents needed to get a 
government ID, such as birth certificates and social security numbers  

• A national ID would depend on a massive bureaucracy that would limit our basic 
freedoms. A national ID system would depend on both the issuance of an ID card and the 
integration of huge amounts of personal information included in state and federal 
government databases.  

• A national ID would be expensive and direct resources away from other more 
effective counterterrorism measures. The costs of a national ID system have been 
estimated at as much as $9 billion.  

• A national ID would both contribute to identity fraud and make it more difficult to 
remedy. Americans have consistently rejected the idea of a national ID and limited the 
uses of data collected by the government. In the 1970s, both the Nixon and Carter 
Administrations rejected the use of social security numbers as a uniform identifier because 
of privacy concerns. A national ID would be "one stop shopping" for perpetrators of 
identity theft who usually use social security numbers and birth certificates for false IDs 
(not drivers' licenses). Even with a biometric identifier, such as a fingerprint, on each and 
every ID, there is no guarantee that individuals won't be identified - or misidentified - in 
error. The accuracy of biometric technology varies depending on the type and 
implementation. And, it would be even more difficult to remedy identity fraud when a thief 
has a National ID card with your name on it, but his biometric identifier.  

• A national ID could require all Americans to carry an internal passport at all times, 
compromising our privacy, limiting our freedom, and exposing us to unfair 
discrimination based on national origin or religion. Once government databases are 
integrated through a uniform ID, access to and uses of sensitive personal information 
would inevitably expand. Law enforcement, tax collectors, and other government agencies 
would want use of the data. Employers, landlords, insurers, credit agencies, mortgage 
brokers, direct mailers, private investigators, civil litigants, and a long list of other private 
parties would also begin using the ID and even the database, further eroding the privacy 
that Americans rightly expect in their personal lives. It would take us even further toward 
a surveillance society that would significantly diminish the freedom and privacy of law-
abiding people in the United States. A national ID would foster new forms of 
discrimination and harassment. The ID could be used to stop, question, or challenge 
anyone perceived as looking or sounding "foreign" or individuals of a certain religious 
affiliation.  

 

I would like to draw the Committee’s attention to these last two points in particular. Given that 

Minister Coderre has specifically identified the ID card as a means to combat the growing 

incidence of identity theft, the argument presented above must first be answered. The notion of an 
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internal passport creates that fearsome image of a policeman in trench coat and fedora confronting 

a trembling individual, demanding to see his papers, an image associated with black-and-white 

movies set in Europe during the Second World War. For additional details, see the Epic report, 

“Your Papers, Please,” [12] 

 

 

V. TECHNICAL AND PROFESSIONAL CONCERNS 
 
In this section, we will consider the concerns of such professional organizations as the Institute of 
Electrical and Electronics Engineers (IEEE), the Association for Computing Machinery (ACM) 
and the Committee on Authentication Technologies and Their Privacy Implications of the 
Computer Science and Telecommunications Board of the National Academies of the U.S. Prior to 
September 11, the IEEE issued a brief position statement against Universal Identifiers  [ 
 

• The concept of an identifier that is both unique to an individual and “universal” in the 
sense of being always used by that individual to identify himself or herself in interactions 
with society, is fraught with danger. While such an identifier could provide convenience to 
the individual in assembling a detailed, intimate understanding of his or her interactions 
with society, similar convenience could well accrue also to many other parties and thus 
simultaneously be very attractive to many forms of painful misuse at the expense of the 
individual’s privacy and security.  

• IEEE-USA believes that individuals and society will be better served by a family of 
identifiers instead of by the use of a single identifier. A family of identifiers would allow 
different identifiers to be used, as appropriate to the security needs, privacy desires, and 
other tradeoffs of different transactions or situations. For example, person A might want 
to give a certain identifier to some other person B, so that B could also use that identifier 
to access certain information; but A might want different identifier(s) for other uses.  

• The chosen identifier must be defined so as to be algorithmically suitable for its intended 
function. Such definitions would need to assure at the least that the identifier itself can be 
mathematically proven to have been accurately used and unchanged (such as with one or 
more “check digits”). The definitions must be extended to include additional levels of error 
correction and security as may be required for different intended functions.  

 
The argument in favour of a “family of identifiers” is well taken and the Committee should 
certainly consider this proposal, which is rather close to the current situation in Canada. 
 
The ACM includes as members most academic and research oriented computer scientists in the 
U.S. and Canada. Professor Ben Shneiderman, of the University of Maryland represented the U.S. 
Public Policy Committee of the ACM at the Subcommittee on Government Efficiency, Financial 
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Management and Intergovernmental Relations, Oversight Hearings on National Identification 
Cards, referred to above. Professor Shneiderman reminds us of the basic inadequacy of National 
ID cards, [14] 
 

“From a practical standpoint, a National Identity card system would not have prevented the 
tragic terrorist acts of September 11.  Evidence suggests the suspected hijackers made no 
effort to conceal their identities. In fact, several of the suspected terrorists possessed state-
issued ID cards with their pictures and names.” 

 

Furthermore, 

 

“Proponents of the National Id system suggest that cards will authenticate the identity of 
individuals. However, the positive identification of individuals does not equate to 
trustworthiness or lack of criminal intent.” [Original emphasis]. . . A national ID system 
requires a complex integration of social and technical systems, including humans to enter and 
verify data, plus hardware, software and networks to store and transmit.  Such socio-technical 
systems are always vulnerable to error, breakdown, sabotage and destruction by natural events 
or by people with malicious intentions.   
 

In a more technical sense, the creation of a database with 300 million records poses very serious 

problems, greater than those arising from the necessary database one-tenth the size required for 

Canada. Nevertheless, technical problems are real and they do raise constant and urgent questions 

about the effective operation of such large systems. Professor Shneiderman’s remarks in this 

context are instructive and must be addressed by advocates of ID card systems. It is important to 

recognize that the card itself is only a small part of a very large and complex system. We turn 

again to Professor Shneiderman: 

 

“We must ask whether there is now a secure database that consists of 300 million individual 
records that can be accessed in real time?  The government agencies which come close are the 
Internal Revenue Service and the Social Security Administration, neither of which are capable 
of maintaining a network that is widely accessible and responsive to voluminous queries on a 
24 hour by 7 days a week basis.” 

 
“Can records on everyone in the United States or even all foreign visitors be organized and 
maintained in one database? Compiling the necessary database to support the system would 
require a massive data-collection effort beginning with the interconnection of databases held 
by local, state and national government networks and some private entities. Determining what 
information to include in the database will no doubt prove to be controversial.” 
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“Once the problem of gaining access to the amount of information required is solved, there 
still would be challenges in creating a system that could communicate with all of the varied 
computer networks that would house components of individual identification.  The difficulty 
of communicating with intra-federal, intergovernmental, and private sources of information in 
real time environment is unprecedented.” 

 

In 2001, the Computer Science and Telecommunications Board, a unit of the U.S. National 

Research Council, launched a study of issues associated with the implementation and use of a very 

large National ID card system. The study, published the following year, focused on the use of 

“authentication technologies and their privacy implications.” [15] The following disclaimer sets 

the boundaries of this study: 

 

“There are numerous questions about the desirability and feasibility of a nationwide identity 
system. This report does not attempt to answer these questions comprehensively and does not 
propose moving toward such a system or backing away. Instead, it aims to highlight some of 
the significant and challenging policy, procedural, and technological issues presented by such a 
system. . . “ 

 

Given the stature of this board, it is wise to pay attention to its findings and recommendations. It 

raises a number of policy questions that must be considered and answered before undertaking the 

implementation of any National ID Card system. 

 

• What is the purpose of the system? Possibilities range from expediting and/or tracking 
travel to prospectively monitoring individuals' activities in order to identify and look for 
suspicious activity to retrospectively identifying perpetrators of crimes.  

• What is the scope of the population that would be issued an "ID" and, presumably, be 
recorded in the system? How would the identities of these individuals be authenticated? 

• What is the scope of the data that would be gathered about individuals participating in the 
system and correlated with their national identity? While colloquially it is referred to as an 
"identification system," implying that all the system would do is identify individuals, many 
proposals talk about the ID as a key to a much larger collection of data. . .  

• Who would be the user(s) of the system (as opposed to those who would participate in the 
system by having an ID)? One assumption seems to be that the public sector/government 
will be the primary user, but what parts of the government, in what contexts, and with 
what constraints? In what setting(s) in the public sphere would such a system be used? . .  

• What types of use would be allowed? Who would be able to ask for an ID, and under what 
circumstances? Assuming that there are datasets associated with an individual's identity, 
what types of queries would be permitted (e.g., "Is this person allowed to travel?" "Does 
this person have a criminal record?")? . .  
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• Would participation in and/or identification by the system be voluntary or mandatory ? In 
addition, would participants have to be aware of or consent to having their IDs checked 
(as opposed to, for example, allowing surreptitious facial recognition)? 

• What legal structures protect the system's integrity as well as the data subject's privacy 
and due process rights, and determine the government and relying parties' liability for 
system misuse or failure?  

 

The Standing Committee would be well advised to read this rather short report if it intends to 

pursue this issue. The computer technologies which continue to develop, raise serious questions 

of security, of detailed description of access, of purpose, of facilitated “function creep,” and more, 

much more. The authors of the report go on to urge more analysis especially of “both desirability 

and feasibility:” 

 

• Given the potential economic costs, significant design and implementation challenges, and 
risks to both security and privacy, there should be broad agreement on what problem(s) a 
nationwide identity system would address. Once there is agreement on the problem(s) to 
be solved, alternatives to identity systems should also be considered as potential solutions 
to whatever problem(s) is identified and agreed upon.  

• The goals of a nationwide identity system must be clearly and publicly identified and 
deliberated upon, with input sought from all stakeholders; public review of these goals 
prior to selecting a proposed system is essential. 

• Proponents of such a system should be required to present a very compelling case, 
addressing the issues raised in this report and soliciting input from a broad range of 
stakeholder communities.  

• Serious consideration must be given to the idea that--given the broad range of uses, 
security needs, and privacy needs that might be contemplated--no single system may 
suffice to meet the needs of potential users of the system. 

• Care must be taken to explore completely the potential ramifications, because the costs of 
abandoning, correcting, or redesigning a system after broad deployment might well be 
extremely high.  

 

 

VI. CANADIAN PRIVACY COMMISSIONERS SPEAK 
 

Although the Committee is aware of the views of the George Radwansky, the Privacy 

Commissioner of Canada, Ann Cavoukian, the Information and Privacy Commissioner of Ontario, 

and David Loukidelis, the Information and Privacy Commissioner for British Columbia, they are 
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included in this submission for completeness and to confirm that major professionals in the area of 

privacy protection in Canada, are strongly opposed to a National ID card, and associated system. 

 

George Radwansky delivered his annual report to parliament on January 29, 2003. From the 

outset, he launches a major critique of government policies that compromise the privacy rights of 

Canadians. More specifically, he is concerned that laws and policies ostensibly motivated by 

security concerns will find their primary use by law enforcement officials engaged in traditional 

activities. Thus security interests have been used to restrict the basic privacy rights of Canadians, 

actions that will not soon disappear. Mr. Radwansky emphasizes the following issues: [16] 

 

“Specifically, I am referring to: the Canada Customs and Revenue Agency’s new “Big 
Brother” passenger database; the provisions of section 4.82 of Bill C-17; dramatically 
enhanced state powers to monitor our communications, as set out in the “Lawful Access” 
consultation paper; a national ID card with biometric identifiers, as advanced by Citizenship 
and Immigration Minister Denis Coderre; and the Government’s support of precedent-setting 
video surveillance of public streets by the RCMP.”  

 

Although Mr. Radwansky has much of compelling interest to say about all these actions, for 

purposes of this submission, I would like to focus on his comments about the National ID card. 

The section on Identity cards reads as follows: [17]  

 

It is a matter of very considerable dismay that Citizenship and Immigration Minister Denis 
Coderre, presumably on behalf of the Government, is pressing for a “debate” on establishing a 
mandatory national identity card, complete with biometric identifiers, for all Canadians. 

Given the Government’s current behavior on other privacy matters, it is difficult to avoid 
fearing that this means that it wishes to introduce such a card. 

That would be another huge blow to privacy rights. In Canada, we are not required to 
carry any identification – let alone to identify ourselves on demand – unless we are carrying 
out a licensed activity such as driving. Introducing a national identity card, even if it were 
“voluntary” at first, would push us toward becoming the kind of society where the police can 
stop anyone on the street and demand, “Your papers, please.” 

The notion of the Government of Canada fingerprinting or eyeball-scanning every citizen 
for such a card is, of course, all the more abhorrent. 

I can find no justification for a national identity card, especially since it is absolutely 
useless as an anti-terrorist measure. As the perpetrators of the September 11 attacks 
demonstrated, terrorists are not necessarily previously identifiable as such. Every citizen 
would be able to obtain and display an identity card, regardless of his or her possible terrorist 
proclivities, but of course it wouldn’t list occupation as “terrorist.” And short-term visitors to 
Canada wouldn’t have such a card at all. 
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Rather than a “debate” about a grave and needless intrusion, Canada needs clear 
acknowledgement by the Government that the fundamental privacy right of anonymity as we 
go about our day-to-day lives is too important to abrogate for no apparent reason. [emphasis 
added] 

 

Mr. Radwanski’s argument is clear and forceful and consistent with the basic premises of this 

statement.  

 

In a letter to Prime Minister Jean Chrétien and the leaders of the other Canadian political parties, 

which coincided with the delivery of the Privacy Commissioner’s report to parliament, David 

Loukidelis briefly expressed his concern, as follows: [18] 

 

“I note with concern suggestions in some quarters that a national identity card should be 
introduced. In a free and democratic society, citizens are generally free to circulate without 
carrying any identification, let alone a national identity card. I propose to make my concerns 
about this known in more detail to the appropriate Committee of the House of Commons.” 

 

Finally, the views of Ann Cavoukian are also on record in a letter sent to the Committee on 

February 10, 2003. Let me just briefly highlight her concerns, as follows: [19] 

 

1)  The requirement, scope and proposed use of the ID card: 
The discussion of a national ID card has, to date, been lacking in any specific details as to 
its purpose and scope.  As a result, the need for a national ID card system has yet to be 
justifiably demonstrated.  While there are several possible uses one could propose for an 
ID card, Canada already has a number of tools in place that effectively address these 
issues.  

2)  The enrollment requirements of the ID card system 
The concept of a mandatory card system raises troubling privacy issues.  A fundamental 
question yet to be answered is who would be required to register for the ID card and 
whether the production of the ID card, when requested by various authorities, would be a 
voluntary or mandatory obligation. Informational privacy revolves around the right of an 
individual to exercise choice and reasonable control over the collection, use and disclosure 
of his or her personal information. Obliging citizens to carry this card would significantly 
limit the control an individual has over the uses of his or her personal information, and the 
degree to which it may be disclosed to others.   

3)  The effectiveness of a national ID card 
It is important that government continually evaluate and assess the effectiveness of current 
public safety and security measures.  Although new security initiatives may have 
implications for individual privacy, these implications may be within acceptable limits if the 
initiatives can be shown to be truly effective in promoting public safety.  This case has not 
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been made for a national ID card.  To date, the government has provided little evidence 
that the creation of a national ID card would minimize terrorist activity.  

 

Thus, Privacy Commissioners, whose obligations are to represent the privacy interests of 

Canadians in their jurisdictions, unanimously oppose the federal government’s proposals. 

 

 

VII. OTHER CONCERNS 
 

A number of experts and relevant organizations have not yet been heard from. In order to include 

as wide a range of voices as possible in opposition to the introduction of a National ID card, this 

section will include brief observations from some leading scholars. Their views are reasoned, 

impassioned and informed; the included samples should encourage a more thorough examination 

of their works. 

 

Colin Bennett 

Colin Bennett, a professor at the University of Victoria, is one of Canada’s leading scholars of 

privacy issues. In 1997 he presented a relevant paper at a meeting of the Canadian Political 

Science Association [20] His paper is quite long with many important observations, ideas, and 

warnings; for the present purposes, the following selections are taken from the Introduction:  

 

Around one hundred countries have official, compulsory national identity cards that are used 
for multiple purposes [21]. Some others, such as France, Italy and the Netherlands, have 
voluntary cards. In other countries (including Canada, Britain and the United States) the 
drivers license has become a de facto form of identification. Cards issued for specific 
"sectoral" purposes can over time be used for more widespread purposes and acquire some of 
the features of compulsory forms of identification. Identity cards vary in terms of their 
compulsory nature, their contents, their security features, the kind of database support, the 
forms of personal identifier used, as well in terms of the accompanying rules about who may 
have legitimate access to their contents and under what circumstances.  

 
These technologies have also, however, been regarded as a bad idea for a range of civil 
libertarian, practical and economic reasons [22]. The superficial attraction of modern card 
technology is attributable to their capacity to be used for multiple purposes. This multi-
functionality raises dangers of the matching and linkage of those different data. For the 
privacy advocate, the clear segmentation of the data on the card is dictated by the privacy 
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principle that information collected for one purpose should not be used for another. Even 
single purpose cards, however, are susceptible to the process of "function creep." The 
temptation to construct the card technology in such a way that it may be used for other 
applications may be inexorable.  

 

Identity cards are not just technologies, they are also policy instruments. . . As I have shown 
briefly above, these instruments may be used for a number of substantive and procedural ends. 
As policy instruments, their development will be influenced by the same range of forces that 
need to be considered in the comparative analysis of any policy choice. The fact that the 
manifestation of this instrument is confined to the individual’s pocket does not alter the larger 
set of relationships that still need to be politically determined and that raise a complex range of 
social, economic, political, legal and technological issues.  

 

Roger Clarke 

Roger Clarke is a consultant , academic, and privacy advocate in Australia. In an important paper 

written in 1997, Mr. Clarke surveys the uses of ID cards around the world, offers detailed 

arguments about their dangers, and provides a multitude of issues that must be taken into account 

in determining whether or not they should come into use. The following are samples of Mr. 

Clarke’s concerns as contained in the abstract of his paper: [23] 

 

Multi-purpose identification schemes in general, and national identification schemes in 
particular, represent the most substantial of information technologies’ threats to individual 
liberties. This is because they concentrate information, and hence power; and because it is 
simply inevitable that, at some stage, even in the most apparently stable and free nations, 
power will be exercised against the interests of individuals, and of the public generally. . . 
Chips are being proposed as a means of identifying people as well. They present an 
opportunity to devise and implement highly repressive identification schemes; and many 
corporations and countries are in the process of harnessing those potentials. Chips also offer 
great scope for designing schemes that are privacy-sensitive, and that balance privacy interests 
against other social and economic interests and law and order concerns. Unfortunately, that 
scope has to date been almost entirely overlooked or ignored. This paper argues that the 
simplistic approaches being adopted by the proponents of identification schemes are in the 
process of destroying public confidence, and hence of undermining the intended return on 
investment. 

 
Now, Mr. Clarke recognizes that chip-based ID cards can be used in a way that respect individual 
privacy and the associated hard-won rights of the past several years. Mr. Clarke includes the 
following options in ‘privacy-sensitive’ design: 
 

• 'electronic signature cards' rather than 'id cards';  
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• no central storage of biometrics;  
• two-way device authentication;  
• less identity authentication, and more eligibility authentication;  
• fewer identified transaction trails, and more anonymity and pseudonymity;  
• multiple single-purpose ids, rather than multi-purpose ids;  
• separation between zones within multi-function chips; and  
• role-ids as well as person-ids.  

 

Finally, one last, important, point must be noted, namely a class of ID cards that Mr. Clarke 
characterizes as electronic signature cards. Such cards are characterized by the definition, “private 
keys used variously for message-encryption and for digital signatures may be stored on a personal 
card, but no central storage of private encryption keys must be permitted to develop.”  
 

Stefan Brands 

Dr. Brands is an adjunct professor at the School of Computer Science at McGill University, the 

author of Rethinking Public Key Infrastructures and Digital Certificates: Building in Privacy, 

(MIT Press, 2000), formerly with Zeroknowledge Systems, and now with Credentica. This 

section consists of comments sent to me by Dr. Brands a few days ago when he became aware of 

my appearance before this Committee. 

 
Re: Comment regarding ID cards 
 
This comment is in response to the plans of the Committee of Citizenship and Immigration to 
hold extensive hearings on a national ID card. I am an adjunct professor at the McGill School 
of Computer Science in Montreal, Canada, and the author of a widely acclaimed MIT Press 
book on secure electronic identity management. . . The opinions in this e-mail are solely my 
own, and do not necessarily reflect the opinions of anyone else. 
 
A naïve implementation of a national identity card for Canadians would pose grave threats to 
privacy. I will not get into the privacy issues here, but instead am writing on a more 
constructive note. Namely, it is entirely feasible to build a national ID card system that 
simultaneously addresses the security needs of government and the legitimate privacy needs of 
individuals. The key to using ID card technology in a privacy-friendly manner is to avoid 
architectures that rely on inescapable systemic identification of card holders. Over a decade of 
research by respected cryptographers has resulted in highly practical technologies for 
electronic identity cards that address the complete spectrum of security, liability, and privacy 
risks for all parties involved. These technologies restrict, by their very design, the flow of 
information to only those parties that have a legitimate need to see it. 

 
Most decision-makers are completely unaware of the existence of such technologies, since 
they are not yet available by way of off-the-shelve commercial products. IT specialists 
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working on behalf of the mainstream IT industry will not tell you about privacy-friendly 
solutions, since they invalidate much of the current commercial offerings of the IT security 
industry.  As an unfortunate result, in most debates on national ID cards (and there have been 
many around the world in recent years) the issue of privacy-friendly solutions hardly ever 
comes up, simply due to a fundamental lack of technological awareness.  
 
However, an all-or-nothing debate on a national ID card that lacks insight into state-of-the-art 
scientific knowledge serves neither government nor its citizens, and will only lead to the total 
abandonment of the initiative or to the adoption of a privacy-invasive solution (at the cost of 
many millions of tax-payer dollars). 
 
Should government continue pursuing a national ID card, I strongly recommend that a serious 
study be conducted of privacy-enhancing solutions and how they can address the needs of 
both government and Canadian citizens.  
 
Kind regards, 
Dr. Stefan Brands 
McGill School of Computer Science 
sbrands@videotron.ca  
www.xs4all.nl/~brands  

 

An expanded description of Dr. Brands’ work is given in APPENDIX B, to this report. 

 

Katie Corrigan 

Ms. Corrigan is the legislative counsel on privacy at the American Civil Liberties Union. In what 

follows I will present a few of the remarks she made before the Subcommittee on Government 

Efficiency, Financial Management and Intergovernmental Relations, Oversight Hearings on 

National Identification Cards, referred to above. In brief, Ms. Corrigan predictably bases her 

concerns on threats to privacy, with little positive effect on security. Consider the following: [24] 

 

We ask Congress to use a three-prong analysis to promote safety and to reduce the likelihood 
that new security measures would violate civil liberties.   
 
First, any new security proposals must be genuinely effective, rather than creating a false sense 
of security.  Second, security measures should be implemented in a non-discriminatory 
manner. Individuals should not be subjected to intrusive searches or questioning based on 
race, ethnic origin or religion.  Finally, if a security measure is determined to be genuinely 
effective, the government should work to ensure that its implementation minimizes its cost to 
our fundamental freedoms, including the rights to due process, privacy and equality.  
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A national identification card does not pass these basic tests.  A national ID card would 
substantially infringe on the rights of privacy and equality of many Americans, yet would not 
prevent terrorist attacks.  The ACLU strongly opposes the creation of a national ID card, 
whether the card is embodied in plastic, or whether the “card” is intangible – a sort of 
“virtual reality” card consisting instead of a government-mandated computerized database 
containing information about most people in the United States linked by a government-issued 
identifier.   

 

Prevent Genocide International 

This is the global education project of Genocide Watch. A paper was presented in late 2001 at the 

Yale University Genocide Studies program. [25] This organization is concerned with the use of 

the National ID card to store ethnic, racial, or religious information, with purposes revealed, as 

follows: 

 

National ID cards of all kinds are controversial. In recent years in the United States, Britain, 
Canada and Australia proposals for introducing national ID cards and registry systems have 
raised debate about governmental control and privacy issues. Classification of ethnic, racial or 
religious groups on ID cards, however, is a distinctively different issue. Group classification 
on ID cards or other official personal documents (passports, residence permits, etc.) force a 
person to be affiliated with a governmentally-defined group and expose persons to profiling 
and human rights abuses based upon their group identity. In times of crisis such classifications 
facilitate the targeting of persons on the basis of group affiliation, making individuals readily 
identifiable for possible detention, deportation, or death.  

 

Examples abound of countries that have used ID cards to contain such information. For example 

group classifications are contained on the ID cards of Israel (Nationality);China, Ethiopia, Kenya, 

Vietnam, and Russia (Ethnicity); Dominican Republic, Malaysia, Singapore, South Africa, and 

some State Driver’s Licenses only in the U.S. (Race/Color); Afghanistan, Brunei, Egypt, Jordan, 

Turkey, Greece, and Lebanon (Religion); and Myanmar, Indonesia, and Sri Lanka (Multiple 

Categories). There is more but it is clear that the existence of a National ID card may permit or 

even encourage the state to include information related to concerns that go beyond the intended 

primary purposes of the card. 

 

 

VIII. CONCLUSIONS 
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Let me clearly state in conclusion, that Electronic Frontier Canada (EFC) is opposed to the 
introduction of a National ID card, both in principle and in practice. Such cards will not work for 
the purposes enunciated by Minister Coderre, namely identity theft and ease of crossing into the 
U.S. In addition, they will not deter terrorism as the mere possession of a card cannot supply the 
information needed to apprehend suspected terrorists. Among other concerns are the potential  
loss of a major right in democratic societies, the right to be anonymous, the “right to be let alone.” 
The existence of an ID card would see an increase in the demand to see the card by law 
enforcement officials, wherever and whenever they see fit. Let me reiterate the five reasons 
against a National ID card proposed by the American Civil Liberties Union: [26] 
 

• Reason #1: A national ID card system would not solve the problem that is inspiring it. 
• Reason #2: An ID card system will lead to a slippery slope of surveillance and monitoring 

of citizens. 
• Reason #3: A national ID card system would require creation of a database of all 

Americans. [Read Canadians for present purposes] 
• Reason #4: ID cards would function as “internal passports” that monitor citizens’ 

movements. 
• Reason #5: ID cards would foster new forms of discrimination and harassment. 

 
Current examples around the world, as well as historical ones, reveal the detrimental and 

occasionally deadly effects of National ID cards, or “papers.” The crucial issue of a self-contained 

card or a card based on a centralized database must be carefully evaluated. As Roger Clarke 

warned, “no central storage of private encryption keys must be permitted to develop.”  

 

Finally, the call for a discussion and debate on National ID cards is premature. Parliament has not 

done its homework. This submission, and many others I am sure, have raised a host of serious 

questions about the need, purpose, and dangers associated with an ID card. As Dr. Brands’ 

contributions demonstrate much turns on technical issues associated with the implementation of 

an ID card system. The use of the word system cannot be overemphasized. 

 

If there remains a serious interest in National ID cards after this series of hearings, then the House 

must undertake a serious study of associated technical, political, and social issues. However, 

challenges mounted in the present submission and no doubt in many others, including the results 

of studies in other countries as well as historical evidence, should provide convincing reasons to 

terminate further consideration. Indeed, the U.S., the primary target of international terrorism on 
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September 11, has decided, yet again, not to proceed with the introduction of a National ID card 

system. In this context, Canada should follow suit. 
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January 24, 2003 
 
To: Entitlement Cards Unit 
entitlementcardsunit@homeoffice.gsi.gov.uk 
 
Re: Response to the July 2002 Consultation Paper "Entitlement Cards and Identity 
Fraud" 
 
1. Introduction 
 
This note is a response to your July 2002 Consultation Paper titled “Entitlement Cards and Identity 
Fraud.” I am an adjunct professor at the McGill School of Computer Science in Montreal, Canada, 
and the author of a widely acclaimed MIT Press book on the topic of secure electronic 
authentication and access management (see http://www.credentica.com/technology/book.html). 
The opinions in this note are solely my own, and do not necessarily reflect the opinions of anyone 
else. 
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The national entitlement card, as currently envisioned by government, poses grave threats to the 
privacy of UK citizens.i I will not address the privacy threats here in detail; without doubt they are 
well-documented in many of the other responses to the consultation paper. Instead, I am writing 
you on a more constructive note, namely to inform you that it is entirely feasible to build a 
national entitlement card system that would simultaneously address the security needs of 
government and the legitimate privacy needs of individuals.  
 
The key is to avoid security architectures for the entitlement card that rely on inescapable 
systemic identification of card holders. This can be accomplished by adopting a suitable privacy-
enhancing architecture that restricts, by its very design, the flow of information to only those 
parties that have a legitimate need to see it.  
 
2. How to build a privacy-friendly national entitlement card 
 
The solution to building a privacy-friendly national entitlement card is to use proper cryptographic 
techniques for the certification and disclosure of personal information. According to page 125 of 
your consultation paper, digital identity certificates are currently being considered for inclusion. 
However, digital identity certificates have fundamental design flaws that make them highly 
inappropriate in the context of a national entitlement card. They do nothing to discourage 
participants from using each other’s credentials, and encourage large-scale identity fraud and 
other devastating abuses of security holes that are inevitably caused by heavily relying on the 
central storage of information. Furthermore, the actions of card holders can be traced and linked 
automatically by a multitude of parties, on the basis of the uniqueness of the cryptographic keys 
that are disclosed whenever their cards communicate with the outside world. Finally, digital 
identity certificates cannot be implemented efficiently and securely in low-cost smartcards. 
 
Two decades of research by dozens of highly respected cryptographers has resulted in highly 
practical technologies for digital certification and authentication that address the complete 
spectrum of security, liability, and privacy risks for all parties involved.ii Specifically, my own 
work of the past ten years has shown how to construct “Digital Credentials” that electronically 
mimic the key properties of paper credentials, plastic tokens, and other tangible objects. At the 
same time, Digital Credentials offer security, privacy, efficiency, and functionality benefits that go 
far beyond those of their traditional counterparts. Digital Credentials are basic cryptographic 
constructs, much like digital signatures but vastly more powerful.  
 

                                                
i In short, the system would allow the actions of all card holders to be linked and traced automatically and in real 
time, not only by the parties directly involved in verifying entitlements but also by a multitude of other parties that 
users will not be aware of (and that organizations and other verifiers may find highly undesirable). Most card uses 
envisioned in your consultation paper, however, do not require systemic identification at all. Consider proving 
eligibility to access products and services, establishing whether a person has the right to work in the UK, allowing 
people to prove their age when purchasing age-restricted items, allowing employers to check eligibility for work, 
and supporting telephone or on-line voting; with all of these, identification is necessary only, if at all, at 
registration time. 
 
ii Digital identity certificates, as described for instance in the X.509 standard, do not take any of these advances 
into account; they were developed in 1978, at the dawn of modern cryptography.  



 
 

Brief for Standing Committee on Citizenship and Immigration   Feb.19, 2003   Re: National Identification Card.   31/34 
Richard S. Rosenberg,  Vice-President Electronic Frontier Canada 

 

A national entitlement card based on Digital Credentials is entirely feasible, and would offer the 
following benefits: 
 

Strong security: Digital Credentials offer audit capability for non-repudiation and to assess 
compliance with regulatory requirements, through secure digital audit trails and digital 
receipts. They support authentication strengths ranging from weak to military-grade two-
factor and three-factor security. Different Credential Issuers can vouch for the authenticity 
of identity-related information by digitally certifying that information. Organizations can 
strongly discourage credentials holders from lending or cloning their access rights (even 
for pseudonymous access) by embedding disincentives that will be disclosed if and only if 
the legitimate holder commits a fraud; this provides a second security layer on top of the 
tamper-resistance of the cards themselves.  
 
Negotiable privacy: Digital Credentials accommodate fully adaptable levels of privacy 
ranging from user-driven anonymity to government/enterprise-mandated identification. In 
particular, they allow for pseudonymous as well as role-based access (both server-driven 
for scalability and user-driven for privacy). Digital Credentials provide for automated trust 
negotiation for the exchange of credential information, ensuring that only the minimum 
credential information needed to meet the authorization requirements of the service 
provider is disclosed. In particular, identity-related information can be selectively disclosed 
in a manner that does not enable identification. Servers can access credential information 
with varying levels of involvement from the credential database manager and the users 
themselves. 
 
Information can reside anywhere: Credential information can be held both locally on the 
card and remotely. Digital Credentials support federation of remotely stored credential 
information: credential information pertaining to the same entity can be accessed and 
managed as one logical entity even if it is distributed across different storage locations. 
They also facilitate roaming, as well as automated sharing and synchronization of 
credentials between local and remote credential information in accordance with 
application-specific administrative data.  
 
Secure multi-application smartcards: Smartcards can be used as multi-application 
devices, without introducing any of the privacy and security problems caused by other 
technologies. Specifically, different application providers can all share the same secret key 
stored in a user’s smartcard to derive the security benefits of that smartcard. The 
certificates will have uncorrelated secret keys which cannot be determined by anyone 
including the smartcard supplier, and all the certificates can be revoked separately. The 
application software on the user’s trusted computer ensures that smartcards attacks are 
impossible, and that different applications using the same smartcard remain fire-walled. 
 
Efficient smartcard implementations: The storage and computational burden for the 
entitlement smartcard can be off-loaded almost entirely to a user-controlled device (such 
as a handheld device with display and keypad, or another chip on the same smartcard that 
need not be trusted by the system provider), while preserving all the smartcard’s security 
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benefits. Literally billions of digital certificates, which may come from disparate systems 
that do not trust one another, can be securely managed using a single 8-bit smartcard chip.  
 
Limited-use access rights and credentials: Credential Issuers can issue credentials and 
access tokens that are valid a limited number of times. A built-in identifier, value token, or 
self-signed fraud confession will be exposed if and only the credential is shown more times 
than allowed. 
 
Managed Services: Credential Issuers can certify sensitive information on behalf or 
organizations without being able to learn that data, and Revocation Authorities can 
validate certificates (using OCSP or other standards) without being able to learn the 
identities of the clients of organizations (even when these expressly identify themselves to 
the organizations they transact with through the certificates themselves). In this manner, 
organizations can outsource core tasks related to digital authentication and authorization, 
without having to provide their managed services providers with competitive data or 
customer information for which they could incur legal liabilities. In fact, even the role of 
the tamper-resistant smartcard can be outsourced, thereby removing the need for 
government to securely distribute tamper-resistant devices to card holders; although each 
and every transaction of a card holder would now require the real-time involvement of a 
third party that guarantees protection of the user’s secret key, that third party cannot learn 
any details that could lead to a compromise of the user’s privacy. 
 
Peer-to-peer support: Organizations can securely give individuals control over some or 
all of their own credential information by allowing them to store and manage the 
information locally on their own entitlement card. This information is cryptographically 
protected to ensure that users cannot modify, discard, pool, lend, or prevent updates of 
information for which they have no right to do so. In the extreme, one can do away 
entirely with central databases containing sensitive personal information, by securely 
distributing each database entry to the card of the individual to whom it pertains. By 
basing authorization decisions directly on authenticated attributes shown by the requestor 
himself, trust can be established off-line on first contact, with no prior knowledge of the 
requestor. This approach provides a superior alternative from the perspective of 
administratively scalability. 

 
The practicality of the Digital Credentials technology has been well-established. For example, 
from 1993 until 1999, CAFE and OPERA (two European consortiums co-funded by the 
European ESPRIT program) implemented and extensively tested an electronic cash 
implementation for smartcards based on the Digital Credentials technology. Also, the technology 
has received worldwide acclaim from privacy advocates, security experts, and legal experts; see 
the selected endorsements for examples. 
 
I would be happy to provide you with further details as well as a prototype demonstration of the 
technology should this be of interest to you. 
 
Kind regards, 
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Dr. Stefan Brands 
brands@credentica.com 
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